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#1 [/ usr/ bi n/ per|

#*******************************************************
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#

# FILE NAME : enunilalert.pl

#

# DESCRIPTION : This file is a perl script that will be
executed as an

# action when an | DS-MC Event Rule triggers, and wll
send an

# email to $Emmil Rept with additional alert paraneters
(simlar to

# the functionality available with CSPM noti fications)
#

# NOTE: this script only works with 3.x sensors,
alarns from4.0

# sensors are stored differently and cannot be
represent ed

# inasimlar format.

#

# NOTE: check the "systent comrand in the script for
the correct

# format dependi ng on whet her you're using

| DSMC/ SecMbn

# v1.0 or v1.1, you may need the "-on" command-
l'ine option.

#

# NOTE : This script takes the ${Query} keyword from
t he

# triggered rule, extracts the set of alarns
that caused

# the rule to trigger. It then reads the | ast
al ar m of

# this set, parses the individual alarmfields,
and

# calls the legacy script with the same set of
cormand

# |ine argunments as CSPM

#

# The calling sequence of this script nust be of the
form

#

# emailalert.pl "${Query}"

#

# \Were:

#

# "${Query}" - this is the query keyword
dynami cal | y

# out put by the rule when it triggers.

# It MJUST be wapped in double quotes when
specifying it in the Argunents

# box on the Rule Actions panel.

#

#

#*******************************************************

R R R R o b S R




##

## The following are the only two variabl es that need
changi ng. $Tenpl DSFil e can be any

## fil ename (doesn't have to exist), just make sure the
directory that you specify

## exists. Make sure to use 2 backsl ashes for each
directory, the first backslash is

## so the Perl interpretor doesn't error on the

pat hnane.

##

## $Emai | Rcpt is the person that is going to receive the
emai | notifications. Al so

## make sure you escape the @synbol by putting a
backsl ash in front of it, otherw se

## you' |l get a Perl syntax error.

##

$Tenpl DSFile = "c:\\tenp\\idsalert.txt";

$Emai | Rcpt = "nobody\ @i sco. cont';

##
## pull out comand |ine arg
##

$wher ed ause = $ARGV[ 0] ;

##
## extract all the alarnms matchi ng search expression
##

$tnpFile = "alarns. out";

## The following line will extract alarnms from1.0

| DSMC/ SecMon dat abase, i f

## using 1.1 coment out the |line bel ow and un-conmmrent
the other systemline

## below it.

## V1.0 | DSMC SecMon ver si on
systen("ldsAl arnms -s\"$whereC ause\" -f\"$tnmpFile\"");

## V1.1 | DSMC SecMon ver si on.

## systenm("1dsAl arnms -on -s\"$whered ause\"
fA\"$tnpFile\"");

##

# open mat chi ng al ar m out put

if (!open(ALARM FILE, $tnpFile)) {
print "Could not open ", $tnpFile, "\n";
exit -1;

}

# read to last |line

whi | e (<ALARM FI LE>) {
$line = $_;

}

# cl ean up

cl ose( ALARM FI LE) ;
unl i nk($t npFile);

#i




## split last line into fields
##

@ields = split(/,/, $line);

$event Type = @i el ds[0];
$recordld = @ields[1];

$gmt Ti mestanp = 0; # need gnt tine_t
$l ocal Tinmestanp = 0; # need local tine_t
$local Date = @i el ds[4];
$local Time = @ields[5];
$appld = @ields[6];

$host1d = @ields[7];

$orgld = @ields[8];
$srcDirection = @iel ds[9];
$destDirection = @i el ds[10];
$severity = @i el ds[11];
$sigld = @ields[12];
$subSigld = @i el ds[13];
$protocol = "TCP/IP";
$srcAddr = @i el ds[ 15] ;

$dest Addr = @i el ds[ 16];
$srcPort = @ields[17];

$dest Port = @i el ds[ 18];
$router Addr = @i el ds[19];
$contextString = @i el ds[ 20];

## Open tenp file to wite alert data into,

open( QUT, ">$Tenpl DSFi l e") || warn "Unable to open out put
filel\n";

## Now wite your email notification nessage. You're
witing the following into

## the tenmporary file for the noment, but this will then
be emailed. Use the format:

##

## print (OJT "Your text with any variable nane fromthe
list above \n");

##
## Again, make sure you escape special characters with a
backsl ash (note the : in between $sigld

## and $subSigld has a backslash in front of it)

print(OUT "\n");

print (OUT "Received severity $severity alert at

$l ocal Date $l ocal Ti me\n");

print(OUT "Signature ID $sigld\:$subSigld from $srcAddr
to $dest Addr\n");

print(OUT "$contextString");

cl ose(QUT) ;

## then call "blat" to send contents of that file in the
body of an ermmil message.

## Blat is a freeware email programfor WnNT/95, it
cones with VM5 in the

## $BASE\ CSCOpx\ bin directory, make sure you install it
first by running:

##

## blat -install <SMIP server address> <source enail
addr ess>

##

## For nore help on blat, just type "blat" at the




conmand pronpt on your VMS system (nmake

## sure it's in your path (feel free to nove the
executable to c:\wi nnt\systenB32 BEFORE

## you run the install, that'll nake sure your system
can always find it).

system ("blat \"$Tenpl DSFile\" -t \"$Email Rcpt\" -s
\"Received IDS alert\"");

4 xBAIERIETE
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#1 [ usr/ bi n/ perl use

H .. . LR I S O O
TI ne: : Local ’#******************

R S S O O

#

# FILE NAME : enmmilalert.pl

#

# DESCRIPTION : This file is a perl script that will be
executed as an

# action when an I DS-MC Event Rule triggers, and wl |
send an

# email to $Emmil Rcpt with additional alert paraneters
(simlar to

# the functionality available with CSPM notifications)

NOTE: this script only works with 4.x sensors. It wll
not work with 3.x sensors.

NOTES : This script takes the ${Query} keyword from
he

triggered rule, extracts the set of alarns that caused
the rule to trigger. It then reads the last al arm of
this set, parses the individual alarmfields, and
calls the legacy script with the same set of conmand
line argunments as CSPM

The cal ling sequence of this script nust be of the
orm

emailalert.pl "${Query}"
Wher e:

"${Query}" - this is the query keyword dynamically
output by the rule when it triggers.

It MJUST be wrapped in double quotes

when specifying it in the Arguments

box on the Rule Actions panel.

HOHHFHFHHHHHHFHFH TR HHHH TR HHR

#*******************************************************
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##

## The following are the only two variabl es that need
changi ng. $Tenpl DSFil e can be any

## fil ename (doesn't have to exist), just make sure the
directory that you specify




## exists. Make sure to use 2 backsl ashes for each
directory, the first backslash is

## so the Perl interpretor doesn't error on the
pat hnane.

##

## $Emmi | Rept is the person that is going to receive the
emai |l notifications. Also

## make sure you escape the @synbol by putting a
backsl ash in front of it, otherw se

## you' |l get a Perl syntax error.

##

$Tenpl DSFile = "c:\\tenp\\idsalert.txt";
$Emai | Rept = "your nane\ @our conpany. cont';

# subroutine to add leading 0's to any date variable
that's less than 10.
sub add_zero {

ny ($var) = @;
if ($var < 10) {
$var = "0" . $var
}

return $var;

}

# subroutine to find one or nore | P addresses within an
XML tag (we can have multiple

# victinms and/or attackers in one alert now).

sub find_addresses {

ny ($var) = @;

my @ddresses = ();

if (m$var/) {

$raw = $&;

while ($raw =~ mf (\d{1,3}\.){3}\d{1,3}/) {

push @ddresses, $&

$raw = $';

}

$var = join(', ', @ddresses);
return $var;

}

}

# pull out conmand line arg

$wher e ause = $ARGV[ 0] ;

# extract all the alarns matching search expression
$tmpFile = "alarms. out”;

# Extract the XM alert/event out of the database.
systen("ldsAl arnms -s\"$whereC ause\" -f\"$tnmpFile\"");
# open nmat chi ng al ar m out put

if (!open(ALARM FILE, $tnpFile)) {

print "Could not open $tnpFile\n";

exit -1;

}

# read to last line

whil e (<ALARM FI LE>) {




chomp $_;
push @ogfile, $_;
}

# cl ean up

cl ose( ALARM FI LE) ;
unlink($tnpFile);

# Open tenp file to wite alert data into,
open( QUT, ">$Tenpl DSFi | e");

# split XML output into fields

$oneline = join('',@ogfile);
$oneline =~ s/\<\/events\>//g;
$oneline =~ s/\<\/evAlert\>/\<\/evAlert\> /g;
@tenms = split(/,/,%oneline);

# If you want to see the actual database query result in
the email, un-comment out the

# line bel ow (useful for troubl eshooting):

# print(OUT "$oneline\n");

# Loop until there's no nore alerts
foreach (@tens) {

if (m\<hostld\>(.*)\<\/hostld\>/) {
$hostid = $1;
}

if (mseverity="(.*?)"/) {
$sev = $1;
}

if (m Zone\=".*"\>(.*)\<\/tinme\>/) {

$t = $1;

if ($t == (.*)(\d{9})/) {

($sec, $m n, $hour, $nday, $non, $year, $wday, $yday, $i sdst) =
| ocal tine($1);

# Year is reported from 1900 onwards (eg. 2003 is 103).
$year = $year + 1900;

# Months start at O (January = 0, February = 1, etc), so
add 1.
$mon = $non + 1;

$non = add_zero ($non);
$nmday = add_zero ($nday);
$hour = add_zero ($hour);
$min = add_zero ($min);

$sec = add_zero ($sec);
}
}

if (msigName="(.*?)"/) {
$Si gNarme = $1;
}

if (msigld="(.*?)"/) {
$Si gl D = $1;




}

if (msubSigld="(.*?)"/1) {

$SubSi g = $1;

}

$attackerstring = "\<attacker.*\<\/attacker";

if ($attackerstring = find_addresses ($attackerstring))
{

}

$victinmstring = "\<victim*\'<\/victint;

if ($victinstring = find_addresses ($victinstring)) {

}

if (m\<alertDetails\>(.*)\<\/alertDetails\>/) {
$AlertDetails = $1;
}

@ctions = ();

if (m\<actions\>(.*)\<\/actions\>/) {
$rawaction = $1;

while ($rawaction =~ m\<(\w?2)\>(.*?)\</) {
$rawaction = $';

if ($2 eq "true") {

push @cti ons, $1;

}

}

if (@ctions) {

$actiontaken = join(', ', @ctions);
}

}

el se {

$acti ont aken = "None";

}

## Now wite your email notification nessage. You're
witing the following into

## the tenmporary file for the noment, but this will then
be enuil ed.

##

## Again, make sure you escape special characters with a
backsl ash (note the : between

## the SiglD and the SubSig).

##

## Put your VMS servers |P address in the NSDB: |ine
below to get a direct link

## to the signature details within the enail.

print(OUT "\ n$hostid reported a $sev severity alert at
$hour : $m n: $sec on $non/ $nday/ $year\ n");

print(OUT "Signature: $SigNane \($SiglD:$SubSig\)\n");
print(QOUT "Attacker: $attackerstring ---> Victim
$victimstring\n");

print(OUT "Alert details: $AlertDetails \n");

print(OUT "Actions taken: $actiontaken \n");

print(OJUT "NSDB: https\://<your VMS server |P

addr ess>/ vims/ nsdb/ ht m / expsi g_$Si gl D. ht i\ n\n");

Print (OUT Mmoo s e e oo

cl ose(QUT) ;




## Now call "blat" to send contents of the file in the
body of an ermmil message.

## Blat is a freeware email programfor WnNT/95, it
cones with VM5 in the

## $BASE\ CSCOpx\ bin directory, make sure you install it
first by running:

##

## blat -install <SMIP server address> <source email
addr ess>

##

## For nore help on blat, just type "blat" at the
conmand pronpt on your VMS system (nmake

## sure it's in your path (feel free to nove the
executable to c:\wi nnt\systenB32 BEFORE

## you run the install, that'll nake sure your system
can always find it).

system ("blat \"$Tenpl DSFile\" -t \"$Email Rcpt\" -s
\"Received IDS alert\"");

SxBAIERE TR
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#! [/ usr/ bi n/ perl
use Tine:: Local;

#*******************************************************
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#

# FILE NAME : email al ertv5. pl

#

# DESCRIPTION : This file is a perl script that will be
executed as an

# action when an | DS-MC Event Rul e
triggers, and will send an

# emai| to $Emmi |l Rcpt with additional
alert paraneters (simlar to

# the functionality available with CSPM
notifications)

#

# NOTE: this script only works with 5.x
sensors.

#

# NOTES : This script takes the ${Qery} keyword
fromthe

# triggered rule, extracts the set of

al arns that caused

# the rule to trigger. It then reads the
| ast al arm of

# this set, parses the individual alarm
fields, and

# calls the I egacy script with the sanme
set of command

# line arguments as CSPM

#

# The cal ling sequence of this script

must be of the form




email al ert.pl "${Query}"

Wher e:

HoHH H R R

"${Query}" - this is the query
keyword dynami cal |y

# output by the rule
when it triggers.

# It MJUST be wapped in
doubl e quot es

# when specifying it in
the Argunents

# box on the Rule

Acti ons panel

#

#

#*******************************************************

kkhkkkkhkkhkkhkhkhkkkhkkkk

##

## The following are the only two variabl es that need
changing. $Tenpl DSFile can be any

## fil ename (doesn't have to exist), just make sure the
directory that you specify

## exists. Make sure to use 2 backsl ashes for each
directory, the first backslash is

## so the Perl interpretor doesn't error on the

pat hnane.

##

## $Emmi | Rept is the person that is going to receive the
emai|l notifications. Also

## make sure you escape the @synbol by putting a
backsl ash in front of it, otherw se

## you'll get a Perl syntax error.

##

$Tenpl DSFile = "c:\\tenp\\idsalert.txt";
$Emai | Rept = "gful | age\ @i sco. cont

# subroutine to add leading 0's to any date variable
that's less than 10
sub add_zero {

ny ($var) = @;

if ($var < 10) {
$var = "0" . $var

}

return $var

}

# subroutine to find one or nore | P addresses within an
XML tag (we can have multiple
# victinms and/ or attackers in one alert now).
sub find_addresses {
ny ($var) = @;
nmy @ddresses = ();
if (m$var/) {
$raw = $&
while ($raw =~ m (\d{1,3}\.){3}\d{1,3}/) {
push @ddresses, $&
$raw = $';
}
$var = join(', ', @ddresses);
return $var




}
# pull out command |line arg

$wher ed ause = $ARGV[ O] ;

# extract all the alarns nmatching search expression
$tnpFile = "alarns. out";

# Extract the XM alert/event out of the database.

systen("ldsAl arns -os -s\"$whered ause\" -
fA\"$tmpFile\"");

# open mat chi ng al ar m out put

if (!open(ALARM FILE, $tnpFile)) {
print "Could not open $tnpFile\n";
exit -1;

}

# read to last line

whil e (<ALARM FI LE>) {
chomp $_;
push @ogfile, $_;

}

# cl ean up

cl ose( ALARM FI LE) ;
unlink($tnpFile);

# Open tenp file to wite alert data into,
open( QUT, ">$Tenpl DSFi | e") ;

# split XM. output into fields

$oneline = join('',@ogfile);

$onel ine =~ s/\<\/sd\:events\>//g;
$onel i ne

s/\<\/sd\:evlidsAlert\>/\<\/sd\:evldsA ert\>,/g;
@tens = split(/,/,%oneline);

# If you want to see the actual database query result in
the email, un-comment out the

# line bel ow (useful for troubl eshooting):

# print(OUT "$oneline\n");

# Loop until there's no nore alerts

foreach (@tens) {
unl ess ($_ =~ /\<\/env\:Body\>/) {

if (m\<sd\:hostld\>(.*)\<\/sd\:hostld\>/) {
$hostid = $1;
}

if (mseverity="(.*?)"/) {
$sev = $1;
}




if (m Zone\=".*"\>(.*)\<\/sd\:tinme\>/) {
$t = $1;
if (St =~ nf(.*)(\d{9})/) {

($sec, $m n, $hour, $nday, $non, $year, $wday, $yday, $i sdst) =
| ocal tine($1);

# Year is reported from 1900 onwards (eg. 2003
is 103).
$year = $year + 1900;

# Months start at O (January = 0, February = 1,
etc), so add 1.
$mon = $non + 1;

$non = add_zero ($non);
$nmday = add_zero ($nday);
$hour = add_zero ($hour);
$min = add_zero ($min);
$sec = add_zero ($sec);
}
}

if (mdescription="(.*?)"/) {
$Si gNarme = $1;

}

if (m\ id="(.*?2)"71) {
$Si gl D = $1;

}

if (m\<cid\:subsigld\>(.*)\<\/cid\:subsigld\>/) {
$SubSi g = $1;

}

i f

(m\<cid\:riskRatingValue\>(.*)\<\/cid\:riskRatingVal ue\
>l) |
$RR = $1;
}

if (m\<cid\:interface\>(.*)\<\/cid\:interface\>/) {
$Intf = $1;
}

$attackerstring =
"\'<sd\:attacker.*\<\/sd\:attacker";

if ($attackerstring = find_addresses
($attackerstring)) {

}

$victinstring = "\<sd\:target.*\<\/sd\:target";
if ($victinmstring = find_addresses ($victinstring))

}

i f
(m\<cid\:alertDetail s\>(.*)\<\/cid\:alertDetails\>/) {
$AlertDetails = $1;

}

@ctions = ();
if (m\<sd\:actions\>(.*)\<\/sd\:actions\>/) {
$rawaction = $1;




while ($rawaction =~ m\<\w?2: (\w?2)\>(.*?)\</) {
$rawaction = $';

if ($2 eq "true") {
push @ctions, $1;

}
}
if (@ctions) {
$actiontaken = join(', ', @ctions);
}
}
el se {
$acti ont aken = "None";
}

## Now wite your email notification nessage. You're
witing the following into

## the tenmporary file for the noment, but this will then
be enuil ed.

##

## Again, make sure you escape special characters with a
backsl ash (note the : between

## the SiglD and the SubSig).

##

## Put your VMS servers |P address in the NSDB: |ine
below to get a direct link

## to the signature details within the enmil.

print(OUT "\ n$hostid reported a $sev severity alert
at S$hour: $ni n: $sec on $non/ $nday/ Syear\ n");
print (OUT "Signature: $SigNane
\($Si gl D\: $SubSig\)\n");
print(OUT "Attacker: $attackerstring ---> Victim
$victimstring\n");
print(OUT "Alert details: $AlertDetails \n");
print(OUT "Risk Rating: $RR, Interface: $Intf \n");
print(OUT "Actions taken: $actiontaken \n");
print(OUJUT "NSDB: https\://sec-
srv/vms/ nsdb/ ht m / expsi g_$SiglD. htmd\n\n");

Print(OUT M----ccmommmm i e
___________ \nll),
}
}
cl ose(QUT);
## Now call "blat" to send contents of the file in the

body of an ermmil message.

## Blat is a freeware email programfor WnNT/95, it
comes with VM5 in the

## $BASE\ CSCOpx\ bin directory, make sure you install it
first by running:

Hit

H#H#t blat -install <SMIP server address> <source emil
addr ess>

Hit

## For nore help on blat, just type "blat" at the
conmand pronpt on your VMS system (nmake

## sure it's in your path (feel free to nove the
executable to c:\wi nnt\systenB32 BEFORE

## you run the install, that'll nake sure your system
can always find it).




system ("blat \"$Tenpl DSFile\" -t \"$Email Rcpt\" -s
\"Received IDS alert\"");

B
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blat

<tilename>VMS R LEMX A ERN TERE, MREFHMHETHRMERONEREESE
BHEXHKRILESR , RIEHMELFEREN.
2. MR EWBERERNIEMNEFHM , FEAEDSRTIIREETPerlETH. EMRE
BURFTEPer R R EFIME, HEERTHRE , FREGTRRAFLEA

>cd Program Files/CSCOpx/MDC/etc/ids/scripts
>emailalert.pl ${Query}

B geg W EISybasetiiR , EAHIE L., ERABBEENs{ery)

& | Command Prompt

D:“Program Files“CS8COpx~MDCsetcsidssscriptsremailalert.pl ${Quervr
Error: SybaseESgl:--prepareSqgl: PREPARE Svntax error near 'Query’

Zending c:istempsidzalert.txt to gfullagefcisco.com
Subject:Received High Severity alert
Login name is didsmcPcisco.com

D=“Program Files“~CSCOpx“MHDChetochidssscriptsi

F?TEEIJJH:?* SO0 ESREEMETHEERETEN. EFBHEXTNMEE®RSIBEA
TH, MREBRIEMPer B EHR , AIFEEBEETBHZAEEELER.

HHEEA

- BRRE AGHRXEBER
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