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10.66.79.210 10.100.100.1
House light

IPS Manager Express

p— sensord 10.100.100.2  1.1.1.1
et CT-=-
10.66.7/9.229 intd

10.66.79.195
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Current configuration : 906 bytes
!

version 12.4

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption

!

hostname light

!

enabl e password cisco

!

usernane cisco password O cisco
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i p subnet-zero
!
!
!
ip ssh time-out 120
ip ssh authentication-retries 3
!
call rsvp-sync
!
!
!
fax interface-type npdem
na receive maxi mumrecipients 0
!
controller E1 2/0
!
!
!
i nterface FastEthernet0/0

ip address 10.100.100.2 255.255.255.0

dupl ex auto

speed auto

nterface FastEthernet0/1

ip address 1.1.1.1 255.255.255.0
dupl ex auto

speed auto

nterface BRI 4/0
no i p address
shut down

nterface BRI 4/ 1
no i p address
shut down

nterface BRI 4/2
no i p address
shut down

nterface BRI 4/3

no i p address

shut down

|

ip classless

ip route 0.0.0.0 0.0.0.0 10.100.100.1
ip http server

ip pimbidir-enable

|

|

di al - peer cor custom
|
!
line con O
line 97 108
line aux O
line vty 0 4
| ogin
!
end

B BRI B




Current configuration : 939 bytes
!
version 12.4

service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!
hostname house

!

| oggi ng queue-linmt 100
enable password cisco

!
i p subnet-zero
!
!
no ip cef

no i p domai n | ookup

ip audit notify |og
ip audit po nmax-events 100

no voi ce hpi capture buffer
no voi ce hpi capture destination

i nterface FastEthernet0/0

ip address 10.66.79.210 255.255.255.224
dupl ex auto

speed auto

|
interface FastEthernet0/1

ip address 10.100.100.1 255.255.255.0
dupl ex auto

speed auto

|
interface ATML/ 0

no i p address

shut down

no atmil m -keepalive

|
ip classless
ip route 0.0.0.0 0.0.0.0 10.66.79.193
ip route 1.1.1.0 255.255.255.0 10.100.100.2
no ip http server
no ip http secure-server

call rsvp-sync
!
|

nmgcp profile default
|

!

line con O
exec-tinmeout 0 O
line aux O

line vty 0 4
exec-tinmeout 0 O
password cisco




| ogin
line vty 5 15
| ogin
!
!
end

B 3 I 25 e

FERA T SRR A ED B BORIER

CIBEREBERBARAISE |, BB AciscolfAERERR |, ciscolE BEE.
. RIRIR R BFEUHE, XX : Cisco1232— A8 , RETARHFFER,

. Asetupt T RMIER , UEARBAIFRREERS|H,

BALLTER :

sensor 5#setup

A ODN -

--- System Configuration Dialog ---

!--- At any point you may enter a question mark '?'" for help. !--- Use ctrl-c to abort the
configuration dialog at any pronpt. !--- Default settings are in square brackets '[]'

Current Configuration:

net wor kPar ans
i pAddress 10.66.79.195
net mask 255.255.255.224
def aul t Gateway 10.66.79.193
host nanme Corp-IPS
tel net Opti on enabled
I-—— Permit the IP address of workstation or network with IME accessList ipAddress
10.66.79.0 netmask 255.255.255.0
exit
ti mePar ans
sunmer Ti nePar ans
active-sel ection none
exit
exit
servi ce webServer
gener al
ports 443
exit
exit
5. FHRE, BRARREFRETREEEL S ERRE,
[0] Go to the command pronpt wi thout saving this config.
[1] Return back to the setup w thout saving this config.
[2] Save this configuration and exit setup.

Enter your selection[2]: 2

11 158 1 28 3 38 B IME

TR TR | i§RORIZRH B BIME:

1. B3|Z % TIPS Manager ExpressByWindows PC , A& BIRXIPS Manager Express.
2. i###Home > Add,



3
ﬁ]Hnme Cunﬂguratn:un @ Event Monitaring . Repnrts| {'?,- Help

Devices a! Home == Devices = Device Lisk
& Device List ( d Add IE Edt| [ Delete  p Start ~ [l Stop ~ & Status
TII‘I'IE Device Name IP Address Device Type Ewvent =

~

@ Edit Device

Sensar Mame: | Corp-IPS
Sensor I[P address: 10.66.79,195
Lser Mame: Cisco
Password: T T
'Web Server Pork; 443

Communication protocal

() Use encrypted connection (https)

) Use non-encrypted connection (http)

Event Skark Time (LITC)
Most Recent Alerts

Exclude alerts of the Following severiby level(s)

[ ] infarmational [ |Low [ |Medium [ | High

3. BALLE AN Z — T OKLA T R BB
4. ##FDevices > Corp-IPSUABR T BURIZRARAE | AR IX— T A LIEEDevice Status, HER AL
EEEKINT



L Device Status --'.Turp-'I}E

Connection States: | Subscription successfully cpened.
Sensor Veraon:
Clsco Intrusion Prevention System, Yersion 7. 0(0.631E3
Host:

Reslm kays  kevl.0
Sgnature Desirekion;

Sighature Update  5310.0 2007-12-05
wirus Update  Wi.2  2005-11-24

Cormponent Statistics Informatian: (Press CTRL+F to start searching.)

——

| |AnabesksEngnestatistcs  Snabesis Engnie Skatistcs
|| Peocsherstac Peceiver Stakictice
l TotadPackats  Totd number of packets processed sincereset = 0
li EpFacl-'.El:f Tekal number of [P pa-:knbs- processad sirce et =1
r Trarsmitterstabs  Transmikber Skatistics
Trarsmitt=dPackeats  Totsl rumber of packsts transmitbed =0
!, Denied®atets  Total numbar of packats dened =0
1 ResstPacets  Total rember of packets resst =0
|| rHu rragoent Resssembly Une stanstes
| currentFragmentsHeld  Mumber of Fragments curentdy nFRU =0
| currentPertisDatagrams  Mumber of dategrams curmenthy inFRU =10
1| SoearPeassambldldnit  TOP Stream Reassermbly Unk Skagstics
'[ emhryarictreams  TCP streamns currenthy in bhe embryoric stele =0
establshedstreams  TOP streams curvenidy in the establshed state =0
E. dasirgSreams  TCP streams currenthy in Bhe dosirg stete =0
| urrentSteams  TOP streams currently in the system =0
SignakureDEStaks  The Signature Datahace Skatistics.
Totd  Total nodes active = 0
ToRaaEh  TCP nodes keyed on both IF addresses 2nd both pocts =0
UlPARath LR nodes keyed on both 1P addresses and aoth porks = 0
AxBx I nodes keved en both [P addrcsscs = 0
SigEvernts  Statistis for Signature Evenis
TotalEvents  kumber of SigEvents since reset =0
ActiorsExemted  Statistics for Addons ececuted oma SagEvent
producedert  Humber of Alerts wrkben bo the TdsEventStore = 0
[repaction Ztats  Inspaction Stats

L LA .- N I—re T -

a8

Press CTRLHF to shart searching. Press upfdawn arr
next or previous matching word.

Cumrentuacuedfackets  TCP Padezts currenthy queved for reassembly = 0

[ Fefresh H Chase

£ Cisco IOSHEHEEETCPEERE

STERATESER , IMERCisco IOSERHZRRETCPE :

1. ZEIME PC Lt , BRAWebBIE S , # F|https://10.66.79.195,

2. 8—T "TOK, EZRRRABRTHHHTTPSES.,

3. EEARES |, B AciscolEAERERR , i A123cisco123EA %G, HEHIMEEENE



l:mﬁnuruﬂun = Corp-TPS > Policies > Signature Definitions > sigl > Active Signatures
© Corp-IPS |
B et "‘ show
8 Signature Defirtions S| IE Edit Actions| @ Enable @ Disable ¥ Restore Defaulk Events = &% My
(=G sigh Filter: | Sig In vl
{5 Active Signatures
B Adwarespyware i Fudellty | Base | Signatu
& Attack 1D Marmne Erabled Severity Rating AR Fi
%1 fo00 Peptorstadostin. W 75 185, A
E:1ai| 100440 [P options-Loose Souwr .. 1 @ High 100 100 ﬂ Alert
_ _ S 1006/0 1P options-Strict Sourc. .. @ Hgh 100 100 &G, Alert
3 Instark Messaging | 1007/0  IPwi5 aver IPvé L i Infor.., 100 25 £4 Alert
% L2/L3jL4 Protocol | || (110000 Unknown IP Protocol ¥l i Infor... 75 18 €3 Alert
3 Metwork Servces 11020 Impossble IP Packet @ High 100 100 £3, Alert
5 os _ 11040 1P Localhost Source 5... @ High 100 100 £4, Alert
'8 Other Services 1107j0  RFC 1918 Addresses...  [1 & Infor... 100 25§, Alert
e LA 1108/0 1P Packet with Prota 11 @ High 100 100 &3, Alert
_ _ ::E;;m”m 1109/0  Cisco 105 Interface Dos O Medium 75 56 £, Alert
S Virusespwoms{Trojar, || (11031 CscolosInterfaceDos O Mecdium 7B 56 g, Alert
{5 weh Server | 1108/2  Csco [0S Interface Dos | Medium 75 56 £, Alert
3 Al Signatues Ll 1103 Cisco 105 Interfacs DoS O Mediurm 75 56 £4, Alert
|_ E} Event fckion Fules 1200/0  IP Fragmentation Buff... i Infor... 100 25 £4, Alert
Bl rulesn 1201J0 1P Fragment Overlap O & mfor., 100 25 £, Alert
& E’E ﬂﬂﬂfﬂﬂ"f Detections ;,.|' _13::2;0 1P Fragmenk Overrun ., g |-|.;||-. 100 100 £3, Alert
o o =i = 4 == 1
4.1 "BREL BEH , &— T%ﬁﬁ%
5. REBHZE—THR ﬁﬁo
Emﬁg.uhuiun = Cor -IPE = Fuinu = Egnar.urg De!“nhmu = sigl > nd skl
F
3 Refresh
.-" 'Cﬂrp-lP'E
—_
Lo 2| [ et actens &l
& -Eﬁ;ﬁignﬂb.r: — — & Edit Ac i@ Enable (& Disab S . . !
R .I.E; e Filtet: |5igIE' v] F|hri e | (q, Signabure Wmar‘d!
. - ] | uu
= iy Name E
' DDa3 1000j0 1P options-Bad Option ... el
i -8 Do5 NARAIA 1D AnHAne ] noes S e -
6. EBEH | EiEVYes , REIBIEString TCPEAZERSIZE, & "Nexts (T—F ),
D Custom Signature Wizard

Wel-ome bo the Custom Signabure Wizard, This wizard will guids ywou Brrawgh Hhe proi
a cuskbom sgnature.

Do ol know wiich Signsture Ergine you want b e for the costom signatire?

Select Engire: [ ‘String TCP v ]

(-F_Z’F)o



© Custom Signature Wizard

Signiature identificakion parameters identFy and describe the signsture, but do not affect the
signature behavior, You must specify a Signature [0 and SubSignature 10 You can override the
default values, but each required value must be unique (nok used by another signabuee).

[
swauen: [(eowo
SubSignature ID: | |
| somssne{ ]
: Alerk Mokes: EM':l.'ﬂq infa
User Comments:  |Sig Comment

8. i#1ZEvent Action , A %121ZProduce Alertf1Reset TCP Connection. & —

T TOK. |, A%
rNeXtJ J’j\i@%o
ﬂ L ustom Signature Wizard E"?é_ﬁl

Ergrne-specific parameters determine what the signabure kooks for and what causes the signature
bo fire. You can sef the folowing String TCP enging parameters used for this signature,

O Swap Atkacker Vickin

Yalue |
| @ select item(s) i<
] eny Attacker Inline
- Speciy Min MatchLength | ™) nery sebacker Service Pair Infine
Rizoes Shring [[] Deny Atkacker Vickim Par Infine
sonea o ooy Corvecin i
i e Deny Packet Infre ' }
[T Direction O
! s [] Log Attacker Packets
"_I 5|!-'CI:'|' Exact Match Offset 0 lngFar F'al:kets
i Epnciff-"lm: Makch OFfse ]
Sm:ifﬂ-‘h Makch OfFsel

|:| Request Bd-:u:k: Conrection
F] ﬂﬂquast Blork Hiost

[v] Raset e Cunned:lm

‘ Lok ][ cancel ]

[0 Parameber uses the Defauk valise, Chek the walue feld to edit the value.
#f Parameter uses a User-Defined Yalue. Click the icon ko restore the defaulk vale.

[ <Back I[ Mk l Firtish

| concel ||

]

9. M AERKRIRT , X RHIFEHtestattacko i A23¥EEService Ports , i##£To ServicetE A

Direction

, REIE— T NextLAHEHE.



Engine-specific parametars determing what the signature laoks For and what causes the f;'g-nah.ra
o fire, You can set the Following String TCP engine parameters used For this signature,
Mo o lvee |
o~ Event Ackion Praduce flert | Reset TCP Connection
[ Strip Telnet Options Mo
Eﬁ&dﬁr‘ Min Mabch Length Ko
~Regex String testattack
~Serdce Ports 23
" Direction To Service
= Specify Exact Match Offset Ho
| -Specify Max Match Offset Mo
: ~~5pecfy Min Match Offset L]
T Swap Attacker Victim ho

10. AR EFRESTE

; gnature

Eﬁﬁo #E rNSXtJ (-F_i ) o

Yiou can assign the following valuss to this signature that reflect both your confidence in the fidelity
of the signature and the severiby of the attack it represents. The Signabure Fideliby Rating is any
b From 0 to 100, with 100 reflecting the most confidence in this signature. This number is used
to help calioulate the Risk Rating, which helps deberming what actions rasult from the Firing of this
sgniature.

Signature Fidelty Rating: i?s

Sty f oot

=

M. B—TERUTHREBE,



 Custom Signature Wizard %)

Valf winh | click Finish. To change the alert behavior, click Advanced.

The sensor sends the first abeet for each address set, and then a summary of =l the derts that
occur on bhis address sk aver the next 15 secards.

The summary alert contairs the ame information a5 the orgnel dert and provides an interval
surmmiary dhat shores B numbsar of tokal slerts per dme intersal. A summeary counts signaturs firngs
cov atbacker address,

The sersar will nat sutcmaticaly upgrade (or dossngrade) b global summerization mode,

To accept this alert behavior and oreate the custom signature,

e (L J{Jemed (e ]

12. i##ZConfiguration > sig0 > Active Signatures , AFEIBH R IDRER KEFEINES,

R —TEditA BB EE,



Mame
= Sigrsature Definition
Signiature 1D
| SubSignatire ID
# Alert Severiby
. Sig Fidelty Rating
- O Promiscuous Delta
Sag Description
% Signature Mame
- Alert Notes
# User Comments
[ Alert Traits
[ Release
: Engine
| # Event Action
L0 Strip Telnet Options
Specify Min Match Length
Regex String
Service Pars
W Direction
; Specify Exack Makch Offsst
Pl Specify Max Match Offset
- SpeciPy Min Makch OFfset
[ Swap Attacker Victim

e T b T v

Walue

0000

Mediurm

string. tep

My Sig Info

Sig Cornirreenit

]

Cushbom

Skring TCP

Produce Slert | Resst TOP Connection

P

Mo

beskatback

23

To Service

& |5 |F|F

[7] Barameber uses the Defauk Value, Click the vals field bo edit the value,

& Parameber uses a User-Defined Yalue. Click the icon o reskare the default value.

Cancel | |

13. BFREIE —TOK , REBIZ— T ApplyR A& IR IE A 2 =URI2R,

B
BB BRI ERTCP

TR TER , BB RBMTCPEL :

1. BEWE L , ;FEZIME , :##FEvent Monitoring > Dropped Attacks View , A% EZEH A

Y BORIES

2. #Router Light ( B&H 855 ~&E ) , TelnetERouter Houself # Atestattack. #E—TF

<space>g<enter>T] E & Telnet/E XK B

|I'i ght #telnet 10.100.100.1
Trying 10.100.100.1 ... Open

User Access Verification
Passwor d:



house>en

Passwor d:
house#testattack
[Connection to 10.100.100.1 closed by foreign host]
!-—-- Telnet session has been reset due to the !--- signature "String.tcp" triggered.
3. EIPSEHRRBNIEHERT , —BERERE  HEHRIEER.
Dal:e Tirne Sig. Mame 2ig. ID
Dewce Corp-IP5 (188 items)
-~ Severity: high (188 ikems)
f 10/23/2009  09:59:13 String.tcp ROC00.0 ]
- AQfzsf2009  09:59;02 ZOTOB Worm Ackivity  S570/0
10/23/z2009 09:58:57 anig YWorm File Tran... 55990
100232009 09:59:00 Anig WWorm File Tran.., 55990
L 10{23/2009 09:58:58 Anig YWorm File Tran.., 55990
100232009 09:59:17 Machi Worm ICMP E... 2158/0

REREDEAR

AER AR T AR EHA R T R R
#/T

ERUTREHERET -

- BIRTIEERFERA S MR SRR ENENRITEHSFHBEEGEFEACL)., TCPEEMRBAIEE
EEREE O K, ERIRER LR EspanfF , 551 Aset span
<src_mod/src_port><dest_mod/dest_port>@ 5 , SR A MEEAEH ST , TR,

banana (enabl e) set span 2/12 3/6 both inpkts enable

Overwrote Port 3/6 to monitor transmit/receive traffic of Port 2/12
Incoming Packets enabled. Learning enabled. Multicast enabled.
banana (enabl e)

banana (enabl e)

banana (enabl e) show span

Desti nati on . Port 3/6

I--- connect to sniffing interface of the sensor
Admi n Source . Port 2/12

1--- connect to FastEthernet0/0 of Router House
Oper Source . Port 2/12

Direction . transmit/receive

I ncom ng Packets: enabled

Mul ti cast . enabl ed

- MMRTCPEEERETIE , FRERSTHE TRERBTCPEENER. MRLFRER , FRE
BEUFIRBREATCPEE., FARKIRFsuZ Arootit ZHtbar G, v SREXBENTE
Eﬁﬁg%eth()o

[root @ensorl root]#tcpdump -i eth0 -n
AR NTEE/BEEELA—BEC,EE , AROKBE/ZFFHEE—BFEcpEE. UT 2
H 5B

03: 06: 00. 598777 64.104. 209. 205. 1409 >
10.66.79.38.telnet: R 107:107(0) ack 72 win 0O

03: 06: 00. 598794 64.104. 209. 205. 1409 >
10.66.79.38.telnet: R 108:108(0) ack 72 win 0



03: 06: 00. 599360 10.66.79.38.tel net >

64.104. 209. 205. 1409: R 72:72(0) ack 46 win O
03: 06: 00. 599377 10.66.79.38.tel net >

64.104. 209. 205. 1409: R 73:73(0) ack 46 win O

HHE & A

- BRRSAEHRTEER
- B2 A BB RKE
- BT B - Cisco Systems
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