Cisco IDSEFERR MIDS R #4242 (IDSM-1, IDSM-
QN BHBERERER

IDSZE & A3

EITHRAIMIDS & B Ky 2 IR 1E

BT HRAS3H IDS & B AY B R AR

IDS£E & hx A4

EAEESFHESB/EBNREBRE

BREAERE/ RSO AMSHNREIBE
ERREIETIRA4IDSEE

IPSEE B MR A5 MR A6

EXMEA. . EEMREAIP-SSM

B R BAIP-SSM R it iR {5

IDSM

ERIETA#IOS (EE10S ) RESH I S FHAREKIDSM
£ A #1TE & (CatOS) IR AY X B #T MR R IDSM

ISDM-2

EAEESFHERB/EBHNREBRE

BREAERE RSO ANSHNREIBE
(ERIE{TA#10S (B E10S ) KIFHY IR S T ARERIDSM-2
£ A 11T 2 & (CatOS) X IS Y T 1 B #TBRRIDSM-2
HHEEEFA

s

AEEMARERRZ 2 ARERRMR(DS) ( B 5 ANetRanger ) & EMPIE MRA BB DR

o

A E R

&R
MRFZBEFTPRAMKS K TLAAXEHEBEN, MEARTUEAERART EREN(EREREF).



//tools.cisco.com/gct/Upgrade/jsp/index.jsp
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5 i P
AN AHHEFARRIFA T SR ANE LIRS

- IDSEE R34
. IPSEEBE R A5F16
. IDS Module(IDSM)KRZ3FIIDSM-2KR A4
AXHHEARRBRIEEREREANEEMETL., XHHEA UE’JFEE%%E‘?WE/EB%( HEY
) WARREZREE), WREMMEREREER K FRALCERITMESTREERNTE,

51
MBELAEOIOFERR | HSMEBE R TES,
IDSEE B R A3

RASEEEMETRRE, BRMERBRERERN , WA MERAREIERCDETENRER, &
AR, ENRERS %%Fﬁﬁﬁnﬂo O+ BREE  £Solaris 0 S, E"“‘QET%H@%
ﬁE%E’JMIEJE(EE*‘4?%%%MEE%§(CSPM) VPN/Z £ EEfFRFR(VMS)MUNIXE @) , &
158 P LB TR

HRIDSEBRAIKREMRA , ZEMEE S "netrangra M Trooty MEAERHE, MENTER
ZHEA attacky o

1T AR =319 1DS = i B9 B T R 18

ELEEREMERBALEN.

f"|||

- Solaris Device Configuration Assistantfif® ( 5| 8®EE ) . BALURSUNZEFL THER
AR MRUEETEER  FERBISUnIEMENTER , ARE "EHEX, TES T
Device Configuration Assistant Boot Diskette Solaris Driver Downloads. . Cisco Systems ,
Inc. FHEBSun ZMYE |, EEEHRERMENNVE.

- Solaris for Intel(x86) Y & .

- BB FIER B TR
SERA TSR ERER.

1. BARE 2,

2. B CD#E ACD-ROMEEE 25,

3. B I{EY , EF10% , ARKHEHBM. RRERBERS., £TRELEERER , SETIR
Configuration AssistantZ& &

4. HF3ATHRAETSIEREN Do FHE, BETHE , BEREESE,

5. HRCD-ROMEEHBREREFTEF , ARRF2EE. EFETHEBREFE,

6. EECD-ROMEEE)ZE , ARIZZTHKE, CD-ROMEESEF —HE "Xu

7. EHF24418, TFURREHRCD-ROMBE,

8. EARERLEAFNERS L | BEIZFRIF2, Jumpstart, RFEERED.

9. E;E/_J_\lggnn = H‘J’ ﬁgggoggﬂnno

10. EBEN T —EEEFR , BIXAKFEANSIEEZEOption 0, RIFEMMESIEIWFE R "SolarisR

1 ER,


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
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11. Z{EControl#E X EACT E 1L Z R IESTHEI AR T

12. # Amount -F ufs /dev/dsk/c0t0d0s0 /mnte "/ D EEREREFE "/mnty EFHB, B
EUEMRE "/etc/shadow, &R MBRIBZHREE,

13. 8 Acd /mnt/etc.

14. B Eshel3RFAE AT LAEFEFBENESR, #ATERM=ansi, # Aexport TERM.

15. # Avi shadow, ZBHREMAEFERD , TUMBRZR. REXER :

root : gNygp8ohdfxPI:10598::::::

T BB RAT , MBNEREE B,
16. MIBRSE —@Mf. Hlan ,

root : gNygp8ohdf xPI : 10598: : :: ::

B

root::10598::::::.

18 A% M BRrootfsE A & By 25 1%
17. WA WqUAEE AR HESR,
18. #EEEEp 25 BN HH B R F1CD-ROM,
19. # Ainit LA EH B R ko
20. £33 A B Aroot: 12~ , AREBIKEnterE,
21. IR B IR REIREnter, B3R 1E 2% AZEICisco Secure IDSRAIE

E{TARA<389IDS 5= B 1 B 57 AR

TR THR , EFMRGETRAINIDSKE,
AR BEREZY  FRABRARERIIZARE.

1. A IMEXFRIBAIDSEES EFHME T,
2. RBENBERBRERRRE , ERIRERT,
3. EAFEREAERB/ER "root/attacks & A,
4. jE1Tsysconfig-sensor A EF BB E,

IDSE 8 24

EAEREMAEIB/RRNRERE
MRMEEBRRSHHE , ATUAEAXEABIRFEBL EAEER,

Bltn , FEIDSEB LEEMMER A ciscos M Tadminusery WEREEB., FHE Tciscoy WE
BEEZHE , Ktk "adminusery BALEE R,

sv8-4-ids4250 | ogi n: adm nuserPassword: /--- Output is suppressed. idsnR-sv-rack#configure
terminal

i dsmR-sv-rack(confi g) #no username cisco

i dsm2-sv-rack(confi g) #fusername cisco priv admin password 123ciscol23

i dsm2-sv-rack(confi g) #exit

i dsnm2- sv-rack#exit



sv8-4-ids4250 | ogin: cisco
Passwor d:
!--- Output is suppressed. SV8-4-ids4250#

R EESBERRCARNREBE
MRMERIIRSOEE , AATEALERERSFEB L bEAEHE,

Flan | EIDSEELEE=EFERAESZ®E , 2518 A "ciscos . "adminusers # serviceuser
o EF#E Tciscoo WRBEEEFE , ALt "serviceusers BEAN T BRI,

sv8-4-ids4250 | ogi n: tacPassword:

!--- Output is suppressed. bash-2.05a$ su root Password: [root @v8-4-ids4250 serviceuser]#passwd
cisco

Changi ng password for user cisco.

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully.
[root @v8-4-ids4250 servi ceuser] #exit

exit

bash-2. 05a$ exit

| ogout

sv8-4-ids4250 | ogin: cisco
Passwor d:
I-—- Output is suppressed. Sv8-4-ids4250#

AR REBRBHIRFHFRREE.

B RSB TR A489IDS & R
SR AT BREN T EHMRIDSHE,
ER  EREZE | FRABEAERIIBAR,

1. R4 E B AIDSEES EFRI T,
2. RBENRERRBRIERERE , BERERD,
3. EATERMEAEBRMB/EE "cisco/ciscos E Ao
4. B{Tsetup AEFEEHE,

IPS 4z B Wr 4~5 M iR 256
EX®A. B, BEARHAP-SSM

FAUTHSEEZENREEREZSEEENE A, BHA. E&. MEFZBURMRESHEAFpHER
4 PR FAEAE (AIP-SSM):

it B UEREEXECEA R H MR ESE R T Ahw-moduleti . B NEERBEANE
BRARKATEAGT, HRESEX (KAREASZER ) TETHAERZERE , BRERR
METX (MARRERESHERE LT ) #HiThw-moduledn T

. hw-module module slot_number reload — Wi S EFHITEEEESNER T EFHAAIP-
SSMLEMEEE, EEAIP-SSMERUpAREERF B,
. hw-module module slot_number shutdown — .75 EEEAAIP-SSM LI B B8, EEAIP-SSMER



RUpARER T B

. hw-module module slot_number reset — ki S HITAIP-SSMHEREE, EFER

Up/Down/Unresponse/Recoversif 88 8FiE A

- hw-module module slot_number password-reset — il 57 A W #Cisco ASA 5500 R IR B L

2 HRH LT 2RI (CSC-SSM)ERAIP-SSM LG , MEFEMBHRER, X : LHT
f€IPS 6.0 ( ASA 7.2hx A ) BAtAZ & , A& Cisco CLITR F Z %1 [R ATk cisco.

- hw-module module slot_number recover [boot [F1E | configure] - recoverfa MR —#E AR’

ERFURESIBNEENRIE, REnteriBly , IUERSIBRREREERE. BEEARNMKE
AIP-SSMEVBTE , 2R L EAIP-SSMEMIRE, hw-module module slot_number recover
boot — i S RXEIAIP-SSMEVIRE ., EEAIP-SSMERUpREERF B A, hw-module module
slot_number recover stop — Lt &S Z IEAIP-SSMEVIRE, EEAIP-SSMER TRE . RER
FTEA. XX MRFEFILAIP-SSMIERE |, RIAEFEREAIP-SSMIRE #30F)45% R & H
hw-module module 1 recover stop@r . MRRBETE , JRESEHEETINERR, flw
, AIP-SSMTJRE & i A EEEHRAE, hw-module module 1 recover configure — f f tb &5 S EL
ERARESIB. EXSIEBRIPHU MIREMGTFTP URLILE, #H

ai p- ssmthardware-module module 1 recover configure

Image URL [tftp://10.89.146.1/1PS-SSM K9-sys-1.1-a-5.1-1.ing]:
Port | P Address [10.89.149. 226]:

VLAN ID [O]:

Gateway | P Address [10.89.149. 254]:

B SAIP-SSMA R 5

FTRUATEER , REAIP-SSMAMRE :

1.
2.

3.

ZAZIASA,
EARARR

asa>enabl e

B EAIP-SSMAVIR1EERTE :

asa#thw-module module 1 recover configure

AEE MBEMEEBHE , 55F Ahw-module module 1 recover stopfin 1L R E FTIR %
, RBEAUEERE,

EERBRBREMNTFTP URL:

Image URL [tftp://0.0.0.0/]:

g4l
Image URL [tftp://0.0.0.0/]:
tftp://10.89.146.1/1PS- SSM K9-sys-1.1-a-5.0-1.ing

. FEEAIP-SSMEY &3 T FZRHI T H -

Port | P Address [0.0.0.0]:

g1 -

Port I P Address [0.0.0.0]: 10.89.149. 231

. #VLAN ID&RE &0,

VLAN 1D [0]

. FEEAIP-SSMA TERR AR :

Gateway | P Address [0.0.0.0] :

g1 -

Gateway | P Address [0.0.0.0]:10.89. 149. 254

FATIRE

asa#hw-module module 1 recover boot

 EMREIRE , BEERETR AR EREBRED , REKEN



guest@localhost.localdomain# , MEE#HRGETTREF , AREEAEEE

guest@localhost.localdomain#,
asa#show module 1

Mod Card Type Mbdel Serial No.
0 ASA 5540 Adaptive Security Appliance ASA5540 P2B00000019
1 ASA 5500 Series Security Services Mdul e-20 ASA- SSM 20 P1D000004F4
Mod MAC Address Range Hw Ver si on Fw Ver si on Sw Ver si on
0 000b. fcf8.7blc to 000b.fcf8.7b20 0.2 1.0(7)2 7.0(0)82
1 000b. fcf8.011le to 000b.fcf8.011le 0.1 1.0(7)2 5.0(0.22)S129.0
Mbd St at us
0 Up Sys
1 Up
asa#

iH:ATHAEMEBED IR ERNEER |, 5F Hdebug module-bootin R A R EFH R B
HREHFR
25 EIAIP-SSM |, ¥t fF Asetupin S #1E{LAIP-SSM,

IDSM

RERER , BT ETHREIDSM EATHBIRE.

AR HBEFTECAMEZEIEE, NMRCENEEITERE  XELEBEEA  AFEER
IDSM, EEBFERT , FliE RN ENESEE,

fE FHIE{TABIOS ( EEI0S ) A TR E FHRKRIDSM
ERISESE | EABTEEIOS (EA10S ) KB I E FHIKISDM,

1. 55 A 33 #2465 S hw-module module x reset hdd:2(E & xX R 1 F& im 5% ) 2 FiESE
B
SV9- 1#show module 6
Mod Ports Card Type Mbdel Serial No.
6 2 Intrusion Detection System WB- X6381- | DS SADO63000CE
Mbd MAC addr esses Hw Fw Sw St at us
6 0002.7e39.2b20 to 0002.7e39.2b21 1.2  4B4LZOXA 3.0(1)s4 Gk

SV9- 1#hw-module module 6 reset hdd:2
Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with reload of nodule? [confirnly
% reset issued for nodule 6
I --- Output suppressed.

2. AR S show module xR EIDSME BB, HRIDSMERBEIRATERBEE2ME , R
EOLFEREENEIDSMLEST , W AREATEE,

SV9- 1#show module 6

Mbd Ports Card Type Model Serial No.
6 2 Intrusion Detection System W5- X6381- | DS SADO63000CE
Mod MAC addr esses Hw Fw Sw St at us

6 0002.7e39. 2b20 to 0002. 7e39. 2b21 1.2 4BALZOXA 2.5(0) 04
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3. 5 F R #a#d5 S session slot x processor 1EMREIIDSM#EE D ZIHE, £ M ciscoids/attack i
RAEBB/ER,

SV9- l#session slot 6 proc 1

The default escape character is Crl-", then x.

You can also type 'exit' at the renbte pronpt to end the session
Trying 127.0.0.61 ... Open

I ogi n: ci scoi dsPasswor d:

nai nt enance#

RERBMNREAEFHRGIDSMERRER 2 EME. 2 Hdiagnosticsin fids-installer system
Icache /show A B F REVEY R IE R B F o

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /cache /show

Details of the cached inmge:
Package Nane : | DSMk9- a- 3. 0- 1- S4
Rel ease Info : 3.0-1-+4
Total CAB Files in the package
CAB Fil es present
CAB Fil es nmissing
Li st of CAB Files m ssing

mai nt enance(di ag) #

MEAFERMBRERRENIRETRERREWRE , FEEFTIRS. EEAREHR
BEHBRMBRISDM |, FEE AR Eian Sids-installer system /cache /install,

mai nt enance(di ag) #ids-installer system /cache /install

Validating integrity of the inage... PASSED

Formatting drive C\....

Verifying 4016M

Format conpl eted successful ly.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol urre Serial Nunber is E41E-3608

Extracting the image...

!--- Output is suppressed. STATUS: |mage has been successfully installed on drive C\!

EFMETRE , FRERTIRI2,
. FERIDSMEBIPER, & Sping ip_address .

mai nt enance#diag

nai nt enance(di ag) #ping 10.66.84.1

Pinging 10.66.84.1 with 32 bytes of data:

Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66. 84. 1: bytes=32 tine<lOns TTL=255

WMRIDSMEEIPER , FREWNTIB11,. NRZIEIPER , BREFNTSIB7R9,
RRERGM EERAEEWSMEG N E. 2 HHshow run interface Gigx/2iE .

SV9- 1#show run interface Gig6/2
Bui | di ng configuration...

Current configuration : 115 bytes
!

o o1 ;o

nterface G gabitEthernet6/2
no i p address switchport
swi tchport access vlan 210
swi tchport npde access

end

SVO- 1#

FBRREIDSMHER D EIFE L EERE T BASIE. P2 Ew Sids-installer netconfig /view,

nai nt enance#diag

nai nt enance(di ag) #ids-installer netconfig /view
I P Configuration for Control Port:

| P Addr ess : 10.66.84.124

Subnet Mask . 255.255.255.128



Def aul t Gat eway : 10.66.84.1

Domai n Nanme Server : 1.1.1.1
Domai n Name . cisco
Host Nane i dsm sv-rack

IR KE ;’ii’cﬂ@lﬂ REFEENRELS|H , FEAPDE G Tids-installer netconfig

/configure 5| &,

10.

11.

12.

nai nt enance(di ag) #ids-installer netconfig /configure /
ip=10.66.84.124 /subnet=255.255.255.128 /gw=10.66.84.1 /
dns=1.1.1.1/domain=cisco /hostname=idsm-sv-rack

STATUS: Network paraneters for the config port have been confi gured
!

NOTE: Reset the nodule for the changes to take effect!

EEIDSMEBXAREIPER , UAEEREN. MRIPEFDAEEE , FREERIPERE
BHRHE  RAREEHTIRI,
EHMGIDSMERRER 2 ZIFE, AP B Sids-installer system /nw /install
/server=ip_address /user=account /save={yes/no} /dir=ftp_ path /prefix=file_prefix T~ & 8% &
, HE# : ip_address2FTPAIARESHIIPH#itt, accountRTEEARIFTPRIRARBEANERE
:Rmﬁﬁ%ﬁo savelfEE R B’ THRENBI AR EARNEIR, MRE , NSBEFEMNE
fAIREVR B, BIRTZE , AITHNRGELZEEIFTDH S EEL , BRIV T ERHT.
fto_pathig EMREIERFIERNFTPRIMRSR LAY B &k, file_prefix@ T HMREG . datiERHNVERA
B, ETHNMRGH —EFEER.atERNEERIEE B .cabWEREMK. file_prefix{E
TERDATERNER  5ZETaHE datF R,

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /nw /install /server=10.66.64.10
/user=cisco /save=yes /dir='/tftpboot/georgia' /

prefix=lI DSMk9-a- 3. 0-1- 4

Pl ease enter |ogin password: *****

Downl oadi ng the image.. File 05 of 05

FTP STATUS: Installation files have been downl oaded successfully

!

Validating integrity of the inage... PASSED!

Formatting drive C\....

Verifying 4016M

Format conpl eted successful ly.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol ure Serial Nunber is 2407- F686

Extracting the inmage... !--- Output is suppressed. STATUS: |nage has been successfully
installed on drive C\!
{5 A 32 i a5 hw- 3 o EHE

SV9- 1#hw-module module 6 reset hdd:1
Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with reload of nodul e? [confirnly!/--- Output is suppressed.

Lo, FRAIMHBEESKIDSME| EZRARENSEIE, EEREE—H , FEMshow

bootvar device module x 5%,

SV9- 1#show bootvar device module 6

[mod: 6 ]:
SV9- 14
ERE , 55 {E A 3T B & A S boot device module x hdd:1.

SV9- 1#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z
SV9- 1(confi g) #boot device module 6 hdd:1

Devi ce BOOT variable = hdd: 1

Warning: Device list is not verified.

SV9- 1( confi g) #endSV9- 1#show bootvar device module 6

[mod: 6 ]: hdd: 1



13.

14.

SVO- 1#
35 FA X 1 a5 S show module X EIDSME BB, HRIDSMEEERAZEHARER 2 Z#EMR
A, BI3.0(1)S4 , LEMREBEH,

SV9- 1#show module 6

Mod Ports Card Type Model Serial No.
6 2 Intrusion Detection System WE- X6381- | DS SADO63000CE
Mbd MAC addr esses Hw Fw Sw St at us
6 0002.7e39.2b20 to 0002. 7e39. 2b21 1.2  4BALZOXA 3.0(1)s4 Gk

REERZIDSMESIBEZIERAERN 2%  WHEETERE , UEEZETHSEBERA. FRAGS
setup, EEEFBIZRENBEAR , BLER T FTEHEIIDSM, {FFciscoids/attack £ & & /%
B2 Ao

SV9- 1#session slot 6 proc 1
The default escape character is Crl-~, then x.
You can also type 'exit' at the renbte pronpt to end the session
Trying 127.0.0.61 ... Open
| ogi n: ciscoids
Passwor d: #setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration diaglog at any pronpt.
Default settings are in square brackets '[]'.
Current Configuration:
Configuration | ast nodified Never

Sensor:

| P Address: 10.0.0.1
Net mask: 255.0.0.0
Def ault Gateway: Host Nanme: Not Set
Host | D: Not Set
Host Port: 45000
Organi zati on Nane: Not Set
Organi zation | D Not Set
Director:

| P Address: Not Set
Host Nane: Not Set
Host | D: Not Set
Host Port: 45000
Heart Beat Interval (secs): 5

Organi zati on Nane: Not Set
Organi zation | D Not Set

Direct Telnet access to |IDSM disabl ed
Continue with configuration dialog? [yes]:
Enter virtual termnal password[]:

Enter sensor |P address[10.0.0.1]: 10.66.84.124
Enter sensor netmask [255.0.0.0]: 255.255.255.128
Enter sensor default gateway []: 10.66.84.1
Enter sensor host name []: idsmsv-rack
Enter sensor host id []: 124

Enter sensor host post office port [45000]:
Enter sensor organi zation nane []: cisco
Enter sensor organization id []: 100

Enter director |IP address[]: 10.66.79.249
Enter director host nane []: vnsl

Enter director host id []: 249

Enter director host post office port [45000]:
Enter director heart beat interval [5]:

Enter director organization nanme []: cisco
Enter director organization id []: 100
Enabl e direct Tel net access to | DSM? [no]:
The foll owi ng configuration was entered:
Configuration | ast nodified Never



Sensor: | P Address: 10. 66. 84. 124

Net mask: 255. 255. 255. 128
Def aul t Gat eway: 10.66.84.1
Host Nane: i dsm sv-rack
Host | D: 124

Host Port: 45000

Organi zati on Nane: ci sco

Organi zation | D 100

Director:

| P Address: 10. 66. 79. 249
Host Nane: visl

Host | D: 249

Host Port: 45000

Heart Beat Interval (secs): 5

Organi zati on Nane: ci sco

Organi zation | D 100

Direct Telnet access to | DSM disabl ed

WARNI NG Applying this configuration will cause all
configuration files

to be initialized and the card to be reboot ed.

Apply this configuation?: vyes

Configuration Saved. Resetting...!--- Output is suppressed.

fEABITE S (CatOS) R i AY 3T 48 B AR RIDSM

FTRIELSER , EAMITES (CatOS)RIFHY A B T AR&ISDM,

AR EREX BTN EERABEER. RERER , RAFETAREIDSM EHTHFIR
&,

AR WBEFECAKEIEE, NMRCEAHBLIIEER  LHEELZA , AIFTEER
IDSM, EEBERT , B IR BUEFEE,

1. FAR B Sreset x hdd: 245 1DSM 5|8 = 4 & 5 2 4&,
1td9-9> (enabl e) show module 4
Mod Sl ot Ports Modul e- Type Model Sub Status
4 4 2 Intrusion Detection Syste W5 X6381-1DS no ok
Mbd Modul e- Nare Seri al - Num
4 SAD063000CE
Mod MAC- Addr ess(es) Hw Fw Sw

4  00-02-7e-39-2b-20 to 00-02-7e-39-2b-21 1.2 4B4LZOXA  3.0(5)S23
1td9-9> (enabl e) reset 4 hdd:2

This command will reset nodul e 4.

Unsaved configuration on nodule 4 will be |ost

Do you want to continue (y/n) [n]?y

Modul e 4 shut down in progress, please don't renove nodul e

until shutdown conpl eted. !--- Output is suppressed.

2. X S show module 8@ EIDSME BB, HRIDSMEXBRAEHER2E , R#
B EFEREENEIDSM L EST , W AREATEE,

1td9-9> (enabl e) show module 4

Mod Sl ot Ports Modul e- Type Model Sub Status
4 4 2 Intrusion Detection Syste W5 X6381-1DS no ok

Mbd Modul e- Narre Seri al - Num

4 SAD

063000CEMbd MAC- Addr ess( es) Hw Fw Sw
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4 00- 02- 7e- 39-2b- 20 to 00-02-7e-39-2b-21 1.2 4B4LZOXA  2.5(0)

:%n n:z U*tfﬁ y nﬁ $%’? UIDSMO EFH

ciscoids/attack#y &£ Fi & & 18/ 1.
| td9-9> (enabl e) session 4
Trying | DS-4
Connected to I1DS-4
Escape character is '"]'
I ogi n: ciscoids
Passwor d:
mai nt enance#

RERBHRGEAEFHTRGKIDSMERREX 2 EIfE. £ MAdiagnosticsin Fids-installer system
Icache /show5 & REXAV IR B B F 7.

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /cache /show

Details of the cached inmge:
Package Nane : | DSMk9- a- 3. 0- 1- S4
Rel ease Info : 3.0-1-+4
Total CAB Files in the package
CAB Fil es present
CAB Fil es nmissing
Li st of CAB Files m ssing

mai nt enance(di ag) #

MEAFERRBBREG , FERMHOREFTRELENRE , FREHNTISRS, EEENR
B4 AR ENBR R BV ISDM |, 55 {5 I &2 BT in T ids-installer system /cache /install,

mai nt enance(di ag) #ids-installer system /cache /install
Validating integrity of the inage... PASSED
Formatting drive C\....

Verifying 4016M

Format conpl eted successful ly.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol urre Serial Nunber is E41E- 3608

Extracting the image...

!--- Output is suppressed. STATUS: |mage has been successfully installed on drive C\!
ENRETEAE , FREATSRI2

. ff &S ping ip_address TR IDSME B IPELR.

mai nt enance#diag

nai nt enance(di ag) #ping 10.66.84.1

Pinging 10.66.84.1 with 32 bytes of data:

Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255
Reply from 10. 66.84.1: bytes=32 tinme<l0nms TTL=255

.WMRIDSMEEIPER , FEENITLSB11,. NREZEIPER , FERENITS BT,
. £ A show port status x/2 , R LGS FEH N HEHC ERERE.

1td9-9> (enabl e) show port status 4/2
Port Nanme St at us VI an Dupl ex Speed Type

4]/ 2 connected 1 full 1000 Intrusion De

. £ AR BT &n ids-installer netconfig view , FE{RIEIDSM#EE 2 &I - E A BB B,

mai nt enance#diag
nai nt enance(di ag) #ids-installer netconfig /view
I P Configuration for Control Port:

o o1 ;o

| P Addr ess : 10.66.84.124
Subnet Mask . 255.255.255.128
Def aul t Gat eway : 10.66.84.1
Donmain Nane Server : 1.1.1.1

Domai n Name . cisco



9.

Host Nane . idsmsv-rack

MBERBEEMEIE , REFEE XX LS| R, FBEMADE o Tids-installer netconfig

/configure 5| &,

10

11.

12.

13.

nmai nt enance(di ag) # ids-installer netconfig /configure /
ip=10.66.84.124 /subnet=255.255.255.128 /gw=10.66.84.1 /
dns=1.1.1.1/domain=cisco /hostname=idsm-sv-rack

. EEIDSMEBRABREIPER , MEERER. MRIPERNABEE , FRBEEIPERRE
BEHRWE  RAREEH TSR,

EHRERIDSMEARER 2 EIfE, AR Ko Tids-installer system /nw /install
Iserver=ip_address /user=account /save={yes/no} /dir=ftp_path /prefix=file_prefix T &R &

, Heh : ip_addressRFTP{ERESHVIPH#t, accountRERARIFTPRIRESSEANFERE
HIRF B, savelEERBK TERENEILTREARNEIR, MRZ , AIBEFTAEEW
RENERG, MRFZE , AITENMEGELEEITHIIEL , BRIV EIERTERHE
ftp_pathis EBRGE RFIENFTPRIARES LMY B 8%, file_prefix@ TERGH datiEROERA
B, ETEHNRGH—EEESZA.datVERFNEMBEIER B .cabMIERBERK. file_prefixfE
JEZRDATRENER , BZEFTSF datFE.

mai nt enance#diag

mai nt enance(di ag) #ids-installer system /nw /install /server=10.66.64.10
/user=cisco /save=yes /dir='/tftpboot/georgia’

/ prefix=I DSM9- a- 3. 0- 1- $4

Pl ease enter |ogin password: *****

Downl oadi ng the image.. File 05 of 05

FTP STATUS. Installation files have been downl oaded successfully!
Validating integrity of the inmage... PASSED!

Formatting drive C\....Verifying 4016M

For mat conpl eted successfully.

4211310592 bytes total disk space.

4206780416 bytes avail abl e on di sk.

Vol ume Serial Nunber is 2407-F686

Extracting the inmge...

!-—- Output is suppressed. STATUS: |nmage has been successfully installed on drive C\!

£ Aswitchfn ©reset x hdd:#%IDSM5| EE FE AR 2 ZIFE,
| td9-9> (enabl e) reset 4 hdd:1

This command will reset nodul e 4.

Unsaved configuration on module 4 will be | ost

Do you want to continue (y/n) [n]? y!--- Output is suppressed.
ot FRTRAREE T R, LUEAZIDSME| BRI EAREN S EIfE., £ MHshow boot device x
EtwmEhER.

| td9- 9> (enabl e) show boot device 4
Devi ce BOOT variable =

EREIDSMH 5| BRESH |, FEA XA E o T set boot device hdd:1 x .
I td9-9> (enabl e) set boot device hdd:1 4

Devi ce BOOT variable = hdd: 1

Warning: Device list is not verified but still set in the boot string.

| td9- 9> (enabl e) show boot device 4

Devi ce BOOT variable = hdd: 1

{5 R i a5 S show module x#2 EIDSME BB, HERIDSMEREE R 2 EFARER 2 DR
A, Blan3.0(1)54 , W HARREABIEE,

| td9- 9> (enabl e) show module 4

Mbd Sl ot Ports Mdul e- Type Model Sub St at us
4 4 2 Intrusi on Detection Syste W5 X6381-1 DS no ok

Mbd Modul e- Nare Seri al - Num

4 SAD063000CE

Mod MAC- Addr ess(es) Hw Fw Sw



14.

REERIIDSMES

4 00- 02- 7e- 39-2b-20 to 00-02-7e-39-2b-21 1.2

BIEAEADEE K UHEETERE , UEEEHREF. EA

4B4LZ0OXA

setup. £/ fEF & & B/ & Wciscoids/attack & A .

I td9-9> (enabl e)session 4
Trying I DS-4. ..

Connected to | DS-4.
Escape character is '""]'.
| ogi n: ciscoids
Passwor d: #setup

System Configuration Dialog ---
At any point you may enter a question mark '?'

for help.

User ctrl-c to abort configuration diaglog at any pronpt.
Default settings are in square brackets '[]'.

Current Configuration
Configuration | ast nodified
Sensor:

| P Address:

Net mask:

Def aul t Gat eway:
Host Nane:

Host | D

Host Port:

Organi zati on Nane:
Organi zation I D
Director:

| P Address:

Host Nane:

Host | D

Host Port:

Heart Beat Interval
Organi zati on Nane:
Organi zation I D

(secs):

Never

10.0.0.1
255.0.0.0

Not Set
Not Set
45000

Set
Set

Set
Set
Set
45000
5

Not Set
Not Set

Direct Tel net access to | DSM disabl ed

Continue with configuration

di al og? [yes]:

Enter virtual termnal password[]:

Enter sensor |P address[10.0.0.1]: 10.66.84.124
Enter sensor netmask [255.0.0.0]: 255.255.255.128
Enter sensor default gateway []: 10.66.84.1
Enter sensor host name []: idsmsv-rack

Enter sensor host id []: 124

Enter sensor host post office port [45000]:

Enter sensor organi zation nane []: cisco

Enter sensor organization id []: 100

Enter director |IP address[]: 10.66.79.249

Enter director host nane []: vnsl

Enter director host id []: 249

Enter director host post office port [45000]:
Enter director heart beat interval [5]:

Enter director organization nanme []: cisco
Enter director organization id []: 100

Enabl e direct Tel net access
The followi ng configuration
Configuration | ast nodified
Sensor:

| P Address:

Net mask:

Defaul t Gat eway:

Host Nane:

Host | D

Host Port:

Or gani zati on Nane:

Organi zation I D

to I DSM? [no]:
was entered

Never

10. 66. 84. 124
255. 255. 255. 128
10.66.84.1

i dsmsv-rack
124

45000

cisco

100

3.0(1)s4

P

a

n

A
ar)



Director:| P Address: 10. 66. 79. 249

Host Nane: visl
Host | D: 249
Host Port: 45000
Heart Beat Interval (secs): 5
Organi zati on Nane: ci sco
Organi zation | D 100

Direct Telnet access to |IDSM disabl ed

WARNI NG Applying this configuration will cause all
configuration files to be initialized and the

card to be rebooted

Apply this configuation?: vyes

Configuration Saved.

Resetting. ..

!-—- Output is suppressed.

ISDM-2
EAEEAFAERB/FEBNRERE

MRAEEESIRFNER  ATAEARERERFEEHMERERR.

flgn | EIDSM-2 L L EM{ER A "ciscos F Tadminuser, WEREZB, FHE ciscoy M
BEEZE , @itk "adminusery BALTEEZTE,

SV9- l#session slot 6 proc 1
The default escape character is Crl-", then x.
You can also type 'exit' at the rempbte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: adm nuser
Password: !--- oOutput is suppressed. idsn2-sv-rack#configure terminal

i dsn2- sv-rack(confi g) #no username cisco

i dsm2- sv-rack(confi g) #username cisco priv admin password 123ciscol23
i dsn2- sv-rack(confi g) #exit

i dsnR- sv-rack#exit

[ Connection to 127.0.0.61 cl osed by foreign host]

SV9- l#session slot 6 proc 1

The default escape character is Crl-", then x.

You can also type 'exit' at the rempte pronpt to end the session

Trying 127.0.0.61 ... Open
| ogi n: cisco
Password: !--- oOutput is suppressed. idsnR2-sv-rack#

RBEREEBERACARNREIRE
MRMERBIRCHEE , ATNUEALER RS EBRERAERE,

flan , EIDSM-2LEE T =& A "ciscos . Tadminusery F serviceuser, HIfEAEE T,
& Tciscot WEBEEESE , Ak "serviceusery, EANEEHTE,

SV9- 1#session slot 6 proc 1

The default escape character is Crl-", then x.

You can also type 'exit' at the renbte pronpt to end the session

Trying 127.0.0.61 ... Open

| ogi n: serviceuser

Password: !--- Output is suppressed. bash-2.05a$ su root Password: [root @ dsnR2-sv-rack



servi ceuser] #passwd cisco

Changi ng password for user cisco.

New passwor d:

Ret ype new password:

passwd: all authentication tokens updated successfully.
[root @dsnR2-sv-rack serviceuser]# exit

exit

bash-2. 05a$ exit

| ogout

[ Connection to 127.0.0.61 cl osed by foreign host]

SV9- l#session slot 6 proc 1

The default escape character is Crl-", then x.

You can also type 'exit' at the renpte pronpt to end the session
Trying 127.0.0.61 ... Open

I ogi n: cisco

Passwor d:

!--- Output 1is suppressed. idsnR-sv-rack#

AR REBRRHIRFHBRHHER.

fERETAMIOS ( EAI10S ) KRBT E FHRKIDSM-2
ERUATSER , EABTEEIOS (EAI0S ) KIEH I E HMKISDM-2,

AR BRAEX BTN AEEAREER. REBER , RAEFEZTHAREIDSM-2 LHITETR
UI@O

1. {8 Fswitch @ ¥ hw-module module x reset cf:1(E R xX XKAEERmIE , & compact flash
JHGIDSM-25| BEHE D EIFE, XX : RFEACHKFHIRBE , FEXHMEAhI2ERBRAE

",

SV9- 1#show module 6

Mod Ports Card Type Model Serial No.
6 8 Intrusion Detection System WS- SVC- | DSM2 SAD0645010J

Mod MAC addr esses Hw Fw Sw St at us
6 0030.f271.e3fd to 0030.f271. e404 0.102 7.2(1) 4.1(1) 47 (04

Mod Sub- Modul e Model Seri al Hw St at us
6 | DS 2 accel erator board WS- SVC- | DSUPG  0347FDB6BS8 2.0 (04

Mod Online Diag Status

6 Pass
SV9- 1#hw-module module 6 reset cf:1
Devi ce BOOT variable for reset =
Warning: Device list is not verified.

Proceed with rel oad of nodule? [confirmy

% reset issued for nodule 6!--- Output is suppressed.
2. i X2 d S show module X8 EIDSM-2 2 BBk, FERIDSM-2EBRARER "m,

jtﬂﬂkzuxk’IE'%O

SV9 l#show module 6

Mod Ports Card Type Mbdel Serial No.
6 8 Intrusion Detection System (M) WE- SVC- | DSMe2 SAD0645010J

Mod MAC addresses Hw Fw Sw St at us
6 0030.f271.e3fd to 0030.f271.e404 0.102 7.2(1) 1.3(2)m Ok

Mod Sub- Mbdul e Model Seri al Hw St at us



6 | DS 2 accel erator board WS- SVC- | DSUPG  0347FDB6BS8 2.0 K
Mod Online Diag Status

6 Pass

3. BEEMREIDSM-2 , RATCESIERHESZIFE, FH XM S session slot xprocessor
1, ERAEAE BB/ ZBguest/cisco,

SV9- 1#session slot 6 processor 1

The default escape character is Crl-", then x.

You can also type 'exit' at the renbte pronpt to end the session
Trying 127.0.0.61 ... Open

Ci sco Mai ntenance i mage

| ogi n: guest

Passwor d:

Mai nt enance i mage version: 1.3(2)

guest @ dsnR- sv-rack. | ocal donai n#

4. FRRIDSM-2E BIPE#R. At Hping ip_address .
guest @ dsnR- sv-rack. | ocal domai n#ping 10.66.79.193
guest @ dsnR- sv-rack. | ocal domai n#ping 10.66.79.193
PI NG 10. 66. 79. 193 (10. 66.79.193) from 10. 66.79.210 : 56(84) bytes of data.
64 bytes from 10.66.79.193: icnp_seq=0 ttl =255 tine=2.188 nsec
64 bytes from 10.66.79.193: icnp_seq=1 ttl =255 tine=1.014 nsec
64 bytes from 10.66.79.193: icnp_seq=2 ttl =255 tine=991 usec
64 bytes from 10.66.79.193: icnp_seq=3 ttl =255 tine=1.011 nsec
64 bytes from 10.66.79.193: icnp_seq=4 ttl =255 tinme=1.019 nsec
--- 10.66.79.193 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet |oss
round-trip min/avg/ max/ ndev = 0.991/1.244/2.188/0.473 ns
guest @ dsnR- sv-rack. | ocal domai n#

5.  WIRIDSM-2EBIPERR , FREEHITITE14,
6. BREXBM F FHEREGSMZESNE, A% Sshow run | inc intrusion-detection.

SV9- 1#show run | inc intrusion-detection
i ntrusion-detection nodul e 6 managenent - port access-vlan 210

7. FBIRTEIDSM-2MRB D EIfE L ErERLE T BASIE. FEAmSshow ip.
guest @ dsnR- sv-rack. | ocal
domai n#show ip

| P address : 10.66.79. 210

Subnet Mask . 255. 255, 255. 224

| P Broadcast : 10.66.79. 223

DNS Narme : idsnR-sv-rack. | ocal donain

Default Gateway : 10.66.79. 193Naneserver (s)

8. MRKRBEMAMSIE , REFEFNRLESIH,
guest @ dsnR-sv-rack. | ocal domai n#clear ip
guest @ ocal host. | ocal domai n#show ip

o

n‘nili

BRFFE S8, A Sclearip.

| P address : 0.0.0.0
Subnet Mask : 0.0.0.0
| P Broadcast : 0.0.0.0
DNS Nare : local host. | ocal donmi n

Default Gateway : 0.0.0.0
Nameser ver (s)

9. ZIDSM-2#tE D EIfE L B E Pt FBIEEF . A Sip address ip_address netmask .

guest @ ocal host. | ocal donai n#ip address 10.66.79.210 255.255.255.224

10. 7EIDSM-2#E n B4 L il EFEE MRS, £ At ©ip gateway gateway-address .

guest @ ocal host. | ocal domai n#ip gateway 10.66.79.193

11. EIDSM-2# B EE LRB T MS . EAGDip host hostname . HAREFTRMLEN ,BE
BREEEE K RASKREERERT.

guest @ ocal host . | ocal domai n#ip host idsm2-sv-rack



12.

13.

14.

15.

16.

guest @ dsn2- sv-rack. | ocal domai n#
BTN EEEAGREEE W, FHdSip broadcast broadcast-address . FEXEREEFE B
#,

guest @ dsn2- sv-rack. | ocal domai n#ip broadcast 10.66.79.223

BRREIPER. WRIPERNAGHE , FRELEIPEREBEIRYE  WRESER
14,

EHRERIDSM-2FER R 254, A Supgrade fip-url —install,

guest @ dsn2- sv-rack. | ocal domai n#upgrade ftp://cisco@10.66.64.10//

tftpboot /WS-SVC-IDSM2-K9-a-4.1-1-S47.bin.gz --install

Downl oadi ng the image. This may take several minutes...

Password for cisco@O. 66. 64. 10:

500 ' SI ZE W&- SVC- | DSM2- K9- a- 4. 1-1- S47. bin. gz': command not under st ood.

ftp://cisco@O.66.64.10//tftpboot/ W5 SVC-| DSM2- K9- a- 4. 1- 1- S47. bi n. gz
(unknown si ze)/tnp/ upgrade. gz [1] 65259K

66825226 bytes transferred in 71.40 sec (913. 99k/sec)

Upgrade file ftp://cisco@O. 66.64.10//tftpboot/ W5 SVC-| DSM2- K9-a-4.1-1-S47.bin.gz is

downl oaded.

Upgrading will w pe out the contents on the hard disk.

Do you want to proceed installing it [y|[N: vy

Proceeding with upgrade. Please do not interrupt.

If the upgrade is interrupted or fails, boot into

Mai nt enance i mage again and restart upgrade.

Creating IDS application imge file...

Initializing the hard disk...

Applying the imge, this process may take several mnutes...

Perform ng post install, please wait...

Appl ication inage upgrade conpl ete. You can boot the inmage now.

FEARN D EIE, R RXEED Shw-module module x reset hdd:1.
SV9 l#hw-module module 6 reset hdd:1

Devi ce BOOT variable for reset =

Warning: Device list is not verified.

Proceed with reload of nodule? [confirnjy
% reset issued for nodule 6!--- Output is suppressed.

oE , RES|IEREEYTEER , B ITLAEIDSM-2 LFEAresetin o EMEIDSM-2HY
5|EHBEHEERTE , FEMFEAREE G show bootvar device module x .

SV9- 1#show bootvar device module 6
[mod: 6 ]:
SV9- 1#

BB  FBEAXEMEZE 5 Sboot device module x hdd:1,
SV9- 1#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
SV9- 1(confi g) #boot devi ce nodule 6 hdd: 1

Devi ce BOOT variable = hdd: 1

Warning: Device list is not verified.

SV9- 1( confi g) #exi t SV9- 1#show bootvar device module 6

[mod: 6 ]: hdd: 1

EEBMHES ZECLIZERBIDSM-2 , FBEA D Sreset,

guest @ dsn2- sv-rack. | ocal domai n#reset

!-—— Output 1is suppressed.

BEIDSM-22 55, £ Hswitchis S show module x, TE{RIDSM-2E B xR 2 ERAER D
BIFEARAS | BlEN4.1(1)S47 , X EHAREAEE,

SV9- 1#show module 6

Mbd Ports Card Type Model Serial No.
6 8 Intrusion Detection System W5- SVC- | DSM2 SAD0645010J

Mbd MAC addr esses Hw Fw Sw St at us



17.

18.

6 0030.f271.e3fd to 0030.f271. e404 0.102 7.2(1) 4.1(1)s47 (04
Mod Sub- Mbdul e Model Seri al Hw St at us

6 IDS 2 accel erator board WE- SVC- | DSUPG  0347FDB6B8 2.0 (04
Mod Online Diag Status

6 Pass

REERTIDSM-2 , RAECSIEEEAEN DS, R m Ssession slot x
processor 1. £ £ /A #& & #/Z #cisco/cisco.

SV9- 1#session slot 6 proc 1

The default escape character is Crl-~, then x.

You can also type 'exit' at the renbte pronpt to end the session
Trying 127.0.0.61 ... Open

| ogi n: cisco

Passwor d:

You are required to change your password inmredi ately (password aged)
Changi ng password for cisco

(current) UN X password:

New passwor d:

Ret ype new password:

!-—— Output 1is suppressed.

BELEIDSM-2, M Tsetup.
sensor #setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help.
User ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.
Current Configuration: networ kPar ans
i pAddress 10.1.9.201
net mask 255.255.255.0
defaul t Gateway 10.1.9.1
host nane sensor
t el net
Opti on di sabl ed
accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0
exit
ti mePar ans
surmer Ti mePar ans
active-sel ecti on none
exit
exit
service webServer
gener al
ports 443
exit
exit
Current tine: Sat Sep 20 23:34:53 2003
Setup Configuration |ast nodified: Sat Sep 20 23:32: 38 2003
Continue with configuration dial og?[yes]:
Ent er host nanme[sensor]: idsnR-sv-rack
Enter |P address[10.1.9.201]: 10.66.79.210
Ent er net mask[ 255. 255. 255. 0] : 255. 255. 255. 224
Enter default gateway[10.1.9.1]: 10.66.79.193
Enter tel net-server status[disabled]:
Ent er web-server port[443]:
Modi fy current access list?[no]:
Modi fy system cl ock settings?[no]:
The foll owi ng configuration was entered.
net wor kPar ans
i pAddress 10. 66. 79. 210
net mask 255.255. 255. 224
def aul t Gat eway 10. 66. 79. 193
host nane i dsnR-sv-rack




accesslLi st ipAddress 10.0.0.0 netmask 255.0.0.0

exit

ti mePar ans

surmer Ti mePar ans

active-sel ecti on none

exit

exit

service webServer

gener al

ports 443

exit

exit

[0] Go to the command pronpt w thout saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.Enter your selection
[2]: Configuration Saved.

sensor #

fEABITES(CatOS) R I #Y X 8 B AR RIDSM-2

FTRIELESER , EAMITES (CatOS)RIFHY T B HRE&ISDM-2,

1. #&IDSM-25 | ER#E D EFE, FHKEE D Dreset xhdd:2, F X : MRFEHAhdd: 2 HER
B FEREAC1EABERSZE.

SV9- 1> (enabl €) show module 6

Mod Sl ot Ports Modul e- Type Mbdel Sub Status

6 6 8 Intrusion Detection Syste W5 SVC-| DSM2 yes ok

Mbd Modul e- Narre Seri al - Num

6 SAD0645010J

Mod MAC- Addr ess( es) Hw Fw Sw

6 00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 4,1(1) 47
Mod Sub- Type Sub- Model Sub- Serial Sub- Hw Sub- Sw
6 I DS 2 accel erator board Ws- SVC- | DSUPG 0347FDB6B8 2.0

SV9- 1> (enabl €) reset 6 hdd:2

This command will reset nodul e 6.

Unsaved configuration on nodule 6 will be | ost

Do you want to continue (y/n) [n]? vy

Modul e 6 shut down in progress, please don't renove nodul e
until shutdown conpl eted. !--- Output is suppressed.

2. BEIDSM-2E BB, & Aswitchis S show module x. FERIDSM-2EBRAERER "my
RAMES SR ENEEET , YEMREBALEE,

SV9- 1> (enabl €) show module 6

Mod Sl ot Ports Modul e- Type Model Sub Status

6 6 8 Intrusion Detection Syste W5 SVC- | DSM2 yes ok

Mbd Modul e- Nare Seri al - Num

6 SAD0645010J

Mod MAC- Addr ess(es) Hw Fw Sw

6 00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 1.3(2)m

Mod Sub- Type Sub- Model Sub- Serial Sub- Hw Sub- Sw
6 IDS 2 accel erator board W5 SVC- | DSUPG 0347FDB6B8 2.0

3. BEEREIDSM-2 , RATCESI BE#EBESZE., FRARBMG S sessionx., FHAERAER
/& Bguest/cisco.



10

11.

12.

13.

14

SV9- 1> (enabl €) session 6

Trying | DS-6. ..

Connected to |DS-6.

Escape character is '"]'.

Ci sco Mai nt enance i mage

| ogi n: guest

Passwor d:

Mai nt enance i mage version: 1.3(2)
guest @ dsnR- sv-rack. | ocal domai n#

. FBRIDSM-2EBIPER., FHAtTping ip_address .

guest @ dsnR-sv-rack. | ocal domai n#ping 10.66.79.193

PI NG 10. 66. 79. 193 (10.66.79.193) from 10. 66.79.210 : 56(84) bytes of data.
64 bytes from 10.66.79.193: icnp_seq=0 ttl =255 tine=1. 035 nsec

64 bytes from 10.66.79.193: icnp_seq=1 ttl =255 tine=1. 041 nsec

64 bytes from 10.66.79.193: icnp_seq=2 ttl =255 tine=1. 066 nsec

64 bytes from 10.66.79.193: icnp_seq=3 ttl =255 tine=1. 074 nsec

64 bytes from 10. 66.79.193: icnp_seq=4 ttl =255 tine=1. 026 nsec

--- 10.66.79.193 ping statistics ---

5 packets transmtted, 5 packets received, 0% packet |oss

round-trip mn/avg/ max/ ndev = 1. 026/ 1. 048/ 1.074/0.034 ns

. MRIDSM-2EBIPER , FREBTI R4,
EREXRBM EEEREESSMNESNHE, A Sshow port status x/2,

SV9- 1> (enabl €) show port status 6/2
Port Name St at us VI an Dupl ex Speed Type

6/ 2 connected 210 full 1000 Intrusion De

HRIEIDSM-2/EE D e L EREEE T B S| 8. AW S show ip.

guest @ dsnR- sv-rack. | ocal domai n#show ip

| P address : 10.66. 79. 210

Subnet Mask . 255, 255. 255. 224

| P Broadcast : 10. 255. 255. 255

DNS Nare : idsn2-sv-rack. | ocal donmin

Default Gateway : 10.66.79.193
Nameser ver (s)

NBRERTAMSIMREETURLD S | EEA G Sdear ipERIELEIH,

guest @ dsnR- sv-rack. | ocal donai n#clear ip
guest @ ocal host. | ocal donai n#show ip

| P address : 0.0.0.0
Subnet Mask : 0.0.0.0
| P Broadcast : 0.0.0.0
DNS Nare : local host.| ocal donmai n

Default Gateway : 0.0.0.0

. FEIDSM-2#ftE H 28 LB E Pt MBS E A, W Tip address ip_address netmask o

guest @ ocal host. | ocal domai n#ip address 10.66.79.210 255.255.255.224
guest @ ocal host . | ocal donai n#

. FEIDSM-2#f B0 2 #E L Al E TR BRI, £ Ao Tip gateway gateway-address .
guest @ ocal host. | ocal domai n#ip gateway 10.66.79.193
guest @ ocal host . | ocal domai n#

FEIDSM-2#EDEIFE LE B XA . FAMDTip host hostname . HAETRMLEN , BT
EURBRIEE , HASKBLERERT.

guest @ ocal host . | ocal donai n#ip host idsm2-sv-rack
guest @ dsn2- sv-rack. | ocal domai n#

BT EEEAGREEE W, A Sip broadcast broadcast-address . FEXEREEFE B
#,

guest @ dsn2- sv-rack. | ocal domai n#ip broadcast 10.66.79.223

BRBEIPER. MRIPERNE—ERE , FREBLEIPERBEBELETHENLR , REE
BHITE R4,
. EFBRERIDSM-2EARER 2 ZIFE, A Supgrade ftp-url —install,
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16.

17.

guest @ dsn2- sv-rack. | ocal domai n#upgrade ftp://cisco@10.66.64.10//
tftpboot /WS-SVC-IDSM2-K9-a-4.1-1-S47.bin.gz --install

Downl oadi ng the image. This may take several minutes...

Password for cisco@l0. 66.64. 10: 500

' SI ZE W5- SVC- | DSMR2- K9- a- 4. 1- 1- S47. bin. gz' : comand not

under stood. ftp://ci sco@O0. 66. 64. 10/ /tftpboot/ W5 SVC- | DSM2- K9- a- 4. 1- 1- S47. bi n.

gz (unknown si ze)/tnp/upgrade. gz [1] 65259K
66825226 bytes transferred in 71.37 sec (914. 35k/ sec)
Upgrade file ftp://cisco@O. 66.64.10//tftpboot/

WS- SVC- | DSMR2- K9- a- 4. 1- 1- S47. bin. gz i s downl oaded.
Upgrading will w pe out the contents on the hard disk.
Do you want to proceed installing it [y|[N: vy
Proceeding with upgrade. Please do not interrupt.

If the upgrade is interrupted or fails, boot into

Mai nt enance i mage again and restart upgrade.

Creating IDS application imge file...

Initializing the hard disk...Applying the inage,

this process may take several minutes...Performng post
install, please wait...Application inmge upgrade conpl ete.
You can boot the inmage now.

#&IDSM-25| BRI FEARN 2 EHE. FAXEM B Sreset xhdd:1,
SV9- 1> (enabl €) reset 6 hdd:1

This command will reset nodul e 6.

Unsaved configuration on nodule 6 will be | ost

Do you want to continue (y/n) [n]? vy

Mbdul e 6 shut down in progress, please don't renpve nodul e

until shutdown conpleted. !--- Output is suppressed.

HE , RES|EREEHYRELRE , EF Y LEIDSM-2 LFEAresetin o EREIDSM-28Y

SIERESYRTE , BE A HEM S show boot device x .

SV9- 1> (enabl e€) show boot device 6

Devi ce BOOT variable = (null) (Default boot partition is hdd:1)
Menory-test set to PARTIAL

EAIDSM-2B &5
SV9- 1> (enabl €) set boot device hdd:1 6

Devi ce BOOT variable = hdd: 1

Menory-test set to PARTIAL

Warning: Device list is not verified but still set in
the boot string.

SV9- 1> (enabl €) show boot device 6

Devi ce BOOT variable = hdd: 1

Menory-test set to PARTI AL

EEBHESZECLIEEIDSM-2 |, EEA M Sreset.
guest @ dsn2- sv-rack. | ocal domai n#reset
!-—— Output 1is suppressed.

EXEEY  BAFEAXRME E S set boot device hdd:1 x .

BEIDSM-22 B Bi#, F Hswitchig S show module x, FERIDSM-2EBIREE2EARER S

ZIFERRA | filan4.1(1)S47 , W HARRERIEE.,

SV9- 1> (enabl €) show module 6

Mbd Sl ot Ports Mdul e- Type Model Sub St at us

6 6 8 Intrusion Detection Syste W5 SVC- | DSM2 yes ok

Mbd Modul e- Nare Seri al - Num

6 SAD0645010J

Mod MAC- Addr ess(es) Hw Fw Sw

6 00-30-f2-71-e4-05 to 00-30-f2-71-e4-0c 0.102 7.2(1) 4.1(1)s47
Mbd Sub- Type Sub- Model Sub- Seri al  Sub-Hw Sub- Sw
6 IDS 2 accel erator board Ws- SVC- | DSUPG 0347FDB6B8 2.0

BEEHSTIDSM-2 , RAEE5
& & $8/% W cisco/cisco.

BIEAREADEIE. EAXBRESD

AL
eF)

session x . fERAE
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SV9- 1> (enabl €) session 6
Trying | DS-6. ..

Connected to | DS-6.
Escape character is '""]'.
| ogi n: cisco

Passwor d:

You are required to change your password imredi ately (password aged)

Changi ng password for cisco

(current) UN X password:

New passwor d:

Retype new password: !--- Output is suppressed.

{5 A ip S setup Bt EIDSM-2,
Sensor #setup
--- System Configuration Dialog ---
At any point you may enter a question mark '?' for help
User ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.
Current Configuration
net wor kPar ans
i pAddress 10.1.9. 201
net mask 255.255.255.0
defaultGateway 10.1.9.1
host nane sensor
tel net Option di sabl ed
accessLi st ipAddress 10.0.0.0 netnmask 255.0.0.0
exit
ti mePar ans
surmer Ti mePar ans
active-sel ecti on none
exit
exit
service webServer
gener al
ports 443
exit
exit
Current time: Sat Sep 20 21:39:29 2003
Setup Configuration last nodified: Sat Sep 20 21:36:30 2003
Continue with configuration dialog?[yes]:
Enter host nanme[sensor]: idsnmR-sv-rack
Enter | P address[10.1.9.201]: 10.66.79.210
Ent er net mask[ 255. 255. 255. 0] : 255. 255. 255. 224
Enter default gateway[10.1.9.1]: 10.66.79.193
Enter tel net-server status[disabled]:
Ent er web-server port[443]:
Mbdi fy current access list?[no]:
Mbdi fy system clock settings?[no]:
The follow ng configuration was entered.
net wor kPar ans
i pAddress 10. 66. 79. 210
net mask 255.255. 255. 224
defaul t Gat eway 10. 66. 79. 193
host nane i dsnR-sv-rack
accessLi st ipAddress 10.0.0.0 netnmask 255.0.0.0
exit
ti mePar ans
surmer Ti mePar ans
active-sel ecti on none
exit
exit
service webServer
gener al
ports 443



exit

exit

[0] Go to the command pronpt w thout saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration and exit setup.

Enter your selection[2]:

Configuration Saved.

sensor #

HHE & A

. Cisco IDS UNIX Director

. Catalyst 6500F% 31| A @8 R R&E(DSM-1) R M 1 £H
. Catalyst 6500F 5l A = {8 8l R fE(IDSM-2) R 2 1 4R
. EREE (RFC)

- B Z MEE  # - Cisco Systems
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