A AOpenSSLAY B R R ESANE
B &

REEHS

R BEA{AFE E A OpenSSLE M KB H L E ZEE R & BB H(SAN)E,

B R

ER

BREZRERELTETENESNRE

- R2BHAIRE(SSL)BHE
* OpenSSL
« Linux@n$

+ SAN
BRH T
FERPHNEARRBUTHRERA

« OpenSSLIRZACiscoSSL 1.1.1j.7.2sp.230
- AEBEFREE[L(CA)

ANHHEARBBEBEERETREANEEMEL. XHPEAZNAMBERERREREKR (HEK
) BVAERERRE) . MREHPEEEFT , FEARCHEAETAESTRERNTE,

BREMN

EEEPEASANERBE RVME | HREERA(MERZEAVPN(RAVPN) & 3 REHEEHE



HEREAZTNA)EBWSSLES) RRBELT LN, EEEAERINBESZETSSESANENE
ERLZ LM T EFRME S KIPHL,

FEEXER T , Cisco Firepower Management Center(FMC)S EMCSRE KB ET EERNREER
BR(CSRBETBREMELESANENEE, EERFIEHIFEPETSEM/SANE , TrERE
BR\BBRENER,

—

AX fXE

ARBIRS , BEMN A ZERFEHOpenSSLE T EHSANEEEFIEFICSR, EMRIER S HILK
B(CA)ZEEBCSRE , A NEEITSFTEMNSANKE ., LiBRENEIE RS R OpenSSLEEREA TS
ESANEBENHERERER, % , CSREFRIFESANERE , AFCABBEE[FHZESANE R
TE,

N i NREEAESSREHMMCA  BEET T HBBECARE X ECSRHM B ITSANME.

HER1. B RSATAER

{5 Fi 5 S openssl| genrsa -out <key_name>.key 4096,

<#root>
root@hostl:/home/admin/certificate#

openssl genrsa -out privatekey. key 4096

TR EVERERESR
LEREEEYEECSRAMNSANE,

1.3 % B<config_file_name>.confWELBERER , W FEH XA FESMEZER, §l0 , EVimFE
T<config_file_name>.confin s ( B LERA S —EXKFESR ) -

<ffroot>

vi m confi g. conf

2BHRE | E[alt_names]#B5 T RSN BRE SHMERAMATRLNSANGG B B G AHE

<tfroot>

[ req]



default_bits = 4096

default _nd = sha256

pronpt = no

di stingui shed_nane = req_di sti ngui shed_nane

reg_extensions = v3_req

[ reg_distinguished nane ]

countryName =

st at eOr Provi nceNane =

| ocalityNane =

or gani zati onNane =

or gani zati onal Uni t Nane =



commonNane =

[ v3.req ]

subj ect Alt Nane = @l t_nanes

[ alt_names ]
DNS. 1 =

DNS. 2

DNS. 3

DNS. 4



HER3. AR MBREEFRCSR

SRl ST FASR FNABRERE | i Fopenssl req -new <key_name>.key -config <conf_name>.conf
-out <CSR_Name>.csrig S 3 CSR,

<{froot>

openssl req -new -key privatekey. key -config config.conf -out CSR csr

N o ERGSE  BRRAENEBREEURE — &,

AT HR , <CSR_name>.csriE REHBHEER KD, ERMVABIAFICARMRETERMN
CSRIgx.

#l1Topenssl req -text -noout -verify -in CSR.csrin® , SAFERCSRHAHISANE T,

<tfroot>

root@FTD1: /home/admin/TZSANValue# openssl req -text -noout -verify -in CSR.csr
verify OK

Certificate Request:

Data:

Version: 1 (0x0)

Subject: C = US, ST = California, L = San Francisco, O = Cisco, OU = VPN, CN = <Domain Name>
Subject Public Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public-Key: (4096 bit)

Modulus:
00:de:6a:85:c6:1b:33:8c:14:a4:5b:0b:f8:fb:5a:
c8:a3:2e:b6:74:63:0c:4e:ad:05:24:bd:16:ad:cc:
a3:b9:a3:3b:f4:c7:52:9d:2:02:ff:67:49:0f:cc:
64:€2:9a:70:53:9b:68:88:1f1:92:1e:09:9c:fc:34:
76:31:c4:0a:e8:ce:de:61:8f:fb:1e:02:f9:a6:57:
78:¢c7:86:71:9:46:d8:70:88:c0:¢c6:0d:93:83:ae:
45:05:e6:b4:ca:26:39:b9:8e:42:6d:de:43:92:a7:
c4:4d:11:7c:01:4a:d5:b9:bf:b7:5e:f6:a8:2d:4a:
78:98:36:25:89:a3:52:1c:63:8a:40:f6:6f:84:b3:
8d:c7:b0:dd:29:b7:4a:e7:41:76:cc:b5:a7:87:ca:
90:9d:04:c2:cf:b8:66:8e:8c:50:5e:3d:26:75:ea:
97:bd:8c:a3:fe:77:30:52:6c:38:30:10:e8:29:9f:
cc:ab:f8:85:fd:c8:c6:¢c2:88:39:42:e7:7d:41:51:
48:44:78:ae:82:dd:e6:96:cb:eb:15:13:3e:a0:e3:
86:03:bl:c3:fa:fc:5e:db:7¢c:79:bf:54:06:54:dc:



9c:4e:83:de:97:7a:c0:e1:18:70:ba:d8:f8:20:69:
58:52:23:4a:6f:78:e4:7f:f7:cb:b6:2f:be:59:db:
cf:d5:d5:7c:49:12:e1:9c:ef:24:83:0e:80:94:48:
0l:ce:6f:ce:61:c3:a5:aa:bb:98:45:d3:11:26:99:
02:5a:b1:84:73:8b:31:94:1d:00:4b:96:60:c6:55:
52:7c:f5:62:25:cd:17:eb:7a:1d:c3:0d:53:23:8f:
c3:ce:94:42:35:6a:13:ac:db:76:ac:fc:9d:8d:al:
39:05:c2:1b:27:04:4f:67:bc:22:58:1d:91:b4:85:
b0:99:44:7d:e9:55:ce:ca:bd:c0:42:26:9c:f8:88:
26:d5:74:5d:43:c4:ba:9c:25:6c:0f:b9:2e:59:91:
a8:d1:01:b4:2c:63:40:46:8f:9a:e2:34:02:00:81:
39:cc:6b:3a:39:ff:cl:aa:c5:80:d1l:ed:66:15:94:
a5:25:e8:2c:3a:52:b2:de:f5:03:76:26:be:9d:8f:
84:5c:f4:78:6f:f1:64:55:2a:f0:b0:1e:23:3c:bb:
65:1a:6c:ba:4a:el:c0:cf:22:cc:cd:e8:59:ce:75:
60:14:c0:c7:dd:e0:61:34:77:a6:d6:cc:c2:5e:5e:
15:e0:37:c3:f4:ed:a3:¢c0:69:52:78:38:b7:b3:d7:
42:49:97:ff:23:76:80:5b:0b:cd:5e:2f:7e:30:c7:
77:91:bb:b8:52:24:ad:c5:86:8e:9b:18:e0:2e:ea:
e2:bb:83

Exponent: 65537 (0x10001)

Attributes:

Requested Extensions:

X509v3 Subject Alternative Name:

DNS:

Signature Algorithm: sha256WithRSAEncryption

60:9b:12:b8:18:e8:07:3f:d7:e7:73:f9:4e:d4:a9:28:7f:1d:
30:44:2b:16:88:dc:d6:01:39:ee:c0:06:71:61:90:ad:b4:c3:
fO:ea:eb:bb:4f:8b:11:68:fe:3c:24:ae:ab6:bc:cbh:68:4a:21:
77:bb:85:37:91:a3:fa:0c:ee:ce:bl:78:5f:fc:cb:d5:c6:2a:



ae:2d:41:df:0f:3d:d4:eb:8e:83:4c:8c:10:d0:81:42:62:0c:
e6:19:el:2e:14:ef:46:cd:32:20:64:1a:0d:32:44:57:b7:3d:
76:f3:4c:b9:61:51:a6:20:cf:6d:37:ca:b6:b3:4e:ea:36:16:
bb:a9:ec:8a:6d:5b:a0:c8:1a:fe:b5:8c:08:86:7f:c5:a9:f1:
d9:2c:7e:5a:f4:ca:e8:c2:4b:44:70:35:e2:80:ea:ad:12:7c:
70:5e:2c:c9:1f:db:9b:0e:f7:cf:68:a3:93:da:33:18:f2:6¢:
8e:4f:2b:ed:04:9d:c0:58:2e:66:d6:dc:25:30:6c:19:54:a2:
9f:68:7d:e7:63:d7:a9:db:6b:6e:e5:53:b4:27:84:98:dc:bc:
65:47:25:ae:7e:02:62:5c:c8:da:83:34:4e:5b:52:5d:5b:76:
bc:47:8f:cc:57:e0:b8:55:2b:6b:78:b0:el1:04:4a:1b:4b:20:
6d:e3:01:06:58:99:1c:1d:15:fb:2b:48:9a:bl:ad:84:fc:ed:
b2:31:98:5d:22:97:26:69:0e:e6:0d:b4:2c:9b:40:7a:34:99:
€9:11:40:66:79:e1:0c:a9:7d:e7:47:bb:96:59:5a:af:f4:b3:
dc:73:5e:dc:8b:f5:97:88:b3:9d:0f:e0:fb:8a:63:a6:1e:af:
af:19:ea:c6:33:2a:97:a9:fl:bd:cf:67:54:5c:30:bf:1e:5b:
1c:68:9f:ba:91:4b:2f:3a:05:c5:be:43:fc:1a:0c:el:32:29:
2a:08:04:a7:00:32:33:5b:19:56:17:61:e3:8d:7d:a3:b2:f9:
a8:9d:24:a6:9c:9c:ab:12:09:c3:b3:12:db:8b:8b:39:5b:f8:
09:5e:a0:48:eb:e0:8e:f3:cb:83:d2:89:43:c4:64:06:30:ec:
fa:69:ed:96:08:67:b0:20:48:d8:e9:b2:1e:1b:66:0b:80:3e:
81:0e:cd:2b:a6:5e:07:de:40:b1:70:bd:b8:fb:bf:30:ad:b9:
66:6b:a2:48:da:4e:27:ab:ae:06:13:ec:61:1f:79:bc:eb:cl:
4a:ef:75:f4:al1:bf:28:3d:f2:99:de:f3:71:84:cf:1c:58:17:
4d:66:97:8a:fe:f9:1c:77:ab:5d:b2:d9:20:93:ff:a3:c2:7c:

—HCAMBREHEEE , FHRBEE, BMZEDetailsiZE I F|Subject Alternative Names., &
AUERFELR T L FFSANE,



g Certificate

General Certification Path

Show:  <all= o

Field Value

: Issuer Footh.1l CA, 52, mex, mex, d...
:=1|Valid from Friday, July 12, 2024 10:26:3...
=1 Valid to Monday, July 12, 2027 10:26:...
:=1| Subject example,com, VPM, Cisco, San...
= | Public key RSA (4096 Bits)

== P T

<5AM Walue List>

DMS Mame =<5AM Yalue 1=
DMS Mame=<5AN Value 2=

DMS Mame =<SAN Value 3=
DMS Mame =<SAMN Value 4=

Edit Properties... Copy to File...

QK




BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



