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HiA

ARENBE B Cisco 10SO XER 185 LBy 5 BBV BVPNES | M, Hfb T S AiHeNH
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AR

BRIERECRBUUTERE

« Cisco IOS® CLIE & & &5,
« IKEv2HIPsecHy E 1 H5%

BRA T
AERTHWEARRBUTRKERAE
« CSR1000V — &E1ThRA<16.12.089Cisco 10S XEE B,

AXHHWEARRBREEEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHEIREFT | FRARECHEAETAESTRERNTE,
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ﬁﬂﬂ@?ﬁ%%—@%ﬁ‘é?ﬁkﬂ’ﬂli , TR ERIFENCREEVPNEERECBEE/ZERK. ©Ff
B IPseclR T BEINTARTEBE LUENGL -3, RAREREEHRE K MBEXRTH
ZRENYERS, it , SRR HEEREE,

BHIE
E-LEANIATEYCRERE. RRAUIHEETE— S5, Hh—L2 .

« Wireshark : ER—MBRATEAHBEANBEERER TR,
o BEEIRFE¥E : BRHRES EAICisco I0S XEThaE , ATEBIRINERE  WIRHRENE, WENH
EXEFEENEERL,

WA E10S XERS s FELERE

- 192.168.1.1 - 192.168.2.1
@ &4 =Y. @ G2 G1

Side-A internet side-B

HEFHERSEBEACL) , EEERENRERE , ARVPNEE R EERERN IRt
BAYM b, DRERIE ERUE TNAT-T , BIBER S & A UDPERIES00MERE4500, — B
SREBBEREN , MRMANAT-T , HEREAERIPHES0(ESP)ZUDP 4500,

AT HERRE PHEBNEE , KAERAVPNESFHIPA UL REEUEESH T Ko

—, I NSZNEEN /‘ %) o 19216821
Side-A |nternet side-B

interface Tunnell
s 10. 1r 11 2 255. “5 .255.0

SEC-Profile-1

tunnel protection ipsec profile IPSEC-Profile-1

d
o lend

ne. End with C




config terminal

ip access-Tist extended <ACL name>

permit udp host <local address> host <peer address>
permit udp host <peer address> host <source address>
exit

exit

REMACLE ARMENMERNRENEE , ACHERARTSEENTHE L.

Monitor capture cap access-list cap buffer size 10 interface GigabitEthernet 1 both

Name of the capture Name of the ACL Buffer size in MB  Interface to apply In-inbound packets
the capture Out-outbound packets
Both-inbound &
outbound packets

192.168.1.1 192.168.2.1
R A N
”:< ; W O Gt (<g 62 et—(a
ide-A internet side-B
Here Here

-list cap buffer size 10 interface GigabitEthernetl both

“thernetl, Dir

: 1000

monitor capture <capture name> access-1ist <ACL name> buffer size <custom buffer size in MB> interface

AREREE |, ATLURMEEEE L, BRI T 3 e m SRR

- MEFRBEEENA : show monitor capture
- BE/ELLHEE - EEdE LRSS
- ERFEIEIEIE £ EE RE: show monitor capture cap buffer

Him



- B2ERENEEEY : show monitor capture cap buffer brief
- FREE  EEEEHERR
- REURER L

- B IEIR R ERED

- monitor capture cap export bootflash:capture.pcap

ERAH ST TBEER L

WHIFTR , EiHREIPSechRiE , MMRBANAT-T , BIEREEEIBIES00FME45000UDPEX, F
e  mURELERSHEIEZLER , SINEEHENRER (BRER1TRER2 )., SEAEEN
AR (RREARNEES ) , RERMBEIHSPIE,

IKEV2 PACKET EXCHANGE
INITIATOR RESPONDER
UDP 500/4500 packets Seen_ IKE_SA_INIT Request
| vio,sa, ke, Nonce :> NEGOTIATE
Initiator and responder roles. 3| euases IE_SAINTResponse | | SETIWGS
; E < VID, SA, KE, Nonce | SECRET KEY
SPI values created.
Phase 1 in clear text. o #,
phase 2 encrypted %g PHASES - IKE_AUTH Response r;ﬁ‘:ﬁw

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED &AUTHENTICATED

BrEHSRAENEERY  HEFRIEANED (BFEUDPERE )

site-A#show monitor cap cap buffer brief

UDFP
UDP
UDFP
UDF
UDP
UDP
UDP
UDP
UDp
UDP
UDP
UDP

2
3

[1=9

v (N

00 =l

W

&
R A A A
[l el e el el el =
W : t
" S T e T T
= e e e e e e e

192.168.

REINE RS R AREHpcapE % |, ATLUE Awiresharki@ R & B2 W EME A,



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4B 0 =T REQesEFs = aaaf
LI [= Bk
Ko, Time Source Dastination Protecal Langth Info
r 1 9.600000 192.168.1.1 192.168.2.1 ISAKMP 496 IKE_SA_INIT MID=-8@ Initiator Reguest
2 0.6eeese  192.168.2.1 192.168.1.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response
3 9.600008  192.168.1.1 192.168.2.1 ISAKMP 682 IKE_AUTH MID=e1 Initiator Request
4 B.6e0008  192.168.2.1 192.168.1.1 ISAKMP 362 IKE_AUTH MID=081 Responder Response
5 ©.000000  192.168.2.1 192.168.1.1 ISAKMP 496 IKE_SA INIT MID=8@ Initiator Reguest
6 ©.600000 192.168.1.1 192.168.2.1 ISAKMP 529 IKE_SA_INIT MID=88 Responder Response
7 ©.600000  192.168.2.1 192.168.1.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request
8 9.800000 192.168.1.1 192.168.2.1 ISAKMP 362 IKE_AUTH MID=e1 Responder Response
9 9.620000  192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=82 Initiator Request
18 ©.000060  192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=83 Initiator Request
11 ©.088060  192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=@2 Responder Response
12 9.0ee000  192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=83 Responder Response
13 A AARAAA 142 1RR 1 1 192 1RR 7 1 TSAKMP 13R TNFNRMATTOAMAI MTN=14 Rasnandar Raanset
> Frame 1: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits)
> Ethernet II, Src: Realtekl ©0:80:80 (52:54:00:00:00:08), Dst: RealtekU 9@:09:84 (52:54:00:00:00:04)
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: 500, Dst Port: 580
> Internet Security Association and Key Management Protocol

EEER E —EIKE_SA_INIT Exchange E R ‘@8 Interneti €& 2 £ , HREIUDPE R Z KR it 1k 7
B Rt , 1 HEER S EUser Datagram Protocol) 20 , BERERANE | UIRBERERZ
< BB A £ 88 B 1% E (Internet Security Association and Key Management Protocol) B4 8 7R 13 7€
MARAS, EERBAEERE, £BNAGUREBINSP, WEIKEVHARE , AR BFHEET

MHENERA,

o Tima Seurce Desmaign
10,000 192.168.1.1 191, 168.2.1
2 8.808_ 192.168.2.1 192.168.1.1
3 0.800_ 192.168.1.1 1516821
40,000 192.168.2.1 192.168.1.1
5 0,000 192.168.2.1 192.168.1.1
58,800 192.168.1.1 192.168.2.1
7 8.808_ 193.168.3.1 15 168.1.1
5 0.000. 192.168.1.1 192.168.2.1
% 0,000, 192.168.2.1 19:.168.1.1

10 0,000 192.168.2.1 192.168.1.1
11 8088 192.168.1.1 19 16871
13 5,000 192.168.1.1 192.1628.2.1

Protoco r¢ Port: S8 [ P

Rext paylosd: Seowerity Associstion (33)

Wersion: 1.0
Exchange typf: TRE_SA_|
» Flags: oodE |Indtlator, Mo higher werslom, Reguest)
Message I0:
Length: 454
Paylond: Secwrity Association (33)
Payload: Kty Exchange (34)
» Paylomd: RNomce [48)
Paylosd: Vendor 1D (43) : Cisco Delete Reason Support
Payload: Wendor ID (43) : CHico VPN Revislion 2
Payload: Werdas ID (43) & CEigo Dyiasis Roule Suppadt
¢ Paylosd: Wemdor ID (43) @ Clsco FlexWPH Supported
Paylosd: Rotify [(41) - NAT_DETECTION SOURCE_IP

Paylosd: Notify (41) - MAT_DETECTION DESTINATION_IF

w Intern e ad Ky Minagesent Protocel
Initiater SPI: e9fSfB10OEETS49
Resporder SP1: Sooonooonnannds

Framt 1: 496 bytes on wire (3963 Blts), 496 Bytes captured (3
s Bea 2 i 1 000000, Det: Realtekl
Wersfon 4, Src: 192.188.1.1, Dst: 192.188.32.1

e

#d

TLF Deltn Tirw

968 bEts)

IKE_SA_INIT Request
VD, SA, KE, Nonce

> Unencrypted!

IKEv2:(SESSION ID = 18,SA ID = 2):Sending Packet [To
192.168.2.1:500/From 192.168.1.1:500/VRF i0:f0]

Initiator SPI : E9F5FB100567C549 - Responder SPI - 0000000000000000
Message id: 0

IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents;

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP)

Debug crypto ikev2
Debug crypto ipsec




IKE_SA_INIT Response

PHASE 1
<mﬂ,n,m ]

IKEv2:(SESSION ID = 18,SA ID = 2):Received Packet [From
192.168.2.1:500/To 192.168.1.1:500/VRF i0:f0]
Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

Message id: 0
IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ

NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED)

Unencrypted!

» Frome 2: 520 bytes on wire (4232 bits),
* E I : Real HoiH

» Ifternet Protocol Version 4, Srco 192.1
» Wfer Datagram Protocol, Sre Port: S0, Dit Port: 580

w B Hanagement Protocol
Initiator SPI: e9¥5fB1BASETC5AR
Resporder SPL: deGODSbRIIS iafRd

Time  Sowme Tstmation TP Dekta Time
19,880, 192.168.1.1 1592.168.2.1
20.000 (9236820 J192.168.1.1
38,880 192.168.1.1 193.168.2.1
49,080, 192.168,2.1 192.168.1.1
5 @00 192.168.2.1 192.168.1.1
69,098 192 168.1.1 182.168.2.1
7 0.008_ 192.168.2.1 192.168.1.1
B 9,080 192.168.1.1 192.168.2.1
99,000, 192.168.2.1 152.168.1.1
10 9. 009 192 168.2.1 192.168.1.1
11 8,008 192.168.1.1 192.168.2.1
12 @, 094 192.168.1.1 192.168.2.1

529 bytes captured (4232 bits)
= 5 : el Bz B8 1 : Realtekl €
68.2.1, Dst: 192.168.1.1

Next paylosd: Security Association (33}
¥ Wersion: 2.@

Exchamge typp: IEE_S5A_INIT (34)
Flags: 0xdd [Responder, o higher version, Response)
Message ID:

Length: 487
» Payload: Securdty Assoclation (33)
Payload: Key Exchange (34)
Payload: Nonce (40)
» Paylosd: Vendor 10 (43) : Cisco Delete Reason Supported
» Payload: Vendor ID (43} : Clsco VPH Revision 2
Payload: VWendor I0 (43) : Cisco Dynamic Route Supported
¢ Paylosd: Wendor ID (43} : Ciico FlexVPH Swpported
» Payload: Notify (41) - WAT_DETECTION_SOURCE_IP
» Payload: Wotify (A1) - WAT_DETECTION DESTIMATION_IP
Payload: Certificate Request (38)

P laod. MaRIE. FEAL GTTA STAT | SR CLERRARTIR

B4 IKE_AUTH Exchangel i , EMBEEH , BEAUEE - L EBHEHNER , HIOATELH

SPIMEFEETHERE A,

IKE_AUTH Response

T mma ]

Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89

IKEv2 IKEiALJTH Exchange RESPONSH

W 2 &% —EIKE_AUTH Exchangeif@#% , BERXHF TR

Mo, Time St Darsbnabcn TOFDd
10,0000 192.168.1.1 192.168.2.1
29,000 152,158.2.1 192.168.1.1
3900 192.168.1.1 192.168.2.1

| 49,000 192,168.2.1 192.168.1.1
5 0000 192.168.2.1 192.168.1.1
60,808 152.158.1.1 192.168.2.1
T 0000 192.168.2.1 192.168.1.1
20808 192.168.1.1 192.168_2.1
99,000, 192.168.2.1 192.168.1.1
10 9.600_ 192.168.2.1 192.168.1.1
119,090 192,168,1.1 192.168.2.1
120000 192.168.1.1 192.168.2.1

€

» Frame 4: 362 bytes on wire (2856 bits), 362 bytes captured (2256 |
» Ethermet II, Src: Realtekl 00:00:04 (52:54:00:00:00:04), Dst: Real
» Intermet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1
» User Datagras Protocel, Sre Pert: 500, Dst Port: 509
w Intermet Security Association and Eey Management Protocol
Initlator SPI: e9f5fb1O056TC549
Responder SPI: 4c6908b8d4251aF0%9
Mext pavload: Engrypted and Authenticated {45}
» Wersion: 2.8
Exchange type: IKE_AUTH (35)
v Flaps: (Responder, Mo higher wversion, Response)
+re . B ST RTTOTT
coel saow ® Version: Mo higher version
eele oo.. = RESpONFE: RESPONSE
Meiiage T0: Sl
Length: 320
» Paylosd: Encrypted snd Authenticated (46)

Encrypted!




L Timg SeETE Tt TOF Dt

19,0 192, 168.1.1 192.168.2.1
20, . 192.168.2.1 152.168.1.1
30000 192.168.1.1 192.168.2.1
48 80 192,.158.2.1 152.168.1.1
50,000 192.168.2.1 19%.168.1.1
6@, 00 192.168.1.1 192.168.2.1
T, 192.168.2.1 192.168.1.1
B9 0e. 192.168.1.1 192.168.2.1
90.009_ 192.168.2.1 192.168.1.1
189,004 192,158.2.1 192.168.1.1
11 9, . 192, 168.1.1 192.168,2.1
12 9.0 192.168.1.1 152.168.2.1

£

> [Froma 3: €32 byles on wire (5456 bite), 652 bytes capluncd (536 bit Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89
* Ethernet II, Src: Realtekl 90:00:00 (52:54:00:00:00:00), Dst: Realte
+ Internet Protocol Version 4, Sre: 102.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: SN, Dit Port: 580
w Internet Security Association and Key Masnagement Protocol IKEVZ |KE—AUTH ExChan z REQUE
Initistor SPI: e9fSfb10ase67cs4a
Eesponder SPI: dc5000bSd753afE0
Mext payload: Encrypled and Authenticated (46)
* Mersjon: 2.8
Exchange type: IKE_AUTH (35)
w Flags: @& (Initiator, Mo higher wersiom, Reguest) |
Coua 1. Iaieiss Ialeiss

el oue. ow Version: Mo higher version
el uoo = Responde: Requeit

Message I0:

Length: 648

> Payload: Encrypted and Authenticated (46) E r"l C rypted !

NATITR M E 2B SR
Cezieaan | | 192.168.1.1 ->198,51.100.1 e
& 61 G2 Gt G G2 61

Side- NAT device internet Side-B

>

Nat-transversal R E{TEERX SR AT LE TN E —E2heE. MRPEBREEERZARBEERN—E
B | BI7E 15 S5 2P BY (IKE_AUTH Exchange)f , #£E & UDPE #5008 44500,

HEEAR

fE :I.:MDB_ :‘2".‘1&-&.1.1 :;“1:21 r;:;‘l’ et
29.88. 192.168.2.1 192.168.1.1 ISaKMe
r 3 @9.88. 192.168.1.1 192.168.2.1 TSaKMP
4 9.88. 192.168.2.1 192.168.1.1 T5aKMP z
50.00. 192.168.0.1  192.168.2.1  IsAW IKEv2-(SESSION ID = 10,SA ID = 1)Received Packet [From
See il e e 192.168.1.1:4500/To 192.168.2.1:4500/VRF i0:f0]
B0.00. 192.168.2.1 19216811  ISA0P Initiator SPI - EC01171F30D05063 - Responder SPI - 9A0F8B75COEQ1C78

Message id: 1

* Frame 3: 618 bytes on wire (4944 bits), 61B bytes captured (4944

» Ethernet II, Src: Realtqul@@:pa:3l (S7.50.00:00:00:33) Des: B IKEv2 IKE_AUTH Exchange REQUEST
» Internet Protocol Versidn &, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, [Sec Port: 4508, Dat Port: 4588

» UDP Encapsulation of IPsec Packets IKEv2:(SESSION ID = 10,SA ID = 1):Stopping timer to wait for auth message
B = v e IKEv2:(SESSION ID = 10,SA ID = 1):Checking NAT discovery
Mext pertost: Encrypia and Athencicated (46 LECAE S 0 LS OB LL = U U LE T ET:
> Version: 2.8 IKEv2:(SESSION ID = 10,SA ID = 1):MNAT detected float to init port 4500,
Exchange type: IEE_AUTH (35) r@ m.t dmn

» Flags: @xBE (Initiator, Mo higher version, Request)
Message ID: OxBROoBEal
Length: 572

» Payload: Encrypted and Muthenticated (d46)

HBim B



am & REQe=Eifi =S aaqD

LIE
e T F— Dersraban Prodecsl Lengd
1 9.280089 198.51.100.1 192.168.2.1 ISAKMP = = — - 1
S ooete 1on seh a1 e IKEv2-(SESSION ID = 11,SA ID = 1):Sending Packet [To

30.000000  196.51.100.1  192.168.2.1 ISARNP 192.168.2_1:4500/From 198.51.100.1:4500/VRF 10:f0]
e R el e Initiator SP1 - ECO1171F30D05063 - Responder SPI - 9A0F8B75C0E01C78
6 B, H60008 192 168.2.1 198,51 18,1 TSAKMP r\mw m: ‘I

7 0.000088  158.51.180.1 192.168.2.1 ISAKMP

§0.000000  192.168.2.1 196.51.100.1  ISAKNP IKEv2 IKE_AUTH Exchange REQUEST
Payload contents:

+ Erame 3: 618 bytes on wire (4944 bits), 618 hyta': capmua (-1.9-1.-1 bl
» Ethernet II, Sre: Real -
» Internet Protocol Vars: , Dst: 192.168.2.1
* User Datagram Protocol) Sec Port: 4588, Dst Port: 4588
» UDP Encapsulation of IFEET PaCRULS
w Internet Security Assoclation and Key Management Protocel

Initiator SPI: ec@l171f30d05063

Responder SPI: 9aBFEbT5cRe@lors

Mext payload: Encrypted and Authenticated (46)

Version: 2.8

Exchange type: IKE_AUTH (3%)

Flags: @w@8 (Initiatos, Mo higher version, Request)

Message ID: SxDIO0OO]

Length: 572

Payload: Encrypted and Authenticated {46)

F RESIFEEE
THEEVRBETSHAMIAREE , TUEARRETHI. T-ESREER,
HERET MR

BafREeEEERMRINERNEE  TUEREER. B2 , TREHRELHEERRKAE
. BBEMBRISMER2EEER THEIENO_PROPOSAL_CHOSENH R E |, MEHEE), &R
RIAEEBERFEBE , FEAEBEREKR.

e |

File Edit View G0 Capture Anahze Statistics Telephomy Wircless Took  Help File Edit View Go Capture Anatyze Statisics Telephony Wireless Took Help
am: e RE A= EFS 686w Am @ BE Qe EF ST Q88
[ = L1 = -+

1@, 000008 192.168.1.1 192,168.2,1  ISAKMP  TKE_SA_INIT MID=g9 Iﬂitiatﬂl‘ Request

z 1.1 168.2.1  TSAKMP _IKE SA INIT MID=00 Initiator Regu
: pioas TRELT: ; EIpONSE | 210, 000608 | 192,168.2,1  192,168,1,1  ISAKMP IKE_SA_INIT MID=00 n¢spmd¢r Response
30.000800 192.168.1.1  192.168.2.1 ISAKMP THFORMATIONAL MID<d5 Initiator Request [ e L S A
4 0.000000 192.168.1.1 192.168.2.1 ISAKHP THFORMATIONAL MIDwdd :.ﬁ%tlatof' Request : 4 0.000000 192.168.1.1 192.168.2.1 1SAKHP INFORMATIONAL MID=04 Jl'll-ll'-llol' Request
B L e 50.000000 192.168.1.1 192.168.2.1 ISAKMP IKE_SA_INIT MID=00 Initiator Request
60.000000 192.168.2.1  192,168.1.1 ISAKW IKE_SA_INIT MID=0@ Responder Response | ©6.000000 192.168.2.1  102.168.1.1 T5AKMP IKE SA INTT MIDe8e Responder Responsa

Protocel ID: IRE (1)

SPI Size: @
~ payload: Transform (3) Frame 2: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

Next paylead: Transform (3) Ethernet II, Src: RealtekU 99:89:36 (52:54:00:00:00:36), Dst: Realteku_o9:00:33 (52:54:00:00
Reserved: 0@ Internet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1
Payload length: 12 vser Datagram Protocol, Sr¢ Port: 500, Dst Port: S0
Traniform Type: Encryption Algoritha (EMCR) (1) w Internet Security Assaciation and Key Managesent Protocol
Reserved: 08 Initiator SPI: 982aT9ai7@ddoalé
Transform ID (EWCR): ENCR_AES_CBC (12) Responder SPL: aceteafsifrasced
Transform Attribute (t=14,1=2): Key vLength: 254 q Next payload: Motify (a1)

s » Version: 2.8

e eade wmmmadenm dnb

Exchange type: IKE_SA_INIT (34)
Flags: @x20 (Responder, No higher version, Response)

Hessage ID: @x@9000DDD
Length: 36 Values sent from site-A
| Payload: Motify (41) - NO_PROPOSAL_CHOSEN '—’ do not match was is
configured on site-B

EXEn

IPSecBEXR S AREEAN , AARSHERERKERECHANRE LELRN. ERNERET
URBEERIFMEE2ERNE, AEEFRT A FAHAERNaENKESENBRRE —EAla , IR
ERTORRRIALE , BEREER , XIRBABENMED.



ERES - mETHERRNEERLAR TRELREARREZLENHE,

UDP 500/4500

ISP
_'-

UDP S00/4500

ISP

uUDP 4500

File Edin View Go Capture Anshze Statistics Telephony Wireless Tools Help

Amae TR QewEFE D EaaenT File Edit View Go fapiure Analyze Statistics Telephony Wirdless Tools Help

AW 8 5T RE Qe=+EF2 ST Eqaqar

Dastination Protocol  nfo

192.168.2.1  ISAKMP We. hi e Demass
5 . SRR 10.000000 192.168.2.1  192.168.1.1 TKE_SA_INIT MID=88 Initiator Request
2 8.908908 192.168.2.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=08 Initiator Request
IKE_SA_INLT MID=ue 3 0. 000008 192.168.2.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=8@ Initiator Request
= : B0 192.168.2. 92.168.1. p ator Reques

ISAKMP  IKE_SA_INIT MID=0@
ISAKMP  IKE_SA_INIT MID=8@
[IKE_SA INIT MID=B@

IKE_SA_INIT MID=0@ Responder Response

A device or service in between is blocking UDP packets

that come from side-A




BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



