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AxX ;&

FABUTDEE
S B 1.6 & E# VirtualPortGroups /T Ho
Router#configure terminal

Router(config)#interface VirtualPortGroupO
Router(config-if)#description Management Interface



Router(config-if)#ip address 192.168.1.1 255.255.255.252
Router(config-if)#no shutdown
Router(config-if)#exit

Router(config)#interface VirtualPortGroupl
Router(config-if)#description Data Interface
Router(config-if)#ip address 192.168.2.1 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#exit

SRR EeEMEEREX TRAIOGRER.

Router(config)#iox

SR IFEAncEEREEATE.

Router(config)#app-hosting appid UTD

Router(config-app-hosting)#app-vnic gatewayO virtualportgroup 0 guest-interface 0
Router(config-app-hosting-gatewayQ)#guest-ipaddress 192.168.1.2 netmask 255.255.255.252
Router(config-app-hosting-gatewayQ)#exit

Router(config-app-hosting)#app-vnic gatewayl virtualportgroup 1 guest-interface 1

Router(config-app-hosting-gateway0)#guest-ipaddress 192.168.2.2 netmask 255.255.255.252
Router(config-app-hosting-gatewayQ)#exit

TR (TR ), REEREEER.

Router(config-app-hosting)#app-resource package-profile low [low,medium,high]
Router(config-app-hosting)#end

~ MRt : MEBREZXBM , RFEAFE TR app-resource config(Low), MR EF RFEFRE
BREREE 6 BREAREISREERZANTHER.
SBS5FEAUTDarE R ERARE,

Router#app-hosting install appid UTD package bootflash:iox-iosxe-utd.16.12.08.1.0.24_SV2.9.16.1_XE16.12

~ £t : TEbootflash : FRBEEMUTD.tarlg3R , LUEEZRE, FUTDIER LIEE 7 Snorthx 4,



EEIT-HERKBER , ERUTDRBE ERRE,

Installing package 'bootflash:iox-iosxe-utd.16.12.08.1.0.24_SvV2.9.16.1_XE16.1.
*Jun 26 19:25:35.975: %VMAN-5-PACKAGE_SIGNING_LEVEL_ON_INSTALL: RO/0: vman: P:
*Jun 26 19:25:50.746: %VIRT_SERVICE-5-INSTALL_STATE: Successfully installed v
*Jun 26 19:25:53.176: %IM-6-INSTALL_MSG: RO/0: ioxman: app-hosting: Install si

o £/ "show app-hosting list, EiREFEA "Deployed

HER 6. A BN IE AT E RS

Router#configure terminal
Router(config)#app-hosting appid UTD
Router(config-app-hosting)#start
Router(config-app-hosting)#end

~ AR RBERAFEERKER  ERAFKEREES "IEEEITL o £A "show app-hosting
list, 3 "show app-hosting detail s R E ZFFMEA.

FEE R T —fksysloglH R , ERUTDIRIKE 2 EfERE,

*Jun 26 19:55:05.362: %VIRT_SERVICE-5-ACTIVATION_STATE: Successfully activate
*Jun 26 19:55:07.412: %IM-6-START_MSG: RO/0: ioxman: app-hosting: Start succe:

AR FEMER FHEE.

RURER  HARERKEFEHE. Snort IPSATEREARARBREN ARHERK(IPS)HARBRIRMR
(IDS),

A B5 w8 Tsecunityk9, FABMACHA | LUBBUTDRS TEEE.

SR1IBEER—RBEHBWUTD)RLESIZE ( RBFH )

Router#configure terminal
Router(config)#utd engine standard



SR 2 AR IUHERHIERMAMRES.

Router(config-utd-eng-std)#logging host 192.168.10.5

HER 3./Snort 5| ERUA B E @A,

Router(config-utd-eng-std)#threat-inspection

SER A B BERAEESARHERE(IPS)RAERAZFE(DS)

Router(config-utd-engstd-insp)#threat [protection,detection]

o
hit

~ £t "Protectiony ARIPS , MDetectiony AARIDS., "Detections 2EAER

HER 5. BER SR,

Router (config-utd-engstd-insp)#policy [balanced, connectivity, security]
Router (config-utd-engstd-insp)#exit
Router(config-utd-eng-std)#exit

~ i FERRKREA "balanced.

HE6 () . BYUTDAKNBE (ARHE)

|

Router#configure terminal
Router(config)#utd threat-inspection whitelist

B7H (TR ), BEESnontHBIDIBEREAZEH,

Router(config-utd-whitelist)#generator id 40 signature id 54621 comment FILE-OFFICE traffic from networ
Router(config-utd-whitelist)#end



N = BUD M40, B, ERESnONEEET, , EHESnonE 5 AL,

ey (WE ), MARBRARE LM AFRE.

Router#config terminal

Router(config)#utd engine standard
Router(config-utd-eng-std)#threat-inspection
Router(config-utd-engstd-insp)#whitelist

HER 9B BHEBEMNE R E B T HSnorth &S,

Router#config terminal

Router(config)#utd engine standard

Router(config-utd-eng-std)#threat-inspection

Router(config-utd-engstd-insp)#signature update occur-at [daily, monthly, weekly] 0 O

N B ERTLANEERES I S ERTE RS,
A B UTDEE EF QEE T4 5K — HE T RS .

HEBR10.E EHH ERMMAIRERSI B

Router(config-utd-engstd-insp)#signature update server [cisco, url] username cisco password ciscol?2

N E @8 Toiscos EACIscOMRE | WK Turl CEEHARENETERE, HR
CiscoffRE , A ARMEDHERESBARE.

HER 1.3 B SRS &R A

Router(config-utd-engstd-insp)#logging Tevel [alert,crit,debug,emerg,info,notice,warning]
Router(config-utd-engstd-insp)#exit
Router(config-utd-eng-std)#exit

HER 12 A utd IR %5

Router#configure terminal



Router(config)#utd

HE13 (W& ) . BERFRERVirtualPortGroup /T H E E B EIUTD RS

Router#configure terminal
Router(config)#utd
Router(config-utd)#redirect interface virtualPortGroup

N B pEAEBEEER , BEBRAIBEEA.

SB 14 HISREMWAAEEIBMERAUTD,

Router(config-utd)#all-interfaces

SER 15 A5 EEE,

Router(config-utd)#engine standard

FEEET —fRsyslogiE & , ERUTDE IERERA.

*Jun 27 23:41:03.062: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO
*Jun 27 23:41:13.039: %IOSXE-2-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:000 TS:(
*Jun 27 23:41:22.457: %IOSXE-5-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:000 TS:(

#16% (A€ ) . ERUTDSIZEHERNRF (UTDERFE )

Router(config-engine-std)#fail close
Router(config-engine-std)#end

Router#copy running-config startup-config
Destination filename [startup-config]?

N EEEUTDRIERAERES | TANEE, EESESFAPSIDSHE. TAMER, BE
AEFFEUTDBERATEIPS/IDSHE, FEAREEA Mfail openy o



E@ & VirtualPortGroups Pz ik 1/ HE AR EE,

Router#show ip interface brief | i VirtualPortGroup
VirtualPortGroupO 192.168.1.1 YES NVRAM up up
VirtualPortGroupl 192.168.2.1 YES NVRAM up up

ER % VirtualPortGroupEL & .

Router#show running-config | b interface
interface VirtualPortGroup0

description Management Interface

ip address 192.168.1.1 255.255.255.252

|

interface VirtualPortGroupl

description Data Interface

ip address 192.168.2.1 255.255.255.252
!

RERMAAERE,

Router#show running-config | b app-hosting

app-hosting appid UTD

app-vnic gatewayO virtualportgroup O guest-interface 0
guest-ipaddress 192.168.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.168.2.2 netmask 255.255.255.252
start

end

B FioxB A,

Router#show running-config | i iox
iox

REUTDRE FHEE.

Router#show running-config | b engine
utd engine standard



Togging host 192.168.10.5

threat-inspection

threat protection

policy security

signature update server cisco username cisco password KcEDIO[gYafNZheBHBD CC\g _cSeFAAB
signature update occur-at daily 0 O

Togging level info

whitelist

utd threat-inspection whitelist

generator id 40 signature id 54621 comment FILE-OFFICE traffic
utd

all-interfaces

redirect interface VirtualPortGroupl

engine standard

fail close

Router#show utd engine standard config
UTD Engine Standard Configuration:

IPS/IDS : Enabled

Operation Mode : Intrusion Prevention
Policy : Security

Signature Update:

Server : cisco

User Name : cisco

Password : KcEDIO[gYafNZheBHBD CC\g _cSeFAAB
Occurs-at : daily ; Hour: 0; Minute: 0

Logging:

Server : 192.168.10.5
Level : info
Statistics : Disabled
Hostname : router
System IP : Not set

Whitelist : Enabled
Whitelist Signature IDs:
54621, 40

Port Scan : Disabled

Web-Filter : Disabled

RERAREIRE,

Router#show app-hosting Tist
App id State

uTD RUNNING



RERMALEFMAES.

Router#show app-hosting detail

App id : UTD

Owner : ioxm

State : RUNNING

Application

Type : LXC

Name : UTD-Snort-Feature

Version : 1.0.7_SvV2.9.18.1 XE17.9
Description : Unified Threat Defense
Author :

Path : /bootflash/secapp-utd.17.09.03a.1.0.7_SV2.9.18.1_XE17.9.x86_64.tar
URL Path :

Multicast : yes

Activated profile name :

Resource reservation
Memory : 1024 MB
Disk : 752 MB

CPU :
CPU-percent : 25 %
VCPU : O

Platform resource profiles
Profile Name CPU(Cunit) Memory(MB) Disk(MB)

Attached devices

Type Name Alias

Disk /tmp/xm1/UtdLogMappings-I0X
Disk /tmp/xml1/UtdIpsAlert-I0X
Disk /tmp/xml1/UtdDagWcapi-I0X
Disk /tmp/xml/UtdUr1f-I0X
Disk /tmp/xm1/UtdT1s-I0X

Disk /tmp/xml1/UtdDaq-IO0X

Disk /tmp/xm1/UtdAmp-I0X
Watchdog watchdog-503.0

Disk /tmp/binos-I0X

Disk /opt/var/core

Disk /tmp/HTX-I0X

Disk /opt/var

NIC ieobc_1 1ieobc

Disk _rootfs

NIC mgmt_1 mgmt

NIC dp_1_1 net3

NIC dp_1_0 net2

Serial/Trace serial3

Network interfaces

ethO:

MAC address : 54:0e:00:0b:0c:02
IPv6 address : ::

Network name :

eth:

MAC address : 6c:41:0e:41:6b:08
IPv6 address : ::

Network name :



eth2:

MAC address : 6c:41:0e:41:6b:09
IPv6 address : ::

Network name :

ethl:

MAC address : 6c:41:0e:41:6b:0a
IPv4 address : 192.168.2.2

IPv6 address : ::

Network name :

climgr UP OY OW OD 21:45:29 2
Togger UP QY OW OD 19:25:56 0
snort_1 UP QY OW OD 19:25:56 0

Network stats:

eth0: RX packets:162886, TX packets:163855
ethl: RX packets:46, TX packets:65
DNS server:

domain cisco.com

nameserver 192.168.90.92

Coredump file(s): core, lost+found
Interface: eth2

ip address: 192.168.2.2/30
Interface: ethl

ip address: 192.168.1.2/30
Address/Mask Next Hop Intf.

.0.0.0/0 192.168.2.1 eth2
.0.0.0/0 192.168.1.1 ethl

0
5T B HE A
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5.ERREREMBUTDAR.
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o

7. MR HEMAERIRE |, 356 A "show app-hosting resources # "show app-hosting utilization
appid "UTD-NAME" B BEICPU/RE R B/REFETENEA,



Router#show app-hosting resource
CPU:

Quota: 75(Percentage)
Available: 50(Percentage)
VCPU:

Count: 6

Memory:

Quota: 10240(MB)

Available: 9216(MB)

Storage device: bootflash
Quota: 4000(MB)

Available: 4000(MB)

Storage device: harddisk
Quota: 20000(MB)

Available: 19029(MB)

Storage device: volume-group
Quota: 190768 (MB)

Available: 169536(MB)
Storage device: CAF persist-disk
Quota: 20159(MB)

Available: 18078(MB)

Router#show app-hosting utilization appid utd
Application: utd

CPU Utilization:

CPU Allocation: 33 %

CPU Used: 3 %

Memory Utilization:

Memory Allocation: 1024 MB
Memory Used: 117632 KB
Disk Utilization:

Disk Allocation: 711 MB
Disk Used: 451746 KB

A 5 mREENEDNECPU, DRENMBERE  HRCisco TACHHE.

=k

£ A T E5 H i debugdn ©1E H IR BUE R UL E Snort IPSE
<#root>

debug virtual -service all

debug virtual - service virtual Port G oup

debug virtual -servi ce nmessagi ng



debug virtual -service tineout

debug utd config level error [error, info, warning]
debug utd engine standard al

MHEAEA

FELUT{ZE LA BB Snort IPSEZPEFHRIRY H Ath 3 AE -
Snort IPSZ2 B EiEFE

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec data utd/configuration/xe-17/sec-data-utd-
xe-17-book/snort-ips.html

ERREEREERER

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec data utd/configuration/xe-17/sec-data-utd-
xe-17-book/snort-ips.html#id 31952

M2 FBSnort IPS — ZEL BB,

https://community.cisco.com/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-
by-step-configuration/ta-p/3369186

SEHBEAASnort IPS

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec data utd/configuration/xe-17/sec-data-utd-
xe-17-book/snort-ips.html#concept C3C869E633A6475890475931DF83EBCC

ISR4K Snort IPSKEE , HAERLIEEHNNFEAER

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwf57595
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