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A snortaf |, BRRIRBEALURLTREZ— :
- RFBHRAURER

<iTine" Tang="1ua">alert http
(

msg:"Alert HTTP rule";
flow:to_client,established;
content:"evil", nocase;
sid:1000001;

)



- ERBANEE

alert file

(
msg: “Alert File example”;
file_data;

content:”malicious_stuff”;
s1d:1000006;
)

- BRRAKE

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(

msg:"Alert HTTP rule";

flow:to_client,established;

content:"evil", nocase;

s1d:1000001;

)
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alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS
(

msg:"Alert TCP rule";

flow:to_client,established;

content:"evil", nocase;

si1d:1000000;

)

- FEAM—;

content:"evil", offset 5, depth 4, nocase;
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alert http ( Rule body )

- FHREZHARERE (ETRZRBEE)

http_uri
http_raw_uri
http_header
http_raw_header
http_trailer
http_raw_trailer
http_cookie
http_raw_cookie
http_true_ip
http_client_body
http_raw_body
http_method
http_stat_code
http_stat_msg
http_version
http2_frama_header
script_data
raw_data

- CEEEE

alert http
(
msg:"Alert HTTP rule"; /* I can write a comment here *
)
« Remark(rem)E& =
alert http
(

msg:"Alert HTTP rule";
flow:to_client,established;

rem:"Put comments in the rule anywhere";
content:"evil", nocase;

sid:1000001;

)

« appidsEAE=F



alert tcp $HOME_NET any -> $EXTERNAL_NET any
(

msg:"Alert on apps";

appids:"Google, Google Drive";
content:"evil", nocase;

sid:1000000;

)
- ARBRERIBIRAsI_pattern
* RegexF# ¥ Ehyperflex$ T #9 £
. ServiceEABFHMEFRER

#i 5l

5 A http BRI AZ E RN AL B AR & [Ehttp_uridy =61
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alert http

(

msg:"Snort 3 http_uri sticky buffer";
flow:to_server,established;

http_uri;

content:"malicious", within 20;
sid:1000010;

)
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alert file

(

msg:'"PDF File Detected";
file_type: "PDF";
sid:1000008;

)
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