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BEIE ACL
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EH ACL
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fmEE ACL
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Ll 37130
AREN ET PR BR ACL 2

EIEENREBRZR K ZEBEMH?
A fE AR R RSN N OERETEE ?
IP ACL H93gH

18 B Bl 2=

EER ACL

HE{HF ACL

IP

ICMP

TCP

UDP

SHIg A ((FHEE ACL )

P s A E ACL

B& A ACL
FEHEEEEN R ACL
@EE 8 IP ACL B H
AR B FER S

BRAE

A ACL

PE B ACL

EUW ACL

EEZEBRE ACL

& ACL

tHERE R




s

RERNMESERBNIPEFIREHEEACL AN B R RE.
LR R
;R

AR T S SRR, PRSI SR Cisco 10S® HBIRE 8.3 ARBMATN. g /momysees
heE T A e EE—2,

sRATH

AN REEREMN ACL, H—L§H Cisco 10S BBk A 8.3 REFE , HttAIREZ#EM
BRRAPEAN, SERENFwPHSEHAE .

ANHFHEARBBBEERETRREANEEMEL. XPEAINAMBERELRERER ( HEKR
) AEREREE . MREHEREFT  FEAREEAEAESTRERNIZE,

=5
MBERREOIOFEETR | FEMBBE R TR,
BRER

RN AR 1P FERGEEE (ACL) W{TBRER RE, HPtES IPACL RE, IhaEw M
WRE P E A S PIVRTE R A

MisE : RFC 1700 @€ B MM A REFIEGRIE, RFC 19188 ST A MFBR A A 31k 20 BL
, B R EE BB AR EE TP,

fE  REEMNERERE S RHBREBER.

fEE : ACLE AR ERRE I MU EF(NAT), MEHBREIPERAGE (HlL0
AppleTalk=kIPX ) , ELIhEEN TR A EARANHFHNEE 2R,

ACL #t=
A |

EESHEIPACLANIPU—RBER , EESBAFNIEENER, BBARENE LEE Pt
, HFIsEA255 | i EEK , HIaIPH#110.165.202.129 ( #H§£255.255.255.224 ) . IP ACLHKY
EERAMK , FlMEE0.0.0.255, EERBAROESRERAFTES, ESNWEMD A ZEN
(OF1 ) B ERHEEEREREZEWLENMUT, 0 RAMBBZEBMIUVT (ZEFE
) EERPIRTILYE, TRE—SHRBATHES.


https://www.cisco.com/c/zh_tw/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.ietf.org/rfc/rfc1700.txt?number=1700
https://www.ietf.org/rfc/rfc1918.txt?number=1918

BRI
it (BREEHRE ) 10.1.1.0

BEE 0.0.0.255
MR (=M ) 00001010.00000001.00000001.00000000
BEE ( ZH# ) 00000000.00000000.00000000.11111111

BRIBTHEMES | B LERE=H (/U ) YEZTEHFEREEN ARt
(00001010.00000001.00000001), H&—HEF FLEH(11111111), Rtk , FAELL10.1.15EH
REFESHFES , RARE B/ (LT LY. At , FALESSREE 10.1.1.1 ) 10.1.1.255
(10.1.1.x) B #BEE A 31k o

& 255.255.255.255 W= —MEZEEN AT ET ACL REIEE, FEH+H , BEB —HRES
255.255.255.0 ¥ ET RSk 172.16.1.0 WREEE,

. 255.255.255.255 - 255.255.255.0 ( —f%IEE ) = 0.0.0.255 ( REIEE )
BAEBACLHEER,

- 0.0.0.0/255.255.255.255 M KR/ & A F T R R EK,
- 10.1.1.2/0.0.0.0M HR/E A F st EA £ #£10.1.1.248E

ACL BE

Mg . FRBESHOLUEBREEREZRERERR. 0, 192.168.10.0/24 £~
192.168.10.0 255.255.255.0,

LU R ER B WA — B B R B S R E — g |, LUETT ACL RfE(L. FERBERELER

o

192. 168. 32. 0/ 24
192. 168. 33. 0/ 24
192. 168. 34. 0/ 24
192. 168. 35. 0/ 24
192. 168. 36. 0/ 24
192. 168. 37. 0/ 24
192. 168. 38. 0/ 24
192. 168. 39. 0/ 24

A BT E T RR % — B TR, TERE N AE B 5 E — @,
TLUEL HBR M E = /TR TR T | WEREE R T A BRI A .

+iEf 1286432168 4 2 1
32 0 0100000
33 0 0100001
34 0 0100010
35 0 0100011
36 0 0100100
37 0 0100101
38 0 0100110
39 0 0100111

M MMMMDDD



RAa EEMTEER , Bt ERK )\ EREE o] SR A E — 8% (192.168.32.0/21 =
192.168.32.0 255.255.248.0 ) » =R THIFTE \EWfEE S EREE LR /BER S EAHE, LT
BT ESAFUAEBE ACL, MR 255.255.255.255 7 255.255.248.0 ( —fRIEE ) |, BiE
BH 0.0.7.255,

access-list acl_permit permit ip 192.168.32.0 0.0.7.255

EEEER L TEEUREESRA,

192. 168. 146. 0/ 24
192. 168. 147. 0/ 24
192. 168. 148. 0/ 24
192. 168. 149. 0/ 24

BERRA R WE T M&E—E/ L TEMEE. TR MTEEE LR

AL E@BENE =B/ LT BRI TRATR , BERESEMTH/ LT EM A IE,

+E{ 1286432168 421
146 1 0 0 1 0010

147 1 0 01 0011
148 1 0 0 1 0100
149 1 0 0 1 0101

M MMMM???

BERIMEGRE , ETREELEBBEINE—NER T, NRBELERREINE—RK , ©Ff
S8 192.168.144.0/21 , RAF=E \uxhBERELITHEL. EREERNMER
192.168.144.0/2178 & #£192.168.144.0%(192.168.151.00y — R 5@, HF , 192.168.144.0,
192.168.145.0, 192.168.150.071192.168.151.0#8E F IR ER HEMRB FE R, HEZRZHEHN
BEMERE  LEOFTEMERENMRK. BENDEBRTBESIEMERET

. BB 192.168.146 xH1192.168.147 X , B} T B — B T(LRME FLE) 25 , B TE
1875, RILAE S 192.168.146.0/23 ( Bk 192.168.146.0 255.255.254.0 ) o
. HAMBE5192.168.148 xF1192.168.149.x , BT B — BT (L MR FLLE)ZH , FTELTE
1875, RULTILLE S 192.168.148.0/23 ( Bk 192.168.148.0 255.255.254.0 ) o
UTwmHESET LRI EEACL,

!--- This command is used to allow access access for devices with IP
!--- addresses in the range from 192.168.146.0 to 192.168.147.254. access-list 10 permit
192.168.146.0 0.0.1.255

!--- This command is used to allow access access for devices with IP
!--- addresses in the range from 192.168.148.0 to 192.168.149.254 access-list 10 permit
192.168.148.0 0.0.1.255

R¥E ACL

EARBARNRESRBEEERARTHRENIEFE ACL HEETLER, MREXEXHEREE
MNER. BRHRSREETEIRIEFEE, URBARIEFELGERFRKIMEHEE , BE
EERE, At , EHAEFERERRIHEERPHNER, HRFAFHNREE —ERESH deny.
RE—fEdenyERNE—ZERACLALIEERERE. ACL FAAZEDH —1E permit FRAN , &
AFrERENEERHEH, UTmME ACL (101 M 102 ) EFHEERIMR



!--- This command is used to permit IP traffic from 10.1.1.0

!-—-- network to 172.16.1.0 network. All packets with a source

!--- address not in this range will be rejected. access-list 101 permit ip 10.1.1.0 0.0.0.255
172.16.1.0 0.0.0.255

!--- This command is used to permit IP traffic from 10.1.1.0

!-—-- network to 172.16.1.0 network. All packets with a source

!--- address not in this range will be rejected. access-list 102 permit ip 10.1.1.0 0.0.0.255
172.16.1.0 0.0.0.255

access-list 102 deny ip any any

ET—ERFlF , &R—ERERENT, EFFEN=_EER , BR/IPEEFETCP, £HEENZ
B 15 E (UDP) M B BR AR BR 42 HI A 2 B A 1 E (ICMP)

!--- This command is used to permit Telnet traffic
! -—— from machine 10.1.1.2 to machine 172.16.1.1. access-list 101 permit tcp host 10.1.1.2 host

172.16.1.1 eq telnet

!-—-- This command is used to permit tcp traffic from
I-—— 10.1.1.2 host machine to 172.16.1.1 host machine. access-list 101 permit tcp host 10.1.1.2

host 172.16.1.1

!-—-- This command is used to permit udp traffic from
l-—— 10.1.1.2 host machine to 172.16.1.1 host machine. access-list 101 permit udp host 10.1.1.2

host 172.16.1.1

!--- This command is used to permit ip traffic from
!-—— 10.1.1.0 network to 172.16.1.10 network. access-list 101 permit ip 10.1.1.0 0.0.0.255
172.16.1.0 0.0.0.255

EREERANASEE

BRETLAEZRACLIRM B M9t | B UAEREFE, ICMPAERBIFE S| B, &EEAMALNER
EEBNET , F528 RFC 1700 . WE ICMP A EEAKEREA | 528 RFC 792,

PR AR AT AR — E N ERRNHA MY TF, EHa?ESEEY.

access-list 102 permit tcp host 10.1.1.1 host 172.16.1.1 eq ?

bgp Border Gateway Protocol (179)
char gen Char acter generator (19)
crmd Renot e conmmands (rcnd, 514)

REME , MERUSRBEBRAZRNERANE. EUATES S , WAICMPARREERR , e
ERRHAREBFERAEHE,

access-list 102 permit icmp host 10.1.1.1 host 172.16.1.1 14

X

access-list 102 permit icmp host 10.1.1.1 host 172.16.1.1 timestamp-reply


http://www.ietf.org/rfc/rfc1700.txt?number=1700

M ACL

BRI LIESACL , BEEEER, B , B ACLERZRABNNE 2R , ACL FEHEMER

. # ACLEAZIEHRERERENNHARREFNEL, MUTEHAFMT , ELEATHERRR
B RER , IS EAACLERAZIRARANE) , MAREEH FEEMATIHSBECHIE
FEUEEETMEFEIEENEESREEAdeny ip any any, MRREEDHCPEREE , B K87
A  AZFRESEIRE K FAEERBIPFHHDHCPESRE , RFMiutA
$=0.0.0.0(Ethernet1/0),d=255.255.255.255,len 604,rcvd 2 UDP src=68,dst=67, F*E , RIRIP{
#1£%40.0.0.0 , BEY it £255.255, RIFERERSMBEN#67, Hitt , BLXAEFEEER R
HERE K RAREERAZIEENESdenyMEREE,

MisE . EEZUDPHEEB , bt X EHACLBRE AZFUDPEE,

destinatinn
N

(-f traffic -
snum-p
le\-\_'-k"'\-\.\_,_o—"_
Router A Router B Router C

ERAE, ST, BA, BH, RENENE

BREBREFEANE, AT, RENENGSENEELSSR, BARLNRETLWMATELR LK
RE, MRERBEMNNIEAR , BEARET—HRSEMIBNNFE , IFENRERREFE
W, BV AIREN. BEAREEEMNNBOER (AT ) AFERMNEMNER (RE )

REEHERE  EEMBENERUTES,

CAF — EEBREFRARMAENRE. RERECRAERHRIE —KNULE , BABAIR
CENENTE.

- RE — BENEWEBRABRE. RRRECREANULE , BN HARCERHARS —HE
AR E.

- AN —NMREEERREA | ERBARFEBIHTE |, Cisco I0S KHRBREFEVERN &Y
FRXREAMEFHRE. IRZVPEAER K KEKBEEEZHE, IRV IEIEE
, BESRREZHE,

i — NRAEFRERAMEY  ERBRAHEYRARHIMHNER , RRSIREFIHE
ENFHRRAREEHTEAE. NRZXHIAER , RMBEEEZHE. IRZABIES
B8 RERERRH S

WX ACL WRFEREHEANBEENEER L , BN AIREEMHMNE L. SAF ACL HIFRIR
REEEAZMTEMNANEA T EER L , BOBRAIREMEANTE L.

B ACL

fmiE ACL RREERFIER, flin , MRETERUW TR ACL RRIBREET , AIRKEM
BRE1E ACL.

!--- The access-1list 101 denies icmp from any to any network
!-—- but permits IP traffic from any to any network. router#configure terminal
Enter configuration conmands, one per line. End with CNTL/Z



rout er (confi g)#access-1ist 101 deny icmp any any

rout er (confi g)#access-1list 101 permit ip any any
rout er(config)#+z

rout er #show access-list
Extended | P access list 101
deny icnp any any

permt
router#

*NMar 9 00:

i p any any

43:12.784: %SYS-5-CONFI G |I: Configured from consol e by consol e

rout er #configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
router(config)#no access-list 101 deny icmp any any

rout er(config)#+z

rout er #show access-list

router#

*NMar 9 00:

43:29.832: ¥8YS-5-CONFI G |I: Configured from consol e by consol e

AR SR ERER R E TFTP ARBHNEEAENFRES T , A URERIRL ACL, REETHE
ST  WAHEEERDIKERR,

&t A AT AT R4

routerfconfigure terminal
Enter configuration conmmands, one per line.
rout er (confi g)#ip access-list extended test

!-—- Permits
nacl ) #permit

!-—- Permits
nacl ) #permit

!--- Permits

!-—- Permits
nacl ) #permit

IP traffic from 10.2.2.2 host machine to 10.3.3.3 host machine. router(config-ext-
ip host 10.2.2.2 host 10.3.3.3

www traffic from 10.1.1.1 host machine to 10.5.5.5 host machine. router(config-ext-
tcp host 10.1.1.1 host 10.5.5.5 eq www

icmp traffic from any to any network. router(config-ext-nacl)#permit icmp any any

dns traffic from 10.6.6.6 host machine to 10.10.10.0 network. router(config-ext-
udp host 10.6.6.6 10.10.10.0 0.0.0.255 eqg domain

rout er (confi g-ext-nacl)#"z
1d00h: %8YS-5-CONFI G |I: Configured from consol e by consol es-|

rout er #show access-list
Extended | P access |ist test

permt
permt
permt
permt

ip host 10.2.2.2 host 10.3.3.3

tcp host 10.1.1.1 host 10.5.5.5 eq www

icnp any any

udp host 10.6.6.6 10.10.10.0 0.0.0.255 eq domain

FREMBRABEEIE ACL FBER , EAMEREE RMRSHER ACL &R

rout er #configure terminal
Enter configuration comuands, one per line. End with CNTL/Z
router(config)#ip access-list extended test

!--- ACL entry deleted. router(config-ext-nacl)#no permit icmp any any

!--- ACL entry added. router(config-ext-nacl)#permit gre host 10.4.4.4 host 10.8.8.8
rout er (confi g-ext-nacl)#+z
1d00h: %8YS-5-CONFI G I: Configured fromconsol e by consol es-|

rout er #show access-list



Extended | P access |ist test
permit ip host 10.2.2.2 host 10.3.3.3
permit tcp host 10.1.1.1 host 10.5.5.5 eq ww
permt udp host 10.6.6.6 10.10.10.0 0.0.0.255 eq domain
permit gre host 10.4.4.4 host 10.8.8.8

& WA LUK IR Cisco 10S R FIR#E ACL TR EliRIRH R ER HimRAVEFHE ACL . AT 24
REgpsl

AEBL T AXRELMRE ACL :

Rout er (conf i g) #access-1list 101 permit tcp any any
Rout er (confi g) #access-1list 101 permit udp any any
Rout er (conf i g) #access-1list 101 permit icmp any any
Rout er (confi g) #exit

Rout er #

%% Hshow access-listin S LARIRACLE R, EEHERT 10, 20 # 30 EF5E.

Rout er #show access-list

Extended | P access list 101
10 pernmit tcp any any
20 pernmit udp any any
30 pernit icnp any any

AFEVEE 101 HiEFHRAE 5 WIER,
w51

Rout er #configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (confi g) #ip access-list extended 101

Rout er (confi g- ext-nacl ) #5 deny tcp any any eq telnet

Rout er (confi g- ext - nacl ) #exit

Rout er (confi g) #exit

Rout er #

fEshow access-listin S H T |, FESHACLEFHIEAFEREFE101NE —BAER,

Rout er #show access-list
Extended | P access list 101
5 deny tcp any any eq telnet
10 permt tcp any any
20 pernit udp any any
30 pernit icnmp any any
Rout er #

5l 2 :

i nt ernetrout er#show access-lists
Extended | P access list 101
10 permt tcp any any
15 permt tcp any host 172.16.2.9
20 permit udp host 172.16.1.21 any
30 permit udp host 172.16.1.22 any

i nternetrout er#configure terminal
Enter configuration conmmands, one per line. End with CNTL/Z.
internetrouter(config)#ip access-list extended 101



i nternetrouter(config-ext-nacl)#18 per tcp any host 172.16.2.11
i nternetrouter(config-ext-nacl)#+z

i nternetrouteer#show access-lists
Extended | P access list 101
10 permt tcp any any
15 permit tcp any host 172.16.2.9
18 permt tcp any host 172.16.2.11
20 permit udp host 172.16.1.21 any
30 pernmit udp host 172.16.1.22 any
internetrouter#

B , B EBUTAARERERFIEE !

internetrouter(config)#access-list 2 permit 172.16.1.2
internetrouter(config)#access-1list 2 permit 172.16.1.10
internetrouter(config)#access-1list 2 permit 172.16.1.11

i nternetrout er #show access-lists
Standard | P access list 2

30 permt 172.16.1.11

20 pernmit 172.16.1.10

10 permt 172.16.1.2

internetrouter(config)#ip access-list standard 2
i nternetrouter(config-std-nacl)#25 per 172.16.1.7
i nternetrouter(config-std-nacl)#15 per 172.16.1.16

i nternetrout er #show access-lists
Standard I P access list 2

15 permit 172.16.1.16

30 pernmit 172.16.1.11

20 pernmit 172.16.1.10

25 permit 172.16.1.7

10 permt 172.16.1.2

BEEAFIEENFTEZEENCisco IOSEXRBIPMNUNRBIEFHIEER , MTA2HKEBFE.
LUTEHERT FRENIEER | flin , i{T A5 IP {23t (192.168.100.0) B (10.10.10.0),

i nternetrout er #show access-lists

Standard I P access list 19
10 pernmit 192.168.100.0
15 pernmit 10.10.10.0, wildcard bits 0.0.0.255
19 permt 10.101.110.0, wildcard bits 0.0.0.255
25 deny any

EFBUEE 2 HEI8EE LUAF IP ik 172.22.1.1 -

internetrouter(config)#ip access-list standard 2
internetrouter(config-std-nacl)#18 permit 172.22.1.1

BIEEEHEIBFERR , MERKE IP vi (MARMAE ) REBRIERF

i nternetrout er#show access-lists
Standard I P access list 19
10 permit 192.168.100.0
18 permit 172.22.1.1
15 permt 10.10.10.0, wildcard bits 0.0.0.255



19 permt 10.101.110.0, wildcard bits 0.0.0.255
25 deny any

FIEE : ASAPIX BAABEZ 2 RIETZELFH ACL,

REDRHEEAIRRARHERRE FRUREN AR

- MR BN FIEEEEHNERNE  RTEEBREBRZYE, WRERBREGREYS
FEHERATEENERE  REEFEXIXEMARATEZN,

- MRFERBNFIEEFBAIMBRFIEEER , AIXARTEBRRRRZLHE. MR
RifmELER K FUHFNEFEETHASELENFREEREZLEE, IRERBRERR
FHENBERATETEE (FIMNMBREFEEE ) |, AIBREFERIXE  mMATRSEHT
A AT R

SRR
mtE T E R BER ACL?

EEACL N EFPBE , BEAERBER , RRTE access-group MR EIHEH A no , MEATHHI
i Ro

interface <interface-name> no ip access-group <acl-number> {in|out}

MIERNRRBSE , REEM?

MREIIEBNRERBES  FHELNEEEE  SERESWEREMBEEZNEE., showip
access-lists T T REMH#—EHIHE , BRATHFN ACLEE, RTEZEEEBENEALIN | #
B ACL HBEEEW log BBEFESHER ACL mFUARFEAFEBHERIEE,

BMEE : log-input BB FF1E M Cisco I0S BBIRA 11.2 MESKRAF , ARERBIARBER
HEEIMISE Cisco 10S BREBMRA 11.1 BT, BENRMBBETIEILBAET., HEEFHW
FERSFWANENRR MAC it ( WREA ) .

MAE SR BR RN I WARETEE 2

UTEFERARERE. iAo  FREBMEAREREMACL, EMEZ—E ACL , TERE
RS RFA

MiE  BHEARERENRBETEER BRI, £R ACL TEREREEITHEE.
BERERFRENRE,

1. f Faccess-listsii © AJ HENFT BN ER, LUTEHIREHE B Aysb{itt 10.2.6.6 AR A4k
10.2.6.6 EREERHEEL
access-list 101 permit ip any host 10.2.6.6
access-1list 101 permit ip host 10.2.6.6 any

2. FRAMEBENE LAPRRRRINGE, MRREZRINERER , ERAEFINE—EAHZ,

configure terminal



interface

3. ERAEX T £ terminal monitor 755 MAZER debug fr S #H A K B ST R FEXR RN R
REERA R

4. {F Fdebug ip packet 101=debug ip packet 101 detail @+ LA B 1518 88 FH 1=

. FER A T #1117 no debug all a5 # interface configuration v ¥ A/ L H & HRE,

6. EFRENREL,

configure terminal

()]

interface

IP ACL & &

R R RS EREA ACL FEL,

At [ 3%
EDAM ED/D
e wlm.jeéﬂjjj e
kat reid sam
172.16.1.1 10.1.1.2
[outside) {inside)

BRER ACL

BRER ACL RHEMN ACL HE, ©MAEMZECisco IOSHBIRA8.3, HERACLERIPHIW
HOR{ AL BEEACL A R EM I EIT LR , UEEHIRE.

LT REFEER ACL WanHEERN,

access-list <access-list-number> {permit|deny} {host|source source-wildcard|any}

EFMEEERAS | access-list-numberf] A2 1E199 2 M ERIEIZF ., 1ECisco IOSHEEE hix A<
12017 |, EERACLHABFERHMEF (130021999 ) , ELFENNEFZBAEME IP ACL,
Cisco |0S BB IR 11.2 138 7 EZ 4R ACL R EFRIEE name Y ZHEE.

0.0.0.0/255.255.255.2558 source/source-wildcardz% E Rl 3§ 7E Bany, MR EIEZEE |, AITLAE
B& wildcard, Eitt , £#£10.1.1.2 0.0.0.0E2 £ #£10.1.1.248[E,

EEACLEZ , XAREERENHE (BEASEL ), ERHRBRES , IRREERETF out
% in K, ARA oute AESHHKEBRAPLEREES @,

interface <interface-name>
ip access-group number {in]|out}



LT REARER ACL HEHRR 10.1.1 AN B REA S,

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 1 in

1

access-list 1 permit 10.1.1.0 0.0.0.255

HEHE ACL

HEREACLRECisco IOSEBEMA8.3HE A, LEMHBEACLE K IPH THY IR B Ay itb izt B
ACLARREM U EITLEE |, LAMERHIRE.

LT RIEME ACL N SREERR. RTZEEHZERE , LESRT,

IP

access-list access-|i st-nunber

[dynamic dynani c-nane [timeout M nutes]]

{deny|permit} protocol source source-w |dcard destination destination-wldcard [precedence
precedence]

[tos t OS] [log|log—input] [time-range ti ne-range- nane]

ICMP

access-1list access-|i st-nunber
[dynamic dynani c- nane [timeout mi nutes]]
{deny|permit} icmp source source-w | dcard destination destination-wildcard
[icmp-type [icmp-code] |icmp-message] [precedence precedence] [tos to0S] [log|log-input]
[time-range ti ne-range- nanel

TCP

access-list access-|i st-nunber
[dynamic dynanmi c- nane [timeout M nutes]]
{deny|permit} tcp source source-wildcard [operator [port]]
destination destination-wldcard [operator [port]]
[established] [precedence precedence] [tos tO0S]
[log|log—input] [time-range ti ne-range- nane]

UDP

access-1list access-|i st-nunber
[dynamic dynani c- nane [timeout mi nutes]]
{deny|permit} udp source source-w | dcard [operator [port]]
destination destination-w |dcard [operator [port]]
[precedence precedence] [tos t0S] [log|log-input]
[time-range ti ne-range- nanel



EFMEESERAS | access-list-numberf] LR 10021992 B E{AIEF., #£Cisco IOSEEE hix A
12.0.1% |, IEHBACLBERERHMuEHF ( 2000%12699 ) » ELIEINNEFZEAIEMRE P ACL,
Cisco |0S BB RAN 11.2 #i8 T EHEM B ACL R ERIEEE name Y ZHBE.

&R LA 0.0.0.0/255.255.255.255 MIEIEE R any. E& ACL #& , XEREERENE (BAR
B ). EREHMERBRAT  MRKEEERTF out H in B, HEFRA oute EESHKEBIRAH &4
AEERM.

interface <interface-nane>
ip access-group {nunber|nane} {in|out}

BEAEFHRAIACLR AR 70 FF10.1.1.x#88% LRVRE ( AEB ) , RN IBZEWRpingE & |, BIRFFHIESAERA
EAREFE RN ping AFFAIE EMtERE.

interface Ethernet0/1
ip address 172.16.1.2 255.255.255.0

ip access-group 101 in
1

access-list 101 deny icmp any 10.1.1.0 0.0.0.255 echo access-1list 101 permit ip any 10.1.1.0
0.0.0.255

M . FEERER (HINBEKRERE ) EE ping FREHIT keepalive ThAE, MREEEER
, WA LRSI H M E Aping , LR FEFMAEEAIIEENIP,

SHiNE (B ACL)

HIg R th B B BHREACL , 7ECisco IOSEBEBIRA11.1HEA, tbIhEEAMFETelnet, B ( AE
R ) ARIEMEACL,

HIRHERERERLEMHE ACL e , LABEREEERMEER, BREERHFAENEHESES
HERES ACL H8H , EZIMEM Telnet TR MR EKEBBRERL, EE K TenetERKERR , MA
RRERE-—EXRBEACLHBIRANLEMEACLY, EXEEREHBAFRE ; TURER
B M AB ¥R B

UTRANEAAKERR 2 HRDBERBN B EERR,

username <user-nane> password <password>
!

interface <interface-nane>

ip access-group {nunber|nane} {in|out}

R THNE—HE ACL BRI NS EIREMN ACL #.

access-1list access-|ist-nunber dynamic nane {permit|deny} [protocoll]
{source source-wi |l dcard|any} {destination destination-wildcard|any}
[precedence precedence] [tos t0S] [established] [log|log—input]
[operat or destination-port|destination port]

line vty <l|ine_range>
login local



LT REHSRBARHNEREH,

username test password 0 test

!--- Ten (minutes) 1is the idle timeout. username test autocommand access-enable host timeout 10
1

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0

ip access-group 101 in
1

access-list 101 permit tcp any host 10.1.1.1 eq telnet

I-—— 15 (minutes) is the absolute timeout. access-list 101 dynamic testlist timeout 15 permit ip
10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

1
line vty 0 4
login local

10.1.1.2 LERAEEIEE 10.1.1.1 9 Telnet EiFE , MEERATHE ACL, EE K XRSREX
B FEREMATLEE 172.16.1.x BB T,

IP & E ACL

1P & BACLRECisco IOSEBMA11.2FEA, ERAREAEASRERMEFRBACLEESRR
, MR REHF,

TR IPHEBE ACL WS EEKR,

ip access-list {extended|standard} name

LT R TCP &4 :

{permit|deny} tcp source source-wildcard [operator [port]] destination destination-wildcard
[operator [port]] [established] [precedence precedence] [tos tos] [log] [time-range time-range-
name]

UTEFEHAGEE ACL REH#HIEM 10.1.1.2 TIE# 172.16.1.1 Z Telnet EIRLAHFI B R E R 5

o

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group in_to_out in

1

ip access-list extended in_to_out
permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet

HR# ACL

BRBEACLRECisco IOSEBEMA11.3FEAN, BREACLAFRIE LEFERREFRIBRBIPEH
2. EfBEERRARAELRE , URREENREREER A K BRATNERER.

BREACL REgEBEMEE IPACL REE , TrEEBHEFHFEEMSE IP ACL HEAMEHA



BE ACL REZ. BRE ACL IUAMAEMRER N FEEFREFIEERSEM,
LTREEBRE ACL i HIFEE,

interface <interface-nane>

ip access-group {nunber|nane} {in|out}

!

ip access-list extended <name>

permit protocol any any reflect nane [ti meoutseconds]
!

ip access-list extended <nanme>

evaluate <nane>

LTRAFICMPEHMENRENES , HPRAAFRABZLNTCPRE , HMUREKEREE

o

IHI

ip reflexive-list timeout 120

!

interface Ethernet0/1

ip address 172.16.1.2 255.255.255.0
ip access-group inboundfilters in

ip access-group outboundfilters out
1

ip access-list extended inboundfilters

permit icmp 172.16.1.0 0.0.0.255 10.1.1.0 0.0.0.255
evaluate tcptraffic

!--- This ties the reflexive ACL part of the outboundfilters ACL,
!--- called tcptraffic, to the inboundfilters ACL. ip access-list extended outboundfilters

permit icmp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 reflect tcptraffic

5 P R S M Y BRF R Y ACL

RFEIZE ACL 27 Cisco |I0S BBEMRA 12.0.1.T HE A, HAEEATAERE ACL EHEL, BE
AFHMKREFERETFERS, WEER —ERNESEERERSE B RANEE , SUSTRER

ACL, BrEEEI—RMRAERE , ARANBB R, At , SERHISERERBEERE, FEHE
BURRE S RARE, THUERRHEHE R EREBREEHE (NTP) B KM RRE

LTREBEE ACL 85,

!--- Defines a named time range. time-range time-range-name
!--- Defines the periodic times. periodic days-of-the-week hh:mm to [days-of-the-week] hh:mm
!-—-- Or, defines the absolute times. absolute [start time date] [end time date]

!--- The time range used in the actual ACL. ip access-list name|number time-rangename of_ time-
range

g  SEEH -, EH=NEHIN TFEEFRLFERIIINTEEN Telnet ELR



interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0

ip access-group 101 in
1

access-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eq telnet time-range

EVERYOTHERDAY
1

time-range EVERYOTHERDAY
periodic Monday Wednesday Friday 8:00 to 17:00

g5 IP ACL IHH

fsEE IP ACL IHH 27 Cisco 10S B 12.02.T HE A, HEEZE ACL EZRER , MAF
RARBRERGHEME P ACL,

TR EmER B E IPACL h B FE %,

ip access-list {standard|extended} <access-list-name> remark remark

LT 2N BB imaRE IP ACL SR B FE %o

access-list <access-list-number> remark remark

LT RimREACLF RS S,

interface Ethernet0/0
ip address 10.1.1.1 255.255.255.0

ip access-group 101 in
1

access-list 101 remark permit_telnet
access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet

AR E FEERS

WA R FEIES (CBAC) 2% Cisco I0S EE8hA 12.0.5T HE A , M EFE Cisco |0S BF A A&Th
BEfE. CBAC ERERKHABHRE , URRNMEE TCP M UDP EXMRERMNMREEN. LAREE
EARAREMABHFEEEGRRIERAOD, ERNEREBNERREP REFE , WEAAF
Egﬁill‘é‘ﬁﬁ (LR REZREADEENVIEERER ) AFERREMNEMERER , AT/ L
u o

LAF 2 CBAC MEE %,

ip inspect name inspection-name protocol [timeoutseconds]

LTRER CBAC REEERENE S|, EME ACL 111 BEFZHE ICMP AW ERRE , m
BRE¥HEERERN CBAC M.

ip inspect name myfw ftp timeout 3600
ip inspect name myfw http timeout 3600
ip inspect name myfw tcp timeout 3600



ip inspect name myfw udp timeout 3600

ip inspect name myfw tftp timeout 3600

! interface Ethernet0/1 ip address 172.16.1.2 255.255.255.0 ip access-group 111 in ip inspect
myfw out !

access-list 111 deny icmp any 10.1.1.0 0.0.0.255 echo access-list 111 permit icmp any 10.1.1.0
0.0.0.255

BEAE

EaAE R Cisco I0S MEMRA 12.0.5 FEA , FEREKE Cisco 10S BrXiEhae. B|EAE
RARGEAN/LEHEREETRRE. BEED ACL HENERAE WU ARBERIREBHHX
& , E TACACS+ = RADIUS falfRes LETERE, MRESFEREM ACL BB B MEESIRHR
, AEERE R AFEAERR,

REREECNHRE (BEACL)., UTRTEZE :

- HIRERER Telnet EIRFIBRARRMFARM. BEAERH HTTP FEiBEK A28 KA.

- BRAELRAER SN AMRES.

- BERETUREZEHEFENTEESR, HIRE AT A,

- BEAEEFBHRE , BERERERK., HRHEAMESRS,
F2RERNLLESRRAERE UESHRERENEH,

HWa# ACL

87 ACL 2% Cisco 10S B8R A 12.1.5.T FE A , M B{E#sETE 7200, 7500 MEMEETFE
L3kE, @A ACL hEEE EERAMMEIE ACL , BAERF B B 25 3 AE

{5 F access-list compiled e S A ZEFMEE ACL, AT E2EMmZ ACL WA,

access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet
access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq ftp
access-1list 101 permit udp host 10.1.1.2 host 172.16.1.1 eq syslog
access-list 101 permit udp host 10.1.1.2 host 172.16.1.1 eq tftp
access-list 101 permit udp host 10.1.1.2 host 172.16.1.1 eqg ntp

EREERRIEME ACL % , 55FH global configuration #5 = TR

!--- Tells the router to compile. access-list compiled
1

interface Ethernet0/1
ip address 172.16.1.2 255.255.255.0

!--- Applies to the interface. 1ip access-group 101 in

show access-list compiled - RBRE M ACL Wik & E-

o #NRFEE ACL

P BRI ACL 7 Cisco 10S BEREERRA 12.2.2.T FE A |, UEE A VPN B 7500 R 5
HEs EHITHRE ACL, EEA DB ERIE ACL ThAEZ AT , Cisco 7500 RFIRHBMNE LR
TEBER ACL, MRFBRETHHEE ACL, eEFfNITARE—K ACL HHE., MREFEFLEHNNHEEE
ETRHERACL, IRBRIANENEESTEEBREFETIEARE , MREZZEAEESLE
TRE,



2 E R BACLIVEES: EEH%F'EEJ&“ACLE’JEE/H‘EI_J EHTIE T B EE SR MR 2 R E R E B
(IPC)FAE ZREMBAN G o

debug time-range ipc
show time-range ipc
clear time-range ipc

£ ACL

EWACLHWFERENR , EBFIERBAMN Gigabit BMAHEESS (GRP) R X EATREEEE
ERRE , LAIRE Cisco 12000 BBHENZ M, W ACL I Cisco I0S BB MR 12.0.21S2
ZHBHRNEHREEANFE K MESESE 12.0(22)S &, F2EGSRIZWELRGRHI5 R LA
REZEH,

EREBRMACL

EREBACLHEAENR , SRR THERRBRENERSERE , ARANMAEGE
WRE , IR EREREBREBRERNARMEN T, F2RARBLENZL  EREBREL
Bz 575 E AR L E

&8 ACL

B ACLEARRESMKERZ  RACHERRANRBEMENRES e AEHNMBE
BEREAEE | DR TBBBAEAET.

MR
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https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/43861-racl.html
https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/43861-racl.html
https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/43920-iacl.html
https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/43920-iacl.html
https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/44541-tacl.html
https://www.cisco.com/c/zh_tw/support/docs/ip/access-lists/26448-ACLsamples.html
https://www.ietf.org/rfc/rfc1700.txt?number=1700&referring_site=bodynav
https://www.ietf.org/rfc/rfc1700.txt?number=1918&referring_site=bodynav
https://www.cisco.com/c/zh_tw/tech/ip/ip-addressing-services/index.html
https://www.cisco.com/c/zh_tw/support/security/ios-firewall/series.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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