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access-list # permit tcp any any
access-list # permit udp any any
access-list # permit icmp any any
int

. show ip access-liststr T EFETRER 7T MLEFEUEEUAR ML RERTMERL, WREFERR
MEZIPhu R A BIREZ Iz BRWIERNERIFE , IESRBEERILRER |, LE
FAEE M,

- MRBRAB[REHRTE , TUEREERIp inspecthBBEENERTHEIETHAR. MRKHB[E
HIBE , ABBKHEBNRERRIE, BEECARET S, #no ip route-cacheds T B BFET
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term mon
debug ip packet # det
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*Mar 1 04:38:28.078: IP: s=10.31.1.161 (Serial0O), d=171.68.118.100 (EthernetO),
g=10.31.1.21, len 100, forward

*Mar 1 04:38:28.086: IP: s=171.68.118.100 (Ethernet0O), d=9.9.9.9 (Seriall), g=9.9.9.9,
len 100, forward

- BRVBBEETVIURESEEFIREN "og, BE—EER :

access-list 101 deny ip host 171.68.118.100 host 10.31.1.161 log
access-1list 101 permit ip any any

Hit , £FEEERE LFIAHTIERRENER !

*Mar 1 04:44:19.446: %$SEC-6-IPACCESSLOGDP: list 111 permitted icmp 171.68.118.100
-> 10.31.1.161 (0/0), 15 packets

*Mar 1 03:27:13.295: $SEC-6-IPACCESSLOGP: list 118 denied tcp 171.68.118.100(0)
-> 10.31.1.161(0), 1 packet

. T Rip inspect listA[£¢ , debug ip inspect <type_of traffic>m S EELEW Y | FIMUT@HE
Feb 14 12:41:17 10.31.1.52 56: 3d05h: CBAC* sis 258488 pak 16D0ODC TCP P ack 3195751223
seq 3659219376(2) (10.31.1.5:11109) => (12.34.56.79:23)
Feb 14 12:41:17 10.31.1.52 57: 3d05h: CBAC* sis 258488 pak 17CE30 TCP P ack 3659219378
seq 3195751223 (12) (10.31.1.5:11109) <= (12.34.56.79:23)
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