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1. EAEEEBEHTENIRFZEAZICLL
2. M ASEHIRERIFER

sensor #configure terminal
sensor (confi g) #service event-action-rules rulesl
sensor (confi g-eve) #

3. BV ENEREW -

sensor (confi g-eve) #filters insert namel begin

FFname1, name2E R B EHIREIBRES. £ MAbegin [#&R |FE5EE |28 | after
keywords , IEEEAIBIREFIHEANNVE,
4. IBEMENREMNE  BEERBIDEE

sensor (config-eve-fil)#signature-id-range 1000-1005

FEER{EA900%165535, fEE F#=AIDSE :

sensor (confi g-eve-fil)#subsignature-id-range 1-5

FRRREA0%F255, HEWRBE MU EHE :

sensor (confi g-eve-fil)#attacker-address-range 10.89.10.10-10.89.10.23

FEE%{E40.0.0.08255.255.255.255, IEEZEE Mt EHE

sensor (config-eve-fil)#victim-address-range 192.56.10.1-192.56.10.255

TR {E%0.0.0.0%1255.255.255.255, IEEZEIREHE !

sensor (confi g-eve-fil)#victim-port-range 0-434

FERER0F165535, FEEFERFMEEBMLE

sensor (confi g-eve-fil)#os-relevance relevant

FAERREAR0EI100, EERMRFTHREER.

sensor (confi g-eve-fil)#risk-rating-range 85-100



FERRER0E100, &5 ZEMBRAVIERME :

sensor (confi g-eve-fil)#actions-to-remove reset-tcp-connection

MRBRIEEERF , FREFENEEBRFEDL

sensor (confi g-eve-fil)#deny-attacker-percentage 90

FERRER100, HERF[AVREEER 'CSEML N "ERBAL -

sensor(config-eve-fil)#filter-item-status {enabled | disabled}

R AR, 8 Estop on match5| &,

sensor (config-eve-fil)#stop-on-match {true | false}

Trueds NGRS E L IRCE RF L REBIRR, Falself RRAIREEREBRE  BEXE
RIEE, #EERNERLEERNEMEE

sensor (confi g-eve-fil)#user-comment NEW FILTER

5. REENERMNRE :
sensor (config-eve-fil)#show settings
NAME: nanel

signature-id-range: 1000-10005 default: 900-65535

subsi gnature-id-range: 1-5 default: 0-255

attacker - address-range: 10.89.10.10-10. 89. 10. 23 default: 0.0.0.0-255. 255. 255. 255
vi cti maddress-range: 192.56.10. 1-192. 56. 10. 255 defaul t: 0.0.0. 0- 255. 255. 255. 255
attacker-port-range: 0-65535 <defaul ted>

victi mport-range: 1-343 default: 0-65535

ri sk-rating-range: 85-100 default: 0-100

actions-to-renove: reset-tcp-connection default:

deny- att acker-percentage: 90 default: 100

filter-itemstatus: Enabled default: Enabled

stop-on-match: True default: Fal se

user-comment: NEW FI LTER defaul t:

os-rel evance: relevant default: rel evant|not-rel evant|unknown

senor (config-eve-fil)#

6. & EimEBRAERDS

sensor (confi g-eve) #filters edit namel

7. mES|BA B ESRIa 4 BRBEE ZEH.
8. BEEEEFEP L TREENREMN

sensor (confi g-eve-fil)#exit
sensor (confi g- eve) #filters move name5 before namel



9. MERBCBEERRM
sensor (config-eve-fil)#exit
sensor (confi g- eve) #show settings

filters (mn: 0, max: 4096, current: 5 - 4 active, 1 inactive)

signature-id-range: 900-65535 <defaul ted>

subsi gnat ure-i d-range: 0-255 <defaul ted>
attacker - address-range: 0.0.0.0-255. 255. 255. 255 <def aul t ed>
victi maddress-range: 0.0.0.0-255.255. 255. 255 <def aul t ed>
attacker-port-range: 0-65535 <defaul ted>

victimport-range: 0-65535 <defaul ted>

ri sk-rating-range: 0-100 <defaulted>

actions-to-renove: <defaulted>

filter-itemstatus: Enabled <defaulted>

stop-on-mat ch: Fal se <defaul t ed>

user-comment : <def aul t ed>

signature-id-range: 900-65535 <defaul ted>

subsi gnat ure-i d-range: 0-255 <defaul ted>
attacker - address-range: 0.0.0. 0-255. 255. 255. 255 <def aul t ed>
victi maddress-range: 0.0.0.0-255.255. 255. 255 <def aul t ed>
attacker-port-range: 0-65535 <defaul ted>

victi mport-range: 0-65535 <defaul ted>

ri sk-rating-range: 0-100 <defaulted>



actions-to-renove: <defaulted>
filter-itemstatus: Enabl ed <defaul ted>
stop-on-match: Fal se <def aul t ed>

user -coment : <def aul t ed>

NAME: name2
signature-id-range: 900-65535 <defaul ted>
subsi gnat ure-i d-range: 0-255 <defaul ted>
att acker - address-range: 0.0.0. 0-255. 255. 255. 255 <def aul t ed>
vi cti m address-range: 0.0.0.0-255. 255. 255. 255 <def aul t ed>
attacker-port-range: 0-65535 <defaul ted>
victimport-range: 0-65535 <defaulted>
ri sk-rating-range: 0-100 <defaul ted>
actions-to-renove: <defaulted>
filter-itemstatus: Enabled <defaulted>
stop-on-match: Fal se <def aul t ed>

user -coment : <def aul t ed>

sensor (confi g-eve) #

10. ESBRRBEIEFEFE  FATUTRE

sensor (confi g-eve) #filters move namel inactive

1. BRBERRERACEBEIFETHFE
sensor (config-eve-fil)#exit
sensor (confi g- eve) #show settings



NAME: nanel
signature-id-range: 900-65535 <defaul ted>
subsi gnat ure-i d-range: 0-255 <defaul ted>
att acker - address-range: 0.0.0. 0-255. 255. 255. 255 <def aul t ed>
vi cti m address-range: 0.0.0.0-255. 255. 255. 255 <defaul t ed>
attacker-port-range: 0-65535 <defaul ted>
victi mport-range: 0-65535 <defaulted>
ri sk-rating-range: 0-100 <defaulted>
actions-to-renove: <defaulted>
filter-itemstatus: Enabled <defaulted>
stop-on-match: Fal se <def aul t ed>

user -comment : <def aul t ed>

sensor (confi g-eve) #

12. BHEABRERNFERN

sensor (confi g- eve) #exit
Apply Changes: ?[yes]:

13. FREnterLAEAE X , HEAnoAMEE X,

E4REBRRERFEAI DM EE
ERUTSHE  LUEFE. mE. M. A, 2ENEDSHRERBE

1. FRAEEEESYRIESF THENIRSEAZIDM,

2. MR EREIRAA6.x , FHiZIZEConfiguration > Policies > Event Action Rules > rules0 > Event
Action Filters, ¥R BB A5.x , F5i##ZEConfiguration > Event Action Rules > Event Action
Filters, LLEFGRETR "SHRERREE. BEE , TR,
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