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Cisco ISE vCenter Workload Connector - Data Flow by Domain

VMware vCenter Cisco ISE Enforcement Point
Workload Attributes . S A
- - Workioad SGT Assignment IP-SGT Bindings IP-SGT Bindings
Aftributes Dictionary P N
assification Workioad
Atiribute Syne Rules Binding Derived pxGrid | SXP

- -1P Primary and secondary Worklead binding Segmentation policy
=03 * 03 SGTs assigned from Information derived enforced by SGT
= VMID « VMID attributes
= VM-Name = Vh-Name
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1. #£Cisco ISE GUIF , #&— T MenulE R IZEFEWork Centers > TrustSec > Integrations >
Workload Connectors > Workload Connections.

2. #&— T Add Connection,

Workload Connections

Create workload classification rules to assign 5GTs to |IP addresses and receive mappings.Manage Inbound
SGT domain rules to define the SXP domains that must receive the mappings. Manage Outbound SGT domain
rules to define the data shared from Cisco ISE to Cisco ACL

No Werkload Connected

Add Connection
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Create Workload Connection

Checking Prerequisites

Workload Connector Services are not running

Workload Connection Name*

Mon-editable after creation

Description

Sync Interval*

[ 15 ] [ Minutes o ] [ FQOM or IP address®

Hint

[ User* ] [ Password*

[] validate vCenter certificate. (@
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Create Workload Connection

Checking Prerequisites

Starting the services

aorx

Workload Connection Name*

Mon-editable after creation

Description

Sync Interval*

| 15 | | Minutes w | | FQDN or IP address* |

| User* | | Password* |

[] validate vCenter certificate. (@
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Create Workload Connection

Waorkload Connector Services are running

Workload Connection Mame*

Description

Mon-editable after creation

Sync Interval*

|15

| | Minutes A | | FQOM or IP address® |

| User*

Password*
| | |
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Create Workload Connection

Waorkload Connector Services are running

Workload Connection Mame*

LAB_VCenter

Mon-editable after creation

Description

Sync Interval* FRQDOM or IP addrass®

| 15 | | Minutes w || 192.168.1.50 |
Hint

User*® Password*®

| [USERNAME] [ | — Show |

Validate vCenter certificate. (@
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® Success X

Test connection is successful.
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10. #%#—TF "Create, . B RHISE®&EIBHE E Connection successfully created &R 45 R

® Success %

Connection successfully created.
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Connecting,

Workload Connections

Create workload classification rules to assign SGTs to P addresses and receive mappings.Manage Inbound
SGT domain rules to define the SXP domains that must receive the mappings. Manage Qutbound SGT domain
rules to define the data shared from Cisco ISE to Cisco ACL

1 Search table

0 Selected + Add Connection More Actions «
O Workload Connection Name = Platform Status Recelved SGT Bindings Sync Interval Last Updated Time
O LAB_VWCenter VCENTER Connecting @0 15 Minutes --
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RULE SETTINGS
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AND
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2. #Inbound SGT Domain RulesE# Lt , #&— T Add Inbound Rule,
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EEWork Centers > TrustSec > Integrations > Workload Connectors > Workload Connections , I
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Workload Connections

Create workload classification rules to assign 5GTs to IP addresses and receive mappings.Manage Inbound
SGT domain rules to define the SXP domains that must receive the mappings. Manage Qutbound SGT domain
rules to define the data shared from Cisco ISE to Cisco ACL
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Detalls X

LAB_VCenter_192.168.10.1

ATTRIBUTES

Power: running

VM-Name: [VM_NAME]

host: [HOST_ID]

macAddress: 00:50:56:XX:XX:XX
network: [NETWORK_NAME]

os: CentOS 4/5 (64-bit)

uuid: [VM_UUID]

vmid: [VM_ID]

vimtype: vimware

correlationld: 192.168.10.1
source: LAB_VCenter
ipAddress: 192.168.10.1
connectorType: ExternalConnector

Sourcelype: Vcenter

Cancel Download
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https://www.cisco.com/c/en/us/td/docs/security/ise/articles/common_policy.html
https://www.cisco.com/c/en/us/td/docs/security/ise/articles/common_policy.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/install_guide/b_ise_Installation_Guide_35/g_cisco_sns-3400_series_appliance_ports_reference-1/c_RequiredInternetURLs.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/install_guide/b_ise_Installation_Guide_35/g_cisco_sns-3400_series_appliance_ports_reference-1/c_RequiredInternetURLs.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/install_guide/b_ise_Installation_Guide_35/g_cisco_sns-3400_series_appliance_ports_reference-1/c_RequiredInternetURLs.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/admin_guide/b_ise_admin_3_5/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/admin_guide/b_ise_admin_3_5/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-5/admin_guide/b_ise_admin_3_5/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/zh_tw/support/index.html
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