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Switch#config terminal
Switch(config)#radius-server deadtime 2
Switch(config)#radius-server dead-criteria time 3 tries 3

EANELSRTEENdeadtimei B , R|EEEMEA RHIPIEEN —REB (228 ) AKA
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Switch(config)#radius server RAD1

Switch(config-radius-server)#address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23

Switch(config)#radius server RAD2

Switch(config-radius-server)#address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23
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radius server RAD1
address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
key Iselab@123

radius server RAD2
address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
key Iselab@123

aaa group server radius RADGRP

server name RAD1
server name RAD2

ZERRFMAS , 3cH 88 F 2R AradiusMaaa-trans{E i,

Switch#set platform software trace smd switch active RO radius debug
Switch#set platform software trace smd switch active RO aaa-trans debug

R EIMABEXER R % | €155 —ERADIUSTEREREIXZI{IA10.127.197.1648 = {7 iR 28
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2026/04/06 18:19:17.503353862 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Send Access-Request to 1

2026/04/06 18:19:17.503370267 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Name
2026/04/06 18:19:17.503374078 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Password
2026/04/06 18:19:17.503383207 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: Service-Type
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Message-Authenticator[8

EAP-Key-Name
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
NAS-IP-Address
NAS-Port-Id
NAS-Port-Type
NAS-Port
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Called-Station-Id
Started 5 sec timeout
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RADIUS: Retransmit to (10.127.19

RADIUS(00000000): Route radius P
RADIUS: authenticator c0 1f c0

RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator[8
RADIUS: EAP-Key-Name [10
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout

BEE | StriesiT B IRS 3,



2026/04/06 18:19:27.504409044 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Retransmit to (10.127.19
2026/04/06 18:19:27.504419704 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS(00000000): Route radius P
2026/04/06 18:19:27.504458569 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: authenticator cO 1f cO

2026/04/06 18:19:27.504465641 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: User-Name [1]
2026/04/06 18:19:27.504469296 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Password [2]
2026/04/06 18:19:27.504478672 {smd_R0O-03}{1}: [radius] [27946]: (info): RADIUS: Service-Type [6]
2026/04/06 18:19:27.504482096 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504486708 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504491837 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS: Framed-MTU [12
2026/04/06 18:19:27.504494772 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Message-Authenticator[8
2026/04/06 18:19:27.504521457 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: EAP-Key-Name [10
2026/04/06 18:19:27.504527464 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504531333 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504534211 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504538053 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504540913 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504544569 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504547453 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:27.504556776 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:27.504562674 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: NAS-IP-Address [4]
2026/04/06 18:19:27.504566176 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Id [87
2026/04/06 18:19:27.504571069 {smd_RO-03}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Type [61
2026/04/06 18:19:27.504575163 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port [5]

2026/04/06 18:19:27.504578703 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Calling-Station-Id [31
2026/04/06 18:19:27.504582370 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Called-Station-Id [30
2026/04/06 18:19:27.504650322 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Started 5 sec timeout
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2026/04/06 18:19:32.503887087 {smd_R0-0}{1}: [aaa-trans] [27946]: (info): AAA/SG/TRANSAC: Server (10.12
2026/04/06 18:19:32.504202918 {smd_R0-03}{1}: [errmsg] [27946]: (info): %RADIUS_AUDIT_MESSAGE-6-RADIUS_D
2026/04/06 18:19:32.504301242 {smd_RO-03}{1}: [errmsg] [27946]: (info): %AAA_AUDIT_MESSAGE-6-METHOD_LIST.
2026/04/06 18:19:32.504323189 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Fail-over to (10.127.197
2026/04/06 18:19:32.504378935 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS(00000000): Route radius P
2026/04/06 18:19:32.504403273 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS: authenticator c0 1f cO

2026/04/06 18:19:32.504410062 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Name [1]
2026/04/06 18:19:32.504413896 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: User-Password [2]
2026/04/06 18:19:32.504422951 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Service-Type [6]
2026/04/06 18:19:32.504426323 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504430907 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504435998 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Framed-MTU [12
2026/04/06 18:19:32.504438858 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Message-Authenticator[8
2026/04/06 18:19:32.504465819 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: EAP-Key-Name [10
2026/04/06 18:19:32.504471839 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504475779 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504478746 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504482466 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504485282 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504489653 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504493997 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Vendor, Cisco [26
2026/04/06 18:19:32.504499349 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: Cisco AVpair [1]
2026/04/06 18:19:32.504509376 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: NAS-IP-Address [4]
2026/04/06 18:19:32.504522118 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Id [87
2026/04/06 18:19:32.504527127 {smd_R0O-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port-Type [61
2026/04/06 18:19:32.504531412 {smd_R0-0}{1}: [radius] [27946]: (info): RADIUS: NAS-Port [5]

2026/04/06 18:19:32.504534916 {smd_R0-03}{1}: [radius] [27946]: (info): RADIUS: Calling-Station-Id [31



2026/04/06 18:19:32.504538572 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Called-Station-Id [30
2026/04/06 18:19:32.504597929 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Started 5 sec timeout
2026/04/06 18:19:32.803141632 {smd_RO-0}{1}: [radius] [27946]: (info): RADIUS: Received from id 1812/49
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
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