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1. BEPBEARKENAD) UAHISEETAAAT M BRE, EAEREY , EHERUTEE

aaa new-model

radius server ise3l
address ipv4 10.4.21.47 auth-port 1812 acct-port 1813
key Cisc0123

aaa server radius dynamic-author
client 10.4.21.47 server-key Cisc0123

aaa group server radius ISE
server name ise3l

aaa authentication dotlx default group ISE
aaa authorization network default group ISE
aaa accounting dotlx default start-stop group ISE



dotlx system-auth-control

2 .fEswitch:

device-tracking policy DT1
tracking enable

device-tracking tracking auto-source

3. BswitchportBt Edot1x F 10 5a 58 , A% 5 B IR M R EAR B IE -

interface TenGigabitEthernetl/11
device-tracking attach-policy DT1
authentication host-mode multi-domain
authentication order dotlx mab webauth
authentication priority dotlx mab webauth
authentication port-control auto

mab

dotlx pae authenticator

4.BLiERO SNMP#EMSNMPIEBF LR 2 A ER ( % , BRI AR ERWHE )

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source TenGigabitEthernetl/16

snmp-server source-interface informs TenGigabitEthernetl/16
snmp-server enable traps snmp authentication Tinkdown Tinkup coldstart warmstart
snmp-server enable traps aaa_server

snmp-server enable traps trustsec authz-file-error

snmp-server enable traps auth-framework sec-violation
snmp-server enable traps port-security

snmp-server enable traps event-manager

snmp-server enable traps errdisable

snmp-server enable traps mac-notification change move threshold
snmp-server host 10.4.18.130 version 2c public udp-port 161

5.BLETelnets{SSHEAR , LAMEPrime A LA EBHE

username admin password 0 cisco!123
aaa authentication login default Tocal

Tine vty 0 4
transport input ssh
Togin authentication default



6. ( IiE ) BASSHER , FERSAER, MENADIKRENAD , FEAUATIREKTE.

e RERBEELERRSACHRZCRENE, REXRERETRETH , LETEER
B,

ip domain-name cisco.com
crypto key generate rsa

Cisco Prime Infrastructure Configuration
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slulv Prime Infrastructure

CISCO
f Inventory / Device Management / Network Devices

Device Groups Device Groups

All Devices
+ v Admin State Groups & Sites w
Add Device
Bulk | PR e Device Name A IPAddress
All Devices ulk Import
v Device Type
» Switches and Hubs No data is available
» Location (i
User Defined

ExRERF  LREFUTHRM
HRAEREE -

« —#% : IPZXDNS,
« SNMP:ZEERO## — FH A BERMRIR/WLCHREZ LR,
* Telnet/SSH:#ITR A MR AE X BIR,

HRWLC:

« —fi% : IPEXDNS,

- SNMP:ZEERO#H — BR M BERRE/WLCHEREZHLE.
EAXfERES , EERMZECisco Switch:
i — &R



Add Device X

* General Parameters

General — / ® IPAddress | 10.88.174.226 |
O DNSName | |
* SNMP
License Level | Full v | (7]
™
Telnet/SSH . Credential Profile | --Select-- v @
[ ]
[ ] . - -
. Device Role | Select " o
HTTPHTTPS
Add to Group | --Select-- bl | (7
Civic Location
m | Verify Credentials | | Cancel
—. SNMP EE:
Add Device X
* SNMP Parameters
* General vy Version | y2c A ‘
* SNMP Retries | 2 |
* SNMP v [
* SNMP Timeout | 10 | (Secs)
. &
SNMP Port | 151 |
Telnet/SSH *
. * Read Community | I ‘ (7]
[ ]
HTTPHTTRS . * Confirm Read Community | — |
Write Community | R ‘ o
Civic Location Confirm Write Community | . |

m | Verify Credentials ‘ ‘ Cancel




=, Telnet/SSHERS :

Edit Device X

Telnet/SSH Parameters

* General 4 Protocol | §5H2 - ‘
*CLI Port | 22
* SNMP “
* Timeout | &0 (Secs)
.
Telnet’/SSH ~ +/ . Username | 54min
.
™ Password | .....ccesesersssens
.
HTTR/HTTPS Confirm Password | .....cceecenranenes
Enable Password | .......coeeerenenns (7]
Civic Location
Confirm Enable Password [,

* Mote:MNot providing Telnet/SSH credentials may result in partial collection of inventory data.

Update & Sync Verify Credentials Cancel

8.5E P A EM & |, FE{RReachability# Collection Status% 5l & Green# Completed:
© lub Prime Infrastructure -

A | Inventory [ Device Management / Network Devices

Duvice Groups

Device Groups
All Devices Salected 1
= + v S X Admin Siae w Syne Gioups & Sitea w Export Davice Revoke Certificate Show | Quick Fit
[+ Reachability Admin Status Davice Name 4 IP Addross DNS Nama Device Type Last Inventory Collection Status
Al Darvicas
v Divcd Typd
Suiches and Hibs (| Managed MXC TAC MOT-6816-01 k.. 10.88.174.226 7 1088.174.226 Cisco Catalyst CES16-X-LE Fixe..  Completed
* Locaton
User Dedined

9.#PrimeEE|ISEE S,

i. B2 Administration > Servers > ISE Servers.

—. ETHLHEEAH | BIEAJD ISE Server , A% — T Go:

© !u Prime Infrastructure O, ~ roy -ROOT-DOMAIN &3
f | Administration | Servers [ ISE Servers e owm
-- Select a command - v | |60,
P Add ISE Server
Mone detecied Delete ISE Server(s)

=, EEMERN , REE—TSave,
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e aseo.  Prime Infrastructure

A | Administration / Servers / ISE Servers / Add ISE Server

Server Address 10.4.21.55
Port 443
Username admin
Password
Confirm Password
HTTP Connection Timeout 30 (Max:300 secs)

M, EfEZISE ServerBEH, fARSF[MEE TR "WML (Reachable)XFER "AE,
(Role) ( Standalone, Primary [MnT]=Secondary [MnT]) :

© M Prime Infrastructure 0y - ROOT-DOMAIN - L3

A  Administration [ Servers / ISE Servers e ocwQO

- Select a command - v || Go

Server Address Port Retries Version Status Role

1042155 443 1 31.0518 Reachable Primary

R T E
10. X B in BB E A E1Tdot1x(RFC 3850) & 17587, & 7] LAEBEL & Cisco Network Access

Manager(NAM)Z | FAOS Native Supplicant® FinRER., BFZEALEENIER , HEERMF
BREREREPHNELT R,

R
ERTEISE
ISE#ENADEWRADIUSEE R I A ThER B FEHE,

1£ISE > Administration > Network Resources > Network Devices ™ #7138 if Bt i@ NAD.

1.8 EOperations > RADIUS > Live Sessions.



BARUEPIHTEAERNREE, SRREFAEPimeEREREHA,

= Cisco |5t Operations « RADIUS

Live Logs Live Sessions

w 24 w
1 i U d So% S1a, A Endp [+ lels Y P Address Endg Profil P ure 5 5 ¥y G 5 Auth M. Auth L
. .
Last Updated: Thu Ape 14 2022 13:04:40 GMT-0400 (Eastern Daylight Tima) Records Shown: 1
2. TEOperations > RADIUS > Live LogsF B &EE5EID:
= Cisco I5E Dparations - RADIUS
Live Logs
Miscanfigured Supplicants Misganfigured Notwork Dovices RADIUS Drops Chont Stopped Reapanding Fopeat Counter
U U (,‘ EJ‘ (J
. .
Time Status Session 1D Repea._.  Identity Endpoint 1D Endpoint_. Authenti... Authoriz.. Authoriz... Ewent IP Address Network De... Device Port
[ -] OASBAEE2000000ZF1E163DA0

BERNAD
3MENADF NG EHMEA, @FDRISEPHEEIDEA

MXC.TAC.M.07-6816-01#show authentication session int Tel/ll detail
Interface: TenGigabitEthernetl/11
MAC Address: a036.9fb9.67ea
IPv6 Address: Unknown
IPv4 Address: 10.4.21.51
User-Name: 1ivillega
Status: Authorized
Domain: DATA
Oper host mode: multi-domain
Oper control dir: both
Session timeout: N/A
Common Session ID: OA58AEE20000002F1E163DA0
Acct Session ID: 0x00000023
HandTe: 0xD9000001
Current Policy: POLICY_Tel/1l

Method status Tist:
Method State
dotlx Authc Success
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© lul Prime Infrastructure

A | Monitor / Monitaring Tools f Clients and Users

Track Clients Identily Unknown Uisers

MAC Address IF Address IP Type User Name Type =  Vendor Location Device Name Interface Interfa... VLAN Protocol Status

1042151 1P 2] Intel ©.. Uk MXC TAC MO TenGigabit o 8023 Disassoci

b9.6Tea

ivillega

5MRZE—TE , ERBINERESAFMEANISERRRENR !

Association Time

Ape 06, 2022, 12:35:29 PM

ucture

© lud Prime Inr

A | Moniter f Monitoring Tools / Clients and Users / al:36:91:b9:67:ea

Chverview ISE

Evernls Troubleshood and Debug Location
* Altributes
* Client Attributes
General Security
Usar Hame  vilega (1 Satus  Disassociated

MAC Address a0 36 57 b3 6T 08 WLANIE O

P Addross VLAN Name  Diata Not Avalable
Vendor Intertace  Taniig
Endpeisn Trpe “ Interface Description
i Switch Nama
Media Type
00P Davics 80 Swilch 1P Address
Software Version Wired Spaed
OnHetwork o

Traffic
Last Accounting Teme  2022-Apr-07. 224821 UTC

Bytes Tafre 00

Auth Status Authy
Austhorization Profile Name Péem
Posture Status  Uinkngwn

Audit Session 10
Wislows AD Domain
EAP Type s

Authenticaling 18 ise-31

Authentication Method 8032 1%

483

TrustSes Security Group  Diata Mot Avadabla

6. 2EE —EEBAISENEEANBRERISERMNEREES, BLLEEPrime Infrastructure AR
RISERRIEHEEER

| Monitor / Monitoring Tools f Clients and Users | a0:36:97:b9:67:ea

Cverview SE Troubleshoo! and Debug | Location
® Lo 5 Hours -
[ T
A T
subent
Authentication Records
Date Stanes Failure Reason

5E SRR

1 regends

1.6 A ping BIFEISEMPrime B XM < BRVEE M, MPRAIELR , L7 LUEMRBISESPIRY Rt



B EHEMEE.
2BESRIPEENEREBEISE MNTEHF R ( HRIER443)

ise-31-1/admin# show ports | include :443
tcp: 0.0.0.0:80, 0.0.0.0:19444, 0.0.0.0:19001, 0.0.0.0:443

MR H AP HIE | BIRRISE MnTERBIR,

MR BEEHE AR HIE | AIRRISE MnTEBRAZKIE, EEEBRT , BRUERHERS —ER
, WBBISEERKFEMTACES , mERARFEBNERRE,

MiEE : ISE MNnTEIBEFE AR IR | EARBISE MNnTEI B P REISELHEIER TESE
R4 5 H BV IR,



3. FEARPrimeERBRENTelnet AR S BIOPEBRIIE

prime-testcom/admin# telnet 10.4.21.55 port 443
Trying 10.4.21.55...
Connected to 10.4.21.55.

1 RtelnetBIE A & H A Connected to <ISE MnT IP/FQDN> , BIR B K Ih.

M Rtelnet’ I AV # HF M E<ISE MnT IP/FQDN> |, IR RBIEHA K. Tl BEKREEDH
ACLHEEE , SUEERr At R BIARER
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