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cts sxp enable
cts sxpTER ZE Mcisco




cts sxp default source-ip 10.127.213.27
cts sxp connection peer 10.127.197.53 password default mode peer speaker hold-time 0 0 vrf
Mgmt-vrf
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Deployment

Administration

Monitoring

=" Enable Profiling Service
Enable Threat Centric NAC Service
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Enable Device Admin Service

Enable Passive ldentity Service

~  pxGrid

Enable pxGrid Cloud
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Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Input fields marked with an asterizk (*) are required.
SXP Devices )

All SXP Mappings Namea
c893008B

IP Address
10.127.213.27

Peer
LISTENER

Connected PSNs

pk3-la =

SXP Domains
default =

Sratus

Enabled

Password Type
CUSTOM

Password

Version
V4

Advanced Settings

S 3.SXPEEE

B {RiZ A AJd radius mappings into SXP IP SGT mapping table , SA{EISEiEif Radius & 17 B 7% B 7
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Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

General TrustSec Settings Sxp Settings
TrustSec Matrix Settings

Work Process Settings Publish SXP bindings on PxGrid B Add radius mappings into SXP IP SGT mapping table
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— Global Password
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C9300B#show cts sxp connections vrf Mgmt-vrf
SXP : ERH

XENRSMRAE : 4

TRER S « Set

FARETME | RERE
AREWMBELEEE . TEA
FEERIRIP : 10.127.213.27
EREAFMREE : 1208
AEHE 1208

ERT AR SRRELT
[EHNYFIEFERRS | RRE
[EAREZEIEFERERS : RRE

HWEZIP : 10.127.197.53

RIP : 10.127.213.27
Connik%E : BERK

Connhix =~ : 4

EARIHEE : IPv4-IPve-FHE
ERAREER 1208
AiiE - SXPEERER
EARGIEH ;1

TCPE#R( : 1

TCPENET : FERSXPOS
REFTRFESEEETT

B EGREE AR EFERR : 0:00:23:36 (dd : hr : mm : sec)

SXPEMRIEE= 1

0x7F128DF555E0 VRF : Mgmt-vrf , fd : 1, ¥%ip : 10.127.197.53
cdbp : Ox7F128DF555E0 Mgmt-vrf <10.127.197.53 , 10.127.213.27> tableid : 0x1
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C9300B#show cts sxp sgt-map vrf Mgmt-vrf brief
SXPEFEID ( B4R ) : 0x03030303(3.3.3.3)
IP-SGT¥HR , TR AT/R :

IPv4 |, SGT : <2.2.2,9>

IPv4 , SGT : <10.197.213.23 , 5>

IP-SGTH IRFEL : 2
sxp_bnd_exp_conn_listF#conn ( #5t:0)
C9300B#




C9300B#show cts role-based sgt-map vrf Mgmt-vrf all
SEEIPVA-SGTREEA

IP Address SGT Source

2.2.2.29 SXP
10.197.213.23 5 SXP

IP-SCTEBRERE

SXPREEHRH=2
ERPRBERE=2

SRR PERE
AR E T A SR AR TR B AR
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ISEXR AFFEMSXPEBMEREE , M TFEFT.

Policy Paolicy Sets SXP ACI

SXP Binding

ISE_ LR
WEEEUATEBUENISEXERAT , UERRRBEITRE !

* SXp
+ sgtbinding
* nsf

» nsf-session
* trustsec

ERISEMRBEFEAEETEORIBE |, ISEEESEEZEREN TP PESGT, FHEEI
P33t | XIREALERADIUSESE R E R E h EE L MEIPHb 1L,

show logging application localStore/iseLocalStore.log :



2024-07-18 09:55:55.051 +05:30 000017592 3002i& HlRadius-Accounting : RADIUSFEIREE R 27
¥ 3 , ConfigVersionld=129 , &£ BIP#:3=10.197.213.22 , fEA & & M=cisco , WHRELEBELB
=pk , & B M=cisco , nas-IP-Address=10.197.213.22, NAS-Port=50124, Framed-IP-
Address=10.197.213.23, Class=CACS : 16D5C50A00000017C425E3C6 : pk3-
1a/510648097/25, Called-Station-ID=C4-B2-39-ED-AB-18, calling-Station-ID=B4-96-91-F9-56-
8B , Acct-Status-Type=Interim-Update , Acct-Delay-Time=0 , Acct-Input-Octets=413 , Acct-
Output-Octets=0 , Acct-Session-ld=00000007 , Acct-Authentic=Remote , Acct-Input-
Packets=4 , Acct-Output-Packets=0 , Event-Timestamp=1721277745 , NAS-Port-
Type=Ethernet NAS-Port-ld=TenGigabitEthernet1/0/24, cisco-av-pair=audit-session-
id=16D5C50A00000017C425E3C6, cisco-av-pair=method=dot1x. cisco-av-pair=cts : security-
group-tag=0005-00, AcsSessionIlD=pk3-1a/510648097/28, SelectedAccessService=Default
Network Access. Latency=6, Step=11004 Step=11017 , Step=15049 , Step=15008 ,
Step=22085 , NetworkDeviceGroups=IPSEC#ls IPSEC Device#No ,
NetworkDeviceGroups=Location#All Locations , NetworkDeviceGroups=Device Type#All Device
Types , CPMSessionID=16D5C50A1100500000017 C425E3C6 , TotalAuthenLatency=6 ,
ClientLatency=0 , Network Device Profile=Profile cisco , Location=Location#All Locations ,
Device Type=Device Type#All Device Types , IPSEC=IPSEC#Is IPSEC Device#No ,

show logging application ise-psc.log :

2024-07-18 09:55:55,054 754 [SxpSessionNotifierThread][]

ise.sxp.sessionbinding.util. SxpBindingUtil - : : -

SCE&RPrrtCpmBridgeiZ NN S FEE -

RER Bl==>ADD , sessionld ==> 16D5C50A00000017C425E3C6 , sessionState ==>
ACCEPTED , inputlp ==> 10.197.213.23 , inputSgTag ==> 0005-00 , nas Ip ==>
10.197.213.22null , vn ==> null

SXPHEIEEHEIP + SGTHMFEFEHH2DBRF , 2B HPANETBUN SR IEIP SCGTH AR EISE GUIH Y FTE SXPH AR A J A
H R ( THEHL->Trustsec -> SXP ->FIESXPHMR )

show logging application sxp_appserver/sxp.log :

2024-07-18 10:01:01,312 INFO [sxpservice-http-96441] cisco.ise.sxp.rest.SxpGlueRestAPI : 147
- SXP-PEERF g fng& 7 ¥#Ebatch-size : 1

2024-07-18 10:01:01,317 DEBUG [SxpNotificationSerializer-Thread]
cpm.sxp.engine.services.NotificationSerializerlmpl : 202 -EEFEHE K [add=true ,
notification=RestSxpLocalBinding(tag=5 , groupName=null , ipAddress=10.197.213.23/32 ,
naslp=10.197.213.22 , session2 , sessionld=16 c50A00000017C425E3C6 ,
peerSequence=null , sxpBindingOpType=null , sessionExpiryTimelnMillis=0 , apic=false ,
routable=true , vns=[])]

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine : 1543 - [VPN : 'default]38 in# 84 . MasterBindingldentity




[i(p=10.197.213.23/32 , peerSequence=10.127.197.53,10.197.22 , 25, isLocal=true ,
sessionld=16D5C50A00000017C425E3C6 , vn=DEFAULT_VN]

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine : 1581 -1 fn1{E %4

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.MasterDbListener : 251 -EH2EEREXNERARNEMBRENTH  BEE
1

2024-07-18 10:01:01,344 DEBUG [H2_HANDLER] cisco.cpm.sxp.engine.MasterDbListener : 256
- MasterDbListeneriE £ ¥ onAdded - bindingsCount : 1

SXPHI B A R IP-SCTEEEHH E i,

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask : 93 -

SXP_PERF : SEND_UPDATE_BUFFER_SIZE=32

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask : 116 - SENT_UPDATEZI

[ISE : 10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask : 137 - SENT_UPDATE SUCCESSFUL TO
[ISE : 10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]
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debug cts sxp conn

debug cts sxp error

debug cts sxp mdb

debug cts sxp message

RI|MBESKPET A TISES WEISGT-IPH R,

i Show logging AR LT BES ¢

7H18H04:23:04.324 : CTS-SXP-MSG : sxp_recv_update_v4 <1>¥%ip : 10.127.197.53
7H18H04:23:04.324 : CTS-SXP-MDB : IMUg 1% : - <conn_index = 1> B ¥ &
10.127.197.53

7H18H04:23:04.324 : CTS-SXP-MDB : mdb_send_msg <IMU_ADD_IPSGT_DEVID>

7H18H04:23:04.324 : CTS-SXP-INTNL : mdb_send_msg mdb_process_add_ipsgt_devidFi #a




7H18H04:23:04.324 : CTS-SXP-MDB : sxp_mdb_inform_rbm#&4&ID : 0x1 sense : 1sgt: 5

peer : 10.127.197.53
7HA18H04:23:04.324 : CTS-SXP-MDB : SXP MDB : #1417 Entry ip 10.197.213.23 sgt 0x0005

7H18H04:23:04.324 : CTS-SXP-INTNL : mdb_send_msg mdb_process_add_ipsgt_devid5E %
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
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