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Authentication — Certificate check
(validity, known CA,etc)

Subject Common Name: =

john.smith@security.onmicrosoft.com _E@
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-’ — |SE : : " Azure Active Directory
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API / Permissions name Type Description

' Microsoft Graph (3)

Group.Read.All Application  Read all groups

User.Read Delegated  Sign in and read user profile

User.Read.All Apphcation  Read all users' full profiles
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https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html

» Azure_TLS_Certificate_Profile

Certificate Authentication Profile

Azure_TLS_Certificate_Profile

Description Azure EAP-TLS Certificate Profile

Identity Store [not applicable]

Use |dentity From Certificate Attribute Subject - Common Mame

Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only)

Match Client Certificate Never
Against Certificate In

Identity Store Only to resolve identity ambiguity

Ty Alwavs perform binary comparison

B 4. B—T R

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources Certificate Authentication Profile

Certificate Authentic:
% Azure_TLS_Certificat

e Description
4 Preloaded_Certificate v

Active Directory Azure EAP-TLS Certificate Profile
LDAP Pracreated Certificate Authorization...
ODBC
RADIUS Token
RSA SecurlD
SAML Id Providers
Social Login

REST

4 Azure_AD
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Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sec Hits Actions Vie

Default Natwork A..
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~ Authorization Policy (4)

Results

Status Rule Name Conditions Profiles Security Groups

ParmitAccess Employeas

(] IT Users AM - Admin access MNetwork_Services
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(] Admin Users = AzZure officeLocation Romeo_Access Admin_Team
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john.smith@romlab.onmicrosoft.com
Issued by: romlab-ROMEO-DC-CA
Expires: Sunday, December 17, 2023 at 6:27:52 PM Central Standard Time

I'his certificate I1s valid

¢ v ;',I’.u;;f!}-r;ff

Trust
Details
Subject Name
Country or Region US
State/Province Texas
Organization Romlab
Organizational Unit Romlab Sales

( Common Name john.smith@romlab.onmicrosoft.com )

Issuer Name
Domain Component com
Domain Component romlab
Common Name romlab-ROMEO-DC-CA

Serial Number 2C 00000036 003FCBD3F152B3C20001000000 36
Version 3
Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None



Home >

a John Smith

User

romlab | Users > Users >

# Search | @
& Overview

Audit logs

3 sign-in logs

(,’3’ Diagnose and solve problems

Manage
Assigned roles

Administrative units

B P

Groups

Applications

s Licenses

e

Devices
Azure role assignments

@ Authentication methods

Troubleshooting + Support

B New support request

i

ISEBR=E

f Edit properties m[ Delete O Refresh

Overview Monitoring Properties
Identity &

Display name John Smith
First name John

Last name uth

User principal name jehn.smith@romlab.onmicrosoft.com P

Object ID 4adde502-d6fa-4e67-8f1f-d3ccd3edd00a [y
Identities romlab.onmicrosoft.com
User type Member

Creation type

Created date time Sep 16, 2022, 7:56 PM

Last password change date hme Sep 16, 2022, 8:08 PM

External user state

External user state change date t..
Assigned licenses View
Password policies

Password profile

Preferred language

Sign in sessions valid from date .. ser 15 2022, 8:08 PM
Authorization info View

Job Information f

Job title
Company name

Department Sales Znd Floor

f£Cisco ISE GUIH |, & —TMenulE R~

K Search resources, services, and docs (G+/)

f% Reset password & Revoke sessions

5 Got feedback?

Contact Information f

Street address
City

State or province
ZIP or postal code
Country or region
Business phone
Maobile phone
Email

Other emails
Proxy addresses
Fax number

IM addresses
Mail nickname john.smith
Parental controls {7

Age group

Caonsent provided for minor

Legal age group classification
Settings &

Account enabled Yes
Usage location

Preferred data location

On-premises &



iE$E Operations > RADIUS > Live Logs for network authentications(RADIUS),

Authentication Policy Authorization Policy
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Overview

Event

Username john_smith@romlab_onmicrosoft.com
Endpoint Id

Endpoint Profile

Authentication Policy Azure Dotl1x >> Azure TLS
Authorization Policy Azure Dotl1x >> Sales Users

Authorization Result PermitAccess

Authentication Details

Source Timestamp 2022-09-20 16:46:30.894

Received Timestamp 2022-09-20 16:46:30.894

Policy Server ise-3-2-135

Event
Username john_smith@romlab_onmicrosoft.com
Authentication Method dot1x

Authentication Protocol EAP-TLS




00 ) =
D ora i arae Sales Dept | 11001 Received RADIUS Access-Requast

11018 RADIUS is re-using an existing session

TLSCipher ECDHE-RSA-AES256-GCM-SHA3B4 y
Extracted EAP-Response containing EAP-TLS challenge-

respanse

12504
TLSVersion TLSv1.2

61025 Open secure connection with TLS peer
DTLSSupporn Unknown . .
P 15041 Evaluating ldentity Policy

CHN=john.smith@romlab onmicrosoft.com JU=Romlab 15048 Queried PIP - Network Access.EapTunnel
Sales,.O-Romlab,5~Texas.C~-US

Subject
15048 Queried PIP - Network Access. EapAuthentication
CN=-romlab-ROMEOQ-DC-CA, DC-romlab DC-com 22070 ldentity name is taken from cerificare atribure
e .
ssuer - Common Name romlab-ROMEQ-DC-CA 22037 Authentication Passad

12506 EAP-TLS authentication succeeded
ssuer - Domain Component romlab e
15036 Evaluating Authorization Policy

ssuer - Domain Component com 15048 Queried PIP - Azure_AD ExternalGroups

Key Usage Selected Authorization Profile - PermitAccess
y Usage

Max sessions policy passed

Key Usage = : soo= =
) 9 New accounting session created in Session cache

Extended Key Usage 503 Prepared EAP-Success

E A Vo 11002 Rewmed RADIUS Access-Accept

EBxiended Key Usage

Extended Key Usage

Extended Key Usage 1.36.1.41.311.10.3.4
1.3.6.1.55.7.3.4
1.36.15573.2

T . 1.3.6.1.4.1.311.21.8.5420261 8703952.14042247.7322992
sl 244189 86 4576875.1278510
Days to Expiry 453

a311b76b4c2406ce0c19fb2ibedBeedbiB0dBd7ac399 11d6a

Issuer - Fingerprint SHA-256
n ingerprint SHA-256 , sha12e8c393df

57:7e:71:00:71:32:3e:ba:9¢c:d4:c9:1b:9a:57 fd:49:ad:5b: 4e:b
f

Network Device Profile Cisco
Location Locationi#All Locations
Device Type Device Type#All Device Types
PSEC IPSECiils IPSEC Device#iNo
ExternalGroups 4dfc7ed9-9d44-4539-92de- 1bb5iB866191c
displayName John Smith
Smith
department Sales 2nd Floor
givenName John

userPrincipalName john_smith@romlab.onmicrosoft com
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2022-09-20 16:46:30,424 INFO [http-nio-9601-exec-10] cisco.ise.ropc.controllers.ClientCredController -::- UPN:
john.smith@romlab.onmicrosoft.com , RestldStoreName: Azure_AD, Attrname: ExternalGroups,city,companyName,country,department,

displayName,employeeld,givenName,officelLocation,state surname userPrincipalName
2022-09-20 16:46:30,424 DEBUG [http-nio-9601-exec-10)ise.ropc.providers.cache.ldpKeyValueCachelnitializer -::::- Found access token

2022-09-20 16:46:30,424 DEBUG [http-nio-9601-exec-10] ise.ropc.providers.azure.AzureldentityProviderFacade -::- User Lookup by UPN
john.smith@romlab.onmicrosoft.com

2022-09-20 16:46:30,425 DEBUG [http-nio-9601-exec-10]ise.ropc.providers.azure.AzureldentityProviderFacade -::- Lookup url
https://graph.microsoft.com/v1.0/users/john.smith@romlab.onmicrosoft.com?5select=ExternalGroups,city,companyName,country,depart
ment,displayName,employeeld,givenName,officeLocation,state,surname,userPrincipalName

2022-09-20 16:46:30,425 DEBUG [http-nio-9601-exec-10]cisco.ise.ropc.utilities.HttpClientWrapper -::- Start building http client for uri
https://graph.microsoft.com/v1.0/users/john.smith@romlab.onmicrosoft.com?$select=ExternalGroups
,city,companyName,country,department,displayName,employeeld,givenName,officeLocation,state,surname,userPrincipalName

2022-09-20 16:46:30,660 DEBUG [http-nio-9601-exec-10] ise.ropc.providers.azure.AzureldentityProviderFacade -::- UserAttribute size 11

2022-09-20 16:46:30,661 DEBUG [http-nio-9601-exec-10] cisco.ise.ropc.utilities.HttpClientWrapper -::- Start building http client for uri
https://graph.microsoft.com/v1.0/users/john.smith@romlab.onmicrosoft.com/transitiveMemberOf/microsoft.graph.group

2022-09-20 16:46:30,876 DEBUG [http-nio-9601-exec-10][[]] ise.ropc.providers.azure.AzureldentityProviderFacade -::- UserGroups size 1
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2022-09-20 16:46:30,182 DEBUG [Thread-759][[]] cisco.cpm.prrt.impl.PrRTCpmBridge -::::- ---- Running Authorization Policy ----

2022-09-20 16:46:30,252 DEBUG [Thread-759][[]] cisco.cpm.prrt.impl.PrRTCpmBridge -::::- setting sessionCache attribute
CERTIFICATE.Subject - Common Name to john.smith@romlab.onmicrosoft.com

2022-09-20 16:46:30,253 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestldentityProviderPIP -::::- [RestldentityProviderPIP] has been called
by PIP manager: dictName: Azure_AD attrName: Azure_AD.ExternalGroups context: NonStringifiableExecutionContext inputs:

2022-09-20 16:46:30,408 DEBUG [Thread-759]([1] cisco.cpm.prrt.pip.RestidentityProviderPIP -::::- checking attrList

ExternalGroups,city,companyName,country,department,displayName, employeeld,givenName,officeLlocation,state,surname,userPrincipalNa
me

2022-09-20 16:46:30,408 DEBUG [Thread-759][[1] cisco.cpm[.prrt.pip.RestIdentityProviderPlP -1~ Username from the Context
john.smith@romlab.onmicrosoft.com

2022-09-20 16:46:30,880 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestidentityProviderPIP -::::- userAttr size 11

2022-09-20 16:46:30,881 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestldentityProviderPIP -::::- userAttr update in context & map, Key :
Azure_AD.department value Sales 2nd Floor

2022-09-20 16:46:30,881 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestldentityProviderPIP -::::- userAttr update in context & map, Key :
Azure_AD.displayName value John Smith
2022-09-20 16:46:30,881 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestidentityProviderPIP -i:::- userAttr update in context & map, Key :

Azure_AD.givenName value John
2022-09-20 16:46:30,881 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestidentityProviderPIP -::::- userAttr update in context & map, Key :

Azure_AD.surname value Smith

2022-09-20 16:46:30,881 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestidentityProviderPIP -::::- userAttr update in context & map, Key :
Azure_AD.userPrincipalName value john.smith@romlab.onmicrosoft.com

2022-09-20 16:46:30,881 DEBUG [Thread-759][[]] cisco.cpm.prrt.pip.RestldentityProviderPIP -::::- userGroup 1

2022-09-20 16:46:30,882 DEBUG [Thread-759]([[]] cisco.cpm.prrt.pip.RestldentityProviderPIP -::::- Group value 4dfc7ed9-9d44-4539-92de-
1bb5f86619fc group name Sales Dept
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