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Intune Integration Architecture

End User

@ = Wired or Wireless @ @ == |ntune

y ™ Azure Active Directory
ISE authenticates to the Azure AD token issuance
endpoint and requests a Customer Specific
« Customer Register’s to Azure -k e e > Get
. lmegration works with oAuth 2.0 The Azure AD token issuance endpoint validate Token
< e 2 " uest and issues the access token.
« Cert's are validated (instead of just taking the MDM‘é;srﬁ- ---------------------------
+ Upload ISE Cert on to Azure
ISE uses the access token (NOT the username and password) to
5 authenticate to Microsoft Intune authenticates to the Azure AD
Authenticate M >
Microsoft Intune responds with successfull unsuccessful Authentication
B e e
Auth to NAD Radius Se| =ISE
s Suthito | U Senen | ISE Checks MDM Policy
Link Up Unregistered, Compliant and non-compliant use cases
""""""""" Accounting Start Enforce Policy where applicable (COA etc ..) isE L
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W — = Syslog: A ting Start = =
.qcco%nting Response | | [@--==== B i@
Acct Update ﬁ -

"""""""""""""""""""""" 1 Session Directory
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S ER 1. 18 WebBIE 23 B BiMicrosoft Azure portal
SR2ZR-—TRAESRTAMPNHEHERSR , REIE—T View Certificates.
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g Certificate X

General petails Certification Path

[ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: portal.azure.com

Issued by: Microsoft IT S5L SHAZ2

Valid from 7/21/2017 to 5/7/2018

Issuer Statement

OK
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S BB 5.1EISEA |, EfiB|Administration > System > Certificates > Trusted Certificates, W E AR ENREE, EREEE—RBEEERN
£, AzureMDMBITN, HPECABEHRERLIER,
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Create

Web app / API v

= B
sign-on URL O
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HER 3.8 FSettings , AREBEARXALITEARNTH.

L Settings  # Manifest [ Delete

Display name Application 1D

[SE_test bb735el3-a22e-40ee-9a12-934bad33 7713
Application type Object ID

Web app / AP f33bb654-54fa-45c2-a51e-ad4 a1 5a5af
Home page Managed application in local directory
https/ faewecisco.com ISE_test

SER 4 TE T Settings, BIBFTEMFTIHE , XEATEE !

e Microsoft Graph
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Add a permission ~ Grant admin consent for pavagupt-tme
APl / Permissions name Type Description Admin consent requ... Status

4 Arure Active Directory Graph (3)

Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t wew
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t wos
User Read All Delegated Read all users' full profu!es Yes 0 Granted for pavagupt-t e
~ Imtune (1) e
get_device_compliance Application Get dewvice state and compliance information from Micros... Yes @ Granted for pavagupt-t e
" Microsaoft Graph (T) -
Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t wee
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t L
offline_access Delegated  Maintain access to data you have given it access to No @ Granted for pavagupt-t | «=«
openid Delegated  Sign users in No & Granted for pavagupt-t wes
User Read Delegated Sign in and read user profile No & Granted for pavagupt-t dl
User.Read All Delegated  Read all users’ full profiles Yes @ Granted for pavagupt-t waw
User Read Al Application Read all users' full profiles Yes @ Granted for pavagupt-i wye

Settings X Required permissions
/':) Cilfer settnmgs + Add  “w Grant Permissions
GEMERAL API AFPLICATION PERMI... DELEGATED FERMIS...
! Properties > Microsoft Graph 1 -
‘= Reply URLs 2 Microsoft Intune API 1 0
o N > - . . -
ubd ‘wners Windows Azure Active Directary 1 2

APl ACCESS
A Required permissions >
Keys >

TROUBLESHOOTING + SUPPORT

K Troubleshaot »
:i New support request >

S 5.3 — T Grant Permissions , ERFTEEARERNFTE, WBREEES100ETHEN, RESENERAENNER , LEARA
EBISE CAREEAzure Manifest,
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# X Edit manifest

ﬁ Settings ,f Manifest [ Delete H s XK Discare ,l’ Edit * Upload ! Download

Display name Application ID

ISE 8630721¢-b06d-4¢20-20086-0786eeadfabe |£ -
Application type Object ID ”appIc = “8039?3Ec—bBGd—dcag—aQEG-B?Sseead-Faac i
Web app / AP 220a1¢02-23d1-4eda-8739-2733019bd0fd appRoles”: [1,

Home page Managed application in local directory “availableToOtherTenants": false,

ISE "displayName™; "ISE",
"errorUrl™: null,
“groupMembershipClaims”: null,
"optionalClaims™: null,
"acceptMappedClaims”: null,
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% i RERERIONEIES. FORBEEREESE , TATHERY

SR 2NFEHHELISERKEFEE, EPANL , BfiiEAdminiration > System > Certificates > System Certificates, i1 Default sdf-
signed server certificate , A% Z&Export.. 1EIEExport Certificate Only ( 5% ) , AR BEEFREMMNE, RBEHMERBEGINA
ENDEE , Y ERNAELS—THITER., SEARBEREEIS FHRN202056 A Z Hi R4,

Administration > Certificates > System Certificates

System Certificates For disaster recovery it is recommended to export certificate and private key pa

@ CiscolSE | J/ Edt ||gp Generate Seff Signed Certficate | |5 Import |G$a L-x:r‘D k Delete | | ! View

Friendly Name Used By Portal group tag Issued Tt
Yis
EAP
1d It #Cerlificat = =
5;! Client Machine = opsElrcl IUF:;dnm !. =" Authentication, Default Portal Certificate {s5-1.camaincal
3 § Endpoint Sub C Admin, Portal Group i = s

e A-ise-1800001
Delete this line paGrid
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GIN CERTIFICATE
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= Delete the -—--BEGIN CERTIFICATE-—--
» Delete the -----END CERTIFICATE-----

1 '1I:uZBJ’w‘E.-.w:'iI:-;B:N" THSUTBATIEF AUBZTBOEFBOoDAQYT
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= All the text should be in single line ...
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Home > self | App registrations

ISE | Certificates & secrets =

£ Search (Cmd+/) “ Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatior

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Overview

4 Quickstart

Certificates
#" Integration assistant (preview) Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
Manage T Upload certificate
B Branding Thumbprint Start date Expires
3 Authentication BCG1BABBCASBOA0E4F21EAID2583D33E0F0OCACES 4/3/2020 4/2/2025
Certificates & secrets BOC1360BCCD305F2D53E265668D508499ADBI3AS 4/5/2020 44442025

I' Token configuration

= API permissions

EMRE

SR 1.8 1TPowerShel iBFE LA B E 1t BBASEGAN IEFEAS H B A Z|Azure ISONSEERE R, #WindowsfE Fi Windows PowerShell

Windows PowerShell ISEFEFRTER, AU THS :

$cer = New-Object System.Security.Cryptography.X509Certificates. X 509Certificate2 $cer.Import(“ mycer.cer”) $bin = $cer.GetRawCertData() $base64V

SER 2 RE. F $base64Thumbprint, $hase64ValuefI{E , SkeyidELEEMET —FS DR, FFEIELEE A E 18 2 ISONRHL
keyCredentidlsf , R ATERRBR FTMTFAI® :

15 "identifierUris™: [

16 "https://rumaiacisco.onmicrosoft.com/239c7ded-12d6-453c-8d3e-acfaifldchsl™
17 | "

18 "keyCredentials™: [],

19 "knownClientApplications™: [],

Rt FREEUATIEFERE :

"keyCredentials': [ { “customKeyldentifier: “$base64Thumbprint_from_powerShell_for_PPAN", “keyld": “$keyid from_above PPAN“, "type":

'

SB 3B IFEENISONER LEZIAzurePI F |, SA{EkeyCredentialsISEL EAMEEHREE.

HABMLAMTAR :



18 "keyCredentials": [

19 {

28 "customkKeyIdentifier”: "wteOPVePuMBwUeFNBSs22fkDYZE=",
21 "endDate™: "2819-81-22T11:41:817",

22 "keyId": "eb7bl833-3248-4283-98a36-c3ccchToRded”,

24 "startDate": "2018-81-22T11:41:817",

24 "type": "AsymmetricX589Cert”,

25 "usage": "Verify",

26 "walue": null

27 s

28 {

29 "customkeyIdentifier"”: "BSZz6@fZKHGNO6gAMvE43swIZOko=",
34 "endDate™: "2&19-81-85T14:32:387",

31 "keyId": "B6462723-544b-423d-8e5e-223df3521423",

32 "startDate": "2818-@1-85T14:32:387",

33 "type": "AsymmetricX589Cert”,

34 "usage": "Verify",

35 "walue": null

36 ks

37 {

38 "customKeyIdentifier”: "GM1Dp/1DYiNknFIJkgjnTbjoSnk=",
29 "endDate™: "2&18-12-86T18:46:327",

48 "keyId": "2edSb262-cedb-4cla-Bala-c@abb82ae3cl”,

41 "startDate": "2817-12-86T16:46:327",

42 "type": "AsymmetricX589Cert”,

43 "usage": "Verify",

44 "walue": null

45 1.

SBAFEIE , LEE  RRSETRTEMNFE vdue B , BAMicrosoftiim & 58 5| #1742 keyCredentials £ , AEEFE— R ELEET
RHFEEELE null B,

ISEFRETEMDM {al BR 25 FT E /Y B I 7 A Microsoft Azure AD Graph API Endpoint 8 OAUTH 2.0 Token Endpoint#l,



Endpoints

FEDERATICMN METADATA DOCUMENT

| https://loginmicresaftonline.com/82fbd1 |E

W5-FEDERATION SIGN-ON ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

SAML-P SIGN-ON ENDPOINT

| https:/flogin.microsoftonline.com/82fb... JE

SAML-P SIGN-OUT ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

MICROSOFT AZURE AD GRAPH APl ENDPOINT

| https://graphwindows.net/82fbd165-f... JE

OAUTH 2.0 TOKEN ENDPOINT

| https:/flogin.microsoftonline.com/82fb... |E

OAUTH 2.0 AUTHORIZATION EMDPOINT

| https://loginmicrosoftonline.com/82fb... JE

MABEIEISE GUIFF I A ELE(E, EE FAdministration > Network Resources > External MDM  3f 7 48 {7 R 25

ISE Intune

B B3 FHURL|#&#E 25> Microsoft Azure AD Graph API#&#& B

Z FiwID {Registered-App-Name} > HERID

THEBEBURL KA B> OAuth 2.0F hB & FE B




MDM Servers = Intune

Name* | Intune|
Server Type Mobile Device Manager ¥ @
Authentication Type OAuth - Client Credentials Y| @

Auto Discovery s

Auto Discovery URL *

Client 1D =

Token Issuing URL *

Token Audience *

Description

Paolling Interval * 240

Siatus

86397a1c-b06d-4ca-al86-0786eeadfabe

hitps:/fapi.manage microsoft.com/

(minutes) @

Enabled v

Test Connection

HRETHE  REBERESEA,

MDM Servers

= Refresh 4 Asd Dupcale & Egt 8 Trach
Name Status
Intune Enabied

Legpilbad 3713

Service Provider MDM Server

Microsoft fel msub03 manage microsoft com

E R sun.security.validator.ValidatorExceptionfy " iE 42 2 @ IR 85 25 B

Server Type

Mobite Device Manager 4

hitps:/figraph.windows._net/82fod 165132 3-4a38-aeb8-734056d25101

Description

hitps:/Mogin. microsoftonline. com/82fhd 165-1323-4a38-aeb8-734056d25101/oauth2A

T Fiter~

Gy

Gy

@ Downlead =

&~



Connection to server failed with:

sun.security.validator.ValidatorException:
PKIX path building failed: sun.security.provider.certpath.SunCertPathB
uilderException: unable to find valid certification path to requested target

Please try with different settings.

SB1ETRACERBIFEALUT ARRETERHS

e porta (guest.log)
e mdmportal (ise-psc.log)

e external-mdm (ise-psc.log)

SR 2RE isepsclog AT HE :
e 2016-10-17 12:45:52,158 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::-
Clientld - a46a6fd7-4a31-4471-9078-59ch2bb6a5ab, Token issuance endpoint - https:/login

«  microsoftonline.com/273106dc-2878-42¢eb-b7c8-069dcf 334687/0auth2/token, Resourcel d/App Id uri - https://graph.windows.net

e 2016-10-17 12:45:52,329 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Certificate
Friendly Name -USMEM-AMO01-I SE.Sncorp.smith-nephew.com#USM EM-AM01-1 SE.Sncorp.smith-nephew.c

¢ om#00003

e 2016-10-17 12:45:52,354 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of
command invocation

e 2016-10-17 12:45:52,363 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of
command invocation

e 2016-10-17 12:45:52,364 DEBUG [admin-http-pool9300]([] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Successfuly
decrypted private key

e 2016-10-17 12:45:52,794 ERROR [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::-
Thereis a problem with the Azure certificates or | SE trust store. sun.security.validator

e .ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target



https://login
https://graph.windows.net

e 2016-10-17 12:45:52,794 ERROR [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmA zureActiveDirectoryClient -::::-
Unable to acquire access token from Azure

e javautil.concurrent.ExecutionException: javax.net.ssl.SSL HandshakeException: sun.security.validator.ValidatorException: PKIX
path building failed: sun.security.provider.certpath.SunCertPathBuilderException

« :unableto find valid certification path to requested target

E R REEE AL Egraph.microsoft.com EHEE,

& Secure | hitps//graph.windows.net

This XML file does not appear to have any style information associated with it. The document tree is shown below.

“http: //schemas . microsoft, com/ado/2007/08 / dataservices /metadata® wmlnsixsd="http://ww.wd . org 2001/ XL Schema™ wmins xsi="http: //wwe. w3, org/ 2001/ ¥HL5chema-instance”s

DataContractVersionMissing</coder

¥<error wmlns
dcoderReq
Timessage xm ng="en"»
The specified api-version is invalid. The walue must exactly match a supported version.
{/messager>
Lferror>

SR 3. BB E ocker M EH B HMMEA,



a Certificate -t

General petails Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of @ remote computer
» Proves your identity to @ remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: graph.windows.net

Issued by: Microsoft IT TLS CA 2

Valid from 9/26/2017 to 9/26/2019

Issuer Statement

OK

HER A ABASECAME AR ERFEESR , XEAIISEZFEERT. BREATEBNFER, AR BXRAFEMDM ARERER.



EERAZUre ADERLE M ERE DR

Connection to server failed with:

Failed to acquire auth token from Azure AD. Error validating credentials. Client assertion contains an invalid
signature. [Reason - The key was not found., Thumbprint of key used by client:
'105D6E9BAOF5D6EACCF8AS562DES1C1C6450CBEES,

Configured keys: [Key0:Start=03/14/2018, End=12/17/2018, Thumbprint=pZ0CqWkpVzZluEez;]] Check if
either ISE certificates not being uploaded or problem with certificates already uploaded to App on Azure AD

Please try with different settings.

M

Hag

BE A EFEERTUSHRISON ISERSHRHSRANER, EHFEERLEIAueH , FRERBELFHEMEE !

"keyCredentials": [ { “customKeyldentifier": “ $base64Thumbprint_from_powerShell_for_PPAN", “keyld": “$keyid_from_above PPAN", "type": "Asym

E—ERHERFEPANFSANK B R, BXtPowerShel IBITHE TR B A EMHAIBASEcAE. ER LEBEER , WA TRER
R,

$cer = New-Object System.Security.Cryptography.X509Certificates. X 509Certificate2 $cer.Import(“ mycer.cer”) $bin = $cer.GetRawCertData() $hase64V

SEECBIEA TEB . $base64Thumbprint, $hase64Value EB $keyid 2 HEBHEIINMNNE.

EERAZUe ADER B EBRFESIE



o Connection to server failed with:

MDM Server API error

Connection Failed: 401:Unauthorized: the MDM server is
not reachable

Please try with different settings.

BE , ERREBAzZuERE T IERMNFIH#E | &34 e porta .azurecomzi,. BERNERAEEEERNEY K IBESIAEX
#%#B¥% — T~ Grant Permissions.

o Connection to server failed with:

Failed to acquire auth token from Azure AD. There is a
problem with the Azure certificates or ISE trust store.

Please try with different settings.

s

EISEERVPBTHBABURLEIREISERANEER , SHRMEE, BRTECARMRNISEEERT. NREISENZEERET
FRET ERNBERMENAFE  FITENCRHELIFER , UMERREEEENAR,
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https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization

Azure Active Directoryf
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https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/reference-app-manifest
https://learn.microsoft.com/en-us/entra/identity-platform/reference-app-manifest
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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