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FDM #H A8

HE1.ZEARFDM , AR#%EEfEIDevice > System Settings > Management Access H &
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Device Summary
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Logging Settings
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Traffic Settings
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Add RADIUS Server Group

MName

Dead Time Maximum Failed Attempts
10 minues 3

RADIUS Server

ﬂl The servers in the group should be backups of each other

'+

T Filier

HANCEL QK

Mathing found
Create new RADIUS Server CANCEL




Edit RADIUS Server

Capabilities of RADIUS Server

Althentication ALUthonzaton

MName

ISE

Server Name or [P Address Authentication Port

10.81.127.185 1812
Timeagout

10

Server Secret Key

Ll Ll S o Ll

-E:'l RA VPN Only (if this object is used in RA VPN Configuration)
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Add RADIUS Server Group

Mamaea 3
radius-semnver-group I

Dead Time Maximum Failed Attempis
10 Hnutes 3

0= 1440 =5

RADIUS Server

) The servers in the group should be backups of each other
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Device Summany

Management Access

A Configuration Management Interface Data Interfaces

Configure how to authenticate management connections fo the device.

HTTPS Connection

Server Group for Management/REST APl

‘ LocalidentitySource
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Al Configuration Management Interface Data Interfaces Management Web Sener

Canfigure how o authenticate management connections to the device.
HTTPS Connection

Server Group for Management/REST API

@ To use a RADIUS server successiully. you must configune the RADIUS user
accounts with the required authorization values, as described in the halp,
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Authentication with LOCAL

After External Sener RS
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Device Summary
Management Access

A, Configuration Management Interface

55H Connection

Server Group

0 Touse a RADIUS server successiully, you must configure the RADIUS user
accounts with the requined authorization values, as described in the halp.

Radius-server-group » -

Authentication with LOCAL

Before External Senver b

Data Interfaces

Configure how to authenticate management connections to the device.

HTTPS Connection

Server Group for Management/REST AP

ﬂ To use a RADIUS server successfully, you must configure the RADIUS user
accounts with the required authorization values, as described in the help.

radius-server-group

Authentication with LOCAL
Before External Server
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= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups MNetwaork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM Location Services

Network Devices

Network Devices

Default Device

Device Security Settings
+ Asd dy Import (b Export @ Delete -~

Name -~ IPfMask Profile Name Location Type Description

S B2.1Z B +AddIZ#1 I E FNetwork Access Device NameFlIPAddress , A% 1Z P RADIUSEREUA
B EELAEB, BRFEE

= Cisco ISE Administration - Network Resources iy Q@ B @
Network Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Seguences Nore
Metwork Devices
Network Devices
Detault Darvice =
Davica Security Sattings —
Daricrgnadn
1P Adidvess e 10,122.111.2 I 4% :}
Deice Profile &= Cisco R
Model Name w
v RADIUS Authentication Settings
RADIUS UDP Settings
Protocol RADIUS
Shared Secret = srerees Show
[ ] Use Second Shared Secret (i)
networkDevices.secondSharedSecret Show

Coh Port 1700 Set To Default



= Cisco |56 Administration - Network Resounces ik Qg & 5B @
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—
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= Cisco ISE Administration - Identity Managemeant
Identities Groups External Identity Sources ldentity Source Sequences Seitings
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EeaityCemes User Identity Groups
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- e
-+ Add @ Dolots - oy Impart Iy Export ~
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v 1 User Identity Groups Nama ~  Dascription
] B ALL_ACCOUNTS (defmult) Dedauit ALL_ACCOUNTS (default) User Group
J 3 Employes Dadault Employes Usor Group
|_—| S GROUP_ACCOUNTS (default) Dafault GROUP_ACCDUNTS (dafawl) User Group
O & GuentType_Contractor (defauli) Identity Group mirroning the guest type
U .";_'l- GuasiType _Daily (defaali) Id@nbity grouwg merrcning the guost typa
|:| 3 GuestType_Soclallogin (default) Identity group mirroning the guast type
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3 3 MNaw User dentty Group
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L
M FDM_admin
» 2 Endpaint Identity Groups
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User Identity Groups

MName Description

FDM

= Cisco

Idamtity Groups
Icantity Group
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MNetwork Access Users

SR BEUNRE LAN=RETER , AEZEH B Policy > Policy Elements > Results >
Authorization > Authorization Profiles , ##on +Add , AAuthorization Profile E& &8, ##
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Authentication >
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Authorization
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Downloadable ACLs
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Posture

Cllent Provisioning



v Advanced Attributes Settings

Radius:Service-Type " Administrative "

Cisco:cisco-av-pair v fdm.userrole.authority.admin|  ~

v Attributes Details

Access Type = ACCESS_ACCEPT
Service-Type = 6

cisco-av-pair = fdm.userrole.authority.admin

v Advanced Attributes Settings

Radius:Service-Type ~  NAS Prompt

Cisco:cisco-av-pair “r fdm.userrole.authority.ro "

v Attributes Details
Agccess Type = ACCESS_ACCEPT
ServiceType = 7

cisco-av-pair = fdm.userrole.authority.ro
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SR8 R 1% = 1T R XM EPolicy > Policy Sets, i#EEH @ BRI APolicy SetsBET , &
BEBIE A EN+HREE ERBOGTEH &4

SO TEM, RET | BEHEBEMN , K% ZENetwork Device Icon,# B Network access
device IP address, ZIZMMEELEHTIEFDM P, FIEIEYE | 48 ZENetwork AccessHl
ProtocoliZIE , #IZERADIUS , REBBEFEH— X,

Status  Policy Set Name Descri ption Conditions Allowed Protocols | Server Sequence  Hits  Actions  View

$B810.%allow protocolsEh4 , iE1EDevice Default Admin. f#7FEER

SERBENE  ARAERSORERSAERNEEENET

@

SR128F VASGRBRMEETS , EREBYED Y+ LBRBGTRARGEG. £ 7
R, RET  RBEFEEYE  AREERKEER EEOGRBAREARRIPHI, BREBEE
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Authentication Policy (1)

Status  Rule Name Conditions Use Hits Actions

&

BHEE - ZNRISEM A FActive Directory , AT BB EEE R AADRETE

TR14BER @ VARMEEREETS , EREBYEPMN+ LRIZFAFRHRE. £ "&
# BET , RENEY | A%iRZIdentity Groupll 7R , #BInternal User:ldentity Group, &1
FDM_Adminifl , J#{ZANDRINEW:EH U85 6 4F | iBIFBE R #RRADIUS NAS-Port-

Type:Virtual , R%BZEA,

Conditions Studio

Library Editor

BYOD_is_Registered

Catalyst_Switch_Local_Wab_Aut
hantication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPRYZ Set to 'Is not Duplicate m

SHBIS5.EREBEERT , REESRAHAEVNEEER , AL BESave
¥FDM_ReadOnlyfE E#E £ BB 14H115



Authorization Policy (3)

)} Status Rule Name Conditions Profiles Security Groups Hits Actions

&

e

#£16% (). BRBANRELAWN=1TET , F£Administration > System > Maintenance >
Repository L& , REBBF+ AddAFIRARBFTCPEAERLETHEIERNHTE,

F17H (MR ). ERATHEERE, B, ARSREE, BENSR. STREESubmit LiBE,

. Click here to do visibility setup
Maintenance [ ¥

Repository Configuration
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CIsCOo. Bhonitaring Policies

Object Types
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X Users
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3 objecis

1 LocalldentitySource  LOCAL
?  radius-server-group  RADIUS GROUP

3 rpdius-sener HADILES

radius-Sener

177,69, 245,220

S B2 MR EDevice > System Settings > Management Accessi2IEF , A% BBTESTR
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CIsCO Monitoring

System Settings

Management Access

Logg

Traffic Settings

LRL Filering Preferences

o = E=mn Device 1

Pelicies Objects

Deiice Summany

Management Access
]

Ann, Configuration Managemant Interface

Data Interfaces

Configure how to authenticate managemant connections to the device.

HTTES Connection

Serser Group for Management/REST AP

D To use a RADILS sarver successfully, you must configune the
RADHUS user accounls with the required authorizaton values,

% described in the help.
risdins-Sener-group W

Authentication with LOCAL

Before External Server
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Server Credentials

Plaase provide the credentials for testing.,

S B4 FRETIR BRI B 2S48 Ahttps.//FDM _ip Address , fEFISEE B0 FTHBSHELN
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http://https.//FDM_ip_Address

\ NInr

CISCO.

Firepower Device Manager
© Successfully logged out

fdm_admin

EEEEREE I-||

{ LOG IN

h

AJ7EISE RADIUSENBF B L RFBEAER R T KD

= Cisco ISE Operations - RADIUS

Live Logs Live Sessions

R at Cio E
Tima Status Details Repea.. |dentity Authentication Policy Authorization Policy
4 Evl Identity Agtheentication Policy Authorization Policy
Jul OB, 2021 04:54:12.41. B o e _meimies FTD_FOM_Radius_Access »> FOM_ FTD_FOM_Radius_Access >> ETD_FDML..

EAARRa ELANFDM LN EESERE

Authorization Profiles

Authorization Prol Files

FOM_Profle_Admin



alaln repower Device Manager GIC o SE [==5ii] @ @ ;’éﬁ 'C) . fdm_admin
cisco * B Manitoring Policies Objects Device: ftd-cda-hav e O S . Administrator

~  Modal Software VDB Rule Update High Avaitability

Cisco Firepower Thraat Defense for UMWa... 65.0-115 309.0 2019-08-12-001-vrt Not Configured (iiilis

m
JafensaforV.. @
- Inside Network @]
() (&) () () (] () () )

Cisco Firepower# B EHECLI ( EEAMAE )

ECANOGUT-M-D4N7:~ ecanogut$ ssh fdm_admin@l10.122.111.212

The authenticity of host '16.122.111.212 (16.122.111.212)' can't be established.
ECDSA key fingerprint is SHA256:sqpyFmCcGBs1EjjDMdHnrkqdw4@qvc7nelI+PjwéfIs.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '1€.122.111.212' (ECDSA) to the list of known hosts.
Password:

11l New external username identified. Please log in again to start a session. !!
!

Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

All other trademarks are property of their respective owners.

Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare v6.5.8 (build 115)

Connection to 1@.122.111.212_c1nsed.

'ECANOGUT-M-D4&N7:~ ecanogut$ ssh fdm_admin@l1€.122.111.212

Password:

Last login: Tue Jul 6 17:081:20 UTC 2021 from 16.24.242.133 on pts/@
Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

All other trademarks are property of their respective owners.

| Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare vé6.5.0 (build 115)
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S BR2.fEGeneral tools T , i#{Eon TCP Dumps , AR ZEFEAdd+, BEFTHE, BRI EESR. &
FE(THE ) LRIBESS , MEWEFDM IPH U BAR. £ "RELET,) fRiF

= Cisco ISE

Diagnostic Tools Dabug Wizard

» Mew

General Tools
RADIUS Authentication Trowbl
e - Add TCP Dump
Execute Network Device Com... p——
Add TCP Dump packet for manitoring on a network interface and troubleshoot problems on the netwark as they appear
Evalunte Configuration Valldat
Posture Troubleshooting
Sp31

Aganties Postune Troublasho

EndPoint Debug
i Interface *

TCP Dump B
GigabitEthernet O [Up, Running)

Sossion Traco Tosls

TrustSec Tools > F
p host 10.1232 1.212 4
Y
E.q:ip host 10.77.122.123 and not
177.122.118
LAY
FOM_Tshoot
tepasitony
)
ib
I
lg
-]
Minutels)
P AT

SB3.EAFDM VI8 A B & BI%,
HBR4.FEISEL | EEStopRE W B FpcapBREEEINERNREE,



= Cisco ISE QOperations - Troubleshoot & B v QO @ (@ &
»
Diagnostic Tools Download Logs Debug Wizard Click here to do visibility setup Do not show this again.
Genaral Toals w TCP Dum[}

RADIUS Authentication Troubl...

Exacute Network Davice Com..,

Tha TCP Dumg wtility page is to monitor the confents of packets on a netwark interface and troubleshoot problems on the nefwork as they appear

Evaluste Configurstion Validat... RowsPage 1 -« n SaL_lj) “AkTe hov
Posture Troubleshooting
7 Retresh - Add B Trash Y Filear &
Ageniless Posture Troublasho...
EndPoirt Debug [1 Host Name Network Interface Filter File Mama Repository  File 5.. Number o
TCP Dump
O ise31.ciscoisn.lab ‘GigabitEthernet 0 [Up, Run ip hast 10.VZZ111.212 FDM_Tshoet VM 10 1

Session Trace Tesis

TrustSec Tools

IWVUUJLJ] P Ay S0 | TWULL 15

(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM

TRATLY LIWVD L LA N0 LU YT 0L WD

-cisco (10.81.127.185)> STOR FDM_Tshoot .zip

- cisco (10.81.127.185)> 150 Opening data channel for file upload to server of "/FDM_Tshoot.zip"
-cisco (10.81.127.185)> 226 Successfully transfemred "/FDM_Tshoot zip"

-cisco (10.81.127.185)> QUIT

-cisco (10.81.127.185)> 221 Goodbye

- cisco (10.81.127.185)> disconnected.

- FDM_Tshoot.zip (evaluation copy)
File Favorites Options Help

EIEB'IMw \ @

Commands Tools

© 8 =

Add  Extract To View Delete Find Wizard Info VirusScan Comment  SFX
T ‘n FDM_Tshoot.zip - ZIP archive, unpacked size 545 bytes
Name Size Packed Type Modified CRC32

| | FOM_Tshoot.pcap

545

File folder

473 PCAP File

7/6/2021 5:21 ...  3A095B10

- =

Total 1 file, 545 bytes

S B85.59 R pcaptE REREFDMMISE 2 BRI K Zhi@ Ao



M FOM_Tshoot.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ T RB Res=Z¢ S5 EQAQQH

(W | Apply a display filter .. <Ctr

Mo. Time Source Destination Protocol Length Info

T 1 ©.600000 19.122.111.212 10.81.127.185 RADIUS 115 Access-Request id=224
oL 2 @.091018 10.81.127.185 12.122.111.212 RADIUS 374 Access-Accept id=224

» AVP: t=Class(25) 1=77 val=434143533a3061353137666239334a305a746a7367524e766e61675159744374454
AVP: t=Vendor-Specific(26) l=5@ vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=68 vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=64 vnd=ciscoSystems(9)
¥ AVP: t=Vendor-Specific(26) l=36 vnd=ciscoSystems(9)
Type: 26
Length: 36
—Mendes 10 ciscoSustams (O
VSA: t=Cisco-AVPair(l) 1=38 val=fdm.userrole.authority.admin

98 77 ee 2b Be bf 88 58 56 a4 d@ f1 @83 2@ 45
@1 68 88 34 40 80 40 11 b4 f8 €a 51 7f b9 @a
6f d4 @7 14 dl1 7e @1 54 @S5 bs 82 =8 81 4c 89
99 cc eb ae 36 16 dd 51 49 9c 15 @c ab cl @1
6d Sf 64 6d 69 Ge 86 ee 26

LEGLZULR °
XPWHUPqg5
41411059 2/

MR EpcaptE R EARBREMKE , AIRELUTIEE :

1. BEFDME & #7138 IEREAYISE IPh ik

2. MRB IR , BERESE LFFE1812-1813,

3. BMEISEMFDMZ BB
SRFDM& B RS RIVIERARR .

HHBRMEFDMEERMA MM ERMER , SHEET

- FdmPasswordLoginHelper
- NGFWDefaultUserMgmt
- AAAldentitySourceStatusManager
- RadiusldentitySourceManager
BRI IhBEAY P H 5688 AT BLFE /var/log/cisco/ngfw-onbox.log # 3% 2

2EE&H .

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-quide-640/fptd-
fdm-mgmt.html#id 73793



/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-mgmt.html#id_73793
/content/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-mgmt.html#id_73793
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=1 — S EER R EIREF

. & secretKey, BHIFHAZ

- RADIUS EHAVP#ERESERS

. [ BRES ATREEE M "Dead Time.
12 — BIFEIdentitySource k BX

- BARFHHRNENR
- TERIBIRIERE

PR &l

- FDM& % A FF5RE B FDME .
-BIUFoAEFEENE1EEFEE 5 E

- RadiusldentitySourceGroupky & #1864 "LocalldentitySource J
. &% 16{@RadiusldentitySourceE|RadiusldentitySourceGroup

. ERADIUS LRIl BEAVPEEMIER S EFDM

HES
Q: WIhgERABE "ML BEXTIHE?
Az

Q MRMEAREAEEZA (HTFHRARBACLRAZ1NHBFTE ) |, AtfMEmErRNBIESR
BA, THRNMER? SREME?

AMEFEAENSERUAMEEBREREEBEAEESRERT. SEKEBETKBBENEREE,
Q: ITARASBradiusABFRRAEFIERBRMREEE _—_REE T A5 0ER=E AL TEER,
?

A: BMEREE T2ndW A S8R WS ERA M S 0RE  AESEGEEENERE

o

Q: ISEmfA[ES EEEE ANRADIUSTHE R EERFERA VPN A ERIRADIUSFE R

A: ISEFEESH EE B FMRAVPNEAEHRADIUSTE R, FDM#gRcisco-avpairB i ST E
AdminZFEFF AR RE, EEMERRT | ISEEEEAEAERBNIE B,

Q: EEWEFISERREEZESFOMERSRANE —EAEHBERE—KE LHNERHBVPN, &
ISEAT AR BBFERF , REBEMRADIUSBEEEERIISE?

A: LLTFERERADIUSE S EH R RFTDEXTIISEMN LITRADIUSE M, EEBMHIE/ELINE
BENRBEEVRBEFE RN —BoEE , YEATHRESFDMEEEABERAVPNERAEZE A,

146 — BFER B BIEREEE R,



150 — EF i B BIGEFAE : 2 = AnyConnect Client SSL VPN , 6 = AnyConnect Client IPsec
VPN(IKEV2),

151 — EFEEBI(EAME : 1 = AnyConnect® FisSSL VPN , 2 = AnyConnect® FifIPSec
VPN(IKEV2).
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