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runtime-AAA — E#&FI EN & A FMLDAPE &8 £ #9 B 5 (prrt-server.log)
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Bind Request and response using LDAP for the

L Ve administrator.
+ Time Source Destnation TS L e
579 MOre-9%-38 01:21:88, 848523 18.186.37.104 19.127.197. 188 Lbap 13 . ol indReguest (4)
TR60 J000-05-30 81:27:10, 348421 10,108,127, 19.127.197. 188 LA iE] ‘H-H""--.# BingRaquett(l] “(N=Advinict ratar, CNsUtare, DO=antne inn, DC=10c41" Simple
1841 2000-93%-30 01:21:13. 348424 18.127.197.

19.186.32. 184 LaP &3 | bindRespanseil! swocess
1

admin? , (h=lsers, DL =anshs o0, BC=lecal® wﬂnllllﬂr\J
1n2, Dd<lize rs, DC=amehainm, DO Local™ sivple |

Tdd PO0R-0%-38 81:21:
1048 2020-99-30 281:21:
kS Jore-ed-be o1

19.106.32. 154 LBAP ]
19.127.107.180 LoaP 1
10, 106,02, 184 L

15300 2026-45-38 01 19.127.197. 188 LBAP P
15175 20084038 81: 19,186,152, 18 Lhap i y searchiesFntry(
18 J" 2020 l"‘ e 01:11 Il o676 18, 3 A2, 1u1 F 1. 1].'.IP! l!ll'l.l’ A ra Bindhequesti2] " N-sdrinl, (Nlter
15337 DO2H-93-38 01:1:48, §7j8i s T 4 bindhesponsell) success

Search request and response Entry for the /
username to the mapped LDAP qroup. |

o
ehs ink, DCzlocal® sivple

b Frane 1843: 191 bytes on wire (1528 bits) Bind success for the username search

A &S5 4T

B Rprrt-server.log

PAPAut hent i cat or, 2020- 10- 10

08: 54: 00, 621, DEBUG, 0x7f 852bee3700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
seraut h286, user =adm n2@nshsi nh. | ocal , val i dat eEvent: Usernane is [adm n2@nshsinh. | ocal]

bl sMachine is [0] isUtf8Valid is [1], PAPAut henticator.cpp: 86 |IdentitySequence, 2020-10-10

08: 54: 00, 627, DEBUG, 0x7f 852c4e9700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , ******* Aut hen

| DSt or eNane: LDAP_Ser ver, | denti t ySequenceWr kf | ow. cpp: 377 LDAPI DSt or e, 2020- 10- 10

08: 54: 00, 628, DEBUG, 0x7f 852c4e9700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
seraut h286, user =adm n2@nshsi nh. | ocal , Send event to LDAP_Server_9240qzxShv_199_Pri nary

server, LDAPI DSt or e. h: 205 Server, 2020- 10- 10

08: 54: 00, 634, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSer ver: : onAcqui r eConnect i onResponse: succeeded to
acquire connection, LdapServer. cpp: 724 Connecti on, 2020-10- 10

08: 54: 00, 634, DEBUG, 0x7f 85293b8700, LdapConnecti onCont ext : : sendSear chRequest (id = 1221): base =
dc=anshsi nh, dc=l ocal , filter =

(&(obj ect cl ass=Per son) (user Pri nci pal Nane=adm n2@nshsi nh. | ocal )), LdapConnect i onCont ext . cpp: 516
Server, 2020-10- 10

08: 54: 00, 635, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSubj ect Sear chAssi stant: : processAttri butes: found
CN=adm n2, CN=User s, DC=anshsi nh, DC=l ocal entry matchi ng adm n2@nshsi nh. | ocal

subj ect, LdapSubj ect Sear chAssi st ant . cpp: 268 Server, 2020- 10- 10

08: 54: 00, 635, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSubj ect Sear chAssi stant: : processG oupAttr: attr =
nmenmber O, val ue = CN=enpl oyee, CN=User s, DC=anshsi nh, DC=l ocal , LdapSubj ect Sear chAssi st ant. cpp: 389
Server, 2020-10- 10

08: 54: 00, 636, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSer ver: : onAcqui r eConnect i onResponse: succeeded to
acquire connection, LdapServer. cpp: 724 Server, 2020-10- 10

searchiesh



08: 54: 00, 636, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapServer:: aut henticate: user = adm n2@nshsi nh.local, dn
= CN=adm n2, CN=User s, DC=anshsi nh, DC=I ocal , LdapSer ver. cpp: 352 Connecti on, 2020- 10- 10

08: 54: 00, 636, DEBUG, 0x7f 85293b8700, LdapConnect i onCont ext : : sendBi ndRequest (id = 1223): dn =
CN=admi n2, CN=User s, DC=anshsi nh, DC=l ocal , LdapConnecti onCont ext . cpp: 490 Server, 2020-10- 10

08: 54: 00, 640, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSer ver: : handl eAut hent i cat eSuccess: authentication of
adm n2@nshsi nh. | ocal user succeeded, LdapServer. cpp: 474 LDAPI DSt or e, 2020- 10- 10

08: 54: 00, 641, DEBUG, 0x7f 852c6eb700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMsessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LDAPI DSt or e: : onResponse:

LdapOper ati onSt at us=Aut henti cati onSucceeded -> Aut henti cati onResul t =Passed, LDAPI DSt or e. cpp: 336

B f¥ise-psc.log

RELBFF , BUMURIFEEANERBREEER —

2020- 10- 10 08:54: 24, 474 DEBUG [ admi n- http-pool 51][] com ci sco.cpmrbacfilter. AccessUtil -

radm n2@nshsi nh. l ocal :::- For adm n2@nshsi nh.l ocal on / Networ kDevi cesLPI nput Action.do --
ACCESS ALLOWED BY MATCHI NG admi ni strati on_networ kresour ces_devi ces 2020-10- 10 08: 54: 24, 524 | NFO
[adm n- http-pool 51][] cpm admi n. ac. acti ons. Net wor kDevi cesLPI nput Action -

radm n2@nshsi nh. l ocal :::- I n NetworkDevi cesLPI nput Acti on contai ner nethod 2020-10- 10
08: 54: 24,524 DEBUG [ admi n- http-pool 51][] cisco.ise.rbac. aut hori zati on. RBACAut hori zati on -
radm n2@nshsinh.local :::- :::::::::1nside RBACAut hori zati on. getDataEntityDecision::::::

user Nane adm n2@nshsi nh. | ocal dataType RBAC NETWORK_DEVI CE_GROUP perm ssion ALL 2020-10- 10

08: 54: 24,526 DEBUG [ admi n- http-pool 51][] ise.rbac. eval uator.inpl. DataPerni ssionEval uatorlnmpl -
radm n2@nshsi nh.l ocal : : : - | n Dat aPer m ssi onEval uat or : hasPer m ssi on 2020- 10- 10 08: 54: 24, 526
DEBUG [ admi n- htt p- pool 51][] ise.rbac. eval uator.i npl. Dat aPer ni ssi onEval uat or | npl -

radm n2@nshsi nh.l ocal :::- Data access being eval uat ed: LDAP_Dat a_Access 2020-10-10 08: 54: 24, 528
DEBUG [ admi n- htt p- pool 51][] ci sco.ise.rbac. aut hori zati on. RBACAut hori zation -

radm n2@nshsinh.local :::- :::::::::1nside RBACAut hori zati on. getDataEntityDecision::::::
permission retrieved fal se 2020-10- 10 08: 54: 24,528 | NFO [ admi n- htt p- pool 51][]

cpm admi n. ac. acti ons. Net wor kDevi cesLPI nput Acti on -:adm n2@nshsinh.local :::- Finished with rbac
execution 2020-10-10 08: 54: 24,534 | NFO [ adni n- htt p- pool 51][]

ci sco.cpm admin. | i cense. Trust SecLi censingUl Filter -:adm n2@nshsinh.local:::- Should Trust Sec be
vi sible :true 2020-10-10 08: 54: 24,593 DEBUG [ adm n- htt p-pool 51][]

ci sco.ise.rbac. authori zati on. RBACAut hori zati on -:adm n2@nshsinh.local:::- :::::::::1nside
RBACAut hori zation.getPermttedNDG ::::: userNane adm n2@nshsi nh. | ocal 2020-10-10 08: 54: 24, 595
DEBUG [ admi n- htt p- pool 51][] ise.rbac. eval uator.i npl. Dat aPer ni ssi onEval uat or |l npl -

radm n2@nshsinh.l ocal :::- | n DataPerm ssi onEval uat or: get Perni tt edNDGVap 2020- 10- 10 08: 54: 24, 597
DEBUG [ admi n- htt p- pool 51][] ise.rbac. eval uator.i npl. Dat aPer ni ssi onEval uat orl npl -

radm n2@nshsi nh. l ocal :::- processing data Access :LDAP_Data_Access 2020-10-10 08: 54: 24, 604 | NFO
[adm n- http-pool 51][] cisco.cpm admin.|icense. Trust SecLi censingU Filter -

radm n2@nshsi nh.l ocal : : : - Should TrustSec be visible :true
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