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Directory(AD) IV ER#E |, ATAERAFHREBINVEMBHERERAR BV, AEHRHAEISENAD L
BLEBMAENERARIIIEEEISE LETAENEE.
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o EARGIF , BERBHENBER/ACL,

= Cisco

Parameters
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Bt EdACL

EERER FHACL , FEE ZEPolicy > Policy Elements > Results > Authorization >
Downloadable ACLs, #&—T TAdd, . REJACLINERE, ARLREER, MEFTR , JACLE
F BT EManyAccess.



= C(Cisco ISE Policy - Policy Elements

Results

Authentication % Downloadable ACL

EREERBHEEERIERERSE

i Z|Administration > Identity Management > Identities > Users > Add, 2 3 i & 3 & A £
ERESREREERINIACLEBREAEREBME, E4HF , JACLNERA

NotMuchAccess,.



Identities Groups External Identity Sources dentity Source Sequences Settings

Users Matw TR New Network Access User

Latest Manual Network Scan Res...

~ Passwords

Internal Users v

i eesssses TR RN Y [G‘Uni‘léllrj Password

[ Generate Password

> User Information
> Account Options
> Account Disable Policy

~ User Custom Attributes

ACL =  NotMuchAccess

BLEBADEAEIRE

¥Active Directory & , BfiZ|EAERF BN , RAREMIBHRERER. WEMT
, aCSPolicyNameR IR EEJACLE BB, BR , WHIFTAR , th Al LAEREM AT UIEZ 7 &5
ENE,



: Active Directors Lsers and | testuserexternal Properties 7 > — | W
i
File Action View Help | pypished Cetificates Member Of  Password Replication  Dialin ~ Object '
4= = | # | ‘g B | j Security Environment Sessions Remote control
— General Address Accourt Profile Telephones COrganization
= | Ar:tive Directory Users and e S e e COMs Attribute Editar ”
'__, Saved Queries re per...
v B3 r|r.153n’Fr.!aI::| Attributes: ctrato..
_| Builtin Attribute Walue = nd ser...
- Cnmpluters account Expires {newver) llers i...
:—_' DDm_am Cnnt.rulle.rs accountMameHistory  <not set L
3 FordgnsecuyPring | T
| Keys adminCourt <not set> .
_| LostAndFound adminDescription <not set> pistrato...
| Managed Service Ac adminDisplayMame <not et group ...
| Program Data alt Securtyldertities <not set> Jroup ..
| System assistant “not sets roup c.
2| Test OU attributeCertificateftin... <not set> or gue...
| Users audio <not set> qroup ..
“ WTDS Quotas badPassword Time [never) enter ...
“| TPM Devices badPwdCount 0 Jroup ..
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c <not set> R4 Hp Al
< 3 qroup ..
nistrato...
Edit Fitter
< v
(7 SEMVICES Cancel Apply Help ZRE
E S}"gtem LUTIIIBLIrdLILlrI T T CU T TESG T IV STTOTLEUT EKE
M system Inf Shortcut

P e N

B HEEADE AISE

ormation

77162016 €49 PM

EFFAEADLIEENEMY , ISEEEEAXEBYE. EEABM ,
> Active Directory > [EEER IMA R >SBHEE®R, H—TAdd , ARIE— T Select Attributes From
Directory, FEAD LIZIFERAEIIRF B , A& IE — TRetrieve Attributes, EZEAJACLEENE
|, #E—TOK , R&EE—TSave, MEFR , aCSPolicyName 2B 1%,
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Directory Attributes

Only attributes selected below will be available for use as policy conditions in policy rules.
* Sample User or Machine

P testuserexternal O]
Retrieve Attributes...

] Name % Type Example Value

aCSPolicyName STRING NotMuchAccess

O accountExpires STRING 9223372036854775807

O badPasswordTime STRING 0

(]  badPwdCount STRING 0

(] cn STRING testuserexternal

[ codePage STRING 0

() countryCode STRING 0

Ij d5CorePropagationData STRING 16010101000000.0Z

I:] displayName STRING testuserexternal

O distinguishedName STRING CN=testuserexternal, CN=Users,DC=rinsantr,DC=lab
( —_——

Cancel “
= Cisco ISt
External Identity Sources o

External Identity Sources fhit v h Adtributes

Hame Type Dafault Internal Name
1 RinlAD
LA
QDBG
RADIUS T
ASA SacurlD
SAML b Provid
| Lagir
v
< >

AATMASEHERERBEEER

EfEREEEEE , FEME/Policy > Policy Elements > Results > Authorization > Authorization
Profileso #&—T TAddy . BHEEHE , X ARIBFEHERIZFJIACLEBIEAInternalUser:<name of
custom attribute created>, MEIFTR , AR FEAE , B EHE RInternalUserAttributeTestE Bt iE



BdJACL , HF & AlinternalUser:ACL.,

= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

rization Profiles » New Authorization Profile

Authentication > Authorization Profile

Authorization W =
InternalUserAttributeTest
Authorization Profiles

Lescriptior

Downloadable ACLs

* Access Type

ACCESS_ACCEPT b

Profiling >

Network Device Profile &% Cisco v £
Posture >

Service Template |:|
Client Provisioning >

o " o~

Track Movement |:| 0]

Agentless Posture [] O]

Passive ldentity Tracking |:| (_,Jl

v Common Tasks
DACL Name |'T.E'!'.WQ.USE’Z.*'\(:Ll v

HRNEERE , HFH<Join point name>:<attribute configured on AD>EAJACLE R, AR

Bl | FEAEE ARinIAD:aCSPolicyName ( HHFRINADZERHEH ) HIACLEERERER
ExternalUserAttributeTest,



Cisco ISE

Policy - Policy Elements

» MNew Authorization Profile

ExternalUserAttributeTest

Dictionaries Conditions Results
I
Authentication > 5 s .
Authorization Profile
Authorization 2%
Name
Authorization Profiles
Downloadable ACLs Description

Profiling
Posture

Client Provisioning

B i R A R B

* Access Type

5 ACC
3 Network Device Profile @b Cisco
3 Service Template [:I

Track Movement

0o
0

Passive ldentity Tracking |:| \'1:.

7y

Agentless Posture i
A,

~ Common Tasks

DACL Name

ESS_ACCEPT

v B

RiniAD:aCSPolicyName|

AR BE A LATEPolicy > Policy Sets P RIEASBEAEEAD L FEMMBURISERTB F 0 EF K
AEEBBETERE, EATRHF | testuserexternal 24Brinsantr.lab/Users/Test GroupF K fE A &
, Mtestuserinternal 2ISERI S B REFEERNFERE,

 Authorization Policy (3)

Status  Rule Name
p
L.l
® Basic Authenticated
Access Internal User
) Basic Authenticated
Access External User
(] Default

Conditions

Metwork

Acecess-AuthenticationStatus EQUALS AuthenticationPassed
1 Radius-User-Name EQUALS testuserinternal
Network
Access-AuthenticationStatus EQUALS AuthenticationPassed

& RiniAD ExternalGroups EQUALS rinsantr.lab/Users/Test

Group

Results

Profiles Security Groups

InternalUserAttributeTe Select from list

ExternalUserAttributeT

Select from list

DenyAccess

Select from list
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FRAAGERE , REBEHEHERSEN.
BZBERADIUSENE BEUREFEAE S DRF.

RERERE -
A .
Jan 18, 2021 03:27:11.5.., B8 a HACSACLH-IP-...
Jan 18, 2021 03:27:11.5... a testuserinternal B4:96:91:26:E0: 28 Intel-Device MNew Palic... Mew Palic... Internalls..,

AEERE -

Jan 18, 2021 03:39:33.3... u a HACSACLE-IP-...

Jan 18, 2021 03:39:33.3... a testuserexternal B4:96:91:26:E0:2B Intel-Device New Polic... New Polic... ExternalUs...

HERFMENER BESH "BR, o B—THUIERESORELNVNBAXNRE R  REFREDE
7T EMRKE,

REERE :
Overview
Event 5200 Authentication succeeded
Username testuserinternal
Endpoint Id B4:96:91:26:E0:2B &
Endpoint Profile Intel-Device
Authentication Policy New Policy Set 1 >> Authentication Rule 1
Authorization Policy New Policy Set 1 >> Basic Authenticated Access Internal User
Authorization Result InternalUserAttributeTest

SAEBERE -



Overview

Event 5200 Authentication succeeded
Username testuserexternal

Endpoint Id B4:96:91:26:E0:2B &

Endpoint Profile Intel-Device

Authentication Policy New Policy Set 1 >> Authentication Rule 1

L , New Policy Set 1 >> Basic Authenticated Access External
Authorization Policy User

Authorization Result ExternalUserAttributeTest

BEFMAE AN EMBLERY  RERTCRRICEHAEBM,

REREAE
EnableFlag Enabled
ACL NotMuchAccess
RADIUS Username testuserinternal
HNERERE
aCSPolicyName NotMuchAccess
RADIUS Username testuserexternal

BMEFMENFEFNERSS , UBRJIACLB MR B EAAccess-Accepthy —&B 08X,

ACS:CiscoSecure-Defined-ACL=#ACSACLH-IP-

CISCO-av—palr NotMuchAccess-60049cbb
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Jan 18, 2021 03:39:33.3... Q HACSACL#-IP-NotMuchAccess-60049cbb

B—THRINIACLTEH AR LNRKREE T , AT "BhR, 3o AREJACL T Ho

Overview

Event 5232 DACL Download Succeeded
Username HACSACL#-IP-NotMuchAccess-60049cbb
Endpoint Id

Endpoint Profile

Authorization Result

BE I FRE VBRI 0 SUERFEJIACLH AR,

cisco-av-pair ip:inacl# 1=permit ip any any
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