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Edit SCEP RA Profile

*Name | External_SCEP |

Description | |

URL  © hitp://10.0.100.200/certsrv/mscep Test Connection

Certificates

v LEMON CA

Subject CN=LEMON CA,DC=example,DC=com
Issuer CN=LEMON CA,DC=example,DC=com
Serial Number 1C 23 2A 8D 07 71 62 89 42 E6 6A 32 C2 05 EO CE
Validity From Fri, 11 Mar 2016 15:03:48 CET
Validity To Wed, 11 Mar 2026 15:13:48 CET

| v WIN2012-MSCEP-RA
Subject CN=WIN2012-MSCEP-RA,C=PL
Issuer CN=LEMON CA,DC=example,DC=com
Serial Number 7A 00 00 00 OA 9F 5D C3 13 CD 7A 08 FC 00 00 00 00 00 0A
Validity From Tue, 14 Jun 2016 11:46:03 CEST
Validity To  Thu, 14 Jun 2018 11:46:03 CEST
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certutil -store W %COVPUTERNAMEY MSCEP- RA
mAEE , MRENVBMSCEP-RARENEZEBAE , BIERELFRPHHEETHAZE, B2 , B
BRT , CESEEKER,

sswUserssAdministratorcertutil —store MY #COMPUTERMAME:—MSCEP-RA
Y “"Perzonal"
Certificate A
Lferial Humbher: 7afBBAEAE?48cBeb5d5aade373I000RARAAAAAY
Issuwer: CH=LEMON CA, DC=example, DC=com
MotBefore: 14/86/-2816 11:46
MotAfter: 14-86-2018 11:46
fubject: CHM=UINZ2A1i2-MSCEFP-RA,. C=PL
ertificate Template Wame (Certificate Type?: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent <O0ffline request?
ert Hash<shal>: f3 3a h8 a? ae ba 8Be b5 c4 eb ec B? ec 8% eb 58 1c 5a 15 ca
Key Container = f162c291346fb1"hfc312ffe3d?d29258 ah33241Y—3e8f—4194-heeb—2£27

Simple container name: le-B84278304-3925-4h4?-aS5hB8-5a197ec84928
Provider = Microsoft Strong Cryptographic Provider

rivate key is MOT exportahle

S ignature test passed

Certificate 3
Ferial Mumber: YafBRAAAEa?f5dc3didcd7afdf cHARARBAARAAA
Izzwer: CHM=LEMOM CA, DC=example. DC=com
MotBefore: 14-86-2816 11:46
MotAfter: 14-06-2018 11:-46
Cfubject: CHM=WIN2Z812-MECEP-RA,. C=PL
ertificate Template MHame (Certificate Tuyper: CEPEncryption
on—root Certificate
emplate: CEPEnceryption, CEP Encruyption
ert Hazhtshall: Be el £9 11 33 93 cB 34 2b hd hd Y8 £f7 el h? 23 b6 Ba 5c b2
Kev Container = e32601Aclhl128829c?' M1 dbeabbcBed35 a5332417—3e8f—4194—hee5—2F97

Simple container name: le-A755h42bh—6442-4@a8—2?7aa—9h4cBAa?9c3I6?
Provider = Microszoft Strong Cryptographic Provider

rivate key is NHOT exportahle

Encryption test passed

ertlUtil: —=store command completed succeszfully.

2. BR M FL G0
RTENERRFIHMBRE AR

C.\ ProgranDat a\ M cr osof t\ Cr ypt o\ RSA\ Machi neKeys
v ThisPC » Local Disk (C:) » ProgramData » Microsoft » Crypto » RSA » MachineKeys

FY

Mame Date modified Type

%] Bdefcb2fd2b%8c0] ecdefelbldl2daal_a3332417-3e8f-4194-bee3-907af Tcbfd2 11/03/2016 15:09 System file
| Tad436feB00e483069f48a004af 2feBa1_a3332417-3e8f-4104-bee3-0f97af 7cbfd2 11/03/2016 15:09 System file
%] T6844fb33636aeddbI590521 c2eBB15a_a5332417-3elf-4194-beel-0f07af Tcbfd2 11/03/2016 15:09 System file
%) €2319c42033a5cavfdde7I1bfd3fazb5_a5332417-3ef-41%4-bee3-9f47af Tcbfd2 11/03/2016 15:09 System file
| dBd986f09a1eeldeldcB49870fdb506c_a3332417-3e8f-4194-bee3-0f97af Tcbfd2 11/03/2016 15:09 5 £
%] e326010c0b128829c971d6eabbclBel35_a3332417-3e8f-4194-bee3-997af 7 cbfd2 14/06/2016 11:56 System file
%] edDTebfed5bE0535d30408fd239982ee_a3332417-3e8f-4194-bee5-0f97af T cbfd2 11/03/2016 1517 System file
| f162c291346fb17bfc312ffe37d29258_a53332417-3e8f-4194-bhee3-9f97af 7 cbfd2 14/06/2016 11:56 System file
%] folbaacefB42fb7fTceb231212eefdad_a3332417-3e8f-4194-bee3-f97af Y cbfd2 02/03/2016 14:59 System file
%) folbaacef®42fb7fTceb231212eef4ad_c34601aa-5e3c-4004-9e3a-Thde7f025c30 22/08/2013 16:5( System file
| foBBaacefdd2fh7i7ceb231212eefdad_fodbd3d0-2b5h-4682-9d23-ad03508c0%b5 18/03/2014 10:47 System file

3.MiBr MHEIMSCEP-RAR &



MR FASR% | HMMCIRS/EMRMSCEP-RARE,
MMC > T2, > THH8/MBEEET. ..., > TH8 TRE, > TEMIES, > KB,

G4 File Action View Favorites Window Help

Y

| Console Root lssued To Issued By Expiration Date  Intended Purposes Friendly Mame
4 G Certificates (Local Cor|| FZILEMON CA LEMON CA 11/03,/2026 <All» <None>
4 || Personal iJwinZD'IZ.aample.com LEMON CA 114032017 Client Authenticati... <MNone>
| Certificates ELIWIN2012-MSCEP-RA LEMOMN CA 14/06/2013 Certificate Request ... <Mone>
b [ Trusted Root Certifil| % 1\iN2012-MSCEP-RA LEMON CA 14/06/2018 Certificate Request ..._<None>
[> || Enterprise Trust
I || Intermediate Certifi

4. BSCEPERFRE
4.1.4 fKExchangest & &

411 A T 5 RABRILERcisco_ndes_sign.inf, certreq.exe LEHEASFERANEAREEREE
EFER(CSR):

[ NewRequest ]

Subj ect = “ CN=NEW MSCEP- RA, OU=Ci sco, O=Syst ens, L=Kr akow, S=Mal opol ski e, C=PL"
Exportabl e = TRUE

KeyLength = 2048

KeySpec = 2

KeyUsage = 0x80

Machi neKeySet = TRUE

Pr ovi der Nane “M crosoft Enhanced Cryptographic Provider v1.0
Provi der Type 1

[ EnhancedKeyUsageExt ensi on]
OD=1.3.6.1.4.1.311.20.2.1

[ Request Attri but es]
CertificateTenplate = Enrol | nent Agent O fline

By MRERGERER , FRABRBERVHEETHAR  UIREREMEFLECERE
®(2HEIH®) -

A2 AL THSEREINFEREICSR:

certreq -f -new cisco_ndes_sign.inf cisco_ndes_sign.req
MREBHEESHRE EAELTXERREE ETXER,  FE-T "#E) . TUZRKILE

P =l
Ho

ssUzerzsAdminiztratorsDesktopicertreq —f —new cizco_ndez_sign.inf cisco_ndes_si

[:tll.lE Directory Enrollment Policy
{55845063-8765—-4CA3—-84BB- E14191DFDE4E}
ldap:

ser context template conflicts with machine context.

ertReq: Request Created

sUserssAdministratorsDesktop>



413 AU THTIRRCSR:

certreq -submit cisco_ndes_sign.req cisco_ndes_sign.cer

EBES K SEH—ERE , E4REFEENCA,

Certification Authority List L'g

Select Certification Authority

CA Computer

O Cancel

sUserssAdministratorsDesktopicertreq —submit cisco_ndes_sign.req cisco_ndes_si

'ctlue Directory Enrollment Policy

{55845863-8765-4CA3-84BB- E14191DFDH4E}

ll11 L1}
ertificate retrieved<Issued> Issued

sUserssAdministratorsDesktop>

A14Z E—SHEBNRIE, FHLGTRE , FIRSEEALBEHEILocal Computer Personal

store:

certreq -accept cisco ndes sign.cer
sUsersAdministrator~Desktoprcertreq —accept cisco_ndes_sign.cer

tsxUserss<AdministratorsJesktop>

4.2 £ CEPINER &

4.2.1. 8 € % cisco_ndes_xchg.inf:

[ NewRequest ]
Subj ect = " CN=NEW MSCEP- RA, OU=Ci sco, O=Syst ens, L=Kr akow, S=Mal opol ski e, C=PL"

Exportabl e = TRUE
KeyLength = 2048
KeySpec =1

KeyUsage = 0x20

Machi neKeySet = TRUE



Provi der Nane = “M crosoft RSA Schannel Cryptographic Provider”
Provi der Type 12

[ EnhancedKeyUsageExt ensi on]
OD=1.3.6.1.4.1.311.20.2.1

[ Request Attri but es]
CertificateTenpl ate = CEPEncryption

B ER4 AR PTR B AB [E 25 BB R 1,
4.2 2 1RIBFH INFRERELCSR:

certreq -f -new cisco_ndes_xchg.inf cisco_ndes_xchg.req

4.2 31FEs

certreq -submit cisco_ndes_xchg.req cisco_ndes_xchg. cer

4.2.4 - BiBGHFEEBFHE|Local Computer Personal store’ RIEZEZE :

certreq -accept cisco_ndes_xchg. cer

5.0

SER S BR4% | Local Computer Personal Store s #§ Hi 38 R B T HIMSCEP-RAE & :

EFiIe Action View Favorites Window Help

e 7= 8| 6z BE

-

| Console Root lssued To Issued By Expiration Date  Certificate Template Intended Purposes Friendly M...
a (5 Certificates (Local Com EILEMON CA LEMON CA 11/03/2026 <All> <MNones
4[] Personal ‘Eo‘JNEW-MSCEP-RA LEMON CA 14/06/2018 Exchange Enrollment Agent (Offline request)  Certificate Request Agent  <Mone>
_ | Certificates ] NEW-MSCEP-RA LEMON CA 14/06/2018 CEP Encryption Certificate Request Agent  <None>
b [ Trusted Root Certifi| "FTina012 eample.com LEMON CA 1170372017 Domain Contraller Client Authentication, 5. <None>

|| Enterprise Trust

18t 7] LAE M certutil.exe T EER B (REALENFBEELRE ) . BFEREENEASEA
P 5IaRAIMSCEP-RARE & :

certutil -store MY NEW MSCEP- RA



sUzerssAdministratorsDesktopicertutil —store MY WEW-MECEP-RA
Y "Perszonal"
Certificate 2
ferial NHumber: 7aBBBBBABAchZ250f5a?dbcl1l11350000ABHHNBARAC
lssuer: CN=LEMUM CH, Di=example, Di=com
MotBefore: 14-/86-2016 13:48
HotAfter: 14-86-2018 13:48
Subject: CH=MWEW-MECEP-RA. OU=Cizco. 0=EBystemsz. L=Krakow. 5=Malopolskie. C=PL
ertificate Template Mame <Certificate Typel: CEPEncryption
on—root Certificate
emplate: CEPEncryption, CEP Encryption
ert Hazh(shal>: 31 4e 83 @8 57 14 25 &2 Bh ht ?a el 4f cb6 f2 cf 61 Bh ed 99
Key Container = 1ha225d16a794cYichl15%e78h356342c_a5332417-3eblf—-4174-bhee5-7f27a

Simple container name: CertReq—CEPEncryption—f42ec236-077a—48a?7-h83a—47adbccid
Be

Provider = Microsoft REA SChannel Cruyptographic Provider
Encryption test passed

Cerial NHumber: 7aBABABRALZ2813070a2bh3616f ARBBRBRABARAL
Iszuer: CH=LEMON CA, DC=example, DC=com
MotBefore: 14-86-2816 13:35
MothAfter: 14-86-2818 13:35%
Bubject:= CH=MEW-HMHSCEP-RA,. OU=Cisco, O0=Systemsz, L=Krakow, S5=Malopolskie, C=PL
;ertiticate lemplate Mame (Certificate Type?: EnrollmentAgentOffline
on—root Certificate
emplate: EnrollmentAgentOffline,. Exchange Enrollment Agent (Offline request?
ert Hashizshal)>: 12 44 ha ebt 4c 4e f8 78 7a ab ae 68 2bh bA b2 ad e? ha 62 %a
Key Container = 328e64886bdi15%eca?bl2283F3f67eeb_a5332417-3ebBf—4174-bee5-7£27a

Simple container name: GCertRegq—EnrollmentAgentOffline—BecBhBc4-8828-4Fl?-927h—
2f86958%cab

Provider = Microsoft Enhanced Cryptographic Provider vl . @
S ignature test passed

ertltil: —store command completed successfully.

sswUserssAdministratorsDesktop>

6. EFTRBIIS

E# R EInternet Information Services(IIS) AR AERAE X :

iisreset.exe

sUserssAdministratorsDesktopriisreset .. exe

Attempt ing stop...

Internet services successfully stopped
Attempting start...
Internet services successfully restarted

7. BV FAYSCEP RAEL RHER

HEISELEY —fE#HAISCEP RAREER (REREERERMEMNMAMRIEIURL ) , EENESEH
WTHAFEIZEENRERED



External CA Settings
SCEP RA Profiles (SCEP-Simple Certificate Enroliment Protocol)

J Edit =bAdd | )¢ Delete

[] Name « | Description URL CA Cert Name
[ External_SCEP http://10.0.100.200/certsrv/mscep LEMON CA,WIN2012-MSCEP-RA
O New_External_Scep http://10.0.100.200/certsrv/mscep LEMON CA,NEW-MSCEP-RA

8.f5 R B

BREBYODEAN R ERIRTIEEFHHWSCEP RAER ERR(BAINE BEE>RF>-BE>FEMBH
B> ERFPEPE):

cisco  |dentity Services Engine Home » Operations » Policy » Guest Access [RGULTINETENTA] » Work Centers

+ System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

Deployment  Licensing  ~ Ceriificates + Logging » Maintenance Upgrade  Backup & Restore b Admin Access b Setlings
<]

» Certificate Management Edit Certificate Template

~ Certificate Authority * Mame | EAP_Authentication_Certificate_Template |

Internal CA Settings Description | This template will be used to issue certificates for EAP Authentication |

Certificate Templates Subject

c Name (CN ;
External CA Settings omman Name (CN) - §UserName$

Organizational Unit (OU) | Example unit

Organization (0) | Company name

City (L) | City

State (ST) | State

Country (C) [ US

Subject Alternative Name {SAN)

[ MAC Address v]
Key Size |2048 T |
* SCEP RA Profile | New_External_Scep| v ]

ISE Internal CA
New_External_Scep
External_SCEP

BEEH

1. Microsoft Technet zone X &

2. Cisco ISEfit Bi5E



https://blogs.technet.microsoft.com/askds/2008/04/28/configuring-network-device-enrollment-service-for-windows-server-2008-with-custom-certificates/
/content/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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