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- B # Cisco AnyConnectZ £ BB & Fimhk 4~4.3 % & & MR A By Microsoft Windowshx 24<7
. Cisco ISE 2. 1[R R B & RA

RE
s W=

Windows 7,
Anyconnect 4.3 ASA Firewall ISE 2.1

P

AENT

- FREERERZEVPN , A EUSBRAEREFHEECHA , BRATHEAEFER
- HAnyConnect®F Fim B2 (VPN EIBISEE T E M ERE . KRIHMWARERA , R T
Posture_Unknown. #ard , Rt EFEFEEM@EIISE
. USBRETEAC ISEAREEFBIA T —EBHFMRE , RELRIFNMVAR—BISERFHNMER , ©
PMESEEEZR IR, E— AN BEARIREREEEHEESERERNUSBEE
. EFASALMVPNESE , MIBREECACLY R F£HRIF
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ASA

ASAEL B AE HISEEBAAAR RS HITEIRSSL VPN, EERERadius COA R EFHEM
ACL:

aaa-server ISE21 protocol radius
authorize-only

interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE21 (outside) host 10.48.23.88
key cisco

tunnel-group RA type remote-access
tunnel-group RA general-attributes
address-pool POOL



authentication-server-group ISE21
accounting-server-group ISE21
default-group-policy GP-SSL
tunnel-group RA webvpn-attributes
group-alias RA enable

webvpn
enable outside
anyconnect image disk0:/anyconnect-win-4.3.00520-k9.pkg 1
anyconnect enable
tunnel-group-list enable
error-recovery disable
group-policy GP-SSL internal
group-policy GP-SSL attributes
dns-server value 10.62.145.72
vpn-tunnel-protocol ssl-client

access-list ACL_WEBAUTH_REDIRECT extended deny udp any any eq domain
access-list ACL_WEBAUTH_REDIRECT extended deny ip any host 10.48.23.88
access-list ACL_WEBAUTH_REDIRECT extended deny icmp any any
access-list ACL_WEBAUTH_REDIRECT extended permit tcp any any

REFMES  FSHE

AnyConnect 4.082ISE 1.3}k B AL E R Hi

ISE

FB R ER

#Administration > Network Resources > Network Devices > add ASA,


/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

abali jdentity Services Engine

Home + Context Directory + Operations

» System ¢ Identity Management = ~ Network Resources ¢ Device Portal Management

« Network Devices

Network Device Groups
(<]

MNetwork Device Profiles External RADIUS Servers

. Metwork Devices List > BSNS-ASA5515-11
Network devices

+ Policy
pxGrid Services

RADIUS Server Sequences

~ Administration » Work Centers

¢ Feed Service  » PassivelD  » Threat Centric NAC

NAC Managers  External MDM » Location Services

Network Devices
Default Device
* Name | BSNS-ASA5515-11
Desaripton [ ]
* IP Address: | 10.48.66.202 | /32 |

* Device Profile

Software Version l:l

* Metwork Device Group

Device Type [all Device Types

@ | [ set To Default |

Location |l Locations

© | [ Set To Defauit |

~ RADIUS Authentication Settings

Enable Authentication Settings
Protocol

* Shared Secret

Enable KeyWrap

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format

CoA Port

H 2. B R BRI SR

RADIUS
- | (‘show |
O a
Show
Show
= ASCII | HEXADECIMAL
1700 | [(setTo Default |

HRARERG 2 EE . Administration > System > Settings > Posture > Updates > Update nowi®1

o

ISE 2. 1M HFRECEAYUSBIRMF , ARMEUSBBEERTFRERST CERK.

#Policy > Policy Elements > Conditions > Posture > USB Condition 7 5% 3 & &4+ :



cisco  dentity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning =~ ~ Policy Elements
Dictionaries = Conditions  » Results
<]
¢ Authentication Mame USBE_Check

» Authorization Description Cisco Predefined Check: Checks if USE mass storage device is connected.

Operating System  Windows All
Profiling

Compliance Module 4.x or later ;
~ Posture

Anti-Malware Condition
Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition

Disk Encryption Condition
File Condition

Patch Management Condition
Registry Condition

Service Condition

USE Condition

Dictionary Simple Condition
Dicticnary Compound Condition

» Guest

» Common

#Policy > Policy Elements > Results > Posture > Requirements/ , 55 AR AR EE R

o

‘huthie Identity Services Engine Home  » ContextDirectory  » Operations » Administration ~ » Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  +Results

o
» Authentication Requirements
Mame Operating Systems Compliance Module Conditions Remediation Actions

+ Authorization USB_Block Windows Al 4.xor later USB_Check USB_Block
» Profiling

~ Posture

~ Remediation Actions
Requirements

¢ Client Provisioning

f£Policy > Posture® , BFTBEWindows#7 18 — B4 AFERAZER :



cisco |dentity Services Engine Home + Context Directory + Operations » Administration » Work Centers

Authentication  Authorization  Profiing =~ Posture = Client Provisioning  » Policy Elements

Posture Policy

Define the Posture Palicy by configuring rules based on operating system and/or other conditions.

-

Status Rule Name Identity Groups Operating Systems Compliance Module Other Conditions Requirements

Windows 7 USE check Any Windows 7 (All) 4. or later USE_Block

#£Policy > Policy Elements > Results > Posture > Remediation Actions > USB Remediations
, AR ENHRIREUPE LUSBRFRE !

atfiatfie

cisco  ldentity Services Engine Home ¢ Context Directory ~ » Operations ¢ Administration + Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning =« Policy Elements

Dictionaries » Conditions - Results

o
b AT e USB Remediations
» Authorization J Edit =bAdd [fyDuplicate | ¢ Delete
Name: Description Type
» Profiling 3 _ .
O USB_Block Cisco Predefined Remediation: ...  Automatic
~ Posture

+ Remediation Actions

Anti-Malware Remediations
Anti-Spyware Remediations
Anti-Virus Remediations

File Remediations

Launch Program Remediations
Link Remediations

Patch Management Remedia...
USB Remediations

Windows Server Update Ser...
Windows Update Remediations

Requirements

» Client Provisioning

SRR ERE FinRE RN R

#Policy > Policy Elements > Client Provisioning > Resources® , #£Cisco.com N & &R & H I
F 5 £ {EAnyConnect 4. 35 B :



Identity Services Engine Home » Context Directory » Operations ~ Policy » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning - Policy Elements

Dictionaries  » Conditions  ~ Results
—

[<]
» Authentication Resources
» Authorization ,-,f-’ Edit cﬂ:i\dd - Eb[:upllcate 3¢ Delete
o o] [J Name Type Version Last Update Description
ny
< AnyConnectDesktopWindows 4.3.520.0 AnyConnectDesktopWindows  4.3.520.0 2016/03/11 11:10:47 AnyConnect Secure Mobility Clie...
} Posture AnyConnectComplianceModuleWind...  AnyConnectComplianceMo...  4.2.330.0 2016/03/11 11:11:16 AnyConnect Windows Complian. ..
[ winSPWizard 2.1.0.50 WinSPWizard 2.1.050 2016/03/07 17:50:37 Supplicant Provisioning Wizard f...
~ Glient Provisioning [J AnyConnect Configuration AnyConnectConfig Not Applicable  2016/03/11 11:12:42
[ MacOsXSPWizard 2.1.0.39 MacOsXSPWizard 21.038 2016/03/07 17:50:37 Supplicant Provisioning Wizard f...
Resources [ cCisco-ISE-NSP Native Supplicant Profile Mot Applicable  2016/03/07 17:50:37 Pre-configured Native Supplicant...
[ Cisco-ISE-Chrome-NSP Native Supplicant Profile Mot Applicable 2016/03/07 17:50:37 Pre-configured Native Supplicant...
O Anyconnect_Posture_Profile AnyConnectProfile Not Applicable 2016/03711 14:39:03

£ FAAdd > NAC Agent=2AnyConnect Posture Profile’® 37 AnyConnect Posture B B R (& 8
: Anyconnect_Posture_Profile).

{# FAAdd > AnyConnect Configuration#T##AnyConnectEi & (& & : AnyConnectEiiE):

Identity Services Engine Home » Context Directory » Operations ~ Policy » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning =~ ~ Policy Elements

Dictionaries » Conditions = Results

(<]
AnyConnect Configuration > AnyConnect Configuration

+ Authentication
+ Authorization

* Select AnyConnect Package: AnyConnectDesktopWindows 4.3.520.0 ¥
» Profiling * Configuration Name:| AnyConnect Configuration

Description:
+ Posture
~ Client Provisioning DescriptionValue Notes
* Compliance Modula| AnyConnectComplianceModuleWindows 4.2.330.0
Resources

AnyConnect Module Selection
ISE Posture +
vPNC]
Network Access Manager |
Web Security_|
AMP Enabled_]
ASA Posture[_]
Network Visibility_]
Start Before Logon[_]
Diagnostic and Reporting ToolJ

Profile Selection
* ISE Posture| Anyconnect_Posture_Profile -
VPN -
MNetwork Access Manager| -
Web Security| -
AMP Enabler -
Network Visibility v
Customer Feedback] -

f£Policy > Client Provisioning® , &Windows%E 3 — 1B %73 #& (Windows_Posture) A F
AnyConnectfit & :



sthatlls jentity Services Engine

Home » Context Directory » Operations » Administration

Authentication  Authorization  Profiing  Posture = Client Provisioning » Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: version of agent, agent profile, agent compliance module, and/or agent customization package.
For Mative Supplicant Configuration: wizard profile and/or wizard. Drag and drop rules to change the order.

hd
Rule Name Identity Groups Operating Systems Other Conditions
@ 105 Any Apple i0S All Condition(s)
@ Android Any Android Condition(s)
@ Windows Any Windows All Condition(s)
Windows_Posture Any Windows All Condition(s)
@ MAC OS Any Mac OSX Condition(s)
@ Chromebook Any Chrome OS All Condition(s)

R4 RRBRMARA

» Work Centers

Results
Cisco-ISE-NSP
Cisco-ISE-NSP

WinSPWizard 2.1.0.50
And Cisco-ISE-NSP

AnyConnect
Configuration

MacOsXSPWizard
2.1.0.39 And Cisco-
ISE-NSP

Cisco-ISE-Chrome-NSP

#£Policy > Policy Elements > Results > AuthorizationF # i8R EEREER(BR

: Posture_Redirect) , EEMFFEREFFinFAEMAF :

atfnaa]ie
[} 1]

Identity Services Engine

Home + Context Directory + Operations + Administration

» Work Centers

Authentication  Authorization  Profiing  Posture  Client Provisioning ~ ~ Policy Elements
Dictionaries  » Conditions v Results
]

Authorization Profiles = Posture_Redirect
Authorization Profile

+ Authentication

~ Authorization “Name | posture_Redirect |
Authorization Profiles Description |
Downloadable ACLS " Access Type | ACCESS_ACCEPT ]

» Profiling

Network Device Profile ub Cisco | » | 65

+ Posture Service Template |~

¢ Client Provisioning Track Movement i

Passive |dentity Tracking i

w Common Tasks

| Voice Domain Permission

Web Redirection (CWA, MDM, NSP, CPP)

Client Provisioning (Posture) | = ACL |AL‘L_WEBAUTH_REDIRECT

Bit&E - ACL WEBAUTH REDIRECT ACLEZ7EASALESZ

Value | Client Provisioning Portal (defa v|

fiEPolicy > Authorization A EE MRV ZHER A, HISELFRESREENRERA



stfnanfne

csco Identity Services Engine Home » Context Directory » Operations » Administration » Work Centers

Authentication = Authorization ~ Profiing  Posture  Client Provisioning  » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore = Policy Export Page

[ First Matched Rule Applies -

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
Compliant_Devices_Access Metwork_Access_Authentication_Passed Compliant_Devices Permitdccess
Posture_Unknown Session:PostureStatus NOT_EQUALS Compliant Posture_Redirect

WREFEFEER , ARETLHE. IRRERANFFHAE  BEEAFFHERNEE M,

B
BYVPNRREZH

EWRAUSBRE , HARAHERELR,



-

e Search Computer P

Organize ~ AutoPlay Eject Properties System properties » ﬂ:: = E @

/7 Favorites 4 Hard Disk Drives (1)
M Desktop

| Downloads

Local Disk (C:)

%4 Recent Places "W 716 GB free of 99.8 GB

m

4 Devices with Removable Storage (2)
5 Libraries
| 4
. Documents $ DVD Drive (D:)
.__4'; Music
5, Pictures 16GB (E)

Videos - -
l 8 W 102 GB free of 14.9 GB

& Computer > Network Location (1)

B | ~eal Niels 0

16GB (E) Space used: | | Total size: 14.9 GB
‘L.? Removable Disk Space free: 10.2 GB File system: FAT32

VPN:
Ready to connect.

BSNS-ASAS515-11.example.com [ Connect

VPNRFER T

EEMRFBHE | ISEREEERMBEFEMEEMDuUN , fEAPosture_Redirect IR EERL B & R —
i

caisco  |dentity Services Engine Home » Context Directory ~ Operations » Policy » Administration » Work Centers License Warning A

~vRADIUS = TC-NACLiveLogs » TACACS Legacy Dashboard Reports » Troubleshoot » Adaptive Network Control

Live Logs  Live Sessions
——

[:] i Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @

0 0 6 0 0

Refresh Every iminute | Show| Latest20records | within| LastSminues -

© Refresh © Reset Repeat Counts 2 Export To v Y Filter v - 24

Time Sta... Details Identity Endpoint ID Authentication Policy Authorization Policy Authorization Pr...  IP Address Network De... Posture Status Server
Mar 11, 2016 03:57:40.126 PM o a cisco 00:0C:29:C9:.... Default >> Default >> Default Default >> Posture_Un...  Posture_Redirect 10.10.10... Pending ISE21-1
Mar 11, 2016 03:57:39.598 PM Qa cisco 00:0C:29:C9:.... Default >> Default >> Default Default >> Posture_Un...  Posture_Redirect BSNS-ASAS55...  Pending ISE21-1/

BIUVPNEFER , REFFHRNASATESRBEEQMEFEETEEM :



BSNS-ASA5515-11# sh vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop
Group Policy
Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID
Security Grp

Index
Public IP

cisco
10.10.10.10

29
10.229.16.34

AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

AnyConnect Premium

AnyConnect-Parent Tunnels: 1

SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption
TCP Src Port
Auth Mode

Idle Time Out:

Client OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

SSL-Tunnel :
Tunnel ID
Assigned IP
Encryption

Encapsulation:

TCP Dst Port

Idle Time Out:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption

Encapsulation:

UDP Dst Port

Idle Time Out:

Client OS

AnyConnect-Parent: (l)none SSL-Tunnel:
AnyConnect-Parent: (l)none SSL-Tunnel:
14696 Bytes Rx

20 Pkts Rx

0 Pkts Rx Drop
GP-SSL Tunnel Group
15:57:39 CET Fri Mar 11 2016

0h:07m:22s

0h:00m:00s
N/A VLAN
0a3042ca0001d00056e2dce3
none

29.1

10.229.16.34

none Hashing

61956 TCP Dst Port
userPassword

30 Minutes Idle TO Left

(1)AES128
(1)SHAL
18408

132

0

RA

none

none
443

22 Minutes

774
1
0

10.229.16.34
SHAL
61957

win

6.1.7601 Service Pack 1

AnyConnect

Cisco AnyConnect VPN Agent for Windows 4.3.00520
6701 Bytes Rx

5 Pkts Rx

0 Pkts Rx Drop
29.2

10.10.10.10 Public IP
AES128 Hashing
TLSv1.0 TCP Src Port
443 Auth Mode

30 Minutes Idle TO Left
Windows

SSL VPN Client

userPassword
22 Minutes

Cisco AnyConnect VPN Agent for Windows 4.3.00520

6701 Bytes Rx

5 Pkts Rx

0 Pkts Rx Drop
29.3

10.10.10.10 Public IP
AES128 Hashing
DTLSv1.0 UDP Src Port
443 Auth Mode

30 Minutes Idle TO Left

Windows

1245
5
0

10.229.16.34
SHA1

55708
userPassword
26 Minutes

DTLS-Tunnel:
DTLS-Tunnel:



Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.3.00520
Bytes Tx : 1294 Bytes Rx : 16389

Pkts Tx : 10 Pkts Rx : 126

Pkts Tx Drop : O Pkts Rx Drop : O

ISE Posture:
Redirect URL : https://ISE21-
lek.example.com:8443/portal/gateway?sessionId=0a3042ca0001400056e2dce3&portal=2blba2l1l0-e...
Redirect ACL : ACL_WEBAUTH_REDIRECT

EFiREE

LR |, BimWeb B BRREBEE@RISEETE PR :

é'ﬂ https://ise21-1ek.example.com:8443/portal/PortalSetup.action?portal=2blba210-e486-11e5-9980-005056bf55e08&session] c Q Search ﬁ E U 4

CISCO Client Provisioning Portal

Device Security Check

Your computer requires security software to be installed before you can connect to the network.

Start

MRFE , FEFHAnyConnect A K Posture and Compliancet&#H
RABREFCOA

BITREEE | BIBISE(TEEEEenroll.cisco.comBIDNS AFEEEF RER TH), T EIL B ARREMRA.
FTEYOPSWAT v4fHIEUSBR ERE. BAERAERTHEHEES.

Cisco AnyConne

I} IT policy prohibits the use of USB storage devices. -
% Cisco AnyConnect Secure Mobility Client ﬁ‘
——

& Connected to BSNS-ASAS5515-11.example.com.
SNS-ASA5515-11,example.com

% You have 4 minutes to install and for the compliance 00:08:37
* check to complete

network.

s,

-

ﬁ: System Scan: Details
J Updating requirement 1 of 1.
+ Remind me what to do next St | 80%

WEUHER  EREREABEMUSBERE !



Organize ~ AutoPlay

Eject Properties System properties »

,.L‘.} Recent Places

4 Hard Disk Drives (1)
Local Disk (C)

- Libraries -
“| Documents w |
< 71.6 GB free of 99.8 GB
H;Jj, Music

—| 4 Devices with Removable Storage (2)

=TI L

Location is not available . ‘ % ‘ &
_ 3l DVD Drive (D:)
.-“f ""\\ . . E‘--.:
|@) E:\ is not accessible. e
16GB (E)
Access is denied. —

W 102 GB free of 149 GB
File system: FAT32
W sk BitLocker status: Off

ASARRR IR T2 BFF AT EEM@ACL, AnyConnectiR&E & 1%

’Sﬂ Cisco AnyConnect Secure Mobility Client = 2 ‘
F" — _.-f-

@ v

Connected to BSNS-ASAS5515-11.example.com.

SNS-ASAS5515-11.example.com

00:33:06

System Scan:

Compliant.
Network access allowed.

e , BRAISERFMRE W ARERE @ IR P & I R 1



BARMFEITRARRERT AL

Identity Services En

Home
» RADIUS  TC-NACLivelogs » TACACS
Report Selector
Favorites
» Audit
10 reports

» Device Administration
4 repors

» Diagnostics.
10 reports.

‘w Endpoints and Users
Authentication Summary

Client Provisioning

Current Active Sessions

External Mobile Device Management
Manual Certificate Provisioning
PassivelD

Posture Assessment by Condition
57 Filters .

[ Run |

* Time Range

KR 71

Identity Services Engine

» RADIUS  TC-NAC Live Logs

Report Selector

Favorites

» Audit
10 reports

» Device Administration
4 reports

» Diagnostics
10 reports.

w Endpoints and Users
Authentication Summary

Client Provisioning

Current Active Sessions

External Mobile Device Management
Manual Certificate Provisioning
PassivelD

Posture Assessment by Condition

Posture Assessment by Endpoint
57 Fiters
* Time Range

+ Context Directory

Legacy Dashboard

Home

» TACACS  Legacy Dashboard

+ Operations + Policy » Administration » Work Centers

Reports ~ » Troubleshoot  » Adaptive Network Control

Posture Assessment by Condition

From 03/11/2016 12:0(

0.000 AM to 03/11/2016 04:37:13.253 PM

Logged At Posture | Identity Endpoint ID 1P Address Location

2016-03-11 16:06:24.974 e 00:0C:29:09:D8:37  10.48.66.202 All Locations
2016-03-11 11:31:53.456 cisco 00:0C:29:9:09:37  10.48.66.202 All Locations
2016-03-11 11:26:57.007 cisco 00:0C:29:09:09:37  10.48.66.202 All Locations
2016-03-11 11:16:33.483 . 00:0C:29:09:D9:37 10.48.66.202 All Locations

« Operations

» Policy

» Administration » Work Centers

Reports » Troubleshoot  » Adaptive Network Control
Posture Assessment by Endpoint

From 03/11/2016 12:00:00.000 AM to 03/11/2016 04:33:39.111 PM

Logged At Status Details = PRA Action Identity Endpoint ID 1P Address
2016-03-11 16:06:24.574 a MNA cisca 00:0C:29:09:D9:37  10.48.66.202
2016-03-11 11:31:53.456 a MNA cisco 00:0C:29:09:D9:37  10.48.66.202
W16-03-11 11:26:57.007 q  logoff cisco 00:0C:29:09:09:37  10.48.66.202
2016-03-11 11:16:33.483 a NA cisco 00:0C:29:09:09:37  10.48.66.202

RimmEWFEER

Endpoint OS5

Policy

Windows 7 Ultim: Windows 7 USB check
Windows 7 Ultim. Windows 7 USB check
Windows 7 Ultim.  Windows 7 USB check

Windows 7 Ultim Windows 7 USB check

Endpoint 05 Agent

Windows 7 Ultim.  AnyConnect ..
Windows 7 Ultim AnyConnect P...
Windows 7 Ultim. AnyConnect ...

Windows 7 Ultim AnyConnect P...

Enforcement Type ~ Condition Status

Mandatory Passed
Mandatory Passed
Mandatory Passed
Mandatory Passed

Message
Received a posture report from an endpoint

Received a posture report from an endpoint

‘Condition name
USB_Check
USB_Check
USB_Check

USB_Check

Posture service received a USB-check report from an endpoint

Received a posture report from an endpoint



Posture More Detail Assessment

Time Range:  From 03/11/2016 12:00:00.000 AM to 03/11/2016 04:34:03.708 PM

Generated At 2016-03-11 16:34:03.708

Username: cisco

Mac Address: 00:0C:29:09:D9:37

1P address: 10.48.66.202

Location: All Locations

Session ID: 023042ca0001d00056e2dce3

Client Operating System: Windows 7 Ultimate 64-bit

Client NAC Agent: AnyConnect Posture Agent for Windows 4.3.00520
PRA Enforcement: 0

Co: Received a posture report from an endpoint

PRA Grace Time: 0

PRA Interval: 0

PRA Action: N/A

User Agreement Status: NotEnabled

System Name: WINF-PC

System Domain: nja

System User: Win?

User Domain: Win7-PC

AV Installed:

AS Installed:

AM Installed: Windows Defender;6,1.7600.16385;1.215.699.0;03/09/2016;

Posture Report
Posture Status: Compliant
Logged At: 2016-03-11 16:06:24.974

Posture Policy Details
Policy Name Enforcement Type | Status  Passed Conditions  Failed Conditions | Skipped Conditions
Windows 7 USB check  USB_Block Mandatory A USB Check

RER: AR

ISERESH IR LB IRF R FAER |, BB RIITE.

BEEH

- EEASARSAETEZEBEEHERME
Cisco ASAZ5IVPN CLIE BIER9.1

- BRE 5l g | 2.0
Hiffi =z B # - Cisco Systems



http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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