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AERTHWEARRBUTRERE

. Cisco ASAE B IRA9.2. 1 R EFRA
. B & Cisco AnyConnectZ £ BBV E F ik 44.2 % B & il 2 KY Microsoft Windowshx <7
- Cisco ISE 2.0/ &% E & A
ANHNEARRBREEREREANEEMEL., XPEAZNMELERREER ( FE K
) WARRE R E), MREBNBHREESY  FRAREEBITIESTRENNTE,

BRE
by B
ISE 2.0
e rd_—_--ﬁh"——
( Internet )
\ |
e _J,__,/

ASAv.example.com

Windows 7
AnyConnect
4.2

AENT

- HAnyConnect® Fim B2 VPNEEEIBISER T E M ERE. KimMNRERA , RAASA VPN
unknowndn |, Rt SFEEE [ 2ISEETHE

- ERAEBBWebBIESR , ASAHTTPREEEMEIISE, ISEASRIHTRAAIAnyConnect A &k
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- MATIREEER |, ©ERE D BEEBBitLockerEE M, WRR | AIMEWEEES
ISE , ISEf#RadiusiR % i (CoA)MEEIACL ( T2 )

.ASALHIVPNEECEY , EEEACLEMKR , BEXEFEE TR T#
LAWVPNESEAG, REREHEMBRNHBEtEIEESE,

ASA

vEEAMFERISEEA SRR, REMIRAAA) FREIHRRSSL VPNELR,
CoALA R EFTE[EACL:

3

z Radius

kg
il

aaa-server | SE20 protocol radius
authorize-only

interim-accounting-update periodic 1
dynamic-authorization

aaa-server | SE20 (inside) host 10.48.17.235
key cisco

tunnel - group TAC type renpte-access
tunnel -group TAC general -attributes
addr ess- pool POCL
authentication-server-group ISE20
accounting-server-group ISE20
defaul t-group-policy Al Protocols
tunnel - group TAC webvpn-attributes
group-alias TAC enabl e

group-policy Al Protocols interna
group-policy AllProtocols attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

webvpn

enabl e outside

anyconnect inmage di skO:/anyconnect-w n-4.2. 00096-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

access-1ist REDI RECT extended deny udp any any eq donain
access-1ist REDI RECT extended deny ip any host 10.48.17.235
access-1ist REDI RECT extended deny icnp any any

access-1ist REDI RECT extended permt tcp any any eq www

ip local pool POOL 172.16.31.10-172.16.31.20 nask 255.255.255.0

REFMES  FSH

AnyConnect 4.082ISE 1.3}k B A& R4l

Windows 7 E#BitLocker

Ein B2 EIER>RFENEZ 2> BitLockerlEIBRINE , UAE: 2 B ME, ERABRHPINEHET
RE , MBI


/content/en/us/support/docs/security/anyconnect-secure-mobility-client/118714-configure-ise-00.html

%@J BitLocker Drive Encryption @
r.:-,% Encrypting..

Drive E: 0.1% Completed

Close

mER  FREERA (RUBER )  XRERITHSEBE , W TEFRR.
= E@=

P ——

UU (% » Computer » - |¢,| | Search Computer 2
Organize = AutoPlay Properties System properties Uninstall or change a program ~ » S5+ O @
0 Favorites — # Hard Disk Drives (2)

Bl Desktop Local Disk (C:)
4 Downloads w —— | |~ Local Disk (E:)
- 25,3 GB free of 40 4 GB =
=l Recent Places
1 Libraries o~ B BitLocker Drive E o
= itLocker Drive Encryption (E:
@ Documents l\-\:-/‘ rypion (E)
J‘i Music
& Pictures This drive is protected by BitLocker Drive Encryption
E Videos =

Type your password to unlock this drive

i@ Homegroup

[7] Show password characters as | type them

i "]
B Compuler [] Automaticalty unleck on this computer from now an

&, Local Disk (C) | forgot my password

B Local Disk (E:)
Ly data (\\192.168.11

?j Metwork i
1M ADMIN-KOMPL
1M VROHSYR a

E\% Local Disk (E:) Why do | have to unlock the drive?
Local Disk

2
1 [ I@]Unl-:tcl-c ]l Cancel ] -

ERAFFMEN , HEEMicrosoft X 4g :

Windows BitLockerBR Ei 88 i %2 2 35/

ISE

SR KR


https://technet.microsoft.com/en-us/library/c61f2a12-8ae6-4957-b031-97b4d762cf31

Efin E|Administration > Network Resources > Network Devices, Add ASA with Device Type =
ASA, EREZRERUTRAFERYE  BFREEIRE ( TAEAE MR BINRE ) o

MRER , MRELELRTEE, FERY , FEMIEE-ARBR>MARKER.
5 RR2. R B AR TSR W

BRREFRGEEL | EfvZElAdministration > System > Settings > Posture > Updates > Update
Now,

B'E ZPolicy > Policy Elements > Conditions > Posture > Disk Encryption Condition , 718 &4
, T B R

aillven ]

cIsco Identity Services Engine Home » Operations = Policy » Guest Access » Administration » Work Centers

Authentication Authaorization Profiling Posture Client Provisioning = Policy Elements

Dictionaries * Conditions » Results
N

<]
Disk-Encryption Conditions List = bitlocker
» Authentication
Disk Encryption Condition
» Authorization *Mame | bitlocker |
Profiling Description | |
* Posture * Operating System | Windows All
* Vendor Mame i
File Condition [ Microsoft Corp. d
Registry Condition + Products for Selected Vendor
Application Condition Product Name a | Version Encryption State Check Minimum Compliant Module Supp...
. - D BitLocker Drive Encryption 10.x YES 36.10146.2
Service Condition
BitLocker Drive Encryption B.x YES 36101462

Compound Condition

AV Compound Condition

AS Compound Condition
Dictionary Simple Condition
Dictionary Compound Condition
Patch Management Condition

Disk Encryption Condition

» Guest

» Common

Encryption State §

Location: | Specific Locatio + | | E: | is Fully Encrypted OR [_| Pending Encryption OR [_| Partially Encrypted

RERERE SR E AR Windows 7HIBitLocker , AR E: D EIfE B2 £ &,
FIRE : BitLockerRBiERBRMNE , TXEFERRSIBNBEENE  EXEUEFS,

& ZPolicy > Policy Elements > Results > Posture > Requirements , L% 37 — & F 0 B Fr R~ 15
T ER,



mmm

Home = Policy b Guest Access v Administration » Work Centers

cisco Identity Services Engine

» Operations

Authentication Authorization Profiling Paosture Client Provisioning = Palicy Elements
Dictionaries + Conditions ~ Results
(<}

+ Authentication Requirements

Name Operating Systems Conditions Remediation Actions
b Bitlocker Windows All bitlocker Message Text Only
Any_AV_Definition_Mac Mac OSX ANY_av_mac_def AnyAVDefRemediationM
+ Profiling - = - -
Any_AS_Definition_Win_copy Windows All ANY_as_win_def AnyASDefRemediationWi
~ Posture - - o
Any_AV_Installation_Win Windows All ANY_av_win_inst Message Text Only
~ Remediation Actions
Any_AV_Definition_Win Windows All ANY_av_win_def AnyAVDefRemediationWi

n
Requirements

B¥ ZPolicy > Posture , BFTEWindowsHTB&H4LAERAER , W TFEFT T

cisco Home v Guest Access » Administration » Work Centers

Identity Services Engine

» Operations

Authentication Authorization Profiling Paosture Client Provisioning + Policy Elements

Posture Policy

Define the Posture Policy by configuring rules based on operating system and/or other conditions.

-

Status Rule Name Identity Groups Operating Systems Other Conditions Requirements

Bitlocker Any Windows All Bitlocker

& B35 Fin R BRI K b

E ¥ ZPolicy > Policy Elements > Client Provisioning > Resources , #£Cisco.com T & Compliance
Module , A% F & L EAnyConnect 4.2EBBB , 1 TEFTTR

Resources

J Edit obAdd v [fyDuplicate | ¢ Delete

|:| Name Type Version Last Update Description

D MacOsXSPWizard 1.0.0.36 MacOsXSPWizard 1.00.36 2015M0/08 09:24:15 ISE 2.0 Supplicant Provisioning ...
D WinSPWizard 1.0.043 WinSPWizard 1.0043 2015M0/29 17:15:02 Supplicant Provisioning Wizard ...
D ComplianceModule 3.6.10231.2 ComplianceModule 3.6.10231.2 2015M1/06 17:49:36 NACAgent ComplianceModule ...

AnyConnectDesktopWindows 4.2.96.0 AnyConnectDesktopWindows 4 2960 2015M1M14 12:24:47 AnyConnect Secure Mobility Cli...
AnyConnectComplianceModuleWindows 3.6.10231.2 AnyConnectComplianceMo... 3.6.10231.2 2015M1/06 17:50:14 AnyConnect Windows Complian...
D AnyConnectPosture AnyConnectProfile Mot Applicable 2015M1M14 12:26:16

D Cisco-ISE-NSP Mative Supplicant Profile Mot Applicable 2015M0/29 22:10:20 Pre-configured Native Supplica...

D AnyConnect Configuration AnyConnectConfig Not Applicable 2015M1M4 12:26:42

D WinSPWizard 1.0.0.46 WinSPWizard 1.0046 2015M0/086 09:24:16 ISE 2.0 Supplicant Provisioning ..

E 7 F|Add > NAC AgentatAnyConnect Posture Profile , 237 AnyConnect Posture profile(& &

: AnyConnectPosture).

EfnFAdd > AnyConnect Configuration , #i8AnyConnectBLEER(HA 7 : AnyConnectBl ) , &0

TEF R



"I:lllsléloh |deﬂtit¥ Services Engine : i r Guest Ac ¥ Administration » Waork Centers

Authentication Authorization Profiling Posture Client Provisioning = Policy Elements

Dictionaries ¥ Conditions ~ Results

<]
AnyConnect Configuration = AnyConnect Configuration

r Authentication
+ Authorization

* Select AnyConnect Package: AnyConnectDesktopWindows 4.2.96.0 v
¥ Profiling Caonfiguration Mame| AnyConnect Configuration

Description:
+ Posture
~ Client Provisioning DescriptionValue
* Compliance Module| AnyConnectComplianceModuleWindows 3.6.1+
Resources

AnyConnect Module Selection
ISE Posture v
VPN[V]
Metwark Access Manageri]
Web Securitﬂ:‘
AMP Enabled ]
ASA Posture[_]
Netwark Visibility ]
Start Before Logon[_|
Diagnostic and Reporting TDD||:|

Profile Selection

* ISE Posture| AnyConnectPosture d

VPN hd

MNetwork Access Manager v
Web Security] v

AMP Enablen v

Netwark Visibility] -
Customer Feedback] v

iB'E ZPolicy > Client Provisioning , I & {WindowsHI FEEZ KBS , LUEF A 2 B E A AnyConnectft
BRER , WTEMRR.

Authentication Authorization Profiling Posture Client Provisioning » Policy Elements

Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will receive upon login and user session initiation:
For Agent Configuration: version of agent, agent profile, agent compliance module, and/or agent customization package.
For Mative Supplicant Configuration: wizard profile and/or wizard. Drag and drop rules to change the order.

v
Rule Name Identity Groups Operating Systems Other Conditions Results
Lo} Any Apple i05 All Condition(s) Cisco-ISE-NSP
Android Any Android Condition(s) Cisco-ISE-NSP
rd Windows Any Windows All Condition(s) AnyConnect

MAC OS5 Any Mac OSX Condition(s) MacOsXSPWizard
1.0.0.36 And Cisco-
ISE-NSP

SR ERRA

Efn Z|Policy > Policy Elements > Results > Authorization , i8R EREER(BR
: RedirectForPosture) , EE @ AR EFFiwaabfIF , BT



Identity Services Engine Home + Ope Guest / » Administration

Authentication Authorization Profiling Posture Client Provisioning = Policy Elements

Dictionaries + Conditions v Results

< ]
Authorization Profiles > RedirectForPosture
b Authentication
Authorization Profile
~ Authorization *Name | RedirectForPosture |
Authorization Profiles Descriptian |
Downloadable ACLs * Access Type | ACCESS ACCEPT -]
D Lot MNetwork Device Profile | @ Giseo | v &
* Posture Service Template
+ Client Provisioning Track Movement

* Common Tasks

¥| Weh Redirection (CWA, MDM, NSF, CPP)

Client Provisioning (Posture) = ACL | REDIRECT Value | Client Provisioning Portal +

. Static IP/Host name/FQDN

REDIRECT ACLZASALE %,

BE FPolicy > Authorization , 2 3ERERE , M TEFTT.

» Operations 4 » Administration » Work Centers

Authentication Autharization Profiling Posture Client Provisioning + Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System > Backup & Restore > Policy Export Page

First Matched Rule Applies -

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions)
ASA VPN compliant DEVICE:Device Type EQUALS All Device Types#ASA
Session:PostureStatus EQUALS Compliant
ASA VPN unknown DEVICE:Device Type EQUALS All Device Types#ASA
Session:PostureStatus EQUALS Unknown
ASA VPN non compliant DEVICE:Device Type EQUALS All Device Types#ASA

Session:PostureStatus EQUALS NonCompliant

Permissions

PermitAccess

RedirectForPosture

RedirectForPosture

MRKBFEER , ARMZT2HE. IRRERAFIFTHEE , S EEFEFiHRBAENEEM,



HB1. VPNRERY

BIVVPNEEFE% | ASATRER ZEHTAnyConnectiE BRI FH#& , 20T B Ro

[

@Ciscnhnyinnned Secure Mobility Client o || = | =]

Exiting. Upgrade in progress.

10.62, 145,44 Connect

Network:
Connected (192, 168. 10.69)

wired

12O |

EISEL , B — B AW HT |, & RRedirectForPosturesF Al RE#IRE |, 21T BFf o

cisco Identity Services Engine Home ~ Operations » Policy + Guest Access v Administration » Work Centers

RADIUS Livelog TACACS Livelog Reports * Troubleshoot + Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops

0 0 3

@ Show Live Sessions fé} Add or Remove Columns v @b Refresh ° Reset Repeat Counts

Time - Status Det.. RepeatC.. Identity i Endpoint ID i Authorization Policy = Authorization Profiles  Network Device | Event i

| J Il |l
2015-11-14 14:59:06.., a 10.228.20.45 PermitAccess ASA Dynamic Authorization succeeded
2015-11-14 14:58:04... a 0 cisco 08:00:27:81:50:86 Default >> ASAVP... RedirectForPosture Session State is Postured
2015-11-14 14:58:22... a cisco 08:00:27:81:50:86 Default >> ASAVP... RedirectForPosture  ASA Authentication succeeded

ASATERVPNEFEEER K SHRELARLEEEM .

ASAV# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane : cisco I ndex » 32

Assigned IP : 172.16.31.10 Public IP : 10. 61. 90. 226

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES256 DTLS- Tunnel: (1)AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAl
Bytes Tx : 53201 Bytes Rx 1122712

Pkts Tx : 134 Pkts Rx . 557

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AlProtocols Tunnel Goup : TAC

Login Tinme : 21:29:50 UTC Sat Nov 14 2015



Dur ati on : Oh: 56m 53s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none
Audt Sess ID: c0a80101000200005647a7ce

Security Grp : none

<some output onmtted for clarity>
ISE Posture:
Redirect URL : https://mgarcarz-

ise20.example.com:8443/portal/gateway?sessionId=&portal=042ed780-6d90-11e5-978e-00505...
Redirect ACL : REDIRECT

HE2.E FinE

LR , RirWebBIERRBEE @ RISEETE FinHE , BT,

! @3 Device Security Check I + -

@ https//mgarcarz-ise20.example.corm:3443/portal/PortalSetup.actionTportal=0d2ed780-5490-11e5-978e-0050560f, 7 7 &
\ [ g P [ [ [

CISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the netwark.

Start

MREFE , EFFHAnyConnect A K Posture and compliancet&#f , 21T BT R



Asystent do konfiguracji sieci

Device SEBUrit}‘ Che
Your computer requires s

AnyConnect Secure Mobility Client Downloader

Downloading Compliance Module 3.6.10231.2. FPlease wait... -
Time Left: & mins 46 secs (336.0 KB of 4.67 MB copied)
Transfer rate: 10.9 KBSec —

L | |
9 Cisco AnyConnect Secure Mobility Client = =
Connected to 10,62, 145,44,
(c) 2014 Cisco
znakami towvard 00:04:00 IPv4
Systems, Inc. I

nigktérych inn

System Scan:
Failed to launch downloader,

+ Remind me

SB3RERERNCOA

#ITREEREE , RBRISE(TTREEE Renroll.cisco.comzZEDNS AFRE T BER D)) , TR B EARAERR
f , BT R

'y Cisco AnyConnect Secure Mobility Client o @ |3l

Connected to 10.62, 145,44,

10.62.145.44

0o:02:08

System Scan:

Checking requirement 1 of 1.

" | 10%

— BH#3RE: 7 EIfE MBitLockerTT £ M1% , IERMMSHEERISE , M TFEMA R,



O@-Ig_ ~ | || Search Computer L

Organize * AutoPlay Properties System properties Uninstall or chan

ge a program ¥

57 Favorites 4 Hard Disk Drives (2)
Bl Desktop Local Disk (C2)

|4 Downloads @ -_—
_ 25,2 GB free of 40,4 GB

Mew YVaolume (E:)

il AnyConnecet' Secure-Mobility Client

Status Overview

Preferences | Statistics | Security Products | Scan Summary

VPN

987 ME free of 0,99 GB

Updates

Required
1 @ Bitlocker

EEEECOAEMREVPNERE , MEFR.

cisco Ilden ~ Operations Policy Gu v Administration

RADIUS Livelog TACACS Livelog Reports * Troubleshoot + Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices

0 0

Show Live Sessions @ Add or Remove Columns v @ Refresh ° Reset Repeat Counts

RADIUS Drops

3

T - Status Det.. RepestC.. Identity o Endpaint ID @B Authorization Policy = Authorization Profiles Network Device | Event @

A | || |l
2015-11-14 14:59:06.., a 10.220.20.45 PermitAccess ASA Dynamic Authorization succeeded
2015-11-14 14:58:04... a 0 cisco 08:00:27:81:50:86 Default >> ASAVP... RedirectForPosture Session State is Postured
2015-11-14 14:58:22... a cisco 08:00:27:81:50:86 Default >> ASAVP... RedirectForPosture  ASA Authentication succeeded

ASATBR Rt T2 BT AT EEMACL. AnyConnectiRE& B 1% , T EIFR.



¥y Cisco AnyConnect Secure Mobility Client o @ |3l

Connected to 10.62. 145.44.

10,62, 145.44 Disconnect

00:01:58 IPv4

System Scan:
Compliant.
Metwork access allowed.

LA, BEBISERFEMER S AT LARE R W Bk - EB 5 2 7 M 2 (Posture Assessment by Condition 2 &
TEREFRGHIISE 2.08RE). 5 —E{F 4 (hd_inst_BitLockerDriveEncryption_6_x)# & & #£/ 2 8
iBFE , % —{E{& 4 (hd_loc_bitlocker_specific_1)BEHFEME(E)—REECEEME , WTEMR.

Operations.

RADIUS Livelop  TACACS Livelog ~ Reports » Troubleshoot  » Adaptive Network Control

Report Selector Posture Assessment by Condition
Favorites
- : From 114472015 12:00:00 AM to 1111472015 02:59%:15 PM
| ISE Reporl
» Audit
10 raports
» Device Administration Logged At Postur  Identity Endpoint ID IP Address Endpoint 0S | Palicy Enforcement Condition Status Condition name
4 reports 0 cisco 08:00:27:81: 10.62.145.44 Windows 7 Ulti Bitlocker Mandatary Passed hd_lec_bitlacker_specific_1
Diagnasic 201 414:59:08.8 P — . N ~
ple 2015-11-14 14:58:04.8 cisco 08:00:27:81:50:8 10.62.145.44  wWindows 7 Ulti Bitlocker  Mandatary Passed hd_inst_BitLockerDriveEncryption_6_x
» Endpoints and Users et cisco 08:00:27:81:50:8 10.62.145.44  wWindows 7 Ulti Bitlocker  Mandatary Passed hd_inst_BitLockerDriveEncryption_6_x
Authentication Summary 2015-11-14 14:42:25.7 cisco 08:00:27:81:50:8 10.62.145.44 Windows 7 Ulti Bitlocker Mandatary Failed hd_inst_BitLockerDriveEncryption_10_x

2015-11-14 14:41:32.4

Client Provisioning o cisco L:50:2 10.62.145.44 Windows 7 Ulti Bitlocker Mandatory Passed hd_inst_BitLockerDriveEncryption_6_x
2015-11-14 14:4L:524 @ cisco 08:00:27:81:50:81 10.62.145.44 Windows 7 Ut Bitlocker Mandatory Skipped hd_inst_BitLackerDriveEncryption_10_x
Current Active Sessions . X
2015-11-14 14: ® s 08:00:27:81:50:81 10.62.145.44 windows 7 Utti Bitlocker Mandatary Failed hd_loc_bitlocker_specific_1
External Mobile Device Management - —
9 2015-11-14 14:38: ] cisco 08:00:27:81:50:8 10.62.145.44 windows 7 Ulti Bitlocker Mandatory Passed hd_inst_BitLackerDriveEncryption_6_x
Identity Mapping 2015-11-14 14:3 [ ] cisco 08:00:27:81:50:8 10.62.145.44 windows 7 Ulti Bitlocker Mandatary Falled hd_loc_bitlacke cific_1
Manual Certificate Provisioning 2015-11-14 14 9 s 08:00 10.62.145.44 Windows 7 Ulti Bitlocker Mandatary Passed hd_inst_BitLackerDriveEncryption_6_x
Posture Assessment by Condition 2015-11-1414:37:23.0 @  cisco o08: 8 10.62.145.44 Windows 7 Ulti Bitlocker Mandatory Failed hd_inst_BitLockerDrive
57 Filters 1511 ® csco 08:00:27:81:50:81 10.62.145.44 Windows 7 Ulti Bitlocker Mandatory Falled hd_lec_bitlacke
* Time Range | Today 2015-11 ] cisco 08:00:27:8L:50:8 10.62.145.44 Windows 7 Ulti Bitlocker Mandatary Failed hd_inst_BitLackerDriveEncryption_10_x
2015-11 ® s 08:00:27:81:50:8 10.62.145.44 Windows 7 Utti Bitlocker Mandatary Skipped hd_loc_bitlocker_specific_1
2013-11 cisco 08:00:27:81:50:8 10.62.145.44 windows 7 Uit Bitlocker Mandatary Falled hd_inst_BitLockerDriveEncryption_10_x
Posture Assessment by Endpoint ° ' ! ! sl ; S ' ; -
2015-11 [ ] cisco 08:00:27:81:50:8 10.62.145.44 windows 7 Ulti Bitlocker Mandatory Skipped hd_loc_bitlacker_specific_1

ISE Posture Assessment by Endpointik &5 2 m BT E &4 , EIFTR.




Posture More Detail Assessment

Tirme Range: From 11/14/2015 12:00:00 AM to 11/14/2015 11:42:08 PM
Generated At 2015-11-14 23:42:08.257

Client Details
Username:
Mac Address:
IP address:

Session ID:

Client Operating System:

Client NAC Agent:
PRA Enforcement:
Codh

FRA Grace Time:
PRA Interval:

FRA Action:

User Agreement Status:
System Name:
System Domain:
System User
User Domain:

&V Installed:

AS Installed:

Fosture Report
Posture Status:

Logged At:

cisco

0B:00:27:81:50:86

10.62.145.44
c0a801010001700056473ebe

Windows 7 Ultim ate 64-bit

&nyConnect Posture Agent for Windows 4.2.00096
0

Received a posture report from an endpoint
0

0

MIA

MotEnabled

ADMIN-EOMPUTER

nia

admin

admin-Kom puter

Windows Defender;6.1.7600.16385;1.141.3676.0;01/11/2013;

Compliant
2015-11-14 14:59:04,.827

Al ftise-psc.log debugsFFEFZHERE M. ISEEKMKIHL L FTMBRMNERE

2015-11-14 14:59: 01,963 DEBUG [portal-http-service28][]

ci sco. cpm posture.runtime. PostureHandl erlnpl -::c0a801010001700056473ebe: :: - Received posture
request [paraneters: reqtype=validate, userip=10.62.145.44, clientnmc=08-00-27-81-50- 86,

os=W NDOA5, osVerison=1.2.1.6.1.1, architecture=9, provider=Device Filter, state=, ops=1,

avpi d=, avvname=M crosoft Corp.:!::!::1: —avpnanme=W ndows Defender:!::!::1:,

avpversi on=6. 1. 7600. 16385: ! ::1::!:, avpfeature=AS:!::!::1: userAgent=Modzilla/4.0 (conpatible;

W NDOAS; 1.2.1.6.1.1; AnyConnect Posture Agent v.4.2.00096), session_i d=c0a801010001700056473ebe
2015-11-14 14:59: 01,963 DEBUG |[portal-http-service28][]

ci sco.cpm posture. runtine. PostureHandl erl npl -:cisco:c0a801010001700056473ebe: ::- Creating a new
session info for mac 08-00-27-81-50-86

2015-11-14 14:59: 01,963 DEBUG [portal-http-service28][]

ci sco. cpm posture. runtime. PostureHandl erl npl -:cisco:c0a801010001700056473ebe: :: - Turning on
enryption for endpoint with mac 08-00-27-81-50-86 and os WINDOWS, osVersion=1.2.1.6.1.1
2015-11-14 14:59: 01,974 DEBUG [portal-http-service28][]



cpm posture. runti ne. agent. Agent Xm Generator -:cisco:c0a801010001700056473ebe: ::- Agent criteria

for rule [Name=bitlocker, Description=, Operating Systenms=[ Wndows Al l],

Vendor =com ci sco. cpm post ur e. edf . AVASVendor @6b084e, Check Type=Installation, Allow ol der def

dat e=0, Days Al |l owed=Undefi ned, Product Nane=[com ci sco.cpm posture. edf. AVASPr oduct @4870fea]] -
( ( (hd_inst_BitLockerDriveEncryption 6 _x) ) & (hd loc_bitlocker specific_1) )

BERAMREER (FRHE+ER ) NERRAXMLER

2015-11-14 14:59: 02,052 DEBUG [portal-http-service28][]
ci sco.cpm posture. runtinme. PostureHandl erl npl -:cisco:c0a801010001700056473ebe: :: - NAC agent xmi
<?xm version="1.0" encodi ng="UTF- 8" ?><cl eanmachi nes>
<ver si on>2</ ver si on>
<encrypti on>0</encrypti on>
<package>
<i d>10</i d>

<version/ >

<t ype>3</type>
<opti onal >0</ opti onal >
<action>3</action>
<check>
<i d>hd_l oc_bitl ocker_specific_1</id>
<cat egor y>10</ cat egor y>
<t ype>1002</type>
<par an»180</ par an®

<val ue_t ype>2</val ue_t ype>
</ check>
<check>

<cat egor y>10</ cat egor y>
<type>1001</type>

<par an»180</ par an®
<oper ati on>regex match</operation>



<val ue>"6\.. +$| "6%</ val ue>
<val ue_t ype>3</val ue_t ype>
</ check>
<criteria>( ( ( (hd_inst_BitLockerDriveEncryption_6_x) ) &anp;
(hd_l oc_bitlocker_specific_1) ) )</criteria>
</ package>
</ cl eanmachi nes>

ISEWREI &R E &

2015-11-14 14:59: 04,816 DEBUG [portal-http-service28][]

ci sco.cpm posture.runtime. PostureHandl erl npl -:cisco:c0a801010001700056473ebe: :: - Decrypting
report

2015-11-14 14:59: 04,817 DEBUG [portal-http-service28][]

ci sco.cpm posture. runtine. PostureHandl erl npl -:cisco:c0a801010001700056473ebe: ::- Decrypted
report [[

<report ><ver si on>1000</ ver si on><encrypti on>0</ encrypti on><key></ key><os_t ype>W NDONB</ 0s_t ype><o
sversion>1.2.1.6.1. 1</ osver si on><bui | d_nunber >7600</ bui | d_nunber ><ar chi t ect ur e>9</ archi t ect ure><
user _name>[ devi ce-filter-AC] </user_nanme><agent >x.y. z. d-t odo</ agent ><sys_nane>ADM N-

KOWPUTER</ sys_nanme><sys_user >adnmi n</ sys_user ><sys_domai n>n/ a</ sys_domai n><sys_user _donai n>adm n-
Komput er </ sys_user _donai n><av><av_vendor _name>M cr osof t

Cor p. </ av_vendor _nane><av_pr od_nane>W ndows

Def ender </ av_pr od_nanme><av_prod_versi on>6. 1. 7600. 16385</ av_prod_ver si on><av_def _versi on>1. 141. 36
76. 0</ av_def _versi on><av_def _dat e>01/11/2013</ av_def _dat e><av_prod_f eat ures>AS</ av_prod_f eat ures
></ av><package><i d>10</i d><st at us>1</ st at us><check><chk_i d>hd_| oc_bi t| ocker _speci fi c_1</chk_i d>

</ check><check><chk_i d>hd_i nst _Bi t Locker Dri veEncrypti on_6_x</ chk_i d><chk_status>1></check></pack
age></report> 1]

LR BEBARNS , ISEMECOA:

2015-11-14 14:59:04,823 INFO [portal-http-service28][]
cisco.cpm.posture.runtime.PostureManager -:cisco:c0a801010001700056473ebe:::- Posture state is
compliant for endpoint with mac 08-00-27-81-50-86

2015-11-14 14:59:06,825 DEBUG [pool-5399-thread-1][] cisco.cpm.posture.runtime.PostureCoA -
:cisco:c0a801010000£0005647358b: : : -~ Posture CoA is triggered for endpoint [08-00-27-81-50-861]
with session [c0a801010001700056473ebe

IS, BREERAISEME

2015-11-14 14:59:04,827 DEBUG [portal-http-service28][]
cisco.cpm.posture.runtime.PostureHandlerImpl -:cisco:c0a801010001700056473ebe:::- Sending
response to endpoint 08-00-27-81-50-86 http response [[ <!--X-Perfigo-DM-Error=0--><!--error=0--
>< ! --X-Perfigo-DmLogoff-Exit=0--><!--X-Perfigo-Gp-Update=0--><!--X-Perfigo-Auto-Close-Login-
Scr=0--><!--X-Perfigo-Auto-Close-Login-Scr-Time=0--><!--user role=--><!--X-Perfigo-OrigRole=--
>< ! --X-Perfigo-UserKey=dummykey--><!--X-Perfigo-RedirectUrl=--><!--X-Perfigo-ShowInfo=--><!--X-
Perfigo-Session=--><!--X-Perfigo-8SO-Done=1--><!--X-Perfigo-Provider=Device Filter--><!--X-
Perfigo-UserName=cisco--><!--X-Perfigo-DHCP-Release-Delay=4--><!--X-Perfigo-DHCP-Renew-Delay=1--
><!--X-Perfigo-Client-MAC=08:00:27:81:50:86--> 1]

A LAt & Fiw(AnyConnect DART)TEFREL S -

Date : 11/14/2015
Time s 14:58:41
Type : Warning
Source : acvpnui

Description : Function: Module::UpdateControls

File: .\Module.cpp

Line: 344

No matching element found for updating: [System Scan], [label], [nac_panel message historyl],
[Scanning system ... ]
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Date : 11/14/2015

Time s 14:58:43
Type : Warning
Source : acvpnui

Description : Function: Module: :UpdateControls

File: .\Module.cpp

Line: 344

No matching element found for updating: [System Scan], [label], [nac_panel_message history],
[Checking requirement 1 of 1. ]
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Date : 11/14/2015
Time s 14:58:46
Type : Warning
Source : acvpnui

Description : Function: CNacApiShim: :PostureNotification
File: .\Nacshim.cpp

Line: 461

Clearing Posture List.

ERIIEREEE , AnyConnect Ul System Scan / Message History$ % :

14:41:59 Searching for policy server.
14:42:03 Checking for product updates...
14:42:03 The AnyConnect Downloader is performing update checks...

14:42:04 Checking for profile updates...

14:42:04 Checking for product updates...

14:42:04 Checking for customization updates...

14:42:04 Performing any required updates...

14:42:04 The AnyConnect Downloader updates have been completed.
14:42:03 Update complete.

14:42:03 Scanning system ...

14:42:05 Checking requirement 1 of 1.

14:42:05 Updating network settings.

14:42:10 Compliant.

ﬁﬁm — {7 B X BHVISE 2.0F1AC4.21R REbitlockeriN® ( F 7T\ /IFXE ) SR
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https://tools.cisco.com/bugsearch/bug/CSCux15941

@ Cisco AnyConnect Secure Mobility Client &3

System Scan Summary

Update Details

1 Update(s) Required
IUpdates are needed on your computer before you can join the network.

Updates Status
Required ~
1 [ Bitlocker Click Start to begin
Bitlocker (Required)
. Bitlocker encryption not enabled on the endpoint. Station not compliant. -
Start
Time Remaining: 00:03:29 | Hide | [ Cancel ]

ISEﬁﬁﬁﬁﬁH&ﬁﬁ#W#ﬂiﬁl L IFJ??N ‘

= Operations

RADIUS Livelog ~ TACACS Livelog Reports » Troubleshoot  » Adaptive Network Confrol

Report Selector Fosture Assessment by Condition
Favorites
From 11/14/2015 12:00:00 AM to 11/14/2015 02:36:59 PM

B Audit
10 reports

» Davice Administration Logged At Postur  Identit | Endpoint ID IP Address Endpoint 05 | Palicy Enforcement | Condition  Condition name
4 reports 2015-11-14 14:35:32.3 @ cisco  08:00:27:81:50:8 10.62.145.44 windows 7 Ulti Bitlocker  Mandatory Failed hd_inst_BitLockerDriveEncryption_10_x

4 ?;g_,‘:zi:g 2015-11-1414:35:32.3 @ cisco  08:00:27:81:50:& 10.62.145.44 Windows 7 Ulti Bitlocker  Mandatory Skipped hd_lec_bitlocker_specific_1

v Endpaints and Users 2015-11-1414:32:07.0 @@ cisco  08:00:27:81:50:8 10.62.145.44 Windows 7 Ulti Bitlocker  Mandatory Failed hd_inst_BitLockerOriveEncryption_10_x
Authentication Summary 2015-11-14 14:32:07.0 @  cisco  0B:00:27:81:50:8 10.62.145.44 Windows 7 Uli Bitlocker  Mandatory skipped hd_loc_bitlocker_specific_1

Client Provisioning

Current Active Sessions

External Mobile Device Management
Identity Mapping

Manual Certificate Provisioning

Posture Assessment by Condition
57 Filters .
* Time Range Toda -
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http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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