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- ISERR BN ERE
- SRR B AR R 42 2R (WLC) RV AR RE

BRA T
X F N ETRBIRA T RN ERARA :

- Microsoft Windows 7
. Cisco WLCHRA7.6 R E & i A<
. ISEE B3 .1 IR R E & AR A

MEMA

I5E

Internet

WILL

S5I0; Gueast

Guest Lser
R RFEEAENTEEMERME T Z@AAEE,
UTR—WRE :

IR SHEEAEREREEZBIS(SSID)ELER . i . E2—ERMHEE , FHISEXET
MACBRLLETEREBRE. LEMRIBEERISELME_FERERL , YAEREREEREEOE
FEBRTEMAE, ISEREEEMEcisco-av-pairfIRADIUS Access-Accept:

- url-redirect-acl(FEEE R BLRE , UREWLCAK F EZHFHEIEFIEEACL)EHE)

- url-redirect ( #REEEM@EIISEWNALE )
TR S EFEREEEMRISE, FAEZE—T "{ARE., MTAREHERBUEEA, RS
BEREERENZEUEYZIRFNER, JUBRAMENRZEMAE , WELBTEMEFTE
FE%@?E%W@EE’\JAEO BURF#%Z K BACHERHARR (FREABNEE ) MFEHEL
BE 0



SBR3. ISEASRADIUSIR R & (CoA)EMBBFIAZIWLC, EfEHEEIXEHAuthorize-Only B
HRADIUSTEEREREF , W.CEBEMBEBFEAE., ISEEBWLCA M E &M Access-AcceptHl
Airespace ACLIETTEE | ERRM ¥ InternetfVEhRE ( AR FERAENRKFBEUARRERE ) o
IR URTERB ORI EEAP)ERE , ISEABEEIECOA Terminate AiEZ EH 5 175 &

, ABEAPEFEMMRERAFMISEZHE, EE¥MAMAB ( MACIBJE ) , CoA Reauthenticate i 2%
T EEEUHEB/EUERBERERT PR,

SBAGFEERAEERMENRBEFEGT U,

ALARRA (REE R ) SEHMINE , MIREMBFEEBYOD),

RLIE

WLC

1. B AR B P EENCIRNFTRADIUSH ARER. & ¥ Z=Security > AAA > Radius >
Authentication SARBUFARADIUS CoA(RFC 3576),

]
cISCO MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY
Security RADIUS Authentication Servers > Edit
R Server Index z
General
* RADIUS Server Address 10.62.97.21

Authentication

Accounting Shared Secret Format ASCII[Tl

Fallbacl

Shared Secret |-"
DNS
P TACACSH Confirm Shared Secret I"'
LOAR
er';jAcélFr?lf;rli-:ws;Is Key Wrap L] (Designed for FIFS custome
Disabled Clients Port Number 1812

User Login Policies

AP Policies Server Status Enabled [vl
Password Policies Support for RFC 3576 Enabled [vl

Local EAP

» Server Timeout |5_ seconds
¥ Priority Order Metwork User Enable

¥ Certificate Management Enable

b Access Control Lists IFSec [[] Enable

BT EELNEE, BFEECalled Station IDEHEFEEWLCLAMEIESSID |, iE AFFISERE
SSIDECEZENAA



Security RADIUS Authentication Servers

w AAA _ P i ( I
= -
General Acct Call Station ID Type IP Address
¥ RADIUS oo Auth Call Station ID Type AP MAC Address:SSID ||
Authentlcatmn

2. EWLANSEHE T , EVEZRLANWLAN)GE , IEREERNTE, EAMACIBIREKLayer2
securityiXEE ANone. HE£/H 13 5FE. REMEIRAAA)ARREF , B1E 50 EBRE MR

ISE IP#zsit, 7EAdvanced&5|1Z2E £ , BUFAAAA Override , 3 A% #83% 52 AT 122 4 (NAC) AR REER &E
ARADIUS NAC ( CoAXIE ) ,

3. EE ESecurity > Access Control Lists > Access Control Lists , AREI MEFEUEE :

GuestRedirect , AT EEE RN REN EFE A HM R EInternet , N R BIERL | FT
BHAERE RF

LA RGuestRedirect ACLHWEE I ( EEREMNE MR HERISERTRE ) -

vl
CISCOD MOMITOR  Wiahs CONTROLLER W]RELESS SECURITY MAMNAGEMENT COMMANDS HELP EEEDBACK
Security Access Control Lists » Edit
* AAA
Geaneral General
» RADIUS
Authentication Access List Name Guest? edirect
A SE i Eing
Fallb-ack Deny Counters (i}
DNS
k TACACE+ Destination
LDAF Seq Aclion Source IPfMask IP/Mask Pralocal Sonirce Parl sk Port DSCP  Direcbion
Local hiet Lisars 10.62.97.21 0.0.0.0
MAC Filtering 4 Parmit ARy ARy Ay ARy ARY
Cisabled Clisnts

ot 255,255,255.255 0.0.0.0
User Login Palicies

AP Palicies
Password Policies

b Local EAP

0.0.0.0 10.62.97.21
2 Parmit Any ARy Any ARy ARy
0.0.0.0 Z55.255.295.155

F Priority Order

ISE

1. BfnZlGuest Access > Configure > Guest Portals , A& 2 3 #1995 # 5 Self Registered
Guest Portal:



Create Guest Portal - Choose Portal Type

Choose the type of portal you want to croabe.

0 spensoreid-Cuest Porkal

SPONECEEE SreRls el AcHounte, Gosls cannol ereats their own soceunls.

[ salr-Registered Cunst Foral
Guests prode mfcemabion bo aateraiically ereate an account, with sponsor approvel as an optoeal requetement.

) Hudspol Guest Portal
GUSELE CRN ACSERE the nenwerik waihout cradentala, bat you can add p welcoms messags and ALUR

2. BEREREREERTSIANMFEE, SEREMREREATERE, EPortal Page
Customization™ , (JABERERNFIEEH,

3. RERBEERER :

FE (EFBEREFEAOBRBAACL GuestRedirect )

[ continz= R

4 Home  Operations |*  Policg| *

| &) Aurthands s8on |, Aarthcaization |+ Profiling | Fashure |edf Slignt Provisioning
Dectomarias Condiions
Results Authorization Prohles = Guest

Authorization Profile

|5 TrustSex

=)
( = ) “Mams | Guest |
ar|E- . o
A =A o~ Descriplion I
* [ Autbarizaton “hccoss Tipe [ACCESS ACCEPT - |

w55 Audhorizaton Prafies
g Biackhole Wireless _Aotess
ﬁnsmj_ﬁmne:
5@ Derrpacoers
i st
HetSpat w Common Tasks
2 Mer_Ciges_P_Prcnig [ Web Bedirecton (CVWh, MOM, RSP, CES)
g Pemitdrcess
g Peimiiernet

Saniee Template [

i Postre Cantralized Wab futh =| acL | GuestRedirect valug | ExamplesellRegistercuss -

» | Dowriosdabie ACLS

- O stase Pmost name
20 Il Posthare Mods Profiles

Permitinternet ( Airespace ACLEZInternett[E )




s
E Tdentity Services Engine riv Home  Operations | Policy| v

|a) Authvenlic aton (o, Autharization [ Profiing [, Pasturs Jz, Clignt Frevisioning
Dichonanss Condiicns
o ok bl i Trrartuben L e
Results Authorizatzn F hi Permitinterne
f 7 Authorization Profile
_ - * Hamsa [ Parmitintarnsat |
= . :
» O Audeodadon ESCiphen |
il i *Accoss Tyipe [ACCESS ACCEPT ]
k= Aadhorization Profies -
= Sardcs Template [
b [ | Downioadatie RCLE
* | Iniine Foshare Kode Profiles
L — Frafilag
b Pogfore
b B Gl Provisking = Comimen Tisks
¥ B TrusiFec
o [ rigar

L] ek Auiherscation fLacal Wb Auin)

=1 Arespace ACL Mame | Indarnat

4, EERTRERD | BFEMEPolicy > Authorization, TEISEARA1.37 |, FARKIER T R EH
MAC B B FET(MAB)SHR ( R EIMACHL ) BRRFSHE (KIEE ). EHERIE
FMFFEER  BATEEEXRERINRIFRIPHEARE,

i —
E pEIiSeanices Englne ¢y Home  Operations |+ Policy | GuestAccess |» Administration |
|_'=n| Authentication B.ﬁ.um-:-rizmi-:-n b Profiling B Posture &= Cliant Provisioning !;l TiustSec & Policy Elemants

Authorization Policy

Define the Authorization Policy by configuting rules based on identity groups andlor ether condiions. Drag and drop rules to change the erder
For Policy Expor go to Admeinistration = System = Backup & Restore = Policy Export Fage

[ First Matched Rule Applies -

¥ Exctp'lin ns (IJ:|

Salus Rule Mams Conditions (identity groups and other conditions) Fermissions
Guast GuestEndpoints Radius Called-Sation-1D COMTAING Guest Parrmitiniemmat
Guasl_Authenlicate Radius;Called-Station-1D COMNTAING Guast Gueast

EEESESSIDRAB T ERA E H RKBREMNSMNIE, ERREMEF_ERUITENER , &
EEASEREREEREECMNEEQS ERNFEMF,

FRERIRFIRIIB AL , ISEEEIXRADIUS CoA , MWLCEHITEHBRD, E—X
, 5 —{E4R Bl B2 52 FE T B % =Permitinternet LB |, 3R [E] FE A AWLCEIACLE 1B,

5. REES>RRER-HRERFTEWLCEARRIZEALE,



R

FRAAHRAR , BRENEEREERIEE,
1. EEFESSIDEER I AURLE , RSB LEHFEQEZAEHH :

‘(‘ & https://isel 3example.corn:B44 3/ portal/PortalSetup.action?portal=6f48 b7 c0-1967 11 ed - a20e-0050569c 363 & c " Google

CISCO Sponsored Guest Portal

Sign On

Welcome to the Guest Portal. Sign on with the usemame and password provided to you.
Username:
Password:
Passcode:

Cont have an account?

Contact Suppor

2. HRIERBEMEE , 824 7Ei1Z#Don't have an account?i218, B RAFEIUIRFMNHE
H, MRE "SHEMAF, GETHRAT "SRG, 1B1E  AEEZLSRE (ETURRKRER
FERERMHFTENAERTEM) .



e = https:/fisel 3. ecample.com:B44 3/ portal/SelfRegistration.actienfrom=LOGIN c E

!l[ll.l[l

CISCO Sponsored Guest Portal

Create Account
Please provide us with some information 50 we can create an account for you

Registration Code*

CISCD

Username
guest
First name
michal
Last name
garcarz
Email address
I‘“IQEW:EE@EIEC,{) com
Phone number

BE6E6666E

. MREBREAERBEEMERE , FFEMEIGuest Access > Settings > Guest Password
PolicyBiGuest Access > Settings > Guest Username Policy A B iR E. LA T 2 &4 :



¢y Home

B Configure B Manage Accounts 1] Settings

» Guest Email Settings
» Guest Locations and S5IDs
» Guest Password Policy

+ Guest Username Policy

Sl

ldentify the SMTP server and specil

specify the locations where you wat

Specify the policy settings that will

Specify the policy settings that will

Configure username requirements that will be enforced for guest usernames. LIsernan

Username Length

Minimum username
lenagth:

4 (1-64 characters)

Username Criteria for Known Guests

If data is available, hase username on:

'E' First name and last name

() Email address

Characters Allowed in Randomly-Generated Usernames

Alphabetic:

Minimum alphabetic:

Mumeric:

Minimum numeric:

Special:

Minimum special:

Allia-z) -
g (0-64)
All0-9) -
0 (0-64)
All supported -
0 (0-64)

4. BUEMIRF®R  RREETERE (RBRHETEERRBERNER )



* = 5 el S eamplecamaE 243 partal Creake ounbasticnram=5ELF F TRATION i

CISCO Sponsored Guest Portal

Account Created
)56 el Mollowineg informiadan 1o 5ign an 1o ha netenrk
;‘5-:--mmv.-;. uesti
Password.=_yl
First namemicha
Last name garcan
Emailmgancarziciscd ooHm

Conlad Sappon

5. #—TSign OnIRUBEF (MR ESFRARUTHRE , TRFEZHFIINEFNER ;, ERZ —
BREHS , EAFANEEBNAZEAN),

suast Partal

Sign On
Welcoma o the GuestFordal. Sign onowith T usemame and password provided §o vau
Usernamae:
guast

FPasswaord:

Fagscode:

ason

6. RIh#% , JRERBERENFAKRAUP) (WREFEMFTEE ) . tAsERE RPost
AccessHH ( 2 AJ#EGuest Portal FELE ) o

INIT
CISCD

Post Access
Click Continue 5o connsct b tha natwork

Tou e wery dase I f=nning NETRONE ICCEsS

Cantac Suppord



REZE—BHRFPERTHBFFIE

CISCO Sponsored Guest Portal

Success

vau now hive Inlemel aooess through #is nebsork

Sonkacs Support

REREGF R

AERENEF TR RN EEEETRHEE,
TELLREER | ISEEE TR T BES

(=
14 .
Tdentity Services Frgi . .
vl AL L % Home  Gipsralisns | v Palicy | = Gussl Access | v Adminskalion | = |

[aumematans Reparis 2 Endpoint Projacion Sanice 2 Troutieshoal
Mmcerdigurad Suppkcarss Macarfigurad Metwork Dewices | AADILYS Draps 4 Client Skepped Resparding
i 0 82 o
[I|] Show Love Seesices 404 add or Removs Colornz = :5- Aafresh g Repst Bspast Caunse Fafragh Fwary 1 minga | 5
Tme . Slalus ot Fepeal | Wardity 4 Authantication Palcy| Authorzation Pelicy | Authongation Profies  Idantky Sreup & Evant
ajf -+ Caure |

200 a-08-00 131%58. a 0 guestl Seesion Stale is Started

0L 408-00 131852, B a guesl Dafauk == MaE Datauk == Suast Parmitint ermet Usar ldentity Gro... Authorze-Only succesded
2ord-08-0L 12155 @ a hymamic Autherization succeeded
201 4-08-01 13:18:29.. & guestl GuastType DALY Guest Authericatian Fassad
2opa-08-0r 121e3l.. @ a 64:64:A%06: 23 Defauk >> MoB >= .. Default => Guest_... Guest atherticaton succeeded

TR
- EFEAEBRIE —ERERA(Guest_Authenticate) , Y EFE@MEIFHE ( "BREKIIL )

- SIEREHRSEUETEREM. RPEA (EAFRILNIRS ) % , ISEEEECoAENRE
, SWEHWLCHERD ( "BVRERERTN, ) o

- WLCE F Authorize-Only B 4 3117 E 5T & 7583 , MIREIACLAE TB( "Authorize-Only
succeeded. ). AHERM T EHMNMEEIAR.
ﬁi(Operatlons > Reports > ISE Reports > Guest Access Reports > Master Guest Report)iE 72

Master Guest Report Favorde
L]
Froivn DR 2014 12:00:00 A0 1o OO 12014 D2:42:34 PM Fage
Logged At Guast Usar MAC Address IP Addrase Oparation Lisar Mame Megsage AUP Accaptancoe
Marme
20140801 13:18:42.9 questl G4-66-83-08-23-43 10.221.0.218 Guest user has accepled the use policy
2014028401 13:18:03.7 quest] 54-55-83-08-23-43 10.221.0.218 Add ;:.|FF|.:.|-_|,§75,:\I- il

REAERE (ARERFTE ) TUAREBSHEFLEAENEIRE,



L RBIREEEMIRS  BEABRREA ( "FRHNBEAL ) ¢

.'x!_';.h?'ﬂg Socnsar.example. cam HadL S I artallogimsul L.ack

WWeltome spansor

wl|van]us
€is5¢o  Sponsor Fortal

Graate ACCOLE Manage Accours 1] Pandng Accolnts (03 Hoticas {0)
Reaemd Extend Edit Suspend
Delete ResetPassword Print

=rstnEma: milzhal

Ak Name garcarz
Usemnams guest

*agEnond =_yl
Ermgil addrass mgarcarzi@eisco.cam
Compary
SFE ke BEEEBEEEE

ErEan Deing vistememal]

i

an e wisl
Glast vpe DAILY

W13 o T
S Bwaaiting Initial Login
Fromdats QRO 4 12:58
T2 data OBM2Z014 12:58

aCahon

Langusge Emglish
Group tag

limz lett 02347

AR

HRIEREPHVESEREER , AURETENREE, EIE— Y1 #HIRIEHEFI S EGuest Access >
Configure > Guest Portals > PortalName > Edit > Portal Behavior and flow settings FTELEH ., FE
ENFREDSE :

B BhEE M EE

- IEER — ERRFERRE, RFIHRE, BEAKRBNEE ( ERISEMRA1.2HEEEE
ERNFEACHES)

- REMRES — MREA  MEAFANERBNEREETERER (XAEEYIRFRFRARE )

- AUP — 7 B 1T =E I HI 452 32 i P SR

- R AL/ RS FIRF R ER

BARERE
C BERE — SRRA  ARAFAEEBOHEEAERA
- AUP — 7£ F 17 2 {1 59 o 422 32 456 A S
- BRERRE

EEEMERE



- ERERT , EES DM
SERRARMRE

- RFFRE R R
BYODRRE

- AP FRESENEEEAEEMAGARE

TRARAERNIRS

7 Ri#E #Require self-registered guests to be approvedi®& , RIFFFE I MRS X EH B ARLHE
o WINBETREFEAE FEHSBAEELEEAN (ARBEIREH]E ) -

MR ARE EREEBHERiGESMTP)ARFNARBHEA , AITSEIUIKRS

Account Created

Use the following information to sign on to the network

Email send failure ‘

First name:michal
Last name:garcarz
Emailmgarcarz@cisco.com

¥ Hguest.loghy B SR AMNBHRN S EMERF AL EX

2014-08-01 22:35:24,271 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | owmmanager . st ep. guest . Sel f RegSt epExecut or -: 7AAF75982E0FCD594FE97DE2970D472F: : -
Cat ch Guest AccessSyst emException on sending emai|l for approval: sendApproval
Notificati on: From address is null. A global default From address can be
configured in global settings for SMTP server.

ECBAERNETEHHRER  IRF&EM .



1IN
o Identity Services Engine

QCDnﬂgure gr-.ﬂanage Accounts @Seﬁings

» Guest Account Purge Policy Specify when to delete expired guest accounts

‘0 Home  Operations

p Custom Fields Add custom fields that can be used for creating

w Guest Email Seftings Identify the SMTP server and specify the email

SMTF server: outbound.cisco.com

Configure SMTP server at:
Administration = System = Settings = SMTF

Enable email notifications to guests

'E:' Use default email address

Default email address: | ise_notification@cisco.com

() Use email address from sponsor

Account Created

Use the following information to sign on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com

BMAERBBEMGEREHARER | FHERZBANREMLS BB #%Include this information
on the Self-Registration Success pageZB 7 fifk. EM B EZTEHEANER  SHEEAENEE
BERBERATIFERETEERMEFEEVEANBELNRE, Rk , eM4EBRBEARS
(SMS)=R B FE &%, Iti#1E XA ESend credential notification upon approval usingZf 7 (E&E
T EH4/SMS)FRLA .

[0 3% AEEBEAE T BN



- =ise notification@cisco.com

Ft ise_notification@cisco.com % % Reply| + Forward|

wbject Guest Approval Request

o Me <mgarcarz{@cisco.coms=

Flaase approve (or deny) this selfregistenng guest. The gusast provded the following nformation:
Usemame: guasiy

Firsl Marme: michal

Last Mame: garcarz

BREAZTAREAFFILLLERS

Weltome spansor -
atloan]ns P
cisco Sponsor Portal
Create Accounts Manage Accouwnts (1) Femding Accounts (1) Matices (0}
Approve Deny Refresh
Username State First Name Last Name Email address Phone number Company
# guesty Pending Approval michal garcarz mgarcarzEeisco.com

LR , RS BEERERA (EAETBHRSMSEBNEE ) -
B WREFERT ZEEF Bt

B TEM4AL i, SRFBEERN , REMEREARS , XAEMEN BRI @3
RABEBA (HEL )  YEFBFEERBEFMHEENA, LB E7EGuest Access > Configure >
Settings > Guest Email Settings T Et & .

B WAL ik, ARBAREAERIEZEMIRS . EEGuest PortalH Y Guest
Access > Configure > Guest Portals > Portal Name > Require self-registered guests to be
approved > Email approval request to FEL & .

T TWHAL i, ERAGEEAETEMABERMEN. WREFPSend credential
notification upon approval using Email , Al 32 BIBFHEA (ERAESBIEBE ) NE
FEUEEGHE.

B A RS

HEBFLALIEBSMSEE, EEELTREE !



1. RESMSEHREHEER !

SMS Service Provider

Guests can choose from these SMS providers:
Global Default

[ IT-Mobile
NTT

[ tverizon
[ IclickatelviaSMTP hd

2. AL T a5 F Send credential notification upon approval:SMSEREU 5 2.

3. %, IEEREERMIRFRERERTHIREMAR !

+ il https |:5|?ﬂample.cumé~]-'-:'! portal/SelfRegistration.action?from=L0GIM C

Phone number*
GE6E66666

Company

SMS provider*
T-Mobile

ATT ‘
Global Default

Reason for visit

4. FEFmR R HE M EFERIHEIESMS:



Account Created
Use the following information to sign on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com
Phone number.666666666
SMS Provider.Global Default

5. A EHE>R >R E> SMSIBE T B ESMSRERER,
5 B Rk
MREFEEAEZALIZZAUPEIEIZE T Allow guests to register devicesiZ1E , AT LA MEE

I
CISCO Sponsored Guest Portal

Device Registration

You can add a madmurm of Sguest device_Bmits devices. Enter a devioe 1D and dindce desoipion. The device 1D is the WAC address or Wi-Fi address of the
device. Itis an alphanumeric 1D in this format A1:B3ES19:6F-BB

Device D

Device Description

=
Cancel, continue

Manage Devices (1)

64:66:83.:08.23.A3 Depste

AR KECEDHHE (TUR "EEEE, BEYP )., ERREAERE T Automatically register
guest devices,

AR

1R iEE 7 Require guest device compliancei®1& , BIFAEFEAE BT ALIEZAUP ( AR TEE,
TRERM ) & , EEAMITIRE (NAC/WebRE ) WREBETHB. ISEREE FinFE 5 Al

, SUREERABMENRE, A%, FHH EETHREHTRLFAM (RBZEFTEHRA ) WSS
REAZISE , ISEERIBEEEECOAEN S NRBIUESURREMEE,

AREM RER A TR T AR -



¥ Exceptlons [0)

Stabus  Rule Mame Caonditions (identity groups and other condibions) Permissions

u Guest_Compliani GuestEndpoints Radiug Called-5tation-10 COMTAING Gueast Farmitintemmeal
SesslonPostureSiaius EQUALS Compliant

Guesl GuesiEndpoinis Radiug Called-Sation-ID COMNTAING Guesi LirniledAccass

Guesl_Aulhenlicat: Radiug Called-Staion-ID COMNTAING Guast Gugst

% —EEZIGuest_Authenticate R AN FFEAEEEQ R BBIFMHEME. FRAEETEMES
AR, COAREUWRENRE  FHESESHTRENERNERFBZFTE, REERET
NACPGEEHI{’EﬁEﬁAE'Ré , COAT EBHREUNREMNE , LUERME InternettVEH R,

ZEREN AR BELERD RN EFiRHERER

il
CISsCO Sponsored Guest Portal

Device Security Check

ISE is not able to apply an access policy to
your log-in session at this time. Please
close this browser, wait Ei[CIIDI'DKiFﬂEiTEl'_I.-' one
minute, and try to connect again. If you are
still not able to log-in, please contact your

network administrator.

Contad Support

MR EMEguest.logiER (ISEARA1.IFIFER ) |, T LIFEERE— B

2014-08-01 21:35:08,435 ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess.
f | ommanager . st ep. guest. d i ent ProvSt epExecut or -: 7AAF75982EO0FCD594FE97DE2970D472F: : -
CP Response is not successful, status=NO_POLICY

HR&R

70 RiE + Allow employees to use personal devices on the networkiEIE BIfE A LFI P A R E A
EWLUBIBBYODRELFMEARE, BRFEERAE , SRR E R AR,

"EIFAMFERFEL —RTEER?
FEERBERT |, FHGuest_Portal_Sequence identity storeEt EHEFIF -



v Portal Settings

HTTPS port: * (8000 - 8999)

Allowed interfaces:* [ Gigabit Ethernet 0

[J Gigabit Ethemet 1
O Gigabit Ethemet 2
O Gigabit Ethernet 3

Ceificate Group Tag.* | CertTagl =

Configure certificates al:

Administration = System = Certificates > System Certificates

Identity source sequence:; ™ |Gum Portal Sequence vI

Configure identily source sequence at:

Administration > Identity Management > Identity Source Sequences

EREAEHAANINERE (EHEERAEZE ) NABREFS

B 00 . e e

el Bysiem m il Hetwork Resources [28) Device Porksl Management

dentibes Gaoups Exermal identily Sources Idanfity Source Saguences Salings

Eenlily Soarce Seqitenices Lisl > Guesl Pairtal_Sequiance
]I']E-]!Itlt}' Source Sequence
w ldenifty Source Sequence

"Mame) Fuest Partal_ Sequence

Description| & poilt4n Kantity Sequence for the Guest Portal

w Carfifcate Based Authenlicalion

[ select Certificate Anthentication =
Frafile

* Authentication Search List
& gat of idaniify sources Walwill b2 accasead In Saquanca undl Test authemication suiceads

Ioailakla Salaciad
Intarnal Endpoinis B g mal L5 ars =
-] 5 I Gipegl Usars 7 I

;I All_AD Inslancas _I

] o=

ESHEMAFHLER  EREREEANEAERETERNEE , LETBYODEEM :



st
CISCOo Sponzored Guast Portal

ETOD Wealcome
Nalooenie b Be BYOD porta

| want Quest actass only

B, EFRERE U EEAREZNITBYOD,
MRREETHEEAEBRRMAIRABEAERR  AIREERRE (EBYOD ).

VLANE &

BT SECUAISERRA1 20t S FEF FBENVLANE R, ERFRETactiveXTHJava/MES

, R B DHCPE MBS, ECoAMBKIRMNVLANERE K SEHTILRE, FAMABE | &
WA HEVLANWE L, —ERRENRRAREFEANACREERVLAN ( DHCPEMH/EH ). 3
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