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- Windows 10
ANHHNEARBBREEERERERNNEEMEL, XCEPEFHEIJE’JFWE%Z%% 2Rk ('R
) FAHRER B, MRLNBEREEER , FRAREECEFRTMESTTRERKNEZE,

HFRER

HEAEISEREFR , —EEFEAN DA ZERADIUS, HTTPHMDHCP, HMRURLEE @R
ISETERR RO, HTTPERAWREZER , AEREAEAEFRREBEEENKREN. R &
%‘“’EEEFHF‘JLEF FEEURLEEMD , ¥ B HiEDot1x , EFESEHERM HiKE. a0

, EARE D %HE?%EE&EUH%(SSID)E’JEIPC?IE%;EéQEFEJn‘F—HE i H {8 AiDevice(iPhone,



iPad, iPod)Z¥SInternetah BT AI#E, HEEMEBAT , £AE KDL BHEHMIFEEEMN
SOENETREREEEREE M RBEEAERRWebBIER. Z—EFANERTEZREH
B, EERARIEFTE , RAEAETREFRFEHREEISIFEREE,

ERNLENIZAERT , DHCPHRIThAEFMDHCP S| #IFE KRB EIRIFS5 7] FAEEHE L EEH TH
ESWNENRFZE. DHCPER B K Parameter Request Listi i o] A A R iR fE ¥ RFEITIEAL
, BEARHEBRHIPS)EAEEREEERNTHL, ERBEERRFR L EEXDHCPRIANE
RERTR , REMSRHACHERDHCPRIMRES (AR HES. HE[REF(DNS), TFTPHEMREE
JEWHWDHCPEEHFEE., DHCPEFinbfARSFFRELEZENIEFHEK—  TRARYIESE
FAEERREITIEM . Parameter Request ListiZIHH 5 I FEHTTP User-Agent= & A e
,BR  CRIEEATHBENEMERERNERRKEH,

M&E : DHCP Parameter Request List2IEI TR TEXMWARAR , RATERNERIURR
fitEm , YA S ERERFIER,

EEEBISEDHHR Az 8] , FBFEAWiresharki & , #f£ISE L VR im/ 1R 5 M85 (SPAN) 2 {EH i 12 &l
WHE(TCP)EfRIHE , FMEADHCPER IR SIHEERBEIRE (MREE ). W ROIEERER
Windows 10KIDHCP 5| #4555k /58 181E,

M [bootp
No. Time Source Destination Protocol Length Info
1883 55.281836 0.0.8.8 255.255,255, 255 DHCP 342 DHCP Discover - Transaction ID @xc629cl2d
[ 1645 7@.718483 0.9.98.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xc629cl2d I
£

Relay agent IP address: ©.8.0.0

Client MAC address: IntelCor 26:eb:9f (b4:96:91:26:eb:9f)

Client hardware address padding: @@200008000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (61) Client identifier

Option: (12) Host Name

Option: (6@) Vendor class identifier
I v QOption: (55) Parameter Request List I
Length: 14
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Item: (43) Vendor-Specific Information
Parameter Request List Item: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Item: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Item: (47) NetBIOS over TCP/IP Scope
Parameter Request List Item: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery
v Option: (255) End

BRUNTERDBEXBANGIBERBEFS : 1. 3, 6. 15, 31, 33, 43, 44, 46, 47,
119, 121, 249, 252, HISEHEE B EE D IR FERLER,

BREIDERT EHABESED T IEEEWindows 10T 414 FLEEt 2/Windows10-Workstation.

E

%I%II



1. B AZISEE E B GUII Efi FPolicy > Policy Elements > Conditions > Profiling. #—T
AddUAFTIEST Y B E R D iR . EARSIG , HFIEAWindows 105 BFERBFERN. B
SIBFBERFEENTEFE , 552 BFingerbank.org,

BYEE : Attribute Value X A ETJRERBRATBEEFIRE , BT EFRBERBR RIS
BIATEEE,

‘ Profiler Conditions Profiler Condit t » New Profiler Condition

S A e Profiler Condition
NMAP Scan Actions

Allowed Protocols * Name Windows10-DHCPOptions5_1  Deseription DHCP Option 55 Parameter Request List for

Windows 10.

4

* Type DHCP v

* Attribute Mame  Jdhcp-parameter-request-li v

* Operator EQUALS b
Attribute Value J1, 3, 6, 15, 31, 33, 43, 4¢
System Type Administrator Created

2. ERBHEZFMEE , BinZElPolicy > Profiling > Profiling Policies A& 2 E 1 2 A1 5K B B B 3
D EREE, FEARHIF | #REETEEE Workstation, Microsoft-WorkstationfWindows10-
Workstation$REE , AMEZTEFH "SIBFEREE ) KiF. SHNESHREFIER
Workstation, Microsoft-Workstation, Windows10-WorkstationZ* #7855 BE#E Rl | B T Ro
E%%Eﬂ“ﬂﬂlConstablllty Factor J«)\{E?E SATENMEED TR,

Node Config Feeds Manual Scans Policy Elements Profiling Policies

ascription Policy for Workstations

view Ext Id Sourc MNetwork Devices Endpoint Classification

4 VMWare-Device
4 Vizio-Device

|4 WYSE-Device * Minimurn Certainty Factor 10 (Valid Range 1 to 65535 )

|4 Workstation
* Excaption Action NONE v

|4 ChromeBook-Workstati

NONE R
|4 FreeBSD-Workstation

7 Li " : Create an Identity Group for the policy ‘Yes, create matching Idantity Group

[4 Linux-Workstation v O g !
Mo, use existing Idamity Group hierarchy

|4 Macintosh-Workstati

Parent Policy R ONE

|% Micresoft-Workstatio

ociated Cod Typ Global Settings R
|4 OpenBSD-Workstation
R System Type Administrator Modified
I4 Sun-Workstation
4 Xerox-Device .
N Rules
|4 Z-Com-Device
|4 ZTE-Device if Condition Windows10-DHCPOplion55_1 v Then Certainty Factor Increases

* |4 Zebra-Device K GCondition 08 _X_MountainLion-WorkstationRule 1Check2 ' Then Certainty Factor Increases v 30 o ™


https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf

Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Palicy Elements Profiling Policies

* Mame ficrosoft-Workstation Generic policy for Microsoft workstatio
|4 WYSE-Device
Policy Enabled y
|4 ChromeBook-Workstati * Minimum 10 (Walid Range 1 to 65535 )
|4 FreeBSD-Workstation
* Excaption Action NONE ~
> |4 Linux-Workstation
AF) Ac NONE
>[4 Macintosh-Workstati ' o >
« |4 Microsoft-Workstatio Create an ldentity Group for the policy Yes, create matching Identity Group
. Q) Mo, use existing Identity Group hierarchy
| Vista-Workstation
Parent Workstation
| Windows10-Workstat
* Associated Coa Type Global Settings e
|4 Windows7-Workstati
. i 1 System Type Cisco Provided
|+ Windows8-Workstati
|4 WindowsXP=-Waorksta
Rules
|4 OpenBSD-Workstation
> |4 Sun-Workstation I If Condition Windows10-DHCPOptionS5_1 w Then GCertainty Factor Increases  ~ 10 w I
» |4 Xerox-Device If Condition Microsoh-Workstation-Ruled-Check1  ~v Then  Certainty Factor Increases 10 - v
Overview Ext Id Sources MNetwork Devices Endpoint Classification Node Config Feeds Manual Scans Paolicy Elements |Pr0fi|ing Policies
Froning
Es] Profiler Policy
[ &
T * Name Windows10-Workstation Descrption  Poliey for Microsoft Windows 10 werkstation
Workstation y
|4 ChromeBook-Workstati
* Minimum Certainty Factor 20 (Walid Range 1 to 65535 )
|4 FreeBSD-Workstation
) e * Exception Action NONE w
>[4 Linux-Workstation SRR
> |4 Macintosh-Waorkstati * Network Scan (NMAR) Action NONE ~
| - l"' Mic rosoft-kaslatlol Create an ldentity Group for the policy Yes, create matching Identity Group
|4 Vista-Warkstation O Ho. use existing Identity Group hierarchy
| |4 Windows10-Workstai * Parant Policy Microsoft=-Workstation e
|4 Windows7-Workstatis
* Associsted CoA Type Global Settings e
[ Windows8-Workstatis
System Type Administrator Modified
|4 WindowsXP-Worksta
|4 OpenBSD-Workstation Rules
> |4 Sun-Workstation
|4 Xerox-Device If Condition Windows10-DHCPOption55_1 ~ Then Certainty Factor Increases v 20 v
|4 Z-Com-Device i Conditi Windows10 ion-Ruled-Cheek 1 [ Then Certainty Factor Increases ~  2() o v

Mg EAGTEH TS (EHCEMEFER) TENAHHEANSTHNESEA,

BREE

F|1E —

EMEIISE >R > A, F1ESORIBEARANRERTE , XEISERTFERNGRBFFI#Z
o EREDE , ISEMERCOALEISELKF S —EENRBFRAELCHFTNEERER —
Windows10 Workstation,


http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

= Cisco IS Operations « RADIUS ! Q @

Live Logs Live Sessions

Misconfigured Supplicants Client Stopped Responding

0 0 0 0 0

Misconfigured Network Devices RADIUS Drops

Hewer ~  Latest 20 records ~  Last S miny

) Refrosh 45 Resat Aepeat Courts ) Export To =~ Filte
Time Status Dotails Ropoat ..  Identity Endpaint ID Identity Gro... Endpoint Profile Authorization Policy Authorization Profiles
i Idendity Endpaint 1D Identity Growp Endpoint Profile Austhorization Policy Authorization Profiles
Dec 29, 2020 06:385:43.472 AM (] 1 o dotixuser B:96:91:26:05:9F ‘Windows 10-Workstation Switch > Microsoft_woristation PermitAccess
Dec 29, 2020 08:35:42.088 AM [ -] a dotIxuser BEDE: 31 26:E8:5F ‘Warkstation Windows 10 -Workstatlon Switch »» Microsoft_workstation Permithccess I
Dec 29, 2020 06:35:41. 948 AM [ -] Y B4:98:51:26:08:5F
Dec 29, 2020 08:35:19,473 AM [-] 8 detizuser Ba:08:01:26:E0:0F Profiled Intgl-Davice Switeh »» Unkngwn_Profile Uniagwr_prafile_limited_ accoss

g2 —

ERAHRE  BRENEERE EEER,

. E i F|Context Visibility > Endpoints , 2 &in 2 , A% Bi#edit,

. #F2EndPointPolicy & Window10-Workstation , 3¢ B dhcp-parameter-request-list{E &2~ B &t &
YR E B,

Cisco ISE Context Visibility - Endpoints

Endpoints B4:96:91:26:EB:9F

B4:96:91:26:EB:9F oz B

MAC Address: B4:96:91:26:EB:9F

Endpoint Profile: Windows10-Workstation

Location: Location —* All Locations

Applications Attributes Authentication Threats Vulnerabilities
General Attributes
Description
Static Assignment false
Endpaint Policy Windows10-Workstation
Static Group Assignment false
Identity Group Assignment  Workstation
User-Fetch-User-Name dotixuser
User-Name dot1xuser
UserType User
allowEasyWiredSession false

I dhcp-parameter-request-list 1, 3,6, 15, 31, 33, 43, 44, 46, 47, 119, 121, 249, 252 I

SRR O

RER BN EFA TR R YA ET R,



- BEDHCPER BRREEFNT O INEEMISERREET R ( EFAEBREN usLSPAN ) .

. {# FlOperations > Troubleshoot > Diagnostic Tools > General Tools > TCP Dump tool ? LA{E #¢
ISEEE EGUIREITTCPERHE,

. 7£ISE PSNEE ERALL T #ER — -nsf-nsf-session-lightwight& #E B #-profiler-runtime-AAA

. Profiler.log . prrt-server.logHlisd.logBRHBEEH

- 2 BiFingerbank.org DHCPIEM &R E , BEG|I HFEREEZENERIFE,

- BREISES RGP EEERNSIBEREEE. ~LUREANFHIRE

BiEE : £ debug EHZH , AEESBEH Debug EHETHEZEE,

A&

++7EISE PSNEi# ERAA LT AAE —

-nsf

-nsf-session

-lightwight& &% B #%

-profiler

-runtime-AAA

++ ) 16 B R

++prrt-server.log

++7EISEER R LR AY R RIS

Radius , 2020-12-29 06:35:19,377,DEBUG , 0x7f1cdcbd2700,cntx=0001348461,sesn=isee30-
primary/397791910/625,CallingStation|D=B4-96-91-26-EB-9F , RADIUS¥#a

: Code=1(AccessRequest)ldentifier=182 Length=285

++|SE L fit Unknown_profile

AcslLogs , 2020-12-29 06:35:19,473,DEBUG , 0x7f1cdc7ce700,cntx=0001348476,sesn=isee30-
primary/397791910/625,CPMSessionID=0A6A270B00000018B44013AC , user=dotixuser , Calli
ngStationID=B4-96-91-26-EB-EB F , AuthorizationPolicyMatchedRule=Unknown_Profile,

EapTunnel=EAP-FAST , EapAuthentication=EAP-MSCHAPv2, UserType=User ,
CPMSessionID=0A6A270B00000018B44013AC , EndPointMACAdress=B4-96-91-26-EB-9F

++ISEEEE BB RF B TR B ES

Radius , 2020-12-29 06:35:19,474,DEBUG , 0x7f1cdc7ce700,cntx=0001348476,sesn=isee30-
primary/397791910/625,CPMSessionID=0A6A270B00000018B44013AC , user=dotixuser , Calli
ngStationID=B4-96-91-26-EB-9F , RADIUS PACKET:Code=2(AccessAccept)ldentifier=186
Length=331

++|SEE|AEDHCPE AR SEIREHT

%II


https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Radius , 2020-12-29 06:35:41,464,DEBUG , 0x7f1cdcad1700,cntx=0001348601,sesn=isee30-
primary/397791910/627,CPMSessionID=0A6A270B00000018B44013AC , CallingStationID=B4-
96-91-26-EB-9F , RADIUSPACKET:Code=4(AccountingRequest)ldentifier=45 Length=381

[(1EA&E B — & : [dot1xuser]

[87] NAS-Port-Ild — fB : [GigabitEthernet1/0/13]

[26] cisco-av-pair — {& : [dhcp-option=

[26] cisco-av-pair — {& : [audit-session-id=0A6A270B00000018B44013AC]
++|SEEX EIFCIREFE

Radius , 2020-12-29 06:35:41,472 , §8&. , 0x7f1cdc5cc700,cntx=0001348601,sesn=isee30-
primary/397791910/627,CPMSessionID=0A6A270B00000018B44013AC , user=dotixuser , Calli
ngStationID=B4-96-91-26-EB-9F , RADIUS PACKET:Code=5(AccountingResponse)ldentifier=45
Length=20,RADIUSHandler.cpp:2216

++Profiler.log
++U B|DHCP&#Edhcp-parameter-request-listty SR B3 & , ISERROEE

2020-12-29 06:35:41,470 DEBUG [SyslogListenerThread][]
cisco.profiler.probes.radius.SyslogDefragmenter -:::- parseHeader inBuffer=<181>Dec 29
06:35:41 isee30-primary CISE_RADIUS_Accounting 0000000655 2 0 2020-16:35:41 67 +00:00
0000234376 3002 NOTICE Radius-Accounting:RADIUSERIRER B EH

, ConfigVersionld=99 , 2 EIP#:1t=10.106.39.11 , £ & B W=dot1xuser , FHRIEE=6 , IR
B & B=Sw , £HEBB=dot1xuser , NAS-IP-Address=10.106.39.11,NAS-Port=50113 , ¥
=CACS:0A6A270B00000018B44013 AC:isee30-primary/397791910/625, Called-Station-ID=A0-
EC-F9-3C-82-0D , Calling-Station-ID=B4-96-91-26-EB-9F , NAS-Identifier=Switch , Acct-
Status-Type=Interim-Update , Acct-Delay-Time=0, Acct-Input-Octets=174, Acct-Output-Octets=0
Acct-Session-Id=0000000b , Acct-Authentic=Remote , Acct-Input-Packets=1, Acct-Output-
Packets=0, Event-Timestamp=1609341899, NAS-Port-Type=Ethernet , NAS-Port-
|ld=GigabitEthernet1/0/13, cisco-av-pair=dhcp-option=dhcp-parameter-request-list=1\, 3\, 6\, 15\,
31\, 44\, 46\, 47\, 1 9\, 121\, 249\, 252, cisco-av-pair=audit-session-
id=0A6A270B00000018B44013AC , cisco-av-pair=method=dot1x ,

2020-12-29 06:35:41,471 DEBUG [RADIUSParser-1-thread-2][]
cisco.profiler.probes.radius.RadiusParser -::: — 2 ###7#710S %8| 8§ 1:dhcp-parameter-request-
list=[1, 3, 6, 15, 31, 33, 43, 44, 46, 47, 119, 121, 249, 252]

M1 : cisco-av-pair value:dhcp-option=dhcp-parameter-request-list=1\, 3\, 6\, 15\, 31\, 33\, 43\,
44\, 46\, 47\, 119\, 121\, 249\, 252, audit-session-id=0A6A270B00000018B44013AC ,
method=dot1x

1 : dhcp-parameter-request-list value:1, 3, 6, 15, 31, 33, 43, 44, 46, 47, 119, 121,
249, 252

2020-12-29 06:35:41,479 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:EB:9F:12413370-49a0-
11eb-b713-1a99022ed3c5:ProfilerCollection: — ttMactVFiE % : B4:96:91:26:EB:9F is isee30-
primary.anshsinh.local



2020-12-29 06:35:41,479 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1299022ed3c5:ProfilerCollection: — it #:B4:96:26:EB:Prob & 81 Ff & #&fis isee30-
primary.anshsinh.local , ¥ 2 {43002

2020-12-29 06:35:41,479 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1a99022ed3c5:ProfilerCollection:- is endpoint source radius true

e 1

2020-12-29 06:35:41,480 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1299022ed3c5:ProfilerCollection:- New attribute:dhcp-parameter-request-list

2020-12-29 06:35:41,482 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1a99022ed3c5:ProfilerCollection: — BEf&tin BB 4 {E ERE -

2020-12-29 06:35:41,482 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.Forwarder -:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-
1299022ed3c5:Profilerf€ & : - dhcp-parameter-request-list ,

H+REANRRETRANREEE T TR

2020-12-29 06:35:41,484 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling: — SR E& 4SS B CHIB4:96:91:EB:F ( BETES5 )

2020-12-29 06:35:41,485 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling: — R T {45 52B4:96:26:EB:9F P EL0)

2020-12-29 06:35:41,486 DEBUG [RMQforwarder-4][] cisco.profiler.infrastructure.profilerManager
-:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-1a99022ed3c5:Profiling: — §2B4:96:91:EB:9F It
BC B9 S B&Microsoft-Profiler ( BEH10)

2020-12-29 06:35:41,487 DEBUG [RMQforwarder-4][] cisco.profiler.infrastructure.profilerManager
-:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-1a299022ed3c5:Profiling:-Windows10-
Workstation Pt &t 5 #B4:96:91:26:EB :9F ( #EE 20 )

++Windows10-WorkstationER R EN R SHEEREA40 , A EEZHEAEENRKRITHREER

2020-12-29 06:35:41,487 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling: — T REEFE X A5 188 : 4RI : B4:96:91:26:EB:OF i R K B

: Windows10-Workstation for:40 ExceptionRuleMatched:false

2020-12-29 06:35:41,487 DEBUG [RMQforwarder-4][] cisco.profiler.infrastructure.profilerManager
-:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-1299022ed3c5:Profiling:-Endpoint
B4:96:91:26:EB:OF B 5K B & .

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][] cisco.profiler.infrastructure.profilerManager



-:B4:96:91:26:EB:9F:12413370-49a0-11eb-b713-1299022ed3c5:Profiling:-Endpoint
B4:96:91:26:EB:OF H A B E X,

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling: — & E#8#B4:96:26:EB:Profiling L 89 & {3 48ID f - 3b76f840-8c00-
11e6-996¢-525400b48521

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling:-Calling end point cache with profiled end point B4:96:91 F , #&
Windows10-Workstation , Pt & BWindows10-Workstation

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling:-Sending event to persist end point B4:96:91:21:26:26:EB:EB:F
ep’H B TH= 3002

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling:-Endpoint B4:96:91:26:EB:9F & 048/ BBR B ECFEXR., BRE
RHEHICoA

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.profiling.ProfilerManager -:B4:96:91:26:EB:9F:12413370-49a0-11eb-
b713-1a99022ed3c5:Profiling:-Conditional CoAEvent with Endpoint&¥ 4l & A

: EndPoint[id=ff19ca00-499f-11eb-b713-1a99022ed3c5,name=<null>]

MAC:B4:96:91:26:EB:9F

Mt : Calling-Station-ID{E : B4-96-91-26-EB-9F

M1 : EndPointMACAddress{E : B4-96-91-26-EB-9F

M - MACHE3E{E : B4:96:91:26:EB:9F

++14% & HE % FlLightweight Session Directory

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.LSDForwarderHelper -::- Endpoint.B4:96:91:26:EB:9F [t F¢
Windows10-Workstation

2020-12-29 06:35:41,489 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.probemgr.LSDForwarderHelper -::: — EXEH IR AR , AFAN
] ITMLSD |, defaultradus , defaultad B4:96:91:26:EB:9F

++ #1221 CoAEAReauth

2020-12-29 06:35:41,489 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11ea-b713-
1299022ed3c5:ProfilerCoA:- Configured Co2 13 14 &t MA@ ¥ & Bl= Reauth

2020-12-29 06:35:41,490 DEBUG [RMQforwarder-4][]



cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:EB:9F:12413370-49a0-
11eb-b713-1a99022ed3c5:: — EF LM — KRB MAKEP:B4:96:91:26:EB:9FepkKiR : RADIUSHR
RISGA:falseSG: T4E¥,

2020-12-29 06:35:41,490 DEBUG [RMQforwarder-4][]
cisco.profiler.infrastructure.cache.AbstractEndpointCache -:B4:96:91:26:EB:9F:12413370-49a0-
11eb-b713-1a99022ed3c5:: — SR EH KM — EP:B4:96:91:26:EB:9FepRiR : RADIUSHRHI
SGA:falseSG:Windows10-Workstation

++ISELE R LURER BT EMIECoA. ISEEEEANAEERERE NN EMRKEIHECOA

2020-12-29 06:35:41,701 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-
11ea99022ed3c5:ProfilerCoA: — BRIEFTA W F SR A& 4= 1th 52 SR Mk S 3T L4

, policystatus=ENABLED

2020-12-29 06:35:41,701 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11ea-b713-
1299022ed3c5:ProfilerCoA: — K& 18 : STMMERKIRRE . EBA

2020-12-29 06:35:41,702 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11ea-b713-
1a99022ed3c5:ProfilerCoA:- hsname 6d 954800-8bff-11e6-996¢c-525400b48521 rhsiE# 7tID
42706690-8c00-11e6-996¢c-525400b48521 rsvaluename T4Ed : Microsoft-
Workstation:Windows10-Workstation

2020-12-29 06:35:41,933 DEBUG [CoAHandler-52-thread-1][] com.cisco.profiler.api.Util -
:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-1a99022ed3c5:ProfilerCoA: — BARKBE R T AM
18 7E R

2020-12-29 06:35:41,933 DEBUG [CoAHandler-52-thread-1][] com.cisco.profiler.api.Util -
:B4:96:91:26:EB:9F:9fe38b30-43ea-11eb-b713-1a99022ed3c5:ProfilerCoA: — B8 H kA9 MK
& : 42706690-8c00-11€6-996¢-525400048521

++ IR R M B R AF IR | 36 H i3 CoA

2020-12-29 06:35:41,935 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11ea-b713-
1299022ed3c5:ProfilerCoA:- applyCoa: ER#& IRRADIUS M43 3 1Y 1R %
MAC:[B4:96:91:26:EB:9F]

R F5ID:[0A6A270B00000018B44013AC]

AAAfIBRES : [isee30-primary] IP:[10.106.32.119 ]

AAAFTH : [10.106.32.119]

NAD IP#bit : [10.106.39.11 ]

NAS:£Id:[GigabitEthernet1/0/13]

NASIER B : [2 AH)



Service-Type:[ BIE R R ]
REER K]

= VPN:[{R]

=MAB:[&]

2020-12-29 06:35:41,938 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11ea-b713-
1299022ed3c5:ProfilerCoA: — BI#$FEIUA for nad IP:10.106.39.11 A 1% : B4:96:91:26:EB:9F
CoA# ¥ : Reauth

2020-12-29 06:35:41,938 DEBUG [CoAHandler-52-thread-1][]
cisco.profiler.infrastructure.profiling.CoAHandler -:B4:96:91:26:EB:9F:9fe38b30-43ea-11ea-b713-
1299022ed3c5:ProfilerCoA:-Applying CoCoCoCoCoCoCoCoCoCoA:-
CoCoCoCoCoCoCoCoCoCoCoCoCoCoCoCoCoA-REAUTH by AAA Server:10.106.32.119 via
Interface:10.106.32.119FINAD:10.106.39.11

2020-12-29 06:35:41,949 DEBUG [SyslogListenerThread][]
cisco.profiler.probes.radius.SyslogDefragmenter -::- parseHeader inBuffer=<181>Dec 29 06:35:41
isee30-primary CISE_Passed_Authentications 0000000656 2 1 StepData=2 ( #= 1700\ , & 5=
Cisco CoCoCoCoA ) , CoASourceComponent=Profiler , CoAReason=FRE KK NILIKE 6
/R EEEBEENER , CoAType=Reauthentication - last , Network Device

Profile=Cisco ,

++prrt-server.log

AcslLogs , 2020-12-29

06:35:41,938,DEBUG , 0x7f1c6ffcb700,cntx=0001348611,Log_Message=[2020-12-29
06:35:41.938 +00:00 0000234379 80006 INFO Profiler:Profiler IE#E i 3 IR EEREX ,
ConfigVersionld=99,EndpointCoA=Reauth ,

EndpointMacAddress=B4:96:91:26:EB:9F , EndpointNADAddress=10.106.39.11,EndpointPolicy=
Windows10-Workstation , EndpointProperty=Service-Type=Framed\,MessageCode=3002\,End
PointPolicylD=42706690-8c00-11e6-996¢-525400b48521\,UseCase=\,NAS-Port-
|d=GigabitEthernet1/0/13\,NAS-Port-Type=Ethernet\,Response=\{User-Name=dot1xuser\;

DynamicAuthorizationFlow,2020-12-29

06:35:41,939,DEBUG , 0x7f1cdc3ca700,cntx=0001348614,[DynamicAuthorizationFlow::onLocalH

ttpEvent] B A CoAR T :

<Reauthenticate id="39c74088-52fd-430f-95d9-a8fe78eaa1f1" type="last">

<session serverAddress="10.106.39.11">

<identifierAttribute name="Uselnterface">10.106.32.119</identifierAttribute>
<identifierAttribute name="Calling-Station-ID">B4:96:91:26:EB:9F </identifierAttribute>
<identifierAttribute name="NAS-Port-1d">GigabitEthernet1/0/13</identifierAttribute>

<identifierAttribute name="cisco-av-pair">audit-session-
id=0A6A270B00000018B44013AC</identifierAttribute>



<identifierAttribute name="ACS-Instance">COA-IP-TARGET:10.106.32.119</identifierAttribute>
</session>
</Reauthenticate>
++CoAB &% —

RadiusClient , 2020-12-29

06:35:41,943,DEBUG , 0x7f1ccb3f3700,cntx=0001348614,sesn=39c74088-52fd-430f-95d9-
a8fe78eaa1f1,CallingStationID=B4:96:91:26:EB:9F , RADIUSE ¥}&

: Code=43(CoARequest)Identifier=27 Length=225

[4] NAS-IP-Address — {8 : [10.106.39.11 ]

[31] Calling-Station-ID — {& : [B4:96:91:26:EB:9F]

[87] NAS-Port-Ild — 1B : [GigabitEthernet1/0/13]

[26] cisco-av-pair — {H : [subscriber:command=reauthenticate]

[26] cisco-av-pair — { : [audit-session-id=0A6A270B00000018B44013AC]

RadiusClient , 2020-12-29

06:35:41,947,DEBUG , 0x7f1cdcad1700,cntx=0001348614,sesn=39c74088-52fd-430f-95d9-
a8fe78eaa1f1,CallingStationID=B4:96:91:26:EB:9F , RADIUSE ¥}&@

: Code=44(CoAACK)ldentifier=27

I HEER

Radius , 2020-12-29 06:35:41,970,DEBUG , 0x7f1cdc6cd700,cntx=0001348621,sesn=isee30-
primary/397791910/628,CallingStationlD=B4-96-91-26-EB-9F , RADIUS
PACKET:Code=1(AccessRequest)ldentifier=187 Length=285

++ISELE BRI RENK IR KRB CENTRERERER

AcslLogs , 2020-12-29 06:35:42,060,DEBUG , 0x7f1cdcad1700,cntx=0001348636,sesn=isee30-
primary/397791910/628,CPMSessionID=0A6A270B00000018B44013AC , user=dot1xuser , Calli
ngStationID=B4-96-91-26-EB 9FIdentityPolicyMatchedRule=Default ,
AuthorizationPolicyMatchedRule=Microsoft_workstation , EapTunnel=EAP-FAST ,
EapAuthentication=EAP-MSCHAPV2, UserType=User ,
CPMSessionID=0A6A270B00000018B44013AC , EndPointMACAdress=B4-96-91-26-EB
posture , F AssessmentStatus=NotApplicable , EndPointMatchedProfile=Windows10-
Workstation |,

++En R B AL —
Radius , 2020-12-29 06:35:42,061,DEBUG , 0x7f1cdcad1700,cntx=0001348636,sesn=isee30-

primary/397791910/628,CPMSessionID=0A6A270B00000018B44013AC , user=dot1xuser , Calli
ngStation|D=B4-96-91-26-EB-9F radius¥ @ : Code=2(AccessAccept)ldentifier=191 Length=340

MR



- Fingerbank.org DHCP#s#0¥& ¥l lE
- i Z BB # - Cisco Systems



https://github.com/karottc/fingerbank/blob/master/dhcp_fingerprints.conf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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