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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_compliance.html#Cisco_Concept.dita_484c9ce6-556d-41cf-880b-711ec49aa30f
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc23
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html

BRI TR
AR EFARAR IR T S8R BT A

+ Cisco ISERRZA<3.1
« BRlZ£EAERS.0.00556

ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
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ISER IR Z 2 EREEBEFATERFiR LRISEEHMRIRRLITMAIRE, ENRL2EFink 2T
HEARARTERENRZEHENRE  YREAFINBRER, EHEMTHRECEFRBRS
frzal, MRKIFEZEFEREHREF R UEREMREREISELBREETR , ZEFEFIRRENE

BEATRETAERER , AtRimRERZ A RARE , MBRHEZR , ESREEEFinigsH
EHERE

A AE E BN 4R — B # ThBE- Posture Status Synchronization , 3 ZheE B fE R ILIERIRE |, I RFF
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BARGRZ 2T ARER SR , SEISE PSNETH EHE5| AKRKEL 2T HMEBHFAR-ERERT
ATCP 8449, MREndpoint Posturedk & A& Unknown=Pending , B 31 REndpointik &%
Compliant , BIFEE AT KR IREFRE
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Compliant

i

£3

ACL: deny tcp any
host PSNIP eq 8449

hittps probe to
PSMNs new

ACL: permit lep any
host PSNIP eq 8449

Pending

{9

A57TEH

AREEMR R S Thae Bl B B EMBR 2
1. AnyConnecti®in Z £ FI B ERREE
1.17£Cisco ISE GUIH , Efi ¥ K> KM TRZ>FER>F FinHFE>E R
1.2BEEZEFEANAnyConnectiR IR L2 MHIEBEER , AIBUFEREER.

1.37F "Agent Behavior, [E13 , #§Posture State Synchronization Interval®ii & 577 11513005
ZENEEE , Ok TEARERS

1.4 BALRERRZ2AERARD EE- T2 B FRERALFEREMEPSN LN KR IRL 2
AHEARRE, WMRTFIZEZFMEMPSN , BERHPSNAMEEM & K7 AR AEREBESHHES

i~

= Cisco ISE Paolicy - Policy Elements 3 O @ L8

Dictionaries Conditions Results

e - S — AnyConnect will sand periodic probas with the given

interval continuously till valid 1SE is found.
Authentication i
Posture State Synchronisation Supported range i batweean 0 - 300 seconds. "0° dizables

Intarval eriodic probin
Authorization ¥ : p n o

AnyConnect sends probes to backup list during discowery
Profiling b Posture probing Backup List 1 PSM(s) phase to find ISE server. By default, if it is empty. It uses all
PENS a5 a backup Sarvaers,

18re G 5 h ] I o d bundl b Il ]
el the number of automated dart bundles to be callacta
Automated DART Count 3 - ! “ '
during failure scenarios
Ciient Provisloning s
Resources Warning, prior 1o grace period Sat how many minutes prior to the end of the grace pariod

L] mins
axpirabion to show the warning. 0 means do not show warning.



2. MEF THACL(JACL) , EEFImMREAESRRNT SR KE L HERISELN L2 FTHRER D
BB, IRKIFREREH , CEERARNSRKRBNACLIESHN SEPSNIE BB AREARE
AREER SR FH IR FIERIRE |, SURFEAREAREBRFZENEHE , H0

deny tcp any host PSN1-IP-ADDRESS eq 8449
deny tcp any host PSN2-IP-ADDRESS eq 8449
permit ip any any

permit ip any anyf =4 FH , BB BREEATARANEERE.,

AEE  MRREEJACLF W denyfR B , BIfECisco ISEIRHI & L #5%% 4R AEHL B 42 81 B R
(Posture Configuration Detection Alarm)3t 1£ # i 15 FA AR BE @ 25 (Posture State
Synchronization) , B F|Cisco Secure ClientE #7 8t &b,

A] LAZEClient Provisioning Portal configuration B L B REERER SR (€ @E ) . ERFEE



>REMFEE>-FFRAL-ZEMEBEAF>FIFTANRRE , RRTFAPIFRE, BEERER
FFImARM FNRRZ 2 ERERSE,

= Cisco I Administration - Device Ponal Management

Blocked List BYOD Certilicate Provisioning Client Provisioning Mobile Device Managemeant My Davices Custom Porial Files Seltings

Portals Settings and Customization

Client Provisioning Portal [default) Diefault portal and user eéxperiencd use:
anguage File gt
Portal Behavior and Flow Settings Portal Page Customization
Portal & Page Settings Client Provisioning Portals Flow (base

Poral Settings

HTTPS pore* B443 l

Bichrecnonal pom:® B440

RDARTH# S

EBADARTHE MBI ER 2L T FimikREEHE B 5 (AnyConnect_ISEPosture.txt) , AIfEEF
inER R RAER S -

1. MREEFEETHK , MEBREE "&8.

2022/11/09 12:22:47 [Information] aciseagent Function: Authenticator::sendUIStatus Thread Id: 0xC60 Fil

2. RERB LSRR S RE,

2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::ProcessMessage Thread Id: 0xC60 F
2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296

3. TEARAEHRAE[E) 25 18 (8449) L BAE) BISE PSNHIHTTPSELR .



2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
2022/11/09 12:22:47 [Information] aciseagent Function: HttpConnection::MakeRequest Thread Id: 0x296C Fi
4. AR EEAR RE [ 25 15RRI 8 BsF o

2022/11/09 12:22:54 [Information] aciseagent Function: hs_transport_winhttp_post Thread Id: 0x296C File
2022/11/09 12:22:54 [Information] aciseagent Function: hs_transport_post Thread Id: 0x296C File: hs_tra
2022/11/09 12:22:54 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296

REFis LRVER2HE

EEFiR LHENER SRR TR FISE PSNKSYN-ACKEENERT , RIHR 2FEIRER
$18(8449) L [E1ISE PSNEI R EiX TSYNER S

413 2022-11-89 12:23:42.611361

192.168.255.211 192.168.48.231 66 49805 + 8449 [SYN] Seq=@ Win=64268 Len=0 M55=1428 W5=256 SACK_PERM

A74 2022-11-09 12:24:00.621182  192.168.255.211 192.168.48.231 66 40806 + 8440 [SYN] Seq=@ Win=64260 Lensf M5S=1428 WS=256 SACK_PERM

488 2022-11-89 12:24:86.622549

®RRISE

ELRISERRRE ERNRIRZ EHMORER L EE

/ LJ\

(BB IR B E TR E
NERMZEEFRER "HE. RER , RISERIINE

192.168.255.211

192.168.48.231

, B &8 i

66 49807 » 8449 [SYN] Seq-@ Win=54260 Len=0 M55=1428 WS=256 SACK_PERN

L 2T AIRRE[E 2 12 (8449) L AVERR

AREEARLFERES TRAL .

2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt



Q)R RLLeEFRERLSE

2022/11/09 12:26:24 [Information] aciseagent Function:
2022/11/09 12:26:24 [Information] aciseagent Function:
2022/11/09 12:26:24 [Information] aciseagent Function:

3) AN LZEFFIREFILIRERS

2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09

Al 3

12:
12:
12:
12:
12:
12:
12:

26:
26:
26:
26:
26:
26:
26:

24
24
24
24
24
24
24

[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]

ARIAREE R 25 LR ED

& AnyConnect_ISEPosture. tXtHwﬁEﬁq:ﬁﬁ?E/%ﬂkfﬁnfﬁn&E W BEFin KR EREMER D
1£(8449) EHYISE PSNEI B 3T

ISEPostureCFG.xml :

Windows PC ) ,

BERER

FHEI MR

aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent

I StateSyncProbelnterval

ERBATARRERT A

Function:
Function:
Function:
Function:
Function:
Function:
Function:

AHEREE R EHMMB LS FERR

PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
SwiftHttpRunner::restartDiscovery Thread Id: 0xC

SwiftHttpRunner: :processMessage Thread Id: 0xC60
SwiftHttpRunner::restartDiscovery Thread Id: 0xC
SwiftHttpRunner::restartDiscovery Thread Id: 0xC
hs_transport_free Thread Id: OxC60 File: hs_tran
PeriodicProbe: :ProcessMessage Thread Id: OxC60 F
PeriodicProbe: :ProcessMessage Thread Id: OxC60 F
PeriodicProbe: :sessionSyncProbe Thread Id: 0x296

EiR , FRDARTHATRNEREETFHEM LRERBERERER
"%ProgramData%\Cisco\Cisco Secure Client\ISE Posture\s ( EAR

FEAE F RN OBV EETTRRTE



@ MO [ ISePostureCFGaml x [EE — 0O
i, (i) File | CyUsersfavakhrus/.. A 7 v % N Tt B ® :

<ServerNameRules>»®*</ServerNameRules> &
<OperateOnNonDot1XWireless»>@</OperatednNonDotiXWireless>
¢<HonCompliantButtonText/>
{GracePericdStartDescriptionDetails/>
{RemediationTimer>12</RemediationTimer>
<DhcpRenewlelay>1</DhcpRenewlelay >

¢CallHomelist />

¢<LogFileSize»5</LogFilesSize>

{WarningTimer>@< /WarningTimer>
<PRARetransmissionTime>128</PRARetransmissionTime>
¢<EnableldgentIpRefresh>8</EnableAgentIpRefresh>
{HetworkTransitionDelay>18</NetworkTransitionDelay>
<DartCount»3</DartCount>

¢CwaByodProbingInterval >18</CwaByodProbingInterval>
<HonCompliantTitle/>»
<HonCompliantDescriptionDetails/ >
CPingArp>@</Pinghrp>
<DhcpReleaseDelay>d4</DhecpReleaselelay>
¢StealthWithNotification»@</StealthWithNotification?
<MonCompliantButtonLink/>
¢SignatureCheck>»@</SignatureCheck>

<DiscoveryHost/>
ey Ta ol N G =T B 18 < StateSyncProbeIntervals

<GracePeriodStartDescription/>

+ &8 0 2o x

¢EnableRescanButton>1</EnableRescanButton> ]

¢VlanDetectInterval»@&</VlanDetectInterval>

¢<Disablelal»@</DisablelaC> o i}
4 [

4> TStateSyncProbelntervaly EA "0 RRRERSHEER.

NMREISENRIFRZLIMREERPRET "RinRLFAGRERLHEBER, , BERERR
EEFHNEEERT , IFTEFRERREETEHE.

Z2MMEREEDS K, ISEEH A LHRER

MRISELNEZERERS ARLBHER , IEKERNZLEFIKEAETRSNERTE
(8449) L SHRISE , WEEREFMMAES THA L (Compliant),

* ISE GUIFHY &R :

Cisco ISE

Alarms: Posture configuration detection
Dwscription

Amyoonnect probes o FEH dunng posie emplant sSale

Suggested Actione

Pledriy drviare 1o Bleck fetedrk Wlhe on port 300 wlen poasiusg flaud vl £omghant

Rowsd Page 1 o 1 - I

Tima Stamp Descripthon Daotalls

[ Aper 19 2023 0B-43:59.408 AM Posrure conliguration detecion: Massnage sAnyconmsect probes o PN duling postures complisnt state; Serversavakhn... E



TEARBEAR RE[E] 5 18 (8449) E B I TCPEAR

No.

Time
988 2022-11-89 12:26:24.690977
989 2022-11-89 12:26:24.744041
999 2022-11-89 12:26:24.744102
991 2022-11-89 12:26:24.744548
992 2022-11-89 12:26:24.796877
993 2022-11-89 12:26:24.813236
994 2022-11-89 12:26:24.813335
995 2022-11-09 12:26:24.813396
996 2022-11-89 12:26:24.815274
997 2022-11-09 12:26:24,.881656
998 2022-11-89 12:26:24.881656
999 2022-11-89 12:26:24.881755

Source
192.168.255.211
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192,168, 255,211

Destination
192.168.48.231
192.168.255.211
192 168_48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48, 231

| Length Info
66 49819 » 8449 [SYN] Seq=0 Win=64268 Len=8 M55=1428 W5=256 SACK_PERM
66 8449 » 49819 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=8 MS55=1300 SACK_PERM W5=128
54 49819 -+ 8449 [ACK] Seq=1 Ack=1 Win=262480 Len=8
268 Client Hello
68 8449 +» 49819 [ACK] Seqsl Ack=215 Win=38336 Len=8
1354 8449 » 49819 [ACK] Seg=1 Ack=215 Win=38336 Len=1380 [TCP segment of a reassemb
§24 Server Hello, Certificate, Server Key Exchange, Server Hello Done
54 49819 » 8449 [ACK] Seg=215 Ack=2071 Win=262400 Len=0
188 [Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
6@ Change Cipher Spec

————

99 Encrypted Handshake Message
TCP 54 49819 -+ 8449 [ACK] Seq=341 Ack=2122 Win=262400 Len=@

- RENREEFFimIREEE B FRETRRE

#DARTH#H#2# &EAnyConnect_ISEPosture.txt :

NEKR IR T 2 FEARRERE 518 (8449) LB BN FIISE PSNEYHTTPSIELR

2022/11/09 12:26:34 [Information] aciseagent Function:

2)WEISERFINEFREEFARLZIENRES "HEL -

2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:
26:

34
34
34
34
34
34
34
34
34
34
34
34
34
34
34
34

[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]

aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent

Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:
Function: dump_http_headers Thread Id: 0x2750 File:

PeriodicProbe: :sessionSyncProbe Thread Id: 0x275

Y HRBBBI R EMMEE , Posture State SynchronizationfZ Ik :

hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt

2022/11/09 12:26:34 [Error] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x2750 File
2022/11/09 12:26:34 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x275
2022/11/09 12:26:34 [Information] aciseagent Function: PeriodicProbe::ProcessMessage Thread Id: 0xC60 F
2022/11/09 12:26:34 [Information] aciseagent Function: PeriodicProbe::ProcessMessage Thread Id: 0xC60 F
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1. RER/RZENE "HE, REEEEREE T ERMJACL

= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Resuls

avakhrus_posture_probe_ACL
Authentication

Downloadable ACL

Authorization

Authorization Profiles * Mama avakhrus_posture_probe_acl

Downloadable ACLs

Description

Prodiling
P varsion IPvd IPvE Agnostic
Posture " DACL Content 1234567 e s Ay Rk r 5
=Tk dany tep any hast PSN1-IP-ADDRESS aq 8449

8310111 deny tcp any host PSN2-IP-ADDRESS eq 8449
Cliant Provisioning > 21345 pemit ip any any

1617181

9202122

23243252

e ]

3031323

3343535

ITIEI04

Check DACL Syntax

2. BEFMSNREBHREIACLIEA "HE) KBNS OREERESEREX

CPMSessionID c0a830e7IF jml. TxwC 6BfWNqU3IRwErGfaDTw3krqrlQOzEm/ej0

CiscoAVPair aaa:service=ip_admission,aaazevent=acl-download

Result

Class CACS:c0a830e7IFimLTxwC_6BfWNqU3IRWKrGfaDTw5krqr1 QOzEm/
5

ej0-ISE-PSN-FQDN/482174459/4380

cisco-av-pair ip:inacl#l=deny tcp any host PSN1-IP-ADDRESS eq 8440
cisco-av-pair ip:inacl#2=deny tcp any host PSN2-IP-ADDRESS eq 8449
cisco-av-pair ip:inacl#3=permit ip any any

3. REJACLE R EMEANRRFHEEE



avakhrus_3560C#sh authe sess int fa0/12 det
Interface: FastEthernet0/12
MAC Address: 0050.56a8.be02
IPv6 Address: Unknown
IPv4 Address: 192.168.255.193
User-Name: TRAINING\bob
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Restart timeout: N/A
Periodic Acct timeout: 172800s (local), Remaining: 92111s
Session Uptime: 1515s
Common Session ID: COA8FFOC00000012679EAF14
Acct Session ID: 0x00000012
Handle: 0x5D000005
Current Policy: POLICY_Fa0/12

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
ACS ACL: xACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac

Method status Tist:

Method State
mab Stopped
dotlx Authc Success

avakhrus_3560C#sh access-lists | s XxACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac
Extended IP access Tist XACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac (per-user)
1 deny tcp any host PSN1-IP-ADDRESS eq 8449
2 deny tcp any host PSN2-IP-ADDRESS eq 8449
3 permit ip any any

B HIHY &
REEMRERH K , ISELHIRER

BENEFEMER BB L HE PR iRER T ERMNJACL , ARRER S th AT BE X ISE L #Y B 3R M 25 Bo
BN R Posture State Synchronization Probe I #1TiE E RN EAJACLEERE |, & R Posture
State Synchronization ProbefE EFJACLEFEEHETH , AR LEEEER. BRISEID
CSCwd58316HFAZE 7 It &



https://tools.cisco.com/bugsearch/bug/CSCwd58316

JRRFER , BEEEAnyconnectiR i Z 2B ERER (ISERmL AR EREERR
) Hi§ TR EIREE, BRER10R,



= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Paolicy Elements Pasture Policy Policy Sets Troubleshoot Reports

Client Provisioning Policy

|P Address Change

Resources

Client Provisioning Portal

Parameter Value

Enable agent IP refresh () No ~
VLAN detection interval () 0 secs
Ping or ARP (1) Ping v
Maximum timaout for ping 1 secs
DHCP renew delay 1 secs
DHCP release delay 4 SBCE

Network transition delay (1) 10 secs
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