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- FTP

- SFTP

- NFS

- CD-ROM
- HTTP

- HTTPS
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ek Identity Services Engine Administration / System

) Bockmarks Deployment Lizensing Certificates Lagging Up-grlua Health Checks Backup & Restore Admin Access Settings

B Dashboard

Fuich Mansgpement

Repository List

! Context Visibility

%, Operations Locaidink Masageness -
1

Palicy

Sedected 0 Total 1

Repository Name Protocol Host Path
4 Administration

P

s8_pk shp 10.76.112

il Work Centers

Interactive Help

Z/FﬁZ.EﬂztRepository Nameﬂfiggﬂzl-—mz%fﬂio %fﬁﬁ!l&arverName, Path, User Name, *ﬂPasswordo 1’!‘5—_1:
submit , 2N EFTR,

= b dentity Services Engine Administration / System

J Bockmasks Deployment Licensing Certificates Logging Maintenance  Upgrade Health Checks  Backup & Restore  Admin Access Settings

-
5%  Dashboard Patch Masagement

] Add Reposiary
Regcaitory
11 Context Visibist
¢ Cenassy SELSty Repository Configuration

Optrational Dats Purgisg

* Repository Mame  FTP-Repo

I Policy
* Protoce FIP W

4 Administration
Lacation

RIS Rt * Sorvar Name 10.127.197.148
* Path i

Interactive Holp

Comdarnats
* Usor Nama Admirastrator
* Password

RCLIBLEFTPfETE

BIBSSHE A R|ISEEIMAICLILETEL DT

<tfroot>

i se/ adm n#

i se/adm n# configure term nal

Enter configuration conmands, one per line. End with CNTL/Z.
i se/adm n(config)# repository FTP-Repo

i se/adm n(config-Repository)# url ftp://10.127.197. 145/

i se/ admi nconfi g- Reposi tory)# user



password plain

i se/adm n(confi g- Repository)# exit
i se/adm n(config)# exit
i se/ adm n#

B SFTPRETEE
HRGUIBLESFTPREEZE

TB1, PELRISELBEREE , FEARISE GUINE R 2 Administration > System > Maintenance >
Repositoryo AR IE— T add , W1 BT Ro

= b |dentity Services Engine Administration / System

)| Bookmarks Deployment  Licensing  Certificates  Logging Upg:ad’t Health Checks  Backup & Restore  Admin Access  Settings

BY  Dashboard Patch Mandgamnest
; 7

! Context Visibitity — Reposnor'f Llst
SERTSIEAg] DT P N

\ Operations Locekfiek Miseghasal
o I

o )
Repository Name Protocel Hast Path

4. Administration
e_pitl sfip 10.76.112.35

nll  Work Canters

Interaciive Help

5%2.E1§Repository NmejzigE{FSFrPETﬁEo %?ﬁiﬂAServer Name, Path, User Name %&PassNord , E—_F
submit , 1T BFTRo



= i ldentity Services Engine Administration / System

J|  EBookmarks Deploymant Licensing Cortificates Logging Maintenance Upgrade Health Checks Backup & Restora Admin Accass Settings
BT  Dashboard Puich Msnsgemant
s0_pi
' Aupositery

I ibili
Context Visibility Repository Configuration

4. Operations
* Repository Name ise_pki
U Poicy
* Protoco sitp
& Administration
Location
All Work Centers
* Servor Name 10.76.112.385
r f
Intaractive Help
Creasntist

Enable PKI asthentication [

* User Name shpuser

HER3FE—TawomitR , RSB TRREAL . ZHERRREMEACLIFESFTPRIARSRAYhost-
key , ZIU-FFJT/T_\o

Host key of sftp server must be added through CLI using 'crypto host_key add' exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the URL of the
repository configuration.

SER4 BIBSSHE A Z|ISE BIBRICLI , SR {F B #5 T crypto host_key add host
FIBEH DR,

<#froot>

i se/adm n# crypto host_key add host 10.76.112. 35
host key fingerprint added

Operating in G scoSSL FIPS node

# Host 10.76.112.35 found: line 1

10. 76. 112. 35 RSA SHA256: exFnNI TDhaf aNPFr 35x6k C1pROi TP6xS+LBnt | XPf nk
i se/ adm n#

HECLIEL BSFTPEFE

#E1B SSH E A ISE S CLI , RBIAT IS :

<tfroot>

i se/ adm n#



i se/adm n# configure term nal

Enter configuration conmands, one per line. End with CNTL/Z.
i se/adm n(config)# repository SFTP-Repo

i se/adm n(confi g- Repository)# url sftp://10.76.112. 35/

i se/ admi nconfi g- Repository)# user

password plain

i se/adm n(confi g- Repository)# exit
i se/adm n(config)# exit
i se/ adm n#

BLENFSREFE

HRGUIBLENFSREEE

Z/FS'%'IO EE|SEJ:EEE%T$E ) %ﬁlﬂ“SE GU|ﬁi§ﬂﬁ§Administration>S\/stem>Maintenance> Repository o
R& , E—T "TAddy , T EFR.
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Selected 0 Totsl )

Repository Name Protocal Host Path

4. Administration
ise_pki sitp 10.76.112.35

‘Work Centers

Interactive Help
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(] Bookmarks Daploymant Licensing Caertificatas Logging Upgrade Haalth Chacks Backup & Restore Admin ACCESE Satlings

5% Dashboard Pasch Masragement

Adct Repanitnny

; Repoaory
| cantet Visisility . R
e e g e i Repository Configuration
A Operations Localdisk Managemant
Iu.-.:..-_ tary Name  NFS ]
I Policy
Protoca! w
A administration .
scwsion
Al work Cantars Server Name 10.127.197.145
* Patr JNFS-REPO

Imteractive Help

RCLIELENFSfEZE

EiB SSH % A ISE S1ZHY CLI , REHIT TGS :

<tfroot>

i se/ adm n#

i se/adm n# configure termn nal

Enter configuration conmands, one per line. End with CNTL/Z.

i se/adm n(config)# repository NFS-Repo

i se/admi n(config-Repository)# wurl nfs://10.127.197. 145:/nfs-repo
i se/adm n(confi g- Repository)# exit

i se/adm n(config)# exit

i se/ adm n#

B EISEAR T E
BBGUIE B A 17

TB1, PERISELBEREE , FEARISE GUINE R 2 Administration > System > Maintenance >
Repositoryo SRR , — TAdd , W FEIFTRo
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N =] Repository List

Dparstons DRs Porg 1

A opseations Loqsinmn Warsgamar:
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Repciliery Hama Frowocel  Host Pats
4. Administratizn
- p 107611235

1| Wesk Centare

MEEractve Help
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e ldentity Services Engine Administration / System

P Bookmaris Beployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

8%  Dashboard

Patch Mansgamant
+ A Repetany
d  Context visisdity I el
Cpmsmons Date Purseg Repasitary Configuration
\ Operations Le<aidisk Maragement
* Ropeditory Name  Local disk
) Paliey
* Protocol DiSK o
4. Adminisiration
Lacation
Al Work Conters Badi i

Interactive Halp

BBCLIES B2 tb i 17

ZE1B SSH & A ISE B CLI , RBHTTHEHT :

<#root>

i se/ adm n#

i se/adm n# configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
i se/adm n(config)# repository Local - Repo

i se/adm n(confi g-Repository)# url disk:/

i se/adm n(confi g-Repository)# exit

i se/adm n(config)# exit

i se/ adm n#

N W AR ESE SR I ISEREE L,



BRRE
{7l 77/ 7 LUEIBISE R AR 28 Y GUIFICLIE /T BR = o
£ AGUIBRE

EFAGUIEREREE , 555/ = Administration > System > Maintenance > Repository , 12 e X 2 , ABIKR—
Tvaidae , 11T BT Ro

& — T vaidatet® , 24 ZHTE Repository validated successtuly GUI L ERB B fE | 20 B FFRo

Server Response

Repository validated successfully

EREE
EERNFETESRIISER LIRS R |
REERE —>HE

L — > test.txt

ise-pri/admin#show repository 8l &




test.txt

ise-pri/admin#copyfa 17 B Rl & 18 Rtest.txt ?

X

<WORD># AURL ( AR : /B8 ) ( ®AAN —2048 )

di

A BERY

ise-pri/admin#copyfi 7 BRI A8 Rtest txtRiER : /
ise-pri/admin#
ise-pri/admin#
ise-pri/admin#
ise-pri/admin#dir disk:/
WERB &% - /
4096 202411 A09H07:01:23 corefileanalysis/
4096 2024511 A09 H04:54:58 corefiles/
4096 2024511 A9 H05:20:24 CSD-config-backup/
4096 2024F12A19H10:33:44 gc/
1647 2024411 H09H 14:13:33 rpm_install.log
2024411 B09 H14:12:39 rpm_uninstall.log
137289411 A15H05:52:09 SecondaryMNTlog.txt
2024512 A19H18:49:33 test.txt
23505511 A09H2024 04:57:22 upgraderpms.log
HEREARER : BRRMK
EEA57675014144 4R
201842233344 bytes free

273484009472 JT#E AT A

R FERMERERNSR

ise-pri/admin#delete disk:/test.txt
ise-pri/admin#dir disk:/




BB &/

4096 202411 H09H07:01:23 corefileanalysis/
4096 2024411 A09 H04:54:58 corefiles/

4096 2024411 A9 H05:20:24 CSD-config-backup/
4096 2024%12H19H10:33:44 gc/

1647 202411 B09 H 14:13:33 rpm_install.log
2024911 809 H14:12:39 rpm_uninstall.log
137289411 A15H05:52:09 SecondaryMNTlog.txt
23505511 A09H2024 04:57:22 upgraderpms.log

WBREABER  BRERRK
B A576758456321 Tl
201841401856 bytes free
2734840094724 ju#E B A
ise-pri/admin#

R GUI L BElocaldisk P iE R S BB -

7 2 Administration > System > Maintenance > Localdisk Management., 221 %:

sl |dentity Services Engine Administration / System & eatonmosessoas O & @ O a

J|  Bookmarks Deployment Licensing Certificates Logging Upgrada Health Checks More

L Dazhboard Patch Managsment

Localdisk Management

Nodes(Z)
ational Data Purgirg

Daarad
A, Operations Localdiak M
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I Policy — PRIMARY
F |

Adminigtration LO=300 SECONDARY

d  Context Visibility fepnsteny

A Wark Centers

Interactive Features

B—Tupload , AR RFZANBENER (WTAHATR) :



e |dentity Services Engine Administration / System

] Bookmarks Deployment Licensing Certificates Loggi El [] Health Checks More

5% Dashboard

¢ Patch Management
Lasa Lisnzgemer heepr
L
'.'! Context Visibility Ly
.
Dpavationsl Deta Purging FI]ES

4. Opedations [Py
Files hiom the table balow will be wsed 1or Localdsk Manageman!. You can sasily addidownload and delets Mes from the table.

The files musl be downloaded or deleted ond &l & time. Folder cannot be downidaded or déliled.

I Policy
£ Administration o
Al Work Centers Flle Nama Size Date
3 CED=coniig-baciup|X) [+] 2024-11-09 DR324
o Interactive Features » coneties(0} [+] 20E4-11-08 DaGL- 5
[] rem_inswiiiog KB 20B4-11-09 181333
| | upgreserpms iog THA 2024-11-00 Ba:5T22
3 conetileanahyss| o) -] 202d-11-089 OF:00: 23
» Qef3nl FIME F0RA=13- 19 1L
fpm_uningtall isg [] 2024=-11-08 141239

Upload File

Please drag and drop or select the file that you want to use in the wizard.

Choose file or drag and drop to upload.

Accepted files: All
Accepted sizes: up to 20GB

Select File W

Close

#—T Tstartupload J A LE#EE , NTFAT :



Upload File

Please drag and drop or select the file that you want to use in the wizard.

@

Choose file or drag and drop to upload.

Accepted files: All
Accepted sizes: up to 20GB

emea-blp-ise-psn-01_Redis_....log

S]]

6.90 KB

No file chosen

Select File | [ Start Upload ]

,



Upload File

Please drag and drop or select the file that you want to use in the wizard.

=

emea-blp-ise-psn-01_Redis_....log

" Uploaded

{ Start Upload ]

Close

BERALESHHMNlocaldisk P EER , MTFAFR :

= lud Identity Services Engine Administration / System

1on

J|  Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks More

B®  pashboard
= Fatch Managament H
Files

Ll Gontext Visibility Roposttory
N Filas from tha tbla below will ba vsed for Locnidisk Management, You can easlly add/downioad ard delote files from the table

Dperalicasl Data Peiging
The fil2s musl be downlcaded or deleted one al a mea. Folder cannot be downloaded or deleted.

4, Operations ] T
Il Policy T Unloas
4 Administration File Name Size Date
Al Work Centers CED-confip-baskuall) ] 2024-11-08 0520024
v Carafilasid) (-] 2024-11-08 045458
L |  emea-blp-lse-pan-01_P3N1_logs.log A35MD 20E4-1E-18 182804

i3 Interactive Features

E emaa-blp-lse-pen-01_Redis_logs.leg ] GER TOI4=TT-1H 182708

EACLIER®



ERCLImERTE ,

o MTHBLIIETHEEFFENESR.

ise/admin#

ise/admin# show repository FTP-Repo
Config-Backup-CFG10-200307-1043.tar.gpg

ise/admin#

%E SRR

EEISELARMITE
<#root>
ise-1/pan#

debug copy 7

ise-1/pan#

debug transfer 7

ise-1/pan#

ise-1/pan# 6 [25683]:[info]
7 [25683]:[debug] transfer:
7 [25683]:[debug] transfer:
7 [25683]:[debug] transfer:

10.127. 197. 145

/ISE/

7 [25683]:[debug] transfer:
7 [25683]:[debug] transfer:

10.127. 197. 145

AR LT

=] 111]
>

FHIEIBSSHE A ZIISE #3431 1E 1785 5 show repository

transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo request
cars_xfer_util.c[2017] [system]: ftp get dir for repos FTP-Repo

cars_xfer_util.c[2029]
cars_xfer_util.c[2040]

cars_xfer_util.c[1928]
cars_xfer_util.c[1941]

/ISE/Config-Backup-CFG10-200307-1043.tar.gpg

7

N O O N NN

[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:
[25683]:

[debug] transfer:
[debug] transfer:
[debug] transfer:
[debug] transfer:

[info] transfer:
[info] transfer:

[debug] transfer:

10.127. 197. 145

cars_xfer_util.c[1962]
cars_xfer_util.c[1966]
cars_xfer_util.c[1972]
cars_xfer_util.c[1976]

[system]:
[system]:

[system]:
[system]:

[system]:
[system]:
[system]:
[system]:

initializing curl
full url is ftp://

initializing curl
full url is ftp://

res: 0

res: 0----- filetime Config-Backup-CFG10-20
filetime Config-Backup-CFG10-200307-1043.t
filesize Config-Backup-CFG10-200307-1043.t

cars_xfer.c[130] [system]: ftp copy out of /opt/backup/backup-Config-Backup-
cars_xfer_util.c[787] [system]: curl version: libcurl/7.29.0 OpenSSL/1.0.2s
cars_xfer_util.c[799] [system]: full url 1is ftp://

/ISE/Config-Backup-CFG10-200421-0712.tar.gpg

AR CER , TR :

ise-1/pan#



ise-1/pan# no debug copy 7
ise-1/pan# no debug transfer 7
ise-1/pan#

Ef{RISEECE Eff 7 ERMRKS < B IEREHR ,
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1. BE EOperations > Troubleshoot > Diagnostic tools > TCP Dump.
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Stop

Operations / Troubleshoot

Debug Wizard
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Administration > System > Maintenance > Repoatorylgga

fﬁ’f—?—]ﬁ REB IR — T validates ETR gﬁ,:Operatloanroublahoot>D|agnost|ctools>TCPDump , ®—T
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