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Home @ Storage center | Blob Storage

Create a storage account

Basics Advanced Metworking Data protection Security Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below

Learn more about Azure storage accounts ( )

Project details

Selact the subscription in which to create the new storage account. Choose a new or axisting resource group to organize and
manage your storage account together with other resources.

Subscription * I ' TAC bl |

Resource group * bl |
Create new

Instance details

Storage account name * (3) sftprepository |

Region * (1) (US) East US ny |

Deploy to an Azure Extended Zone

Preferred storage type [ Azure Blob Storage or Azure Data Lake Storage e |

0O This helps us provide relevant guidance. It doesn't restrict your storage to this
resource type. Learm more

rformance * (i = .
Performance * [ 'E.J Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * (D) Lecally redundant storage (LRS) L
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Home * Storage center | Blob Storage

Create a storage account

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates
big data analytics workloads, and enables access control lists (ACLs) Learn more o

Enable hierarchical namespace (5) .

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more o

Enable SFTP () '

'ﬂ Local users feature will be enabled wath SFTP Create local user identities to access the
SFTP endpoint after storage account is created.

Enable network file system v3 (@) [:I

Blob storage

Allow cross-tenant replication (@

@ cross-tenant replication and hierarchical namespace cannot be enabled
simultanecusly

Access tier (5} =
® Hot
Optimized for frequently accessed data and everyday usage scenanos

O Cool

Optimized for infrequently accessed data and backup scenarics

() cold

Optimized for rarely accessed data and backup scenarios

Azure Files

Enable Managed |dentity for SMB (D) ]

Require Encryption in Transit for SME = (2 -

TR ... oo
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6.#%Network accessi% &E AEnable public access from all networks,



7.#§Routing preferencei% E AMicrosoft network routing
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Home * Storage center | Blob Storage

Create a storage account

Mote: Allowing access to your resource through a public network increases security risk. Learm more o

Public network access * () [i: Enable

Allow inbound and outbound sccess with the option o restrict select inbownd

SCCEEE LSING MeSOUCeE alrEss configurations for this resourca

D Disable

Restrict inbound acceds while allowang cutbound aéceds
O Secure by penmeter (Most restricted)
Restrict inbound and cutbaund access LSiNG & ReEbwarK :.L'-'_uli1',' pafimeter. Secure by

perimeter offers the greatest kevel of inbound and cutbound restriction to secure

YOUr resource

Public network access scope * [i} Enable from all networks

':]' Enable from selected virtual networks and |P addresses

di Enabling public network access will make this resource available publicly.
Unless public access is required, consider using the most restricted access
configurations.

Private endpaint

Create a private endpoint to allow a private comnection to this resource. Additional private endpoint connections can be created
within the storage account or private link center

-+ Add private endpoint

MName Subscription Resource g... Region Target sub-...  Subnet Private DN..

Click on add to creale a privale endpoint

Metwork routing

Detarmine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers

By f . -
uting preference * ':!\: Microsoft network routing

O Intermet routing

Previous || Mext Review + create




8E—TT—% K BEHRE, Z2VNFEREATERE, EREFIEERBIEEHMEE,
0. —THEE+EY, RFBEIBR , #H— T Create,
10.55PB K , AR —TEHEER,

1. 7ZAzuref FIRF LB ESFTP: ENELNFEFIRFE H , BfnFIData storage > Containers > Add
container A ¥ 18 A 55

12 1R HAREEEBE, #E—T "Createy o

13. 8 B A AR E P HIERE> SFTPLAFEsftpE A&, & —TAdd local userit B TRA :
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EREER PN e
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SSHL IR FEREESE (ESBRIPER , Blid_rsa.pub£if )

Mzt : EZEEHBH  EXEPANMEMNTREBHNEEE | id_rsa.publEREERBEE
PANFIEMNTEI B HIRSALN R,

14 EFFASSHEMBETHWIRAELE  BELREBENNAFESE PRI _rsa.pubER | REREB
RURIE — T Add key 28 % B4 R AL _E Ry 1B &1 35 £ 88 (K ssh-rsaBi 18 3 LAroot@your_node_name#d
R)o

Sample key: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCdjUFU6QaMQfxuR/yzbwlQWZ8EwUIjN/COcNNMTKMOQE9f11Q6GoC
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FEREER <storage_account_name>.<container_name>.<sftp_local_useraname>
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Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks Backup & Restore  Admin Access  Settings

Repository Configuration

Azure-SFTP

ISE SFTPREZER &

A

B MELMFERcrypto host_key add executablets BB CLIFT 8sftp A FREFH T £ 58

, RETeEFEALREEE, I, FREATHERFTREENERBURLFPEANEKSE
MEE, ESHBERAPKINEEE  BRGUIERESRY , WS\ BERIIAMEK L, &
HARERBIEA TPKIWSFTPRIRES , WASH B R "authorized_keys. R,

SEAINETEEHBMEEILEHT , WHFMAcrypto host_key ad host <sftp server>#n #7118 hn 23 = 4
i, FRISEETBEEAMBMTsitpEMSE,

<tfroot>

isenodel/iseadmin#

crypto host_key add host xxxxxsftp. bl ob. core.w ndows. net

host key fingerprint added
# Host xxxxxsftp.blob.core.windows.net found: Tine 1
xxxxxsftp.blob.core.windows.net RSA SHA256:sP18dIvbSZgtEa5a2ea+Fy4P54Wd20cEkToBq6xG74g

4. JR[EIRepository FHISE GUI , BEMEUNRETE , ARIKZ—TValidate, ERIBRBRATFE,



Server Response

Repository validated successfully

R ERRE XD

M REERREREETEENN LRBREFERE.

Mzt : EEARSANBEVYMNSFTPREFENERT , BIBCGUIBRBY R FERSECLIRE
®, MEBCLIZVHNREFEFSEGUIFER, EECLINGUILEEMENREFE , BT
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ISE CLIFEE &

1. BBSSHERITEEHEMWCLI (THYINE ) . EERCLIFGFEERPKINSFTPREEFEENIE
P ESEEE g MERSE,

2.BCLIE R rsa’nig,

isenodel/iseadmin#crypto key generate rsa passphrase <passphrase>

SHERNLRERELI T HHRHREETE (LAETHRERNAEREE ) .

isenodel/iseadmin#crypto key export <give a name for this file> repository <repository name>

ARBEETIELER  AREXANRERDREFRR , IERLBLEITCLIFE™,

5#4SSH.\ 8 EEE|Azure , EBfEAzure SFTPAMFERAERE VBB THENWGUISRHEE (kKBS
E3),

6.32 — T Add keyI B £ ST B SSHA MR (B L RISSHA R ).



7. ( W& ) RS MR B (HIANISE-CLI-Key),

8.3 — T Next#Save,
Ty

1.2/ "show repository <Repository name>_ i TERHE HisfitpEFEMNCLIZIBFF#, TETI
sftpfAl AR E2S L REFHIRE SR,

isenodel/iseadmin#show repository Azure-SFTP
SB-pk-260522-2236. tar.gpg
0ps-0PS10-260525-1026. tar.gpg

2 BBEME "RFE, NEE "THEUNMBEE) YER-T "RE. REEGUIHstpRIFENGS
B, ERIBERTE,

o Server Response

Repository validated successfully

3. B ¥ E Administration > System > Backup and Restore, #{TEE &R , ARER G ERE |, 1#
EBSFTPREE , EEET , TMBERERRNHENER.



Identity Services Engine
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5%  Dashboard I Baciup & Restore

1! Gontext Visibility Pollcy Expont

Configurational Backup Details Operational Backup Details
% Operations
Backup Name azure-backup Backup Name:
U Peliey Reposits Azure-SFTP Riepasitory Nare
Start Dat Fri Jun 12 14:01:20 IST 2026 Start Date & Time
3 Administration backup azure-backup- Status
CFG10-260612- Seheduled
Al Work Centers 1401.1ar.9pg 1o repository Triggered Form
Azure-SFTP: success Expauts D :
Seheduled o FreEsle LR
Triggered Form oLl
Interactive Features T ——
Restora
Azure-SFTP w Add Repository
Configuration Operational
File Name ; Modified Time Repository
[#=]
arure-Backup- GFG10-260. Sat Jaen 8 000000 0 Apure-SFTP 0 Bytea Restore
tesbackup-CFG10-260522 Tus Jan & 00:00:00 0 Arure-SFTP 0 Bytes Restore
testbackupZ-CFG10-2605... Tue Jan 11 00200:00 0 Azure-SFTP 0 Bytes Restorg

sftpffé 7 EER =

~
MisE : BB ETRYCiscofEs2IDCSCwu6863 |, It EHGEAzurefE LMIEH K/MEBOLTE

,BFEEYsE. RFE , WURNREELRSD

5ERETF AR

1.EISE GUIF , RItEFAERF S EEUTER

Error

Repository validation failed due to emar - |, In case Backup was restored on different
Setup, please re-configure the repository passwords (Expected bahaviaur)

oK



https://tools.cisco.com/bugsearch/bug/CSCwu68863

BMEREBHESSHER TESFTPRIMRRE LEA T ERN AR ( F2REAzure@FIRF LRE
SFTPHZER2 ) , MRAEAEEMIREFFEFERECUILBRERFTNTRY | RIS IR

o

2. GUIZEEER ¥ B 3h , Bshow repository <sftp repository>f 8 B H .

- wisenodel/iseadmin#show repository Azure-SFTP

% SSH connect error

FEAT

BERCLIERNRSALBEAECHIBEIAzure sshELE A,

3.RTHE—FHBRSFTPENERE , FRMMAdebugti &

isenodel/iseadmin#debug transfer 7

nsfer 7
itory Azure-SFTP
[info] transfer er.c[’JJ] [system]: sftp dir of repository Azure-SFTP raquastad
6 [395485):[info] transf ] [system]: Server validation s aful § - - .core.windows.net
tp handlex c[l ?81] [system]: Running sftp command: gesgssfap.blob.core.windows.net p 3 e x+ f 1g =1 /
: DEBUG: local user: iseadmin UID: 0 sftp run_parent FD: 7 remot: 8 p.blob.core.windows

ng SFTP command: 0 iseadmin us:'b I’Ef\'.p -oIdentityl /home/iseadmin/.ssh/id_rsa -oUse

an;dnHostanlﬂ /home/iseadmi h/k | -oPasswordauthentication=no = = s [, tomwell et . blob. core. wi 3. net
3 [395485):[error] transfer: sftp_handler.c[445] [system]: sftp_read Error: read ta)lﬁd
3 [395485):[error] transfer: sftp handler.e[914] [system]: aftp_run_parent Error: read(command prompt) failed
3 ebug] transfer: sftp handler.c[1123) [system]: sftp parent status -306
# 55H connect error
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