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Startup Session Login Session
(one session per logged-in user)

launchd (init)

acy
—————  System Starter
daemon
Launchd
" System daemon
- agent
mach_init task
— agent
— System daemon
E— daemon
— timed job
— timed job
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https://developer.apple.com/library/archive/technotes/tn2083/_index.html#//apple_ref/doc/uid/DTS10003794
https://developer.apple.com/library/archive/technotes/tn2083/_index.html#//apple_ref/doc/uid/DTS10003794

~/EEIRR B R ERERENRERAENE,

/Library/LaunchAgents HEESRMUNEERAERE,

/Library/LaunchDaemons HEEREERMNRRSEETEREN,

/System/Library/LaunchAgents OS XBEAERE

/System/Library/LaunchDaemons |0S XZ & EFERER

AILAERU TS #macOSKRimmEFEERIRNBE

Is -Itr ~/Library/LaunchAgent

Is -ltr /Library/LaunchAgent

Is -Itr /EE/R B T ERE T

Is -Itr /System/Library/LaunchAgents
Is -Itr /System/Library/Launch<F &2
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MEE : REREBRGEFZERANTIESEIE, it , BRZ2EFik ( UaBA
AnyConnect ) % E{E{EISE PSN — & {55

BEERENREERE
ISER IR R £FE A RMERERARERA, ETHNRANRBEURETE A,
{# FAsudo launchctl dumpstate R ZE B 8| AR

ERECEANBRBIEEFRENAT , 6 H®Ssudo launchetl list,

s
EERBECHANREERE  FEANTHS

sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|. ;s = {SII


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/configure-posture.html#concept_8FBD171BE44C43978243F306A77A2CB2

EERECHANBREERBALEERENE , BFEAUTHS
sudo launchctl list | awk " {if(NR>1)print $3}_

ELDTEETIAEEN  ALEBREESESTHERERS —EgrepB BB REHEEH R
%o
plan , ML EEERAHERBENRYE , AT UENEERBEFFRBIESR.
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sudo grep -B 10 -A 10 -E "Ms*state = " << "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|I;s] = {$|' | grep -IBF}
sudo launchctl list | awk " {if(NR>1)print $3}. | grep -i 2%}
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1. B 5% , A Ssudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)"# & R 7%
Blaunchctl£ % | grep -aiE "\.*= {" | sed 's|.*/||;s| = {$||' | grep -i {{EHRIKEE)}

flan | ¥R Ssudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE
"V.*={"| sed 's/.\{3\}$/' | grep -i com.cisco.secureclient.iseposture , ¥ A
: gui/501/com.cisco.secureclient.iseposture,

2.{# Asudo launchctl print { Your launchctl service name } | grep -i 'type = Launch'@i S ZE AR H
Al



AT Rl B a5 : sudo launchctl print gui/501/com.cisco.secureclient.iseposture | grep -i 'type =
Launch' , #itH% : type = LaunchAgent,

ERTRBEEB AAgent , & BIASHE ~type = LaunchDaemon,
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sudo grep -B 10 -A 10 -E "Ms*state = " << "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|l;s| = {$II
sudo launchctl list | awk " {if(NR>1)print $3}.

REAH R

RERTHBUEBE(plist)BEHARBANAERYE  EREERERBMBE (plist) MR AREEH
ARV RF o

BERERZED K ELEERERERBRETEEEMMacOSEER K KFEARERARL,
Flan |, IR EPEIEFEmacOSEE LB A KRS , AT Li&us.zoom.ZoomDaemontE & BRI HE
, ERTLUBRERRETRIRENZERE,

FHEELBRZENRE  YECEEHBMEE,
Bl ERLHS , BAILEFldhepbd plistBE E :

Is -Itr /System/Library/Launch=FzZf 3 | grep com.apple.dhcp6d.plist
ERERBEER , AAFERHEANE

sudo grep -B 10 -A 10 -E "Ms*state = " << "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/||;s| = {$||' | grep -i com.apple.dhcp6d
sudo launchctl list | awk "{if(NR>1)print $3}. | grep -i com.apple.dhcp6d

WM RAEZERE Bcom.apple.dhcp6d” , BlmacOSEERBAN , RBEFEERTRIEEE , Rk
A EEHAZRE.

EFHALET

WP A RBHEET , SEKRBEZENRE  MEEET, KET, FF. BH, KBS
EREMBEEETNRYE  FEAUTHS :

sudo grep -B 10 -A 10 -E "Ms*state = running" << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|l;s| = {$II

# A LR a5 %) H A BR#E & Loaded & Running service operatorf&#,
EHEARHNE
REREAAESUTERREANNBEABRL , thEREATUEBG SIS



sudo grep -B 10 -A 10 "state = e" << "$(launchctl dumpstate)" | grep -aiE "V.*={" | sed 's/.\{3\}$/'
ERMAEBRHAE , EULLEREARELFERATS

sudo launchctl print {#&#launchct lRFE B} | grep -i ' LB HATS

BB RER

sudo launchctl print gui/501/com.apple.mdmclient.agent | grep -i ' £XIB HA TS

Hahs  REBE—EREAB=0

fiEE : EEHE , BEAROBERRBKC ERMITAIARE, WREMEBRHATNOT
PeEe |, RIRRARIS AR BNITHRIIRE,

EFAL EEETRHFRRENE

E IR#% ALoaded & RunningsiLoaded with exit codef§ , &% —{E:&ER2ER,
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Al |dentity Services Engine Work Centers / Posture

] Overview Network Devices Client Provisioning Policy Elements Posture Policy Paolicy Sets Troubleshoot Reports Settings

L ditions List » macOS-Service-Condition
Gonditions b

1l Service Condition

< Anti-Malware
‘\ Anti-Spyware * Name

Anti-Virus
=Yines mac0S-Service-Condition

' Application

2 Cempound Description

Dictionary Compound

rﬂ Dictionary Simple

* Operating System
Disk Encryption P Ingi=¥:

Mac O5x w
Extarnal DataSource
Flle .
Compliance Module
Flrewall Any version
Hardware Attributes .
* Service Name

Patch Management
com.apple.sysmond

Registry
Seript Service Type
I Service Daernon Or User Agent
use
Service Operator
Loaded & Runnin
Remadiations >
exit code
Requirements a A

Allowed Protecols



Mz : BEl, EXERUNEBEEEE, RESBTEXEERAFTHNEERER , B
#H321D CSCwf01373

AL AR A B B R M AR RE KBS

REZTHRGR , BEEALMKREEIER , AU ERFEHAMessage Test OnlyiEIE,
B EISE >THERL>RE>ERUEIT,


https://tools.cisco.com/bugsearch/bug/CSCwf01373
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ters / Posture

Identity Services En Work

Troubleshoot Reports Settings

Overview  Metwork Devices  Client Provisioning  Policy Elements  Posture Policy  Policy Se

Remediation Action Detalls

Requirements
Name Operating System Compliance Module Posture Type Condith
macG5-Service-Aequinme for  Mac 05X Agent otit

macas

campiant




TERLRER SR SIREEFABRYERNKIRETLFTMHRE,
B BISE > Work Centers > Posture > Posture Policy# 3 & B,

RRAFERE , REFEGET , AREERAENER,

= b Mentity Sarvices Engine ‘Work Centers / Posture

[} Overview Hetwork Devices Client Provisioning Palicy Elements Posture Policy Paolicy Sets Troubleshoat Reports Settings

Posture Policy (EZIS

a P pa— service|
- "
= [ — [T —— - Msz 05X Fr— agam 5005 Saic-
i
B LA fECiscoR £ & FinGUIA B B macOSHR R4 BB 3 K Mo
J ® © @ Statistics S} (@) /(A):

Cisco Secure Client  AnyConnect VPN ISE Posture

AnyConnect VPN: ISE Posture

Connected to FTD.

Statistics = Security Products  Scan Summary =~ Message History
Discannect

Updates Status
ISE Posture: 1 + mac0S-Service-Requirement Done
Compliant.

Network access allowed. Scan Again

AN, BRI LASEISE > Operations > Reports > Reports > Endpoints and Users > Posture
Assessment by Endpointi@ EISER & £ 711



= b |dentity Services Engine

System User ruben
)
User Domain nia
-
AY Instalied
11
AS bentalia d
.\ Gatekeopor; 14,3, 12 Xprotect: 2 186;
[
F ]
e Posture Report
Posture Status Compliant
Logged At Z024-02-78 09-44:28.926
Posture Policy Details
Polley Name Enforcemen t Type Status Passed Conditions Falled Conditions Skipped Conditions
mac0S-Service-PosturePolicy macOS-Service -Requirament Mandatary Passed mac05-Service -Condition
s ~
. J

5E R R AR

Be B tbmacOSIR IR EMR M IS AT RE B EIN E REEEE

HETRERE

Cisco Secure Client

Security Warning: Untrusted Server Certificate!

AnyConnect VPN:
Connected to FTD. Cisco Secure Client cannot verify server: ise-demo-6.ivillega.com

Disconnect . Certificate is not trusted.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the

ISE Posture: error condition is known.

Scanning system ...

Scan Again

Connect Anyway Cancel Connection

WMEIATR |, RB IR FERANT TR, MRFHEENIEELAZIRAMBNEE,
BRESEFITHER



ISE Posture Details

l|||l|||| %
cisco ISE Posture 0

Time Remaining: ‘
1 Update(s) Required 3 Minutes I

X Action Required to Enable Access

Updates are needed on your device before you can join the network.

macOS Service is non compliant

More Details \/
Updates Status
1 (%] macOS-Service-Requirem... Required (Manual)

Cisco Secure Client

The requirement cannot be evaluated since you are
connected to an untrusted server. Please contact your Cancel
system administrator.

ISER In R £ P EREIRIPH i T2 REH R (FQDN)RRPSNARE. SHEERREM
Posturefii &£ RBIBFQDNZRISEE 2 , EtAdminFlPortal(Client Provisioning Portal) 3% & FEAE
FODNBEZECNRMUHSANBRIAL R, AL ALERABERAFAES  IRXEERAFTARSE

HRRRELZEER , CNRUERRAAE., REMERESANMUPZEERFTEHFQDN,

WMRBEIBIPH I A EFQDNEEIRISE PSN , MIEREHHN P IS EREE S MPIF EAEE
HYE B CNRL HSANRALH

ISEfRim B2 EHETHISERRSBRENEE. MRHECATEmMacOS Keychain accessiy Rk
HERTED , AILLCAFER When using this certificatef% E BAlways Trust,



® ivillega-CA-2024

> ivillega-CA-2024
L Root certificate authority
-

ivillega-CA-2024 it

[ age .
o Root certificate authority Trust

When using this certificate: | Always Trust

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust

¥ Extensible Authentication (EAP) Always Trust
W& Cisco Root CA M1

§ Cisco Umbrella Root CA
¥ com.apple.kerberos.kde

IP Security (IPsec) Always Trust
Code Signing = Always Trust
Time Stamping | Always Trust
X.509 Basic Policy Always Trust

com.apple.systemdefault

Device Management Root CA

Internal Private Root certificate
ivillega-CA-2024 certificate
JSS Built-In Signing Certificate certificate
QuoVadis Root CA 2 certificate
Trusted Device SubCA

1

Cisco Device CA - PROD
com.apple.kerberos.kdc
com.apple.systemdefault
com.apple.kerberos.kde
com.apple.systemdefault

Remote Pairing [dentity Remote Pa Serial Number 24 2C DD 93 3138 C2 87 45 AC BC 7E A6 AF FF 32

Details
Subject Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024

Issuer Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024

~Nooo-c-o-c I HNANAN

BUE BRI T HRER1TA  IFERBATRE , YHBE THAECNFSANER , macOSHE#k
PR EERE, EEEBERT , BB Keychain accessfEAREF , BfnE| "System certificate
store Eﬁ ) %‘fﬁﬂégﬁﬁﬂﬂu%CA%Eo

A&, B EImacOSKImERABRREFTLL TS : sudo /usr/bin/security add-trusted-cert -r
trustRoot -d -k /Library/Keychains/System.keychain

{CARR SRV BRE}

Bl | MRIEHBRNNEWERES , DU T : sudo /usr/bin/security add-trusted-cert -r
trustRoot -d -k /Library/Keychains/System.keychain /Users/JohnDoe/Downloads/CA _certificate.crt

BT TR  FEFRBDEMAISE.
BBEENZEEFiREHE

RN REIB RISHEE E "Bypassing Cisco Secure Client Scany 1 "Your network is not
configured to use Cisco ISE Posture Agent.,



Cisco Secure Client

AnyConnect VPN:
Connected to FTD.

Disconnect

ISE Posture:

Bypassing Cisco Secure Client scan.

Your network is not configured to use... Scan Again

Your network is not configured to use Cisco ISE Posture
Agent.

3R It SE S R H A TEISE > Work Centers > Posture > Client Provisioning > Client Provisioning
Policiesty & Fim#Al P R B ER EE R,
HARE AT eEE EIMac OSXEXERBEMIENR , (BELFTERELHE T ATEHmacOSRZA,

FERBERT , ISERZERHFHIMacOSHA , #ilalSequoia(15.6.x) , LA & L I8 H B LA R ZIRAE
B

& ABREISE > Work Centers > Posture > Settings > Software Updates > Posture Updates & #7
Posture feed,

A AEERISERR L , th A LUEIR A fEiR ERERR VA R T BV Zip A BEIR B T
H 8
MREEBRBHAMET , JLUEEZ N MacOSKEREDARTHMAE. Alt , BHAARKDARTE

# , REBEUACIisco Secure ClientEHRER , EfinFIMenuiB itz — T Cisco Secure Client , AETE
Generate Diagnostics ReportsH1#&— T,


https://www.cisco.com/web/secure/pmbu/posture-offline.html

Cisco Secure Client Edit

About Cisco Secure Client
Preferences...

Generate Diagnostics Report

MZE - EAERDARTH A | LA AInclude System LogsiZIE , B AIDARTHAZTE



BEISERmE £ TERBER,

Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

v Include System Logs

HRZLRR , FEARTREEHEMZET TR , BEDARTHEMB I Munified_log.logH , B RER
BEXELBFE, WA
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[Tue Feb 27 10:30:58.576 2024][csc_iseposture]Function: createCheckXMLString Thread Id: O0x4A9FD7CO File

macO0S-Service-Condition



303

com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: processPostureData Thread Id: Ox4A9FD7CO File: Au

ISE: 3.3.0.430

ISE: 2.x

30



mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition

303



com.apple.sysmond

running

(mac0S-Service-Condition)

[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: SMP_initCheck Thread Id: Ox4A9FD7CO File: SMNavPo

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

",isElevationAllowed:1,nRemediationTimeLeft:0}

[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: createCheckXMLString Thread Id: Ox4A9FD7CO Fi

macO0S-Service-Condition

303



com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: doCheck Thread Id: Ox4A9FD7CO File: Rgmt.cpp

[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: doCheck Thread Id: 0x4A9FD7CO File: CheckSvc.
[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: completeCheck Thread Id: Ox4A9FD7CO File: Rqgm

teSk | S8 AT LAFEISE PSNER B a&posture TR E AT H e A |, A ETR B R ImET S 1 E

MEM,

&7 LLUEIBISE > Operations > Troubleshoot > Debug Wizard > Debug Log ConfigurationBg i& itk B
4R Bl, BEEPSN Hostnameif iPosture component B 5#% BI#EINFOE i ADEBUG,

1# A EEmacOS RIS R BRI Y R BI | #& AT LAfEise-psc.logh B RE LI B EE

2024-02-27 10:30:58.658 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.runtime.Pos

ISE: 3.3.0.430

ISE: 2.x
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macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:30:58.659 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.util.Status

ISE: 3.3.0.430



ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:31:06.044 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-8][[]] cisco.cpm.posture.util.AgentU
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