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- ERIDNA

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

BREMN

SD-Accessf#R 7 RiBiBHEE BRlCatalysth iy, BER®E M RIESIZ(ISE) AR EE R FEINAEMN
ERNBREETL AR,

JBiBCisco Catalyst Center# B & Cisco Catalyst Centerfy HE){t. 247, ARMEMEE, SD-
Access=EULE BB —F2 , ARG, FBii. EAXR  YHEHHEVAREFNESERVNERERE
R

ISERSD-Access B iEMB AR FIRHN A MARI D, ISERTRKRER K BREAENELES
AIERANEEEMR  WEHCIREIRREEBER, EISEFR , FRENEEUBESRENNEE
o ISEER BRI A& MBI (pxGrid) MR kAR REE# (REST)APIEECisco Catalysth/LEE , AR
RIREHBAMISELREEEN BB,

B AR B B 0 BRI EIZ(ISE)RZRDNAF O ERE IS , E—HEMEE. TRHERONVER
EEAVR , Hln

1. AAA ( RADIUSFITACACS+)
2. #BER AR
IEAENEEHEM

4. ZLBR

5. 5B MME 5D E

EFHIELIR , KA Cisco DNA CenterBISER S UM T ENEZR. NEEEUTHESB
BMNZLSHRA,

=JL =

A ;&
ISE #H7E

S ER 1. X ETEISE L BUAPxgrido

RAZBTESystem > Deployment > Edit Node > PxGrid FEUAPxGridfR# , 0 FEFFR :



Identity Services Engine Administration / System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Mare

Diashbaarc

Hexat i iandJanckain
Context Visibility

%% Dporations

1P Address 10.137.196.72
Pedie
4 Mot Ty Idaraity Sarvicas Erglra (ISE)
Ll Role L
Al work Centers
Adminigtratior

nigraciive Halp

Monitoring

Policy Sarvice

- . G




Mz : EOBNRESD , B EMEISES B LBTpoxgridBt, BREFEEME LE
1Tpxgrid persona.

SR 2. FMARESTREMEIRIF(ERS)BEUE A -

EEISE LB AR TREER(REST) MEAREXERF N EAP)RE , 4EEAdministration >
System > Settings > ERS Settings > Enable ERS for Read/Write FEXFAERSE/E , MM T EFfR :

= lulbe |dentity Services Engine Administration / System

) Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks More
. Pasture
Dashboard "
API| Settings
Profiling
| context Visibillty
Ovarview APl Service Settings APl Gaweway Settings
Protocols

A, Operations

=~ AP Servics Settings for Primary Administration Nade
Endpaint Scripts

I Policy

Prom @ RS (Read/Write)
4. Administration

SMTP Server @l Open APl (Read/Write)
nll  Work Centers SMS Gateway

System Time
APl Bervice Setting Far All Other Nodes

I AP Saitings
Data Cannect @ ERS (Read)

Interactive Help

@l Open AP (Read)

Ketwork Success Disgnostics

DHCP & DNS Services

. ’
Mo Sessions CSRF Check [ only for ERS Settings )
Light Data Districutian ) Enable GSRF Check for Enhanced Security (Mot compatible with pre 1SE 2.3 Clients)

Endpuwint R=plication )
D Disable CSRF For ERS Request (compatible with ERS clients older than ISE 2.3)

Irtarnetivn Haln



Mzt : O BISERESF |, #{RiZEEnable ERS for Read ( BtFIERSFER ) , &8I
, ERSEFETUETEE LB , BEH L EERF,

SR IERMEREIEMA , MEE> pxGrid RIE>ERTE T FT Ko
RBA BB EEREBEENTIRS.

B A Allow password based account creation,

1E /U5 B Bt pxGrid & F i



= ule Identity Services Engine Administration / pxGrid Services

[ ] Bockmarks Summary Client Management Diagnostics Settings

BT  pashboard

Settings

! Context Visibility

A, Operations

U Policy
Use Default

& Administration

Wark Canters

Interactive Help

Cisco DNA#B &E

FER 1:FAZBBDNAGUI,

H BB 2.8 F|System Settings > Settings > Authentication and Policy Servers.

yst Center

Policy Servers

authenticate Catalyst Center users. Cisco Identity
upply pelicy and user information,

Protocol = Type Slaus

RADIUS ISE ACTIVE

SR -T THE, . ThREFIERISE:

zm [ Settings # Q

Actions

A B
L2 admin



Samings J/ Exiarmal Sericas

Authentication and Policy Servers

ettt denti
Services Engine (I1SE] servers can also supply policy and user information,
@ Add - it Export Aol Jun 8, 7025 255 PM £
IP Agdress Protocol = Tyoe Status Actlons
12,127,198 RADIUS ISE

I Authentication and Policy Servers

Inteqrity Verlflcation

SR AFBAAFMAES , WTFAR

ABRESIP#b st : ISEX BRI BEE P,

HAS8  ERRIBMIERBIEE B H Cisco DNAKEIAFISERF#IRadiust i £18,
EHEEB/BE | ISEEEERIE,

FQDN : ISEXEEHIFFQDN,

& BT | IERCisco DNAMISE Pxgrid#& 25T BFE R K 1EISE LHPxgrid R TE RN BB,



Edit ISE server X

Server IP Address

10.127.196.71

Shared Secret

Username®

admin

Password*

FQDN*

kavinise33ppan. puEEag™

Subscriber Name
pxgrid_client_1749316904

=l -




ISE server Integration X

This is the first time Cisco Catalyst Center has seen

this certificate from Cisco ISE, and it is not yet trusted.
Do you want to accept this certificate and establish
trust?

Integration of 10.127.196.71 is waiting for user input

v ° Initiating connection...
less than a minute ago

This is the first time Cisco Catalyst Center has seen this
certificate from Cisco ISE, and it is not yet trusted. Do yo
u want to accept this certificate and establish trust?

View certificate

=

O Establishing trust...
Reading, validating, and storing trusted certificates

@O Discovering nodes...

Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes



Integration of 10.127.196.71 is in progress...

° Initiating connection...
Connecting to Cisco ISE and validating credentials

@ Establishing trust...
Reading, validating, and storing trusted certificates

@ Discovering nodes...
Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes

O Connecting to pxGrid...
Loading and validating pxGrid certificates, subscribing to pxGrid topics

)

- BlRERARE>RE> B DB MR ERSS.
- ISEBRSMRREKERATED,



#leilli Catalyst Center

Authentication and Policy Servers

st Center u

and user infarmation.

Use this form to specil Cisco Identity

Services Engine (ISE} server

External Services

I Authentication and Policy Servers
@ add T Export
P Address Protocol = Typo Status Actlons
1012719671 RADIUS ISE

B ¥ FSettings > System 360:

|SEal iR 8§ FEExternal Connected Systems T B R BAvailable , S FFR :

e Catalyst Center

System 360 System Health Service Explorer
Software Management Backups Application Health
- -,,\ ® No backups server Configure @ Automation
\ configured ® Assurance

Externally Connected Systems

Identity Services Engine (ISE) IP Address Manager (IPAM)
Primary 10.127.196.71 ' Awailable “Update ® No IPAM server configured, Configure
Secondary 10.127.196.73 [ Available

pxGrid-Active  10.127.196.72 [7 Available

pxGrid-Standby 10.127.196.74 [ Available

A 3

ISEF HY B R BIRRE L T JThF

* Pxgrid

 Ers



BYEE : AR ZRIDNA-ISERE ZHI , SEERA U T anw IRBEARH BEE

AT LAE AL T 655 fECisco DNA CLILENEs = B 5 -

« maglev$ magctl service logs -rf ise-bridge
« maglev$ magctl service logs -rf network-design -c network-design-service

AEB4 : Cisco DNAERW B HEHER , FRRIES
$ B 1. EEEISERR,

2025/06/07 17:21:41 [§&] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

025-06-07 17:21:41,905 |{S E. | messageListenerContainer-6 | | c.c.a.c.c.impl.AARasClientimpl |
AAARasClientimpl — 37 api, RBAC uuid - null | correlationld=1978f306-0857-467d-b974-
6444a163f742


http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

2025-06-07 17:21:41,917 |{§ & | messagelListenerContainer-6 | | c.c.a.c.s.trust.CiscolSEManager

| I
correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 |{§ & | messagelListenerContainer-6 | | c.c.a.c.s.trust.CiscolSEManager
| £B8 . [E1E%EHliseUsername, isePassword, iseHostlp, iseHostName. iseSshKey,
apicEmlp. apicEmFqdn | correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 |{§ & | messageListenerContainer-6 | | c.c.a.c.s.trust.CiscolSEManager

| |
correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 |{§ & | messagelListenerContainer-6 | | c.c.a.c.s.trust.CiscolSEManager
| BISES{E M FFUBAMAARFS | correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 |{§ & | messageListenerContainer-6 | |
c.c.a.c.s.u.GoTrustEstablishmentUtil | 2APIEE , BEAipHISERCREATEFE R IGOMR
:10.127.196.71F1E# A : | | correlationld=1978f306-0857-467d-b974-6444a163f742

SR2VERR  FRESTERTRBERATEEE,

06/07 17:21:42 [F&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:21:42 [DEBUG] GET https://10.127.196.71/admin/AP1/PKIl/TrustCertificates

2025/06/07 17:21:44 [§85] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025-06-07 17:21:44,730 |f§ & | qtp480903748-238 | |
c.c.a.c.s.c.IselntegrationStatusController | #StepName =INITIATE_CONNECTION_TO_ISEHY
ISEE S ARAELER | correlationld=831c9¢36-d534-415d-86d6-

2025-06-07 17:21:44,964 |#552 | messagelistenerContainer-6 | |
c.c.a.c.s.h.CreateAaaMessageHandler | & EEZFFEAF#ES{} | correlationld=1978f306-0857-
467d-b974-6444a163f742

com.cisco.apicem.commonsettings.service.exception.CertificateWaitingUserAcceptanceException:{"i18n"

£

com.cisco.apicem.commonsettings.service.util. GoTrustEstablishmentUtil.callGoServiceForTrustProcessir

£

com.cisco.apicem.commonsettings.service.trust.CiscolSEManager.establishTrustWithPAN(CiscolSEMan:

£

com.cisco.apicem.commonsettings.service.trust.CiscolSEManager.establishTrust(CiscolSEManager.java

=

com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation(C


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/PKI/TrustCertificates
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

e

com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation(C

e

com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRequest(CreateAc

=
com.cisco.grapevine.amqp.impl.GrapevineMessageListener.invokeHandler_aroundBody0O(GrapevineMes:
queue-sdk-7.0.722.60901.jar:7.0.722.60901]

e

com.cisco.grapevine.amqp.impl.GrapevineMessagelListener$AjcClosure1.run(GrapevineMessageListenel
queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at org.aspectj.runtime.reflect.JoinPointImpl.proceed(JoinPointimpl.java: 167)~[aspectjrt-
1.9.6.jar:na]

e

com.cisco.enc.i18n.localization.aop.Enablel18nOnRequestHandler.getEmptyResponse(Enablel18nOnRe
7.1.722.60901 jar:7.1.722.60901]

'

com.cisco.grapevine.amqp.impl.GrapevineMessageL.istener.invokeHandler(GrapevineMessageL.istener.j
queue-sdk-7.0.722.60901.jar:7.0.722.60901]

e

com.cisco.grapevine.amqp.impl.GrapevineMessagel.istener.onMessage(GrapevineMessageListener.java
queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.dolnvokeListener(AbstractV
rabbit-1.7.15.RELEASE jar:na]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.invokeListener(AbstractMes
rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amaqp.rabbit.listener.SimpleMessageListenerContainer.access$001(SimpleMessage
rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$1.invokeListener(SimpleMes
rabbit-1.7.15.RELEASE jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.invokeListener(SimpleMessa
rabbit-1.7.15.RELEASE .jar:na]



at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.executeListener(AbstractMe
rabbit-1.7.15.RELEASE jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.doReceiveAndExecute(Simpl
rabbit-1.7.15.RELEASE .jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.receiveAndExecute(SimpleM
rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$1800(SimpleMessag
rabbit-1.7.15.RELEASE jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$AsyncMessageProcessingC
rabbit-1.7.15.RELEASE jar:na]

f£java.basel/java.lang.Thread.run(Thread.java:834)~[na:na]

2025-06-07 17:21:46,284 |f§ & | qtp480903748-916 | | c.c.a.c.s.util.CommonSettingsUtil |
FMultiCisco DNAConfigurationTable = MultiCisco
DNAConfigurationTable[clusterUuid=878771ce-8f93-44a5-82c9-3561e14c2d77,createTime=2024-

08-23 14:18:11.381,inMultiCisco DNAMode=false , lastUpdated time=2024-08-23
14:18:11.381,multiCisco DNAFeatureEnabled=false , instanceUuid=7f606daa-ca05-472b-b45c-
fe8dfead1717,instanceld=7007 ,authEntityld=7007,authEntityClass=1586401731,instanceTenantClass
id=66c88fc4104bfb741d052de9,_orderedListOElindex=<Integer>,_creationOrderindex=<Integer>,_isBein
| correlationld=5888c4bb-f407-4771-97e€6-e5c9a9e08746

SR IEFUEBSES,

17:22:05,574 |1 & | qtp480903748-909 | | c.c.a.c.s.controller. AAAC#E #1288 | Incoming Cert
Accepted by user?:true | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,581 |{§ & | messagelListenerContainer-9 | |
c.c.a.c.s.h.CreateAaaMessageHandler | ¥ A i & & SHFEMEER | correlationld=8b73524a-a3b1-
4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | & | messagelListenerContainer-9 | | c.c.a.c.s.trust.CiscolSEManager

| I
correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | & | messagelListenerContainer-9 | | c.c.a.c.s.trust.CiscolSEManager
| £B8 . [E1E%EHliseUsername, isePassword, iseHostlp, iseHostName. iseSshKey,
apicEmlp. apicEmFqdn | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 |1 & | messagelListenerContainer-9 | | c.c.a.c.s.trust.CiscolSEManager



|
correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | & | messagelListenerContainer-9 | | c.c.a.c.s.trust.CiscolSEManager
| ISEFYCALL GOBRFETRUST CERT_ACCEPT | correlationld=8b73524a-a3b1-4ebd-9d3a-
b70830d64c83

2025-06-07 17:22:05,605 |15 & | messagelistenerContainer-9 | |
c.c.a.c.s.u.GoTrustEstablishmentUtil [#ZAPIER |, LMEEAipAISERCERT_ACCEPTEERMIY
GOMRTE : 10.127.196.71FE#= : | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

HBR 4B EE,

2025-06-07 17:22:06,365 |f§ & | qtp480903748-246 | |
c.c.a.c.s.c.IselntegrationStatusController | #StepName =INITIATE_CONNECTION_TO_ISEHY
ISEEES ARRE BB | correlationld=c1bfde32-4cec-4c9f-afab-06291f1bc4 37

2025-06-07 17:22:06,375 |f§ & | qtp480903748-909 | |
c.c.a.c.s.c.IselntegrationStatusController | #StepName =ESTABLISHING_TRUST_WITH_ISE#Y
ISEE S ARAEL B | correlationld=fbba646¢c-bdae-4554-8c70-0a5836f4c860

$ER 5 FEMEISE ERSEE,

2025/06/07 17:22:06 [DEBUG] GET https://10.127.196.71/admin/AP1/NetworkAccessConfig/ERS

{"asctime":"2025-06-07T17:22:07.529Z","correlationld":"","level":"info","msg":"ISE L E BIERS &l &
{XMLName:{Space:Local:ersConfig} ID:1 ISCSRF:false IsPAP:true
IsSPSNS:true}","packagename":"ISEE{Z E 285"

HER 6:IE B ISEMRA,

2025/06/07 17:22:07 [#&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:07 [DEBUG] GET
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

{"asctime":"2025-06-07T17:22:09.065Z""correlationld":","level":"info","msg":" ISEMR A& A&
{Version:3.3 Patch:0 PatchList:0}","packagename":"ISEiZ 43 & I 25"}

SR IEEEEERNES.

2025/06/07 17:22:09 [DEBUG] GET https://10.127.196.71:9060/ers/config/telemetryinfo

{"asctime":"2025-06-07T17:22:10.161Z","correlationld":","level":"info","msg":"i& Al # 30d4 3265-
1577-4e02-a10b-6b549099f544" "packagename":"E AE X"}

{"asctime":"2025-06-07T17:22:10.161Z","correlationld":"","level":"info","msg":"TEISE& Bk L &I
B openAPI","packagename":"ISEE {5 & 12 25"}


https://10.127.196.71/admin/API/NetworkAccessConfig/ERS
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/telemetryinfo

HER 8. IE TR fEISEEEIAPIAREE,

2025/06/07 17:22:10 [#&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:10 [DEBUG] GET https://10.127.196.71/admin/AP|/apiService/get

{"asctime":"2025-06-07T17:22:11.291Z","correlationld":"","level":"info","msg":"OpenAPIE B A ,
{true}","packagename":"ISEE 4 & 35"

HR I ETHREISENFEEIL,

{"asctime":"2025-06-07T17:22:11.291Z2","correlationld":"","level":"info","msg":"Updating overall
status to trusted","packagename":"ISEiZ#E EE 25"}

2025/06/07 17:22:11 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:11.304Z","correlationld":"","level":"info","msg":" 1E TE A% 87 B AR RE & #
BFIXZEINDS, B#{\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3eab9\",\"ciscolseList\":[{\"ciscolseld\":\"acc84e0a-cfdb-48a4-2f56eafe5490\" \"#& iR
\"A"\ERBE R B\ \"fqdn\":\"I\" \"ip b 1E\":\"10.127.196.7 1\" \"ER/E B BI\"\"E FT\" \"A \":\"E\" \"AR
RE\"\"SEE\"\"E F & & FIE\":\"pxgrid_client_1749316904\" \"{E EAREE\"\"E4E\"}],\"ipName
address\":\"10.127.196.71\" \"iseConnectionType\"\"TRUST\"}","packagename":"ndsutil"}

2025/06/07 17:22:11 [F8&] PUT http:/network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:11.319Z" "correlationld":"","level":"info","msg":" & 2 E #TAREZI
NDS , £FEX #5200 OK"," packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3192","correlationld":"","level":"info","msg":"Sending certificates
to NDS","packagename":"|ISEE {5 & I 25"}

{"asctime":"2025-06-07T17:22:11.319Z","correlationld":"","level":"info","msg":" 1E 7£ #7118
{17487437175958362366089997042 CREATE}","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.3192","correlationld":"","level":"info","msg":" IE 7£ #5 &5 Bh AR RE T #7
BHIXZINDS, B F
[{\"serialNumber\":\"17487437175958362366089997042\" \"issuer\":\"CN=\" \"operation Type\":\"CREATE\

2025/06/07 17:22:11 [§8&] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo/iseCerts

{"asctime":"2025-06-07T17:22:11.329Z" "correlationld":"","level":"info","msg":" & 2 E #TARREZI
NDS , &/ #5200 OK","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.329Z","correlationld":","level":"info","msg":"E #ISE & BB
ESTABLISHING_TRUST_WITH_ISE with status COMPLETE"," packagename":"ndsutil"}


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/apiService/get
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts

{"asctime":"2025-06-07T17:22:11.329Z","correlationld":","level":"info","msg":" IE £ [AIND S A FE K
{\"StepName\":\"ESTABLISHING_TRUST_WITH_ISE\",\"StepStatus\"\"COMPLETE\"}","packagename":"r

2025/06/07 17:22:11 [#A&L] PUT http:/network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

HER10: B BISERFHVE

{"asctime":"2025-06-07T17:22:11.339Z","correlationld":","level":"info","msg":"E #TISE & E#
DISCOVERING_NODESH R REIN_PROGRESS","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.339Z","correlationld":","level":"info","msg":" IE 7E [AINDSEi%X 58 K
{\"StepName\"\"DISCOVERING_NODES\",\"StepStatus\":\"IN_PROGRESS\"}","packagename":"ndsutil"}

2025/06/07 17:22:11 [#8&] PUT http:/network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:11.348Z","correlationld":","level":"info","msg":"Posted ISE
Integration Step to NDS , http response code=200","packagename":"ndsutil"}

2025/06/07 17:22:11 [#@&\] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:11 [DEBUG] GET https://10.127.196.71/admin/APl/Infra/Node/SimpleList

{"asctime":"2025-06-
07T17:22:12.512Z" "correlationld":","level":"info","msg":"66¢c88fc4104bfb741d052de9:b745dd4f-
2a222-47d8-a216-6a5a85f3eab9# X T 4{E & B4","packagename":"ISEXE R E I 25"}

{"asctime":"2025-06-07T17:22:12.512Z" "correlationld":","level":"info","msg":" IE 7 #7318 = PANEI 24
A Hh1633pan/10.127.196.71 , A EPRIMARY","packagename":"ISE;Z{Z EE 25"}

de localize33pan/10.127.196.71, role PRIMARY","packagename":"ISEiE & E 12 85"}

2025/06/07 17:22:12 [#&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:12 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/namel/ise33localspan

{"asctime":"2025-06-07T17:22:13.612Z","correlationld":","level":"info","msg":" IE 7£ ¥ 18 # BIPAN &
=i

{"asctime":"2025-06-07T17:22:13.612Z","correlationld":"","level":"info","msg":" IE FE FTMn T E & 2

2025/06/07 17:22:13 [F&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:13 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/ise33seclocal
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{"asctime":"2025-06-07T17:22:14.737Z","correlationld":"","level":"info","msg":" 1E 7€ ¥ 18 pxgrid & &4

2025/06/07 17:22:14 [#&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:14 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/isepxgrid2025

{"asctime":"2025-06-07T17:22:15.863Z","correlationld":"","level":"info","msg":" IE {E #TIEPSNET B
isepxgrid2025.localad.com/10.127.196.74","packagename":"ISE:E R E I £5"}

2025/06/07 17:22:15 [F8&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:15 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/localise33ppan

{"asctime":"2025-06-07T17:22:17.047Z","correlationld":"","level":"info","msg":" IE 7E ¥ € PSNEi &
1/10.127.196.71"," packagename":"ISEZ R E 12 25"}

SR 1TEHRBRE TN

2025/06/07 17:22:17 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:17.843Z","correlationld":"","level":"info","msg":" 1E TE A% 87 B AR RE & #7
FIAZINDS, B #{\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3eab9\",\"ciscolseList\":[{\"ciscolseld\":\"49523ddb-e1d5-c53d-1€20-01f8509a3c28\" \" iR
\" \ERBE R "\ \"fqdn\":\\" \"ip#t 11E\":\"10.127.196.73\" \"IRAE R BI\"\"E 7 \" \" A &\"\"HE Bh\" \"#k
RE\"\"JEE)\"\"(E & B BW\"\"pxgrid_client_1749316904\" \"EEARFE\"\"S4EHI\"}],\"ipA
address\":\"10.127.196.71\" \"iseConnectionType\"\"TRUST\"}","packagename":"ndsutil"}

2025/06/07 17:22:17 [#A&L] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:17.860Z","correlationld":"","level":"info","msg":" & B E #ARKEEI
NDS , €K #5200 OK","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z","correlationld":","level":"info","msg":"Updating ISE Step
DISCOVERING_NODES with status COMPLETE"," packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z","correlationld":","level":"info","msg":" IE 7E [EINDSEE FE K
{\"StepName\":\"DISCOVERING_NODES\",\"StepStatus\":\"COMPLETE\"}","
packagename":"ndsutil"}

SR 12.BEUSERHEE.

{"asctime":"2025-06-
07T17:22:17.871Z","correlationld":"","level":"info","msg":"GetCertChainForISERole . ABEAPH]
B EEI" "packagename™: "R EE E 23"}
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{"asctime":"2025-06-07T17:22:17.871Z","correlationld":","level":"info","msg":"#ISE
10.127.196.71", "packagename":"Certificate Manager"}

2025/06/07 17:22:17 [#@&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:17 [DEBUG] GET https://10.127.196.71/admin/API/PKl/LocalCertificates

{"asctime":"2025-06-07T17:22:19.264Z" "correlationld":"","level":"info","msg" " E E B EREZFEN
FEHE, Node=10.127.196.71;cname=","packagename":"F S EE 3"}

{"asctime":"2025-06-07T17:22:19.264Z" ,"correlationld":","level":"info","msg" " E R B &K &,
Subject=CN#lIssuer=CN , BkiBFEEHEFK","packagename":"H S EE 2"}

{"asctime":"2025-06-07T17:22:19.264Z" "correlationld":"","level":"info","msg":"Inserting into

iseCerts","packagename":"DAL"}

{"asctime":"2025-06-07T17:22:19.276Z","correlationld":"","level":"info","msg":" B B B i@ A

iseCerts"," packagename":"DAL"}

2025/06/07 17:22:19 [#&] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

HER 13:PxgridiE iR,

{"asctime":"2025-06-07T17:22:19.336Z","correlationld":"","level":"info","msg":"PxGrid is
enabled","packagename":"|SEE 4R & 285"}

{"asctime":"2025-06-07T17:22:19.336Z","correlationld":","level":"info","msg":"Updating ISE Step
PXGRID_CONNECTION with status IN_PROGRESS","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:19.336Z","correlationld":","level":"info","msg":" IE £ [AINDSEE FE K
{\"StepName\":\"PXGRID_CONNECTION\",\"StepStatus\":\"IN_PROGRESS\"}","packagename":"ndsutil"}

2025/06/07 17:22:19 [#A&L] PUT http:/network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:19.349Z","correlationld":"","level":"info","msg":"Posted ISE
Integration Step to NDS , http response code=200","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:19.349Z" "correlationld":"","level":"info","msg":" & B 4 BX &7 24
10.127.196. 72 BB H EH" " packagename™:"HEEE 23"

{"asctime":"2025-06-07T17:22:19.349Z" "correlationld":"","level":"info","msg":"Fetching server
certificate for 10.127.196.72"," packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","correlationld":","level":"info","msg":"fetted server cert
chain for 10.127.196.72, chain length 4","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z" "correlationld":","level":"info","msg":" I EXI L B B 1=t
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TEBWEENE  #R=4""packagename""HSEE ")

{nasctimen:u2025_06_
07T1 7:22:20'9072","Corre|ati0n|d"Z","|eve|"2"infO","mSg":"Nodez1 O 1 27 1 96.72;Cnamezu,“paCkagename":"(
Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","correlationld":"","level":"info","msg":" 1IE 7£ #fi Aise-bridge
certpool, Issuer=CN=Certificate Services Node CA - localize33ppan;Subject=CN=Certificate
Services Endpoint Sub CA - ise33seclocal; FF5l%%
=336164adf99b4663b51c7d8787b671e2","packagename":"Certificate Manager"}

2025/06/07 17:22:20 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:20.920Z","correlationld":"","level":"info","msg":" IE 1E i B B ik RE B 37
BEXFINDS, B E{\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3eab9\",\"ciscolseList\":[{\"ciscolseld\":\"dad546ca-fe8f-28d9-a112-56ecade00239\"\" & i&
A\ \ R R A" \"fqdn\":\"\" \"ip3t 1iE\":\"10.127.196.72\" \"I&ER BI\"\"E \"\"A

\":\"PXGRID\" \"#RRE\":\"IE & B

\"\"subscriberName\":\"pxgrid_client_1749316904\" \"trustState\":\" "] S #\"}],\"ipName
address\":\"10.127.196.71\" \"iseConnectionType\"\"TRUST\"}","packagename":"ndsutil"}

2025/06/07 17:22:20 [F8&] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:20.936Z","correlationld":"","level":"info","msg":" & 2 & # iR & 2|
NDS , X #5200 OK","packagename":"ndsutil"}

255% 14:%%%%)?0

{"asctime":"2025-06-07T17:22:22.5852","correlationld":"","level":"info","msg":"Fetch endpoint certs
from ISE , \u026{CertTemplateName:pxGrid_Certificate_Template Format:PKCS8_CHAINZ

: CertificateRequest:{San:52:ad:88:67:42:58
Cn:admin_66c88fc4104bfb741d052de9}","packagename":"PxGridClient"}

2025/06/07 17:22:22 [F8F] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:22 [#8&l] PUT https://10.127.196.71:9060/ers/config/endpointcert/certRequest

{"asctime":"2025-06-07T17:22:24.071Z","correlationld":"","level":"info","msg":"Inserting into

iseCerts"," packagename":"DAL"}

{"asctime":"2025-06-07T17:22:24.072Z","correlationld":"","level":"info","msg":" B B B il A

iseCerts"," packagename":"DAL"}
$ER 15:Pxgrid®E FimB A

{"asctime":"2025-06-07T17:22:24.074Z" "correlationld":","level":"info","msg":"Successfully loaded
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privateKey from endpoint certs"," packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:24.074Z","correlationld":"","level":"info","msg":"%& 5 it 7% & 21
" "packagename":"PxGridClient"} P VB EK B &

2025/06/07 17:22:24 [#5\] POST https://10.127.196.72:8910/pxgrid/control/AccountActivate

{"asctime":"2025-06-07T17:22:25.247Z" "correlationld":"","level":"info","msg":"Got Response 200,
for URL
https://10.127.196.72:8910/pxgrid/control/AccountActivate","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:25.247Z" "correlationld":","level":"info","msg":"GOT ACCOUNT
ACTIVATE RESPONSE:\u0026{AccountState:ENABLED
Version:2.0}","packagename":"PxGridClient"}

2025/06/07 17:22:25 [#&] POST https://10.127.196.72:8910/pxgrid/control/ServiceLookup

{"asctime":"2025-06-07T17:22:26.311Z","correlationld":","level":"info","msg":"Got Response 200,
for URL https://10.127.196.72:8910/pxgrid/control/ServiceLookup","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:26.311Z","correlationld":","level":"info","msg":" E & B #Rpubsub
service \u026{Name:com.cisco.ise.pubsub NodeName:~ise-pubsub-ise33seclocal

Properties:map[wsUrl:wss://:8910/pxgrid/ise/pubsub]} ","packagename":"pxGridClient"}

{"asctime":"2025-06-07T17:22:26.311Z","correlationld":","level":"info","msg":"ISE Pubsub Web A& #%
URL:wss://10.127.196.72:8910/pxgrid/ise/pubsub”," packagename":"PxGridClient"}

2025/06/07 17:22:26 [#&] POST https://10.127.196.72:8910/pxgrid/control/AccessSecret

{"asctime":"2025-06-07T17:22:27.461Z" ,"correlationld":"","level":"info","msg":"Got Response 200,
for URL https://10.127.196.72:8910/pxgrid/control/AccessSecret","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:27.461Z","correlationld":"","level":"info","msg":" IE 7£ & & & 5% 2|

wsurl wss://10.127.196.72:8910/pxgrid/ise/pubsub","packagename":"ws-endpoint"}

{"asctime":"2025-06-07T17:22:28.479Z" "correlationld":"","level":"info","msg":"Connected to
wss://10.127.196.72:8910/pxgrid/ise/pubsub”," packagename":"ws-endpoint"}

2025/06/07 17:22:28 [#8&l] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

{"asctime":"2025-06-07T17:22:28.479Z","correlationld":"","level":"info","msg":"Setting as active

pxgrid node","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:28.533Z","correlationld":"","level":"info","msg":"Updating ISE Step
PXGRID_CONNECTION with status COMPLETE","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:28.533Z","correlationld":","level":"info","msg":" IE £ [AIND S A 5K
{\"StepName\":\"PXGRID_CONNECTION\"\"StepStatus\":\"COMPLETE\"}","packagename":"ndsutil"}
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2025/06/07 17:22:28 [§&] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025/06/07 17:22:28 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4{-2a22-47d8-a216-6a5a85f3ea69

81645 : Trustsec SGTT =,

{"asctime":"2025-06-07T17:22:34.370Z","correlationld":","level":"info","msg":"BULK
DOWNLOADING FOR SERVICE com.cisco.ise.config.trustsec TOPIC

securityGroupTopic","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.371Z","correlationld":","level":"info","msg":"Bulkdownload
URLs:[https://10.127.196.71:8910/pxgrid/ise/config/trustsec]","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.371Z""correlationld":"","level":"info","msg":"E &£ A
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups","packagename":"PxGridClient"}
X T & com.cisco.ise.config.trustsec

2025/06/07 17:22:34 [#&\] POST
https://10.127.196.71:8910/pxarid/ise/config/trustsec/getSecurityGroups

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":"","level":"info","msg":"Got Response 200
, ®RAURL
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":"","level":"info","msg":"Reset Security

Group Cache.","packagename":"cache"}

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":"","level":"info","msg":"Updating Security

Group Cache","packagename":"cache"}

{"asctime":"2025-06-07T17:22:35.424Z""correlationld":","level":"info","msg":"SG bulkdownload
data , ACAMIREEM , BB E#HIZFRMQ","packagename":"5] B & "}

{"asctime":"2025-06-07T17:22:35.424Z" ,"correlationld":","level":"info","msg":"SE R ¥ FT B EREHVE]
BRI SER IR T &, "packagename":"ISEE 4R & 25"

B#f% : ISEL# BN ETR (ISEPSCHE )
S0 1 EEBRESSEET.

2025-06-07 22:45:22,788 INFO [ers-http-pool15][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::: — EXR SR ERFE K. FHE : admin

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;.- ##H# MaxThreadsFilter.doFilter —> getPathinfo=/node

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getMethod=GET
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2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/node

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- ### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:45:22,788 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —>getLocalPort=9060

2:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -::::- DEBUG
INFO — RESULT com.cisco.cpm.ers.app.proxy.HostConfigProxy@2ff9a8ef

2025-06-07 22:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
;.- DEBUG INFO — #& R com.cisco.cpm.ers.app.proxy.HostConfigProxy@39c857df

2025-06-07 22:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
;.- DEBUG INFO — #& R com.cisco.cpm.ers.app.proxy.HostConfigProxy@24e4889c¢

2025-06-07 22:45:22,794 DEBUG [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
;.- DEBUG INFO — #& R com.cisco.cpm.ers.app.proxy.HostConfigProxy@73eb7edf

2025-06-07 22:45:22,802 INFO [ers-http-pool15][[]] cisco.cpm.ers.fw.CRUDService -::::- Get ALL
resources for resource type 'node'& B M 5T &K

SR 2:ISE LR BE,

2025-06-07 22:48:39,847 INFO [ers-http-pool15][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::: — BEAR G ERFERITh, F£HE : admin

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.CertificateAuthenticator -
i — BORFENEER  BBERBENFHRE

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ### MaxThreadsFilter.doFilter —> getPathinfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ##H# MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getLocalPort=9060

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -


https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/node
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/node
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

;- # RateLimitFilter Serviet =>#& B 1TERSFE KR , BERIFRETE A : 49

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ###H#
PICFilter.doFilter —> getPathInfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::::- ####
PICFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ####
PAPFilter.doFilter —> getPathinfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ####
PAPFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ####
PAPFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,849 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ###
PAPFilter.doFilter —> getRemoteHost=10.62.113.211

HER 3 EEBHUEREA,

2025-06-07 22:48:41,371 INFO [ers-http-pool15][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::: — EXR SR ERFEK . FEHE : admin

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.CertificateAuthenticator -
n— BBREEREE  MBEREENSNRE

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ##H# MaxThreadsFilter.doFilter —> getPathinfo=/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;.- ### MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;.- ### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -


https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/telemetryinfo

.- ### MaxThreadsFilter.doFilter —> getLocalPort=9060

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- # RateLimitFilter Serviet =>#B#TERSFER , ERIRERFTE A : 49

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ###
PICFilter.doFilter —> getPathInfo=/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::::- ####
PICFilter.doFilter —> getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:41,372 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ###
PAPFilter.doFilter —> getPathlnfo=/telemetryinfo

2025-06-07 22:48:41,374 INFO [ers-http-pool15][[]]
ers.app.impl.handlers.TelemetrylnfoCRUDHandler -:::: — #£GET ALL APIA

2025-06-07 22:48:41,377 INFO [ers-http-pool15][[]] cisco.cpm.ers.fw.CRUDService -::::- Get ALL
resources for resource type 'telemetryinfo' 2 & Zh 58 B

$ER 4 ISEE I ERRESTH A RENESTHNEA.

2025-06-07 22:49:00,957 INFO [ers-http-pool18][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::: — BEAR G ERFERITh, F£HE : admin

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ### MaxThreadsFilter.doFilter —> getPathinfo=/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- ### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;.- ##H MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- ### MaxThreadsFilter.doFilter —> getLocalPort=9060

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- # RateLimitFilter Serviet =>#&E#{TERSFE R , ERIRERFTEA : 49


https://10.127.196.71:9060/ers/config/telemetryinfo
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ###
PICFilter.doFilter —> getPathInfo=/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRemoteHost=10.62.113.211


https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
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