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Apps Documents Web Settings People Folders Photos P

Best match

—— Command Prompt

Search the web Command Prompt
System

C‘\ cmd - See more search results

cmd run as administrator

Open

) Run as administrator
O, cmd prompt Run as administratc

Open file location
cmd administrator

Pin to Start
cmd commands Pin to taskbar

Q, omd ipconfig

cmd administrator command

) cmd

BATTF— @SS



ssh-keygen

- ERRETRERMANBESRWR, FRFXER  BALETARRIRISEETSHRE , FA

M. Flz® , BEIMEER , 28 2FE(d_rsa)faH(id_rsa.pub)£if, #HERFH
FE—EE &S, flw, FROZTERK

I "
1 B Select Cemmand Prempt

- BRERRENE

¥ | ash
File Home Share View
i [ Preview pane | | = Extra large icons & Large icons ii2 Medium icons [ . Group by = ] Item check boxes
-5 Small icons List Details 1] Add columns = | File name extensions
Mavigation [TH Details pane = - Sort |, - e t Options
pane = 1L e Tiles := Content = by = T Size all columns to fit Hidden items ; -
. ¥
Panes Layout Current view Show/hide
« - 4 > admin > .ssh
# Quick access
id_rsa
@ OneDrive - Personal id_rsa.pub

B This PC
3 3D Objects
I Desktop
i Documents
¥ Downloads
J" Music
w= Pictures
E Videos
g Local Disk (C)

B4 DVD Drive (D:) ESD-

¥ Metwork

EISELFE(d rsapun) N ERBEEZ R R EEH LR,
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B — T LA Finder B 3L F Y B 'R

gﬂﬁf: Applicationsfolder

-7E H Applications folder ¥ 2 3 BA B Utilities & ¥} 3&

Egﬁﬁ*%ﬁﬁﬁcp , E%ﬁj Terminal

'EWTJ’X?TTerminaJFﬂE

FERBreminaFEA Tssh-keygen -trsay , RERenter@BH TGS
BINZS|/WIR , ARE saveit

BRERNE

EISELBRE(drsapu) I ERBFEERRPEHE LR,

Your i1dentification has been saved in fUsers/myname/.ssh/id_rsa.
Your public key has been saved in fUsers/myname/.sshfi1d_rsa.pub.
The key fingerprint 1is:
ae:89:72:8b:85:dar5a:fa:Tc:1f:c2:43: Ffd:cH:44:38 myname@mymac. local
The key's randomart image 1is:

+--[ RSA 2048)----+

9
[5]

BERSUEAISE
EAT—EAGSRBINAARRESNAREET

show repository



crypto key import

repository

- EALHMEERSERADS

service sshd PubkeyAuthentication

FEATTRECEEALBKRARIEEMER. EREBBEFEERERE , UBRAXEY
|SEE’9%F‘50
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Z AWindows

ERA S EHBiBmdrh BISE:

ssh -i

EXAMPLE :
ssh -i id_rsa admin@192.168.57.13

ER LS BRIEWindows FEZ VBN IBPEENINE SRET S HEBE.

Z AMacOS

ER IR A LTS

ssh -i

EXAMPLE:
ssh -i id_rsa admin@192.168.57.13
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ssh -i ~/.ssh/

EXAMPLE:
ssh -i ~/.ssh/id_rsa admin@192.168.57.13

ERAZREMacOSTERRVIAESRBMABIRENMEZRETH HRE

& APutty

FTPuTTy key generator Bl ( EBRIRIE S WP RPuttyGenEE ) | &—T "8 AL |, BEMAERER , AE&H
Bt cmd(Windows)Siterminal(MacOS) 4 R K FASR



o BALBIEcmdZiterminal P EAN MRS

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate: _
(®) RSA () DSA

Number of bits in a generated key:

BBHTUATLER , SUEREIRSABTNPUy R
- BE-TARRESRERNE®/>5IH

Generate

Load

PuTTYgen: Enter Passphrase

Enter passphrase for key
C:\Users\admin\.sshid_rsa

|.........I

Cancel

() SSH-1 (RSA)

2048




Q PuTTY Key Generator
Conversions Help

Generate key pair

Add certificate to key

SH-1 key (RSA)
bH-2 RSA key
S)H-2 DSA key
-2 ECDSA key
i-2 EdDSA key

54 Parameters for saving key files...

Pa @ Show fingerprint as SHA256

Ty Show fingerprint as MD3
(@

—— ———

Number of bits in a generated key:

$6HZ fk2a38HKe4VIORmMIndPU
ek leH12VW842LQCnhmOpN8Fm 7
pDHNOyvolobpY 3k
safNSEqb+GHH

PEtN14Esdolk Yk 7VELQ

Generate

~

Load

Save private key

N

(7)) S5H-1 (RSA)

ndn
it
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Key

Public key for pasting into OpenSSH authorized_keys file:

ssh+sa

AAAAB3NzaC lyc2EAAAADAQABAAABgQDWwsixacmf2BQtca T4mLY /e 8F6HZ Ak 2a38HKe4VIORmM IndPU
pviDtgKjZeUyNjh8gledo Y8Bunp6P9TdbuMHSJT8d YRSsQNE/TRSPSKnqGDxk leH 12VV842L.QCnhmOpN8Fm 7
wbup VxAD5emC54fs T/x 17k 0 ZujviR D/hXw9/1iGJ 7BGjuC Sulmemojp ZUVE6Qo DHnOyvo lolxp Y 3k
+HMICaAAWYSkuBgpPLit Xe Dp ScpJv+6viKcMREqQ19d ZaCeOn 7k Shk W 8muaf NSEqe+GHH

bl ssh-rsa: PuTTYgen: Private Key File Parameters

Eomment: admin€

1 PPK file version: @2
Key passphrase: ssses

1 Key derivation function: (® Argon2id | O Argon2 () Argon2d

Confirm passphrase: | e cood
| Memory to use for passphrase hash: Kbyte

n = e
Actions Time to use for passphrase hash: ®ms (_)passes

Generate a public/private kel o, yokom for passphrase hash:

Load an existing private key f

Save the generated key

Parameters

Type of key to generate: )
@RsA ODsA O SSH-1(RSA)

Number of bits in a generated key:

* PPK fileversion 2
* Key derivation function: 1 ¥ Argon2id



BiEE : BREERSIR , ERAERE.
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B® PuTTY Key Generator

File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file
ssh'sa
AAAAB3NzaC 1yc2EAAAADAQABAAABGQ DWwsixacmf2BQ Xtca T4mLY/e8FEHZ Ak 2a38HKe4VIORmM IndPU
pviDtgKjZe UyNih8gledo Y8Bunp6P9TdbuMHSJ TBd YRSsQN6/TRSPSKngGDxk leH 12VV842LQCnhmOpN8Fm7
whup VxADSemC 54 T/x 17k 0 ZujviRD/hXw3/ 1iGJ 7TBGuC Sulmemoip ZUVEGo DHnOyvolobp Y 3k
+bHMSCaAAWY SkuBgpPLit Xe Dp ScpJv+6vfKcMREqQ 19d ZaCeOn 7k Shk W 8muaf NSEqe+GHH
Key fingemprint sshsa 3072 SHA256:.CGq44KCcEnu1m+6CJ2UmgRUPEIN 14Esdok Yk 7VELQ
Key comment admin@DESKTOP-Q4G31C8
Key passphrase: sessnsnee

Confirm passphrase: eesssesse

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

W

Parameters

Type of key to generate: . .
(@ RSA () DSA ( () EdDSA () SSH-1 (RSA)

Number of bits in a generated key 048

* E_—F Save private Key
EERLRESRBE  BBSELUTRA, BAEAXER
- BRMEREF

¥ —Connection > SSH > Auth > Browse

° i&%ﬁﬁ’\]ﬂﬁ%ﬂﬂi—'lt Open

g g Select private key file ¥
Category User admun h
Window A Opteorg controling S5H authenboation
] Dumplay pre-authentication banner (S5H-2 only 0
[] Bypass suthertcation ertrely (SSH-2 orly -
& OneDrive - Perso
Authertc ation methods a privateput.ppk
[ Attempt sthentication using Pageant Thas P
] Amtempt TIS or CryptoCard auth (SSH-1 B 30 Objects
] Atempt “Weyboardarteractve” auth (S5H-2
[l Desktop
Autheration parameters Docufints
L Alow agert forwarding
— 'ownloads
|| Mow sttempled changes of usemame n 55H-2
Private key file for authentication Mutac
- | | Brovese | = Pictures
B vide
%11 _
h == Local Dusk (C:)
B DVD Drive (D:) E
v < >

File name: | privateput.pph PuUITY Pricate K Files (*.ppk)

About Help Open Cancel —
Open - Cancel

- REIGFE , FREISERIPihiE 5+ # & (FQDN)



« ®&—T TEERL

PuTTY Configuration

Category:

Logomyg
Tesminal
Keyboard
Bed
Features
-1- Window
AODENTANCE
Behawour
Translaton
+] Selection
Colours
-} Connection
Data
Prosy
Tehruist
Flogin
-}- 33H
e
Host keys
Ciphear

About

EP 192.168.57.13 - PuTTY

| Session ~

Basic options for your PuTTY session
specly the destination you want to connect to

| [22

+)- Aukh W

] : 3) Pont
1192.168.57.13 |

@55H () Sens

Load, save & dedete a stored session

Saved Se

Default Sett Load

RS R

ise-primany-32 adonsueg lab S
Celete

Close winndow on el

O Away: () (@) Only on clean exi

AL EREMacOSHEIBE T FA R N/ 88 5k FE Windows F 2 T FASR A1 2\ 88

DR

Al 3

BPERENNETRE
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RERBRIHLHEWETEE , EsshiERPIBEF-v

Example for Windows:
ssh -v -i id_rsa admin@192.168.57.13

Example for MacOS:
ssh -v -i id_rsa admin@192.168.57.13

C1%

ssh -v -i ~/.ssh/id_rsa admin@192.168.57.13

FE A 2 @ 0% 88

%IRER RSN LRER.
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] j el reai

Unable to parse
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