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= il Identity Services Engine ‘Administration f System
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Certificate Signing Requests
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4. 2%F "ERAEEL EAMAL,

5. SelectISE §igiAHEAKFES,

6. RBFEEERTHMEBEFMAES.

7. ClickGenerate,



Usage

Cerlificatels) will be used for I prGrid VI

Allow Wildcard Certificales D (]

Node(s)

Generate CSR's for these Nodes:

Node CSR Friendly Mame

B ise3s ise33HpxGrid

Subject

Comman Name (CN)
SFQDNS ©

Organizational Unit (QU)
AAR D

Organization (O)
Cisco i

City (L)
Bangalore

State (ST)
ELA

Country (C)
IM

—_ ———m — —m m
Subject Alternative Name (SAN)

DNS Name < ise33.lab.local

IP Address 10.127.197.128

©

NN e——
* Key type

RSA v @O

* Key Length

4096 ~ (i)

* Digest to Sign With

SHA-384 o

Certificate Policies


https://server/certsrv/

2.8 & ENetwork > Certificate Management > Manage Trusted Root Certificates.
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Interfaces

Transparent Redirection
Routes

DNS

High Availability

Internal SMTP Relay |
Upstream Proxy

| External DLP Servers |
Web Traffic Tap

I |
Certificate Management

Cloud Services Settings



MEFARINMERERESR , WEZHEFLEIFELHTRER , ARSBESNIEZER
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1.BEZEMS Active Directory Certificate Service,https:/server/certsrv/ , HH Al R85 2MS A REFHIIPEKDNS,

2. ClickRequest&H £,
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Microsoft Actrve DirecClory Cartificale Sernaces - Avasto-ISE

Request a Certificate

Selact the cerlificate type:
User Cerificate

or submt

48 E—EiRAERKNCSRIY AR ERE "RENFERL WP,

5.1&1FpxGridas® E1EMR , REZEESubmit,

Microsoft/

Submit a Certificate Request or Renewal Req

To submit a saved request to the CA, pasie a base-84-encoded CMC or PKCS #10 cerlificate request or PKCS #7 renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

RIS T T T SV TS R ST TR
vﬂ.PBBEMKKQFET‘Kc‘Mng!N{ 2isalK LHknPBsOZD}(l'FvFCR
qfzbelk L 1wRf IF LEXH/ thEJADLNSER4MosEVACHIGINPR s Haw e /A
EwiW3cedShly Buf E jqlpxmkhs 2 Tux ke TPFE THE+ oWk guPnd Teli?0
TluoQDiTUL1pHzLs gHOh 2oWOpWDTCXT TiFOVLcMPSAMY guP/ yilinS
GEHoSDF [ Bd jmPHAZEpUS TG NS BHIFZrid2MC Ak AAaBMME 0GC 5065
D SWEWYTVRD L BAumeC g Y T KW BEBOLE AW ] w IAYDVROABESwWGA I Te 21 jo
¢ 2N LmhvbYcECmp/M JANB gloghk IGOwOBADS FAADCAZEAN

Base.6i-encoded | F 7205+ Hahateti] 2yb0aMIS eeeddzhVkhsaf 1OWQBRQUORH +VE

oobkC3ITIDyrBrsdi SPUTI5HS
fg:,'?:‘f,,““ Toquest SeInZHAr 1981 XhdtBq9o2ri] Jrnusal\n(msmzmcvﬂfzumcx
PRCS #10 o ¥/VI2HHOAPT YL L2Z6XThuQCnIUDB/ GofrY tallf D4 2K0uh/ Raxtnzs,
PKCS #7) XICHaQerd j2TAeUIDQz IDaZ6ERV LAN XM TAYF 599911 {XPEER

Sq4ZQu 24 IpKAYH0 a3y EnlgFXigZ iqSKBLE JFIXVTxTDIWC Y
MRS vy Ay Geukuadt RS Am LUy IBS0BUT Mg IUIMIARKCOS
THL75meAl TpanSt HopdgXyfy 2a0BahH1Gr(VE(Sxh3alq XuloPG
1risDBAUT+RAC 18y SdHSpTbi knsXgmBl I5HEGs r+ legGfaxghvio
046359/ W T BASPO BNnKAS TCOIEMHET SVCARKE oL AF by LS IxSE

HYSEDyZoTX’QMsMCX(.HmIk
-END CERTIFICATE REQUAEST----- -
. v 1
Certificate Template:
pGnd v I

Additional Attributes:

Aftributes



https://server/certsrv/

MEEE : BiEE . EANEESEMRpxGridEEEEnhanced Key Usageu R E R ETEFin g
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6. FR4E KM E EinBase-64format , WS H 3 7 AWSA-Client.cer,



Microsoft Active Directory Certificale Semvices - Avasle-1Sk

Certificate Issued

The cerificate you requested was issued to you.
O DER encoded or @Easa 64 encoded

i".h gl L0 LI diE
LIOW IO Caltilicale Cha

CH% : BWSAEFinBERFEIREREFR(CSRALES,
1 EMEMEBRRLEBE(WSA)GUL

2. BE S {@EE>8 5 IR %> B R 51 %,

3.1% — T Edit Settings.

4. BB ZEWeb Appliance Client Certificate %o

5.7 signed certificate®f % T , Upload the signed certificate WSA-Client.cer

Use Generated Certificate and Key Generate New Certificate and Key |

Common name: wsabgl.tac.com
Organization: AAS
Organizational Unit:  Secunty
Country: IN
Expiration Date: Mar 19 14:21:32 2027 GMT

Basic Constraints: Mot Crtical

Download Certificate... | Download Certificate Signing Request...

Signed Certificate:

To use & signed certificate, first download a certificate signing request using
the link above. Submit the request to a certificate authority, and when you

receive the gl helow,

Certificate WSsA-Client.cern.cer Upload File
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Checking DNS resolution of ISE pxGrid Node hostname(s)

Success: Resolved '10.127.197.128' address: 10.127.197.128
Validating WSA client certificate ...

Success: Certificate validation successful

Validating ISE pxGrid Node certificate(s)

Success: Certificate validation successful

Checking connection to ISE pxGrid Node(s)

Trying primary PxGrid server...

SXP not enabled.

ERS not enabled.

Preparing TLS connection...

Completed TLS handshake with PxGrid successfully.

Trying download user-session from (https://ise33.1lab.local:8910)...
Failure: Failed to download user-sessions.

Trying download SGT from (https://ise33.1lab.Tocal:8910)...

Able to Download 17 SGTs.

Skipping all SXP related service requests as SXP is not configured.
Success: Connection to ISE pxGrid Node was successful.

Test completed successfully.

#Cisco ISEL , B FEE>pxGrid Services >EFiHEE>E F i,

IE SIS WSA4 B AstatusEnabled 9 pxgrid & 5 i o

= e jdentity Services Engine Administration / pxGrid Services

] Bookmarks Summary Client Management Diagnostics Settings

bty Petcy Clients

4. Administration pxGrid Clients

Wik Coritors

Hame Doscription Client Groups Status

ERFIRISE LMW EEETR , 55E E ZAdministration >pxGrid Services > Diagnostics > Websocket > Clients:



= %k ldentity Services Engine Administration / pxGrid Services

Summary Client Management Diagnostios  Settings

R Wabliockt

isibility - WebSocket

Clients Topies

Calents

Client Nasni Canmet To Sasidon Id Cartificate Subseriptions

Cisco ISE Pxgrid-server.log TRACE level.reference,

<#root>
{"timestamp":1742395398803, "level":"INFO", "type" :"WS_SERVER_CONNECTED", "host":"ise33","client":"
wsabgl . | ab. | ocal _i sed

,'server":"wss://ise33.7ab.local:8910/pxgrid/ise/pubsub”, "message": "WebSocket connected. session\u003d

TRACE [Thread-8][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Drop. exclude=[id=3,c]
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Authenticating null

DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Certs up to date. user=~ise-pu
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- preAuthenticatedPrincipal = ~i
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- X.509 client authentication ce
DEBUG [Thread-8][[]1] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Authentication

success

: PreAuthenticatedAuthenticationToken [Principal=org.springframework.security.core.userdetails.User [Us

DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.data.AuthzDaoImpl -::::::- requestNodeName=wsabgl.lab.local
DEBUG [Thread-13][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Adding subscription=[
INFO [Thread-13]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Pubsub subscribe. subscrip
TRACE [WsIseClientConnection-804][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=34eael

"wsabgl . | ab. | ocal _i sed

,'server":"wss://ise33.7ab.local:8910/pxgrid/ise/pubsub”, "message":"Pubsub subscribe. subscription\u00

TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=SE
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cached
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute from=[id=0,
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [sub-sender-1]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
DEBUG [Grizzly(1)][[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=34eael7d-5
DEBUG [Grizzly(1)][[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=4b4d7de4-b
TRACE [Grizzly(1)I[[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=dd1d138d-a640-4f4f-bd
TRACE [Grizzly(1)1[[]] cpm.pxgridwebapp.ws.distributed.FanoutDistributor -::::::- DownstreamHandler sen
TRACE [Thread-10]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=S

TRACE [Thread-10][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cache
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Test Communication with ISE Server

Start Test I

Validating ISE Portal certificate ...
Success: Certificate validation successful

Checking connection to ISE PxGrid server...
Failure: Connection to ISE PxGrid server timed out

Test interrupted: Fatal error occurred, see details above.

Cisco ISE Pxgrid-server.log TRACE level.reference,

<#root>
ERROR
[Thread-8][[]] cisco.cpm.pxgrid.cert.LoggingTrustManagerWrapper -::::::- checkClientTrusted exception.!

unable to find valid certification path to requested target principl e=CN=wsabgl .| ab.|ocal, OUJSecurity,

TRACE [WsIseClientConnection-804][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=34eael
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=SEl
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cached
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute from=[id=0,

unable to find valid certification path to requested target

principle\u003dCN\u003dwsabgl.lab.Tocal, OU\u003dSecurity, O\uOO3dAAA, C\uOO3dIN"}
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [sub-sender-1]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
DEBUG [Grizzly(2)]1[[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=4b4d7de4-b
TRACE [Grizzly(2)1[[]1] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=dd1d138d-a640-4f4f-bd

ERAHSEITUEHARNERR



18.76.185.168 19.127.197.128 TCP 66 42883 + 8910 [ACK] Seq=1 Ack=1 Win=66496 Len=0 T5val=384988999 TSecr=1459800712

18.76.185.168 18.127.1597.128 TLSv1.2 583 Client Hello (SNI=16.127.197.128)

10.127.197.128 18.76.185.168 TCP 66 8910 -+ 42883 [ACK] Seq=1 Ack=518 Win=38080 Len=@ TSval=1459800715 TSecr=984988399

18.127.197.128 18.76.1085.168 TLSv1.2 4818 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Dome

18.76.185.168 19,127 .197.128 TCP 66 42883 + 5910 [ACK] Seq=518 Ack=1243 Win=65280 Len=@ TS5val=984989013 TSecr=1459889739

18.76.185.168 18.127.197.128 TCP 66 42883 » 8910 [ACK] Seq=518 Ack=2485 Win=65280 Len=@ TSval=-984989819 TSecr=1459886739

18.76.105.168 18.127.197.128 TCP 66 42883 » 8910 [ACK] Seq=518 Ack=3727 Win=564864 Len=0 TSval-984989819% TSecr=1455808739

18.76.185.168 18.127.197.128 TCP 66 42883 + 891@ [ACK] Seq=518 Ack=4753 Win=65472 Len=@ TSval=98498301% TSecr=1459800739

18.76.185.168 18.127.197.128 TLSv1.2 1528 Cert:ﬁ:ate, Clmnt Key Exchange, Certxﬂcate Verify, Change Cipher Spec, Encrypted Handshake Message
18.127.197.128 18.76.185.168 TCP 5 g gg= =1978 2 8 _TSval=14598088761 TSecr=084985839

168.127.197.128 18.76.185.168

TLSv1.2 73 Alert (Leuel, Fatal Descnptmn. Certificate Unknown

10.76.185.168 10,127.197.128 TcP 66 42383 + 8910 [ACK] Seq-19?8 Ack-d?se Win=66436 Len=8 TSval=284980040 TSecr=1459800769
16.76.1085.168 18.127.197.128 TCP 66 42883 + 8910 [ACK] Seq=1978 Ack=4761 Win=566496 Len=8 TSval=984989049 TSecr=1459880763

108.127.1597.128 18.76.185.168 TP 66 8916 -+ 42883 [ACK] Seq=4761 Ack=1%79 Win=33024 Len=8 TSval=1459888778 TSecr=984585049
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1HRWeb R EXEREEWSAL N BFEAERIENR,

2HRARWSAE FIRBENERERRCAREREZRISELNZEEREN -2,

E HBRE

BRERID R
B RI$EERID 23986 Pxgrid getUserGroups APIFERIREIZZEFE,
BREEERID 77321 WSARISE#EWSIDM A ZADE



https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCvr77321
https://tools.cisco.com/bugsearch/bug/CSCvr77321
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