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flow record SW_FLOW_RECORD
description NetFlow record format to send to SW
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect transport tcp flags
collect interface output
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow exporter NETFLOW_TO_SW_FC
description Export NetFlow to SW FC
destination 10.106.127.51 ! Mention the IPv4 address for the Stealthwatch Flow Collector
! source Loopback0 ! OPTIONAL: Source Interface for sending Flow Telemetry (e.g. Loopba
transport udp 2055
template data timeout 30

flow monitor IPV4_NETFLOW
record SW_FLOW_RECORD
exporter NETFLOW_TO_SW_FC
cache timeout active 60
cache timeout inactive 15

vlan configuration V1an992
ip flow monitor IPVv4_NETFLOW input IApply this to the VLAN/Interface that you want to monitor the f

VALIDATION COMMANDS
show flow record SW_FLOW_RECORD
show flow monitor IPv4_NETFLOW statistics
show flow monitor IPv4_NETFLOW cache
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4 # » Control Panel » Metwork and Internet » Network Connections v & ect B
Organize » Dizable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection e M @O
L Ethernetl .: peiPassthrud
- " = B Network Internet Protocel Version 4 (TCP/1PwY) Properties >
General
You £an get [P settings assgned sutomatically if your network ,.m_.
thes mm...u:\e e, you need to At your networ admin

for the sppropriate [P settngs
Obtain an [P address sutomatically
@) Ue the followng [P address:
[P sddress: 10 . 197 .179 . 13%
Subinet mask: 255 .255.255. 0

Defaudt gateway: 0.197.179. 1

@) Use the following DNS: server addresses:

Preferred DHS server: 10,127,197 .12

Altgrnate DNS server: 10 .137. 197 .14

[Cvakdate Settngs upon et Advanced. ..
o[ e

em selected
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Organize » Dizable this network device Diagnose this connection Rename thic connection View status of this connection Change settings of thic connection = +* [ 9
l’_ Ethernetl l: peiPassthrul
= Disable Y betwork Intermet Protocol Version 4 (TCP/IPw4) Properties X
General

You can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate TP settings.

{0 Cbtain an IP address automatically
(@) Uige the folowing 1P address:

[P address: 10 .197. 179 . 136 |
Subnet mask: 255.255.255. 0
Default gateway: 0 .197.199 ., 1

{®) Use: the folowing DNS server addresses:
Prafarrad DNG server: g .8 .8 .8

Alternate DNS server: 10 . 127 .197 . 134 |

[CIivahdate s=ttings upon exit Adwanced. ..

1EC93003X#2#% = | fF Fshow flow monitor IPv4_NETFLOW cachei{T5a % |1£8.8.8.8m T H , &
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<tfroot>

IPV4 SOURCE ADDRESS:

10.197.179. 136

IPV4 DESTINATION ADDRESS:

8.8.8.8

TRNS SOURCE PORT: 62734

TRNS DESTINATION PORT:

53

INTERFACE INPUT: Tel/0/46

IP TOS: 0x00

IP PROTOCOL: 17

tcp flags: 0x00
interface output: NulTl

counter bytes long: 55

counter packets long: 1

timestamp abs first: 10:21:41.000
timestamp abs Tast: 10:21:41.000
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<#root>
DEBUG [pxgrid-http-pool15][[]] cpm.pxgrid.ws.client.WsIseClientConnection -::::::617fffb27858402d9ff9658

RUNNI NG

, 'policyName":

Quar anti ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::617fffb27858402d9ff9658b8

command=SEND

,headers=[content-length=123, trace-id=617fffb27858402d9ff9658b89a29f23, destination=/topic/com.cisco.i
TRACE [pxgrid-http-pool2][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::617fffb27858402d9ff
TRACE [pxgrid-http-pool2][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::617fffb27858402
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::617fffb27858402d9ff9658b8

SUCCESS

, 'policyName":

Quar anti ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::ef9ad261537846ae906d637d6

command=SEND

,headers=[content-length=123, trace-id=ef9ad261537846ae906d637d6dcle597, destination=/topic/com.cisco.i

TRACE [pxgrid-http-pool5][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::ef9ad261537846ae906
TRACE [pxgrid-http-pool5][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::ef%ad261537846a
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::ef%9ad261537846ae906d637d6
SUCCESS

, 'policyName":

Quar anti ne

"}
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