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MEE : LB ES |, ISEFERE={E/m , EFGigabit Ethernet 177 H., A EAMERH
BREAFMENEEREIP, ARERT , ISERZSIEBEABFKZABENE.

2.#E—PSNEIZHICLIF |, FA LT @5 AGigabit Ethernet 177 H 2 ELIP st :
hostnameofise#configure t
hostnameofise/admin(config)#interface Gigabit Ethernet 1
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e Hise RIS EFRE
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1. B AR BAHFVCLNETELEG S U ERBESETERETACACS,

ASR1001-X(config)#aaa new-model — FENADH X Faaaff EH&H T



ASR1001-X(config)#aaa session-id common, -fENADH X HaaaffEMNH 5.
ASR1001-X(config)#aaa authentication login default group tacacs+ local
ASR1001-X(config)#aaa authorization exec default group tacacs+
ASR1001-X(config)#aaa authorization network list1 group tacacs+
ASR1001-X(config)#tacacs server ise1

ASR1001-X(config-server-tacacs)#address ipv4 <TACACSRIREFHVIP#it> . — ISE/TEIGT IPih
7] 8

ASR1001-X(config-server-tacacs)# key XXXXX

ASR1001-X(config)# aaa group server tacacs+ isegroup
ASR1001-X(config-sg-tacacs+)#server name ise1
ASR1001-X(config-sg-tacacs+)#ip vrf forwarding Mgmt-intf
ASR1001-X(config-sg-tacacs+)#ip tacacs source-interface GigabitEthernetO
ASR1001-X(config-sg-tacacs+)#ip tacacs source-interface GigabitEthernet1
ASR1001-X(config)#exit

2 A FHRHBETACACS+ELE# , EFAshow run aaafn SERFETACACS+ELE
ASR1001-X#show run aaa

!

aaa authentication login default group isegroup local

aaa authorization exec default group isegroup

aaa authorization network list1 group isegroup

username admin password 0 XXXXXXX

I

tacacsfa AR Brise1

address ipv4 <TACACS{rIfREF Y Pt 1f >

FEEXXXXX



aaaBt#H {7 fR8§tacacs+ isegroup

{Al AR 25 & Mise1

ip vrf forwarding Mgmt-intf

ip tacacs source-interface GigabitEthernet1
I

!

!

aaa new-model

aaa session-id common

I

ATACACS+ERE R8s
RERER UHEITTACACS+RFB M ITE

1. BABI BB CLIAETEL M A ER BB PEETACACS,
C9200L-48P-4X#configure t
WARESDT , BT, BLACNTLZER.
C9200L-48P-4X(config)#taaaT ik, — MMANADH WaaaffEM T
C9200L-48P-4X(config)#aaa session-id common, — ENADH X HaaafiEHNH T
C9200L-48P-4X(config)#aaa authentication login default group isegroup local
C9200L-48P-4X(config)#aaa authorization exec default group isegroup
C9200L-48P-4X(config)#aaa authorization network list1 group isegroup
C9200L-48P-4X(config)ifal#tacacsgsise1

C9200L-48P-4X(config-server-tacacs)#address ipv4 <TACACS{a fRe5 A IPib it > — ISEN EIG1
|Ph 3t

C9200L-48P-4X(config-server-tacacs)#key XXXXX

C9200L-48P(config)#aaa group server tacacs+ isegroup



C9200L-48P(config-sg-tacacs+)#serveriise1
C9200L-48P-4X(config)#exit

C9200L-48P-4X#wric B 88

Mtz : F£ENAD TACACS+fEREH | tacacs+ BRI MR BT EERB EHXMWEE.

2 EBERMEETACACS+HAER | Efshow run aaa IE R EBRFTACACSHHEE,
C9200L-48P#show run aaa

!

aaa authentication login default group isegroup local

aaa authorization exec default group isegroup



aaa authorization network list1 group isegroup
username admin password 0 XXXXX

I

I

tacacsfal AR &Fise1

address ipv4 <TACACS1aI IR 2 Y IP 3t 11f >
FEXXXXX

!

!

aaaff#H f7] PR BFtacacs+ isegroup

{al Ak 25 & Tlise

!

!

I

aaa new-model

aaa session-id common

I

B
fEBk BB R

k=1 U]]
K

B ABIMICLI L |, f# Ftest aaa group tacacsgroupname username password new S ¥ EH
Gigabit Ethernet 15T H KV ISEBRETACACS+,

LU Router & ISERY I H RAI
1% 25 B TR 4B 40:
ASR1001-X#telnet ISE Gig 1/ EIP 49

EEEERISE Glg 11 EIP , 49.. KR



ASR1001-X#test aaa group isegroup router XXXX£ ¥
IEE AR

ER &SR IhBIR S 7 RE

EREBE

£ A& & %0 "router”

reply-message 0 "Password:"

ERISEHITERE , FEAZTIGUI -> Operations -> TACACS live logs , $2#%fENetwork Device

Details ¥ A &£ F % B 85 IPHE1TIBIE

Auttantication

Status Pass
SEESION Key honew/S3052023715
Message Text Passed-Authentication: Authentication succeeded
Usermname router
Authentication Policy New Policy Set 1 »»> Default
sl
a0 Shall_Profile
Authentication Details
Generated Time 2025-03-06 05:52:51.374000 «00:00
Logged Time 2025-03-06 05:52:51.374
Epoch Time (sec 1741240377
SE Node haney
Wassnge Text Prasad-Authenbcation: Authenticaton succaadad

Usermame router

Network Device Name RouterTest

Network Device 1P Cglli—

Natwork Dd : IPSECHIs IPSEC DevicetiNo LocationMAll Locations, Device
TypektlAll Device Types

Device Type Devige Typalal Device Types

Location Location#tAll Locations

Device Pori

I Recoived TACACS+ Authentication START Requast

i Evaluating Policy Group ([ Step latency=2ms)

Evaluating Service Selection Policy ([ Step latency=0ms)

Queried PIP - Network Access. Device IP Address ([
Stap latency=4ms)

1 Ewaluating Identity Policy ([J Step latency=14ms)

Selected identity source seguence - All_User_ID_Stores (
O Step latency=6ms)

. Selected kdantity Source - Internal Users ([ Step

-

latency=1ms)

Looking up User In Internal Users IDS5tone () Stwep
latency=0ma)

Found User in Internal Users IDStore (3 Step
Iatency=B0ma)

TACACS+ will use the passwond prompt from global

® TACACS+ configuration ([ Step istency=1ms)

Raturmed TACACS+ Authentication Reply ([ Step
latency=0ms)

Received TACACS+ Authentication CONTINUE Request (
[ Step latency=3ma)

! Evaluating Identity Policy [[J Step latency=3ms]

Selected idantity source sequence - All_User_ID_Storas (
7 Step latency=Gma)

Selected idantity Source - Imernal Users ([J Step

latancy= 1ms)

_ Looking up User In Internal Users IDSwone () Siep

© latency=0ms)

. Found User in Internal Users IDStore ‘E Step

Iatency=11ms)

7 Authentication Passed ([ Step latency=1ms)

Evaluating Authorization Policy ([ Step latency=2ms)

Ratumad TACACS+ Authantication Reply ([J Step
latancy=11msa)

R EISEWTACACSENES HiE — IRAESERTE,

B i

EREACLIF | i ftest aaa group tacacsgroupname username password newn & ,

Gigabit Ethernet 1/ EI B B TACACS+EH ¥ ISEM 5 7 58 5%




LU B A ISERY 8 7R Bl

T pE B T 48 49:

C9200L-48P# telnet ISE Gig1/TEIP 49

IEEERRISE Gig1/T @ IP , 49.. . KfER
C9200L-48P#test aaa group isegroup switch XXXX£ %
EE AR

£ E SR INBIB S 7 ERE

EREBNE

£ A& & %0 "switch"

reply-message 0 "Password:"

BERISEEITRE , 52 AZIGUI -> Operations -> TACACS live logs , ##% 7ENetwork Device

Detailst# {3 A f5f A XM IPHESTIB R

Ciseo ISE

Overview

Requast Type

Status
Session Koy hongy/530520237/11
Massage Taxt Passad-Authentication: Authentication succeeded
Usermame switch
uthantication Policy New Policy Set 2 »> Default
&l ° cted Authorization Shell_Profile
rafila
Authentication Details
Ganerated Tima 2025-03-06 04:10:15.551000 «00:00
Logged Time 2025-03-06 04:10;15.551
Epoch Time (sec) 1741234216
SE Mode heney
Message Text Authentication: Authantication succeeded
Failure Reason
Resolution
Rl
Username switch
Matwork Device Name Switch
Matwork Davice IP e

PSECHIs IPSEC DevicediNo.LocationsAll Locations, Device
Typetall Device Typos

Network Device Groups
Davica Type Device TyperAll Davice Types
Location Location#All Locations

Davica Port

Steps

a
5
w

.
[
]

anms

=

22072

ra
&
o

3 Raeceived TACACS+ Authenticaton START Request

Evaluating Policy Group ([J Step latency=8ms)
Evaluating Service Selection Policy () Step latency=0ms)

Queriad PIP - Network Access Device 1P Addrass ([
Step latency=11ms)

1 Eveluating Identity Policy ({J Step latancy=9ms)

Selected dentity source sequence - All_Usec_ID_Stores (
1 Step latency=17ms)

Selected ldentity Source - Intemal Users ([ Sep
latency=1ms)

Looking up User in Imernal Users IDStore () Step
latency=1ms)

Found Usar in Iniernal Users IDStore ([ Step
latency=69ms)

TACACS+ will use the password prampt from giobal
TACACS+ configuration ([ Step latency=0ms)
Retwrned TACACS+ Authentication Reply ([ Step
latency=1ms)

Received TACACS. Authentication CONTINUE Request |
T Step latency = 'ms)

1 Evaluating ldentity Policy -:ﬂ Stap latency=6ms)

Salected idenity source sequence - All_User_|D_Stores (
7 Step latency = 22ms)

Salectod ientity Source - Internal Usors ([ Step
latency=1ms)

Loaking up User in imernal Users IDStone ([ Step
latency=36ms)

Found Usar in Internal Users IDStwore ([ Step
latency= 16ms)

At

ion Passed (1 Step latency=0ms)
Evaluating Authorization Policy (T Step latency=1ms)

Roturnind TACACS+ futhasnl

tion Reply ([J Step

! latency=36ms)




REISERTACACSENE: HiE — RIRMERTE,
2t S HE R
RETETR M —LLEETACACS+BREHBEN E RERE,

=) 1. TACACS+ERF]E KRB , BT "Error:13017WEIR B AR AP B ERAAAT Fimy Y
TACACS+&Ha,

EMBREERMER/ISEFNRRERE , SHRAKBER, NALERBEMR , XBETSHIED
ISERY R E IR o

e Identity Services Engine Wark Centers / Device Administration

B Sookmarks Owerulow Identities  User ldentity Groups  Ext id Sourcas Network Resourcas  Policy Elaments  Devleo Admin Polley Sets  Rgy /% here o do walnlily st

Network Devices

Sekcres 0 Tooal 0

Z  Inderactive Help

WIS R — MRER B ARFT B EISE,

BT EARXEBEREENZSORER  ERQRAMIELEISE, B2 , REAR , YHR
$83R "Error:13017 W EIR B R QMR K ERAAAT Finy WTACACS+ERT , M THBBE TR

TACACSENEF H 56 — B8 £ B AR 318 FIISERF K Hlo

REREE (B ) ETRE

Switch#test aaa group isegroup switch XXXXXX new
ERAECER



FORTR  REXMEERMR/ARRERSHEAISERNEREE. RAMERE , FEAK
KEMEIISENRREERTE,

&6 2: ISEEERBEMNEANERTUEMA X ERTACACS+ERE,

EISERZAXETEREE , sHRLER, EERP , ISEERERNET , W AREEERHTE
FISERRERNMERRERB S ORE , ST SFINEKBE,

WAEREEMRR , EISERZERAKREEE,

B8 | ISERRMALEEE,

EfAEREREER S NREN , ISERENEBAFZFHIEEMNEANERTUBTREAESE
ERE , YHISEfFSELERKEESEENSYNERE , LERTACACSE HEFZIBIE., BFSEUT
HEEE



AD4d@ mERRE

N wpstreameq D

Source | Lt ol Infey
= e i 66 47384 = 49 [5YM] Seq=R Wine65535 Lene@ M35=1388 SACK_PER

pticn List (EOL)

ISEFETACACSHIEUBRAREEZERS

ISE7E & 17 8 7% HA B N RURED B B 55

‘Opsraticns / TACACS

Line Loge

ETACACSENES HEE — ISEERE

R EE (BH ) ETRE

Switch#
Switch#ftest aaa group isegroup switch XXXX new

ERAEEER
Switch#

*2014%3 814 H13:54:28.14: T+ RZA192(0xC0) , #El1 , F%I1, N&1,SCO

*20144E3 A 14 B 13:54:28.14: T+:session_id 10158877(0x9B031D), dlen 14(0XE)

*20145 3 814 H13:54:28.14: T+:type: AUTHEN/START , priv_Ivl:15 action:LOGIN ascii
*2014%3 A 14 H13:54:28.14:T+:svc:LOGIN user_len:6 port_len:0(0x0)raddr_len:0(0x0)data_len:0
*2014F3A14013:54:28 14:T+fERE : kR

*2014%3 514 H13:54:28 14 T+ E L

*201453 814 H13:54:28.14:T+:rem_addr:

*2014%3 8140 13:54:28 14T+ & H

*2014% 3 A 14 H13:54:28.14:T+:End Packet
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https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
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