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show logging system ade/ADE.log
HE0
EJVN R

BRARRA : "TPMEBARKA, "

ZECIMCFtE>BIOS>E EBIOS>Z 2> EEMNFAREAMRE — EEH



hassi * A/ Compute [ BIOS
Summary " BIOS | Remate Managament Power Policies PID Catalog

Inventory

Sensors —_—
Configure BIOS Configure Boot Ordar Configure BIOS Profile

Persistant Memaory

Secure Boot Certificate Management

Power/Performance

Power Management Wo Server Management Security Processor Memory
Faults and Logs
Mote: Default vadues ane shown in bold
Compute Reboot Host Immediately
NaRs et I Trusted Platform Module State: = [Disabled v l
g SHA26 PCR Bank: | Enabled v
> TPM Minimal Physical Presence: = Disabled b4
Power ON Password: | Disa v
Admin L Multikey Total Memory Encryption (MK-TME): | D -
SGX Factory Reset: D w
SGX QoS En v
SGX Write Enable: = Enablad ¥
SProcessor Epoch 0: | O 7]
TPMEZEHA

REBRBREET,
admin#show application status ise

ISERZ R BARREERZID

EREERRENIET379643
EAT175EERH & R E A B2
FEREXAR{ARELT
Profiler& ¥ E R E1T
ISEZ 5| 5| ARETT
ADE 4 28 RIE1T

M&T &% & KHERIET
M&T B &5 R E 87 R IETT
BEERBBRERIET
ESTRR#E REFT
SXPEIZRIBEE
TC-NACRR# 2%

22 A PassivelD WMIBRE

Security Device Support:

5HA-1 PCR Bank:

TPM Pending Operation: = Mone

Intel Trusted Execution Technology Support:
Total Memory Encryption (TME): | [

5W Guard Extensions (SGX):

5GX Pkg info In-Band Access:

Select Owner EPOCH input type:  k

SGX Auto MP Reglstration Agent:

}efined Owner EPOC



Passivel DRt B R E2A
B3t A PassivelD APIBR#
B2 fPassivel DIV IR
B2 fPassivel D& #E B BR %5
B FAPassivelD SPANMR#
22 FDHCP{a AR 88 (dhcpd)
EXFDNSHkR ( E@w® )
ISESH B BRI KRBT

ISE API#R8 & ¥ &= AR 36 KRBT
ISE API#ERBARR T R IETT

ISE pxGridiE R % RET
EEM 2 B RIEIRE

RESTH =R CEH

B FASSERiESR

Hermes ( pxGridERE ) E£H
McTrust ( MerakiEl% BR# ) E2H
ISEERFEPE Hi 2R R IE1T

ISE Prometheus R % R IE 1T

ISE GrafanafR#RiE1T

ISE MNT B2 g8 8 KiET
ISE LogstashfR#& K:E1T

ISE KibanafR ¥ R iE1T
ISEZithIPSechR # R iE1T

MFCHRE 28 RETT

R #I|WTPM2ManagerServer k#1131t B £ K15 5400 |

ADE.log:

a5 R TPM AR 75 6 25 T BR 5 5% B 3 o



2025-01-06T08:37:01.164816+00:00 Ihrhblise journal[1411]: | 2025-01-06 08:37:01,164 |&&A |
1411 | MainThread | tpm2_manager_server.py:133 | api: B FFUEEITARR |
2025-01-06T08:37:01.166050+00:00 Ihrhblise journal[1411]: | 2025-01-06 08:37:01,166 |$57% |
1411 | MainThread | utils.py:26 | TPM2ManagerServersk #81t |
2025-01-06T08:37:01.166179+00:00 Ihrhblise journal[1411]: | 2025-01-06 08:37:01,166 |& & |
1411 | MainThread | web_log.py:206 | [2025%1 868 : 08:37:01 +0000] "POST
/api/system/v1/tpm2-manager/unseal HTTP/1.1" 400 215 "-" "python-requests/2.20.0" |
2025-01-06T08:37:21.670490+00:00/& & | 2025-01-06 08:37:21,670 |&&A | 372321 | MainThread
| key_manager_server.py:87 | IEfE#]#8{tKeyManagerServerfR %% , ETE1E , ETsE T E — LR |
2025-01-06T08:37:21.672808+00:00% & | 2025-01-06 08:37:21,672 |#554 | 372321 | MainThread
| key_manager_server.py:116 | &L ¥R {t KeyManagerServerflR# : TPM2ManagerServer k¥4
1t |

BRI ER - A TPMARAR I 2 17 86 B AV ERTER B

A / Compute [ BIOS Sefresh | Host Power | Launch 0N | Ping | CINAC

BIOS Remote Management Power Polices PID Cataleg Persistent Memory

Reboot Host Immediately.

Trusted Platform Module State Enabled - Security Dev. Support: | Enabled v
SHA256 PCR Bank: | Enabled - SHA-1 PCR Bank: | Enabled v
TPM Minimal Physical Presence: | Disabisd - TPM Pending Operation: | None v
Power ON Password: | Disabied - intel Trusted Execution Technology Support: | Disabled .
_<_.J|'l|key Total Memory Encryption (MK-TME): | Disabled v Total Memory Encryption (TME): | Disabled v
SGX Factory Reset | Disabisd v SW Guard Extensions (5GX): | Disabled v
SGX Qo5: | Enabled v SGX Pkg info In-Band Access: | Disabie v
SGX Write Enable: | Enabled - Select Owner EPOCH input type: | Manual User Defined QOwnerEPOC  w
SProcessor Epoch 0: | 0 i SGX Auto MP Registration Agent: | Disabled v
SGX PUBKEY HASHO: | 0 & SProcessor Epoch 1
SGX PUBKEY HASHZ | O & SGX PUBKEY HA 5H1
LIMIT CPU PA to 46 Bits: | Enabled = SGX PUBKEY HA SH3
DMA Control Opt-in Flag: | Disabled -

TPMERUA



MiEE : R, MREHABBRTPMERERPTEMENR , ISEETRENMTA. HEER
AT, BEEREFREK,

RBIFHZR2

BARRA : ARTPMIRER , TPMERFE K Mo

BEBIOSHEA TTPMERE , ERM1EADE.logH B ZIHERIRE
ADE.log:

2024-09-12T16:01:58.063806+05:30 GRP-ACH-ISE-PAN H 5[1404]: | 2024-09-12 16:01:58,063
|E& | 1404 | MainThread | tpom2_manager_server.py:133 | api: & FEULETARR |

2024-09-12T16:01:58.063933+05:30 GRP-ACH-ISE-PAN H§§[1404]: | 2024-09-12 16:01:58,063
|E& | 1404 | MainThread | web_log.py:206 | [202459H12H : 10:31:58 +000] "GET
/api/system/v1/tpm2-manager/health HTTP/1.1" 200 158 "-" "python-requests/2.20.0" |



2024-09-12T16:01:58.064968+05:30 GRP-ACH-ISE-PAN H 5[1404]: | 2024-09-12 16:01:58,064
|EF# | 1404 | MainThread | tpm2_manager_server.py:184 | api: 2 FEMinit |

2024-09-12T16:01:58.068413+05:30 GRP-ACH-ISE-PAN H 5[1404]: | 2024-09-12 16:01:58,068
|E& | 1404 | MainThread | tpm2_proxy.py:79 | Running@s % : tpm2_clear |

2024-09-12T16:01:58.075085+05:30 GRP-ACH-ISE-PAN H 5[1404]: | 2024-09-12 16:01:58,074
|§58% | 1404 | MainThread | tpm2_proxy.py:85 | &% 1Ttpm2_clear , [RE 2 : tpm : B&E
(2.0):HARTPMERDAEHERR , WETAFHZDARENHRETIRE |

2024-09-12T16:01:58.075194+05:30 GRP-ACH-ISE-PAN H5§[1404]: | 2024 09-12 16:01:58,075
|§852 | 1404 | MainThread | tpm2_manager_server.py:249 |$§5% : tpm : B (2.0):BARTPMER
DABERR , LR AFYHZIDAREBNH RETIRE |

EREBED , BABRE TKYMEEHELHEERR

FHEREISEERERE......

FERMBISEE R EERE. ...

#1T# "miny com.cisco.cpm.exceptions/ HIREHE ., TPMException:TPMIEGIRE TR ,
RBAIEE, )

T£com.cisco.cpm.auth.encryptor.crypt. TPPUL11.getResult(TPMUtil.java:53)

T£com.cisco.cpm.auth.encryptor.cryptor.crypt. TPMUL11.encrypt(TPER11.java:38) , #8it A
com.cisco.cpm.auth.encryptor.crypt. KEKGenerator.returnkey(KEKGenerator.java:36)

T£com.cisco.cpm.auth.encryptor.crypt. KEKGenerator.main(KEKGenerator.java:77)
java.lang.lllegalArgumentException: %2

1Ejavax.crypto.spec., SecretKeySpec.<init>(SecretKeySpec, Java:96) , #8it A
com.cisco.cpm.auth.encryptor.crypt.Crypt.<init>(Crypt.java:73)

T£com.cisco.cpm.auth.encryptor.crypt.DefaultCryptEncryptor
encrypt(DefaultCryptEncryptar.java:81)

TEcom.cisco.cpm.auth.encryptor, PassudHelper.ma# A (PassalHelper.java:46)
ERTUEEHRENERMBIRE

HERE

RS B R B B B R R R R R R B R R R R
$HER  ERERE R !

AREERHNEENEEET ERIKEIVM LRV EFRIR, FHREEILLETIHCLIAEHIE
%ﬁﬂlﬁ ;


https://PassudHelper.ma

EREXNEEREise

HHHH R R R R

R R MREBVTPMEARETE , IEETPMIREN AT EBIE,
BRESR

REIVKVM , fRIAR=5 %A EH RS

Hi 3 Cisco i i

. 1ZF2 (JERBIOS:EE )
- TPMBER

el yKVM KVMConsole ~ SNS3755K9  WMP2809001W

= =
-] Console

Fle | | ___________omB
esc|F1|r2|F3|ra|F5 k6 |F7 | F8 |Fo|F10|F11|F12| Num |/ . | -
* View T

1/2|3(4|5|6|7|8|9|0|-|=]|Bksp Home | A Pgup

}  Macros Tab |q (w|e|r |ty |u|i|lo|p|[]] | « 0 > Ps/Brk

dif|o|h|d|k|1]:]|" End | ¥ pgbn | scrll Lk
Tools : g ; : || == = z Schedule an Operation
shift z x|c|v sif |4 shift ; Ins | Del |Enter|Prnt Scrn iy ity
Power cLnd| win L AT Alt fcerl | Device, NOTE: Your
s " Computer will reboot
Security Dev. Suppo during restart in order
Boot Device ACtive PCR banks

Available PCR banks SHA=1, SHAZS56
Virtual Media SHA-1 PCR Bank <
Chat

F3: Optimized Defaults
Fi0; Save & Reset Sustem
ESC: Exit

K/Mi Scroll help UP/DOHN
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