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ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERRERER (HEK
) BHEREREE) . MRIEHBEEREFT |, FEARECEAETAESTRERNTE,
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ISE_EEYTACACS+ELE

1EISE EFRETACACS+

TR, E—EEIBEREISEREEBRETACACS+HRMBMNIERIIE  LELTEERKR

BKEEPSN) T RERTEFEBEEEMRIF(Device Admin Service)#IIhaE |, BIEEE Administration
> System > Deployment , iZ2#2ISE#{TTACACS+HEIE; | REZ B EBIRMBFE.

= Clsco ISE Adminisiration - System a @ E o8
Deployment Licensing Cenfficates Logging Malntenance Upgrade Health Checks Backup & Restone Admin ACcess Settings
Deptoyment Deployment Nodes
. Deplayrent :
PAN Fallover
] Hostname ~ Parsonas Rola(s] Services Node Status
N
| [ETH) Admisistration, Menltering. Policy Service STANDALONRE SESSION, PROFILER ﬂ
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Sattings

Othar Monitoring Node

Dedicated MnT

~ Policy Service

~ Enable Session Services

Include Node in Node Group

»  Enable SXP Service

> puGrid

et D

HER3. REMAISEERTACACSHAIAREZHI MR FENEEE(NAD) , EE FAdministration >
Network Resources > Network DevicesThfER , AR B IZEURER+Add,

Administration - Network Resources

= Cisco ISE
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

Network Devices

Network Devices

K SRR
Description

Profile Name Locatlon Type

Default Device

Device Security Settings

O Name .~ IP/Mask

No data avallable

SR, EAREPERE :

. fEBTACACS+E FiHIUCSMAI BT,

« UCSMAI R EISEMAERAIPHALE,
« TACACS+#H#15 |, ER AN IZBEUCSMMISE 2 B & KT Z15

External MDM



= Cisco ISE Administration - Natwork Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences HAC Managers External MDM pxGrid Direct Connectors Location Services

usCM

Network Devices

USCM
Descript
I Address *iP 10.31.123.9 -] @
H P Addess b g 10.31.123.8 L - o
Davice Prof
Model N
Saftwars Ver: w

Location Al Locations v Set To Default
IPSEG No v Set To Default
D vo A Device Types -1 D

| =~ RADIUS Authentication Settings

< TACACS Authentication Settings

MiEE : BRBERE , AMERREEE BRI IEEER P, S THARESE —HIE
PG BB 4 S B RSB R B — R B By |, RIREAE T EERE A, FTE
EABERERBELIPHU , MA2RCisco UCS Managerf i # E # Pt it .

ISE LB E B MR R

$E1, BIUTACACS+ERERE , EEZEWork Centers > Device Administration > Policy Elements >
Results > TACACS ProfilesThgEsk , RRIEFEAI

= Cisco ISE Work Centers - Davice Administration

Overview Identities User Idantity Groups Ext Id Sources Metwork Resources Policy Elaments Device Admin Policy Sats Raports Sattings

Conditions > TACACS Profiles

......

Hama Type Description

SB2, aHrREAZBEELREER , WTECustom AttributesEB 0 H |, BIFEAJD , RABEIL —
B4 MEMANDATORYH B | #$H & & Acisco-av-pair , fE{EFIiEE—E 7 B AUCSME & & i i
AZA®EAshel B , EXARMF , EEAAR®admin, YAFMEBRAEZES
shell:roles="admin" , M T~FI’R ,



= Cisco ISE

Overview Identities

Cenditions
Network Conditions

Results
Allowed Protocols
TACACS Command Sets

TACACS Profiles

User Identity Groups Ext Id Sources

Name

UCSM PROFILE ADMIN

Description

A
Task Attribute View Raw View
—
Common Tasks
Comman Task Type Shell ~

Ol Default Privilege

Ol Maximum Privilage

Ol Access Contral List

O Auto Command

Ol No Escape

Ol Timeout

Ol tdle Time

Custom Attributes

Add Trash

MNetwork Resources

Policy Elements

Work Centers - Device Administration

Type Name

) MANDATORY cisco-av-pair

Value

shell:rales=" admin®

(Select 0 to 15)

(Select O to 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

Device Admin Policy Sets

Reports Settings

Cancel

ER—IBZES , IRERBTACACSE EERIEZEERaw View , BT UG BIBISEFIEN B HEIE

BB,

= Cisco ISE

Overview Identities

Conditions
Natwork Conditions

Results
Allowed Protocols
TACACS Command Sats

TACACS Profiles

User Identity Groups

TACACS Profiles » UCSM PROFILE ADMIN
TACACS Profile

Name

A UCSM PROFILE ADMIN

Description

Ext Id Sources

Task Attribute View Raw View

Profile Attributes

Network Resources

4

cisco-av-pair=shell:roles=" admin®

Work Centers - Device Administration

Policy Elements

Cancel

Device Admin Policy Sets

y:

Reports Settings



MEE : cisco-av-pair nameR BTACACS+IREENIREBHEIDN FE S,

HER3, AEARFAERE,

F B4 23 AFAUCSM#IDevice Admin Policy Set , Efii#8 Work Centers > Device Administration
> Device Admin Policy Sets , AR R BEERBETREFERET , R%EEInsert new row

= Cisco |SE

SRS B U EREE | BIBUCSMARIEEETHNTACACS+E L EBRIBIISEFIEHRYG , A%
iZ3#Z Allowed Protocols > Default Device Admin , fFHEE.,

= Cises ISE

SER6.E >R, BEPEE  RRE "HOREXRE, BoPEFENTSOR , ISELEFER
HUCSMAE AR ERERBNER , BRI+ , BREBRISEFREFENASERE.

Sets— USCM ACCESS

Allowed Pratacols [ Barvar Saguance  Hits
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S ER7. TR E R AAuthorization Policy I &85 B F|Default policy , BEERE R~ , REBA—ER
A,
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UCSM_EMITACACS+ELE
ff FciscoucsManager EE BB EFF RN EAEEAGUL,
AEREEIAR

TR ESMERT , BEAIMINEIEREF,
SEB2 EAImMInIBIEF | BBAAIl > User Management >User Services > Roles,

SR EBERwWokH |, EBEFEEceerallF,
SRABREBEAEABERZAG, WRIIEATERAG,
SRR EEACRRELIETACACSKRER LRENZBAET,

A | Usar Managamant | User Services | Aok
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B TACACSHEMER

TR EEMBERD , BEAIMINEIEF,
S 2 EAImMIiniBEF £ | EBAAIl > User Management > TACACS+,

SER3EBwWorkiEH | EEEHcenerao
S EBR4 TE EIFHActions |, iBiECreate TACACS+ Provider.
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SERS BB Create TACACSH Provide ', M AR E N EH .

« £ "Hostname. #{zA , 8 ATACACS+{AiRFHIIPH R EHEZ
« TEOrderf@{iA , Cisco UCSTERLLIRHEXRBERENIERF,

IR FHE Cisco UCSRIFLLCisco UCSHITER ERM EMiRHE B T~ — B HFTE , FaA
— BN F162ENEE , IWMAK/PTHITES(F) .

« EKeyWu , MABBERNSSLINE SR,

« TEConfirm Key#i{u# , AEFE BN EENSSLINE SR,
« EPorti{IF , #i ACisco UCSEETACACS+ERIE ( IB49TERIE ) EITEFMIE,

« ETimeoutffIH , R EREBRAERTACACS+ENEFMILENKERE (U AEN
) o



Create TACACS+ Provider

Hostname/FODN (or IP Address) :

Order :
Key

Confirm Key

Fort

Timeout

HER6.1ZE Ok,

MEE . MREAEMEMTR2IPH YL , B4 EFECisco UCS Manager® Bt EDNS{A AR & o

EUTACAC+R#RERA

SR TE B Navigation & |, IBEFRBEAdminTFo

S ER2 EiB B Admin £, BFIAI > User Management > TACACS+o
SR EBwokiEF |, BEEHcenera T,

S ER4 TEBActionstH P , 1% Create TACACS+ ProviderFE Group,
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HERS. 7 TEIMUTACACSHRMRENE ) WrREHHRTD , MABRNEN.

- £ TEBE, BuF , mAENKE—ERE,
« 7£ TTACACS+E#HER, £+ , BEEZTSEAPHREMHES,
o BE>ZMARERMERXFIEE Included Providersik,

Create TACACS+ Provider Group

I MName : TACACSGr I

TACACS+ Providers

Hostname Order

10.31.123.57 Mo data available

HER6.ZE Ok,




By S HmIEE

S, TEEENavigationF , BIEIEIFAdminFo

S22 EEBadmint , B Al > User Management > Authentication
SRR EBworkiEF |, BIFER R cenera o

HEBRA EactionsBIH A , 1EEcreatea Domain.

SRE A TEME, HEETR , BARRNEA,

- £ TEB Bt mASNE—BRR,
« f£Realm® | ##FTacacsiEE,

o R
Actans. Domalen
== e — ,
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1 "Provider Group, THIZER | BEUGIEUMWTACACS+HRHRERME , REBEEFE "OK,

Create a Domain

MName I TACACS
Web Session Refresh Period (sec) @ | 600

Web Session Timeout (sec) : 7200

Realm : | " Local ()

Provider Group .

Two Factor Authentication : D

Al 3




UCSM ERE RTACACS+EE

ERERIF TEY

IR ERER.

R ABRAERR |, BEEREBEA.
FSMAZ100%.

B3 UCSM TACACS+ELE :
HEBRUCSMEERREERE , BRMEKFSM)BAREETRE100%5E K-

fEUCSMB I BREB R E

<ffroot>
UCS-A#

scope security

UCS-A /security #

scope tacacs

UCS-A /security/tacacs #

show confi guration

UCS-AS-MXC-P25-02-A# scope security
UCS-AS-MXC-P25-82-A /security # scope tacacs
UCS-AS-MXC-P25-82-A /security/tacacs # show configuration
scope tacacs
enter auth-server-group TACACSGr
enter server-ref 10.31.123.57

set order 1
exit

exit

enter server 10.31.123.57
set order 1
set port 49
set timeout 5
set key

exit

set timeout 5

exit

<tfroot>

UCS-A /security/tacacs #



show fsm st at us

[UCS-AS-MXC-P25-02-A /security/tacacs # show fsm status

FSM 1:
Status: Nop

Previous Status: Update Ep Success
Timestamp: 2023-06-24T20:54:085.021
Try: @

Progress (%): 100

Current Task:

RNXOSERFE TacacsHi & :

<#froot>
UCS-A#

connect nxos

UCS-A(nx-0s)#

show t acacs- server

UCS-A(nx-0s)#

show t acacs-server groups



UCS5-AS-MXC-P25-82-A# connect nxos

Cisco Nexus Operating System (NX-05) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certaim works contained im this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 2.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http:/fopensource.orgflicenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—AS-MXC—-P25—-82-A(nx—os)# show tacacs—server

timeout value:5

deadtime value:@

source interface:any available

Global Test Username:test

Global Test Password:sekicksksk®

total number of servers:1

following TACACS+ servers are configured:
18.31.123.57:
available on port:&49
TACACS+ shared secret:sseskskkskskk
timeout:5
UCS—AS-MXC-P25-82-A(nx—os)# show tacacs—server groups
total number of groups:2

following TACACS+ server groups are configured:

group tacacs:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

group TACACSGr:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

ERERBENX-OSH F 05T , FFFEFtestanafn B ( EEARNXOS ),
BFEARIVEE -

<#root>
UCS-A(nx-0s)#
test aaa server tacacs+

<TACACS+-server-IP-address or FQDN> <username> <password>



UCS5—-AS-MXC—-P25-82—-A# connect nxos

Cisco Nexus Operating system (NA—-US) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," amd unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/nld-licenzes/lihrarv. tut.
UCS—AS-MXC—-P26—@2-A(nx—os)# test aasa server tacacs+ 18.31.123.57 operator Cisc@l123

UCSMIEl &

AEMRE

<tfroot>

UCS-A#

connect | ocal - mgnt

UCS-A(local-mgmt)#
pi ng

<TACACS+-server-IP-address or FQDN>

UCS—AS-MXC—P25-82—-A# connect local-mgmt

pCisco Mexus Operating System (NX—-05) Software

TAC support: http://www.cisco.com/tac

Copyright (ec) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained im this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public Licemse (GPL) versiom 2.8 or the GNU
Lesser General Public License (LGPL) Versiom 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC-P25—02-A(local-mgmt)# pina 1€.31.123.57

PING 18.31.123.57 (18.31.123.57) from 18.31.123.B : 6&6(B4) bytes of data.
64 bytes from 18.31.123.57: icmp_seq=1 ttl=64 time=8.347 ms

64 bytes from 16.31.123.57: icmp _seq=2 ttl=64 time=08.309 ms

EARIBRER



<tfroot>
UCS-A#

connect | ocal - ngnt

UCS-A(local-mgmt)#
t el net

<TACACS+-server-IP-address or FQDN> <Port>

UCS—-AS-MXC—-P25-82—-A# connect local-mgmt

Cisco Nexus Operatimg System (NX-0S5) Software

TAC support: http:f//www.cisco.com/tac

Copyright (c) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certaim components of this software are licensed unmder
the GNU General Public Licemse (GPL) versionm 2.8 or the GNU
Lesser General Public License (LGPL) Versionm 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC—P25-82-A(local-mgmt)# telnet 18.31.123.57 49
Trying 18.31.123.57...

Connected to 18.31.123.57.

Escape character is '*]".

BARERVRBERTERRANXOSHE , Bttt , SRR EERARRNME, ERNE

FHR.
- BAREUCSMMISSHER: , EREFEESHIRNIMARERERE (REFRFHERE
) BA , BEINX-OS CLIE T X W BB & iR Ba 2,

<tfroot>
UCS-A#

connect nxos

UCS-A(nx-0s)#

term nal nonitor

- ARSI RESSHER M L E BFER

<#root>
UCS-A(nx-0s)#

debug aaa al

UCS-A(nx-0s)#



debug aaa aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request-1ow evel

UCS-A(nx-0s)#

debug tacacs+ al

UCS—-AS—MXC-P25-082-A# connect nxos

Cisco Nexus Operating System (NX—0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," anmd unless
otherwise stated, there is no warranty, express or implied, including but not
limited te warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Publie License (GPL) versien 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—-AS-MXC-P25—02-Alnx—os)# terminal monitor

UCS—AS-MXC—-P25—82-A(nx—os)# debug tacacs+ all

2823 Jun 26 B4:42:22.10428B6 tacacs: event_loop(): calling process_rd_fd_set
2823 Jun 26 @4:42:22.104311 tacacs: process_rd_fd_set: callimg callback for fd &
2823 Jun 26 B4:42:22.104341 tacacs: fsrv didmt consume 182 opcode

2823 Jun 26 B@4:42:22.104994 tacacs: mts_message_handler: sdwrap_process_msg
2823 Jun 26 @4:42:22.1085@11 tarare: nracescs rd _Td_set: callback returned for fd &
UCS—AS-MXC—P25-82-A(mx—0s)# debug aaa all

- REMB—EHFHGUISCLIZ:E , WERLURHE & (TACACSH HHE A,
- WEIRAXBUES R  BFEASEIEALTSHHAER,

UCS-A(nx-o0s)# undebug all

ISELBE BTACACRIRE

« EISER , FEREUCSMAEEBESTMEMAGFENBMPE EtacacsBl ERERE
, BERITA £ TRE KR EERTA



Error

You have entered an invalid character

L8558 2 i UL T 8 58https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc91917E XM |, FHER
EHRBFRERIEOVE,

ISEFE#

SEB1RETACACS+I#HEBEM R B IEEET , (JAEA

« GUIINRETEEEE>RH>IBES 5| H TDEVICE ADMINARTS |, B ZEE,
 CLL:#{Tan S show ports | include 49AHEFETCPIEMREF B BRTACACS+HELR

<#root>
ise32/admin#

show ports | include 49

tcp: 169.254.4.1:49, 169.254.2.1:49, 169.254.4.1:49, 10.31.123.57:49

TR R EFEEERTACACS+EEE BN H5E | AIEOperations > TACACS > Live
logsiBEHETRE,

BRIFHERRE , S ARBEEHFERAERRE,

= GCiscolSE Oparations - TACACS & s O @ @

Live Logs

o 75, 3000 1EIEI6AL & ek Aasansiz Datoan 5 Dadsult maar uscu [UETREETY Davica Typaman Locasannin Loz 72048 Subjact no toeed in tha . LRI

SRIMRRZEFEEMERAR , FRENNERIHE , EfMFEIZEOperations >
Troubleshoot > Diagnostic Tools > General Tools > TCP Dump ( ¥7385HEE )


https://tools.cisco.com/bugsearch/bug/CSCwc91917

= Clsco |SE Oporatiens - Troubleshoot

Dlagnossic Tools  Downloadlogs  Debug Wisard

FreaiBes Tesls

BIEUCSMIEHREE S NRBIVRIEIREEHE  AREBREFEER A RBRXPEZSHEREN
UCSMESIPY FERIipEMX XXX , HEHELH T REURE | ETRHELRUCSMEA,

= Cisco ISE Operations - Troubleshoat a & =3

Disgnostic Tools Dewrnload Logs Debug Wizard

Censral Tosls w TGP Dumg > Mew

Add TCP Dump

Add TCP Dump packat for monitedng on & network iMedsce and troubleshoot problems: on the netwark as th

PMatwork interface*

TrusiSes Tooks »

et -

%5 B84 £ Operations > Troubleshoot > Debug Wizard > Debug log configuration #1T & {3 B & 19
PSNAFEE A BUA T runtime-AAA | BEPSNETR , ARERBIZRATEET %,



= Cisco ISE Operations

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Log Configuration N 0 d e L i St

€= Resat to Default

Node Name - Replication Role

)] isa32 STANDALONE

- Troubleshoot

B T runtime-AAAL S HIRBIER A , AREHNERBE , RREBE 7B

= Cisco ISE Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration
Node List ised2.example.com
Debug Log Configuration

Debug Level Configuration

Component Name ~  Log Level Description
runtime-AAA w
Q runtime-AAA DEBUG AAA runtime messages (prrt)

Log file Name

prrt-server.log

MiZE : BEREEMET , 3528 Cisco YoutubelySEEHow to Enable Debugs on ISE 3.x

Versions https://www.youtube.com/watch?v=E3USz8B76c8F I &~

FHEAE A
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https://www.youtube.com/watch?v=E3USz8B76c8
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/4-2/b_Cisco_UCS_Admin_Mgmt_Guide_4-2/m_remote_authentication_configuration.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/4-2/b_Cisco_UCS_Admin_Mgmt_Guide_4-2/m_remote_authentication_configuration.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
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