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. ISE 24 BANEE
BRA T
A RN ERRRIR TR EREARA -

. Bk Cisco IOS® XRE\## iR Z4<5.3.4BYASR 9000
. Cisco ISE 2.4
AXHWEARBBSCERERENOLENEY., LPEAANFTELELREFR (BR
) BOAERESRERED), MMRMMENTEME K FHATEBETMNEEE NN BERE,

RUE

IOS® XR K FEE#® T

I0S® XRHTEFHERNWEAEANEHKE. EREUEAELAERE , IBRBFEEREESR
8o

HERER &M

ELFERAEEREIOS® XREFEERM :

ERER HCIE:

BERE FAMBELEBRINGE (BEBRERNEMZEBAEEA )

netadmin  EERERHE , MARKEREELOSPF) ( BEHMEKEESMER )
BEF HITHEERES  YEEARWE EF#,

root-Ir BRI HITEBRPHIFIESG T,

EER N BN ITRAFMERPHFIE® D,

sysadmin  HITHRHBNRAREETE , HIUHEEROERNRBFENERREEEEBHENTP)RE,
serviceadmin H{TIRBFEEETH , fIUNSFEEZRIEHIZF(SBC),

BERAEREAEERFHRINBEEHKE , BEBR. CAATHTREREREMREAR !

RP/ 0/ RSP0/ CPUO: ASR9k#sh aaa usergroup ?

| Qut put Modifiers

root-1lr Name of the usergroup
net adm n Name of the usergroup
oper at or Name of the usergroup
sysadmi n Name of the usergroup
retrieval Name of the usergroup
mai nt enance Name of the usergroup

root-system Name of the usergroup
provi si oni ng Name of the usergroup
read-only-tg Name of the usergroup
servi ceadnin Name of the usergroup
ci sco-support Name of the usergroup
WORD Name of the usergroup
<Ccr>

FESERE



EEREESULUEHAELAERERA , BEARMKEE

CBREE BRXBAEEK

. netadmin: R EE SR

CBREE  REEREEE (ARNET)

- root-Ir 2L HBEEEETK

- root-system: R EENEESTHK

. sysadmin: R EEEFEH

. serviceadmin: R E B
FALThTREREEENERKA

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa taskgroup ?

| Qutput Modifiers

root-Ir Name of the taskgroup
net admi n Name of the taskgroup
oper at or Name of the taskgroup
sysadm n Name of the taskgroup

root-system Name of the taskgroup
servi ceadm n Name of the taskgroup
ci sco-support Name of the taskgroup
WORD Name of the taskgroup
<Cr>

RP/ 0/ RSP1/ CPUO: ASROk#show aaa task supported

Aaa Acl Admin  Ancp Atm E R AR#% Bedl Bfd bgp

e 4 E#4#4E call-home Cdp Cef Cgn BRIX#E config-mgmt config-servic
= diag AAFF EEEIEZR Dwdm Eem Eigrp  ethernet-services ext-access
RISEME fault-mgr ERRSK BHAE  Fr Hdlc F BRI Hsrp T HE

EF ip-services Ipv4 lpv6 ISIS L2vpn = Lisp H#&RC 8%
Lpts LR mpls-ldp mpls-static mpls-te % BEHE Netflow #BER nps

Ospf BfE Pbr pkg-mgmt pos-dpt  Ppp Qos Remd fin

RIP root-Ir BEM route-map route-policy Sbc Snmp  sonet-sdh R
Sysmgr %% iy tty-access Ei& BEHA VLAN  Vpdn vITp

AR T ERSREBEPER AN AR A

BN EEEAFEIRENIEE,
BABEATERRELEN AFFEBURIENIERE.
T EEAFFHBBRENIERE ; HlipingMTelnet,
A BEARRSARENEE,

2/ & E BN EHE

EESTUEEBERERAUREREER, UATREERA

RP/ 0/ RSP1/ CPUD: ASROk( confi g) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #task ?
debug Specify a debug-type task ID



execute Specify a execute-type task ID
read Specify a read-type task ID
wite Specify a read-wite-type task 1D

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read aaa
RP/ 0/ RSP1/ CPUO: ASROk( config-tg)#task wite aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask debug aaa
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg) #t ask read acl

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tg)#task wite acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #t ask execute acl
RP/ 0/ RSP1/ CPUO: ASROk( confi g-t g) #commi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa taskgroup TAC- Defi ned- TASK
Task group ' TAC Defi ned- TASK'

Task I Ds included directly by this group:
Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ VRI TE EXECUTE

Task group ' TAC Defined- TASK' has the follow ng conbi ned set
of task IDs (including all inherited groups):

Task: aaa : READ VRI TE EXECUTE DEBUG
Task: acl . READ WRI TE EXECUTE
Describe ti 5 Al AR EH B E M S AT ENEKENMET I,

i 1.

RP/ 0/ RSP1/ CPUO: ASROk#descri be show aaa usergroup
Package:

User needs ALL of the follow ng taskids:

aaa (READ)
RP/ 0/ RSP1/ CPUO: ASR9k#

A7 AF R & ETHvshow aaa usergroup , FE#Stask group read aaaZ ELia % A &,

gl 2.

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #descri be aaa authentication login default group tacacs+
Package:

User needs ALL of the follow ng taskids:

aaa (READ WRI TE)
RP/ 0/ RSP1/ CPUO: ASRIOKk( confi g) #

ATAFERABEREER TETH T NRBEAERBtacacs+ , FERi&task group: task read
write aaa 7 Boia 2 H #H.

EESTNAERTUBASEEHENEREE. ATRERHEH

RP/ 0/ RSP1/ CPUO: ASR9k#show aaa user group TAC Defi ned



Tue Feb 16 00: 50: 56. 799 UTC
User group ' TAC- Defi ned’
Inherits fromtask group 'operator’

User group ' TAC-Defined' has the foll owi ng conbi ned set
of task IDs (including all inherited groups):

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: |l ogging : READ

RP/ 0/ RSP1/ CPU0: ASR9k#conf t

RP/ 0/ RSP1/ CPUO: ASROk( confi g) #user group TAC- Defi ned

RP/ 0/ RSP1/ CPUO: ASROk( conf i g- ug) #t askgr oup TAC- Def i ned- TASK
RP/ 0/ RSP1/ CPUO: ASROk( confi g- ug) #conmmi t

RP/ 0/ RSP1/ CPUO: ASROk#show aaa user group TAC- Defi ned
Tue Feb 16 00:51: 31.494 UTC
User group ' TAC- Defi ned’

Inherits fromtask group 'operator’

Inherits fromtask group ' TAC- Defi ned- TASK

User group ' TAC-Defined' has the foll owi ng conbined set
of task IDs (including all inherited groups):

Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: | ogging : READ

B H AR EEAAARL B

ERAEFEANIPIE A AESREEASREHZR LW TACACSHIARER.

RP/ 0/ RSP1/ CPUO: ASROk( conf i g) #t acacs- server host 10.106.73. 233 port 49

RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host)#key 0 cisco
RP/ 0/ RSP1/ CPUO: ASROk( confi g-tacacs- host) #conmi t

!
tacacs-server host 10.127.196. 160 port 49
key 7 14141B180F0B

BEMRENRE  UEFASEENTACACSHRES.

#aaa aut hentication |ogin default group tacacs+ | ocal
#aaa aut hori zation exec default group tacacs+ | ocal

BREmTREUEARENTACACSHARES ( 7iE)

it MRSOBIFNREZRAHITF  IRRERADS

E#ERE 6 ERETREIAARELNEART,

#aaa aut horizati on commands default group tacacs+

BECHERRESD

AR T

£, MEX



BEmTRRRASEACEENTACACSHR:S (&) .

#aaa accounting commands default start-stop group tacacs+
#aaa accounting update new nfo

|SE frl AR 25 & i

$B1, EERISEARSENAAAEFIRBEEF ERKHHRIP , FHFE M EAdministration > NABEE R IR
SR ER WEMR,. HELBREEASREESE TEBENLALEHER , WBFRR.

‘tice ldentity Services Engine Home  » ContedVisivilty  » Operations  » Policy |[EEIVUIICIECEINE » Work Centers

» System  » Identity Management = = Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
- MNetwork Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NACManagers  Edernal MDM  » Location Senvices
——
[ ]

Mehw

Network Devices

evices List > New Network Device
Network Devices 3 3

Default Device

* Name [LAB_ASR
Description | LaB_asR device

[1p address _ ~] *IP: [ 10.106.37.160 N E

Device Security Seltings

* Device Profile &% Cisco |~ &

MosiName 7]
Software Version S

* Network Device Group

Location [ 4 & Set To Default
IPSEC [15 IPSEC Device | Set To Default
Device Type [asp © | [ Set To.Defauk

O 7 RapIuS Authentication Setings

 TACACS Authentication Settings

Enable Single Connect Mode []

® Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

O '+ sumP setings

O [ Advanced TrustSec Settings

HREERE

‘duih- Identity Services Engine Home » Context Visibility » Dperations » Policy ~ Administration » Work Centers

» System  » Identily Management = = Metwork Resources » Device Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric MAC

~Metwork Devices  Metwork Device Groups Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  External MDM » Location Senices

[}
Metwork Devices Network Devices
Default Device
f Edit Add  [fyDuplicate Import (g Export Generate PAC Delet
Device Security Settings s o a @aimport @Bxport ~ | QYGeners XKpelete =
Name | IP/Mask Profile Name Location Type Description
O LaB_ssR 10.106.37.16... &% Cisco B LAB ASR LAB_ASR device

WK ERE

SER2BRBLENFEREREAEER , BEROF , WABRTR , Z¥EANER. SN E
Administration > Identity Management > Groups > User Identity Groups N EE&#H. FELtRAIREL
MAEBIE

1. ASR-Operator



2. ASR-Operator-AAA
3. ASR-RootSystem
4. ASR-Sysadmin

el Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

b System | =ldentity Management = » Network Resources b Device Portal Management  pxGrid Services  » Feed Service » Threat Centric NAC

b Identiies  Groups  External Identity Sources  ldentity Source Sequences b Settings

—
Identity Groups User Identity Groups
5 )
vl - ol JEdit <lbadd | MDelete v @almport g Export v
» [ Endpoint Identity Groups Mame 4 | Description
v [ User identity Groups [0 22 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
S ALL_ACCOUNTS (default) O ASR-Operator
£ ASR-Operator [ 22 ASR-Operator-AAA
S ASR-Operator-AAA O ASR-RootSystem
L ASR-RootSystem :
;1 ASR Sysadmin [0 st ASR-Sysadmin
;1 Ermployes O &% Employee Default Employee User Group
;‘1 GROUP_ACCOUNTS (defaut) O ZL GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
325 GuestType_Contractor (dzfaul) O £ GuestType_Contractor (default) Identity group mirroring the guest type
52 GuestType_Daiy (defautt) O £ GuestType_Daily (default) Identity group mirroring the guest type
;Zl GuestType_SocialLogin (defaul) [J 22 GuestType_SocialLogin (default) Identity group mirroring the guest type
;;‘} GuesiType_Weekly (default) O £ GuestType_Weekly (default) Identity group mirroring the guest type
SL OWN_ACCOUNTS (default) [0 22 OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group

SGESRIMER , BUERELASEHRE AR NEEEREE.

aluil Identity Services Engine Home » Context Visibility » Operations » Policy « Administration » Work Centers

» System | ~identity Management = » Network Resources  » Device Porlal Management  pxGrid Senvices  » Feed Senice  » Threat Cenfric NAC

~|dentities  Groups  External ldentity Sources  |dentity Source Sequences  » Seffings

o

Usaers Network Access Users

Latest Manual Network Scan Res.._ .
JEdt obadd | [Echange status »  @eImoort oExport v J¢Delete v L{3Dupicate

Status Name Description First Name Last Name Ermal Address User Identity Groups Admin
O @enabed ¢ ASRaaa ASR-Operator-AAA
O Enabled  § ASRRead ASR-Operator
[J mEnabled ¢ ASRRoot ASR-RootSystem
[0 mEnabled ¢ ASRwrite ASR-Sysadmin

BIERE

BEE : EARBID | ISEREEAEARSORBNRE, EANNSHRNS HRENRE
TEANENFREER 2R,

SRAEREABACAERENBRREERER., Alt , FEMEIFHIISEREE-RRTESER
> TACACSEBMER, ZUUEEHMNAREERR , WEMR , LA UREIRAWISE, it
RIFEENREERERTHE

1. ASR_Operator

2. ASR_RootSystem

3. ASR_Sysadmin

4. Operator_with_AAA



Identity Services Engine Home » Context lity » Operatio y ! ati - \Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture |« Device Administration » PassivelD

b Overview  » Identities  User ldentity Groups  Extld Sources b Metwork Resources  «Policy Elements  Device Admin Policy Sets  Reports  Settings
I

(<]
TACACS Profiles
+ Conditions
0 Selected
» Network Conditions
= Refresh + Add Duplicate M Trash= Edit
~ Results 1 .
L' nName Type Description
RLOIEL LIS [ ASR_Operator Shell
TACACS Command Sets
|: ASR_RootSystem Shell
TACACS Profiles
[0 ASR_Sysadmin Shell
[]  Default Shell Profile Shell Default Shell Profile
[ Deny All Shell Profile Shell Deny All Shell Profile
O Operator_with_AAA Shell
E WLC ALL WLC WLC ALL
[0 WLCMONITOR WLC WLC MONITOR

TACACSHINRELBER

BT AR — T AddIZ SR A s A2 Type. NameFValue , #1Custom AttributesZ 4 T & R A TR

o

HRREEASE

Identity Servi gine 3 Y » Policy » Administration = Work Centers

» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  ~Device Administration = » PassivelD
b Overview » Identities User Identity Groups Extld Sources » MNetwork Resources = Palicy Elements Device Admin Palicy Sets Reports Settings
———
o
N TACACS Profiles = ASR_Operator
» Conditions
TACACS Profile

» Network Conditions
Mame ASR_Operator

~ Results
Description
Allowed Protocols
TACACS Command Sets
A Profil

TACACS Profiles Task Attribute View Raw View
Common Tasks
Common Task Type  Shell g

[ Default Privilege | o | (Select 010 15)
[T Maximum Privilege ’ S | (Select 0to 15)
7] Access Control List | o]
[ Auto Command | (] |
[ Mo Escape | o | (Select true or false)
[ Timeout ’ @ | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
+ Add @ Trashv (@ Edit - 24
LI Type Name Valug
[T MANDATORY tagk nwic #operator i
< >

ASRREEHBEEERENRRKAS



~Work Centers

» Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture | wDevice Administration  » PassivelD
» Overview  » Identities  Userldenfity Groups  Extld Sources  » Network Resources = Policy Elements  Device Admin Policy Sets ~ Reports
——
(]
TACALCS Profiles » ASR_RootSystem
+ Conditions.
TACACS Profile
» Network Conditions
Mame ASR_RootSystem
~ Results
Description
Allowed Protocols
TACACS Command Sets
TACACS Profil ——— )
rones Task Attribute View  Raw View

Commeon Tasks

Common Task Type = Shel 2

[] Default Privilege | o |
[ Maximum Privlege | o |
[ Access Control List | o |
[ Auto Command | o |
[ NoEscape | o |
[ Timeout | O |
[ Idie Time [ o |

Custom Attributes

4 add @ Trash> (& Edit
L Type Name Value
[ MANDATORY task e #root-system

<

=%
p2

ASRIB R KA R EE R NsysadminBE :

Setlings

(Select0to 15)

(Select 0 to 15)

(Select true or false)
Minutes (0-9999)

Minutes (0-9999)

G

»



~Work Centers

» Network Access  » GuestAccess  » TrustS8ec  » BYOD  » Profiler  » Posture | = Device Administration = » PassivelD

v Ovenview  » Identiies  User Identity Groups  ExtId Sources  » Metwork Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings

TACACS Profiles = ASR_Sysadmin
» Conditions

TACACS Profile

» Network Conditions
Mame ASR_Sysadmin|

~ Results

Description
Allowed Protocols

TACACS Command Sets

TACACS Frofiles Task Aftribute View Raw View

Common Tasks

Common Task Type = Shel R

[] Default Privilege o | (Select 0to 15)

[ Maximum Privilege © | tserectotors)

[ Access Control List | o |
[ Auto Command | Q |
[77 NoEscape | (] I (Select true or faise)
[ Timeout [ © | Minutes (0-9999)
[ Idle Time | © | Minutes (0-9999)
Custom Attributes
4+ Add @ Trash~ (& Edit o~
O Type Name Value
[T MANDATORY task i #sysadmin CH
< >

ASR Sysadmin /AR B EERERIRIEEFAAAARE -



wluil Identity Services Engine Home » Context Visibility » Operations » Policy + Administration ~Work Centers

» Metwork Access  » GuestAccess  » TrustSec » BYOD  » Profiler  » Posture  ~Device Administration = » PassivelD
v Ovendew  » ldentities  Userldentity Groups  Esid Sources  » Network Resources - Policy Elements  Device Admin Policy Sets  Reports  Seftings
—
o

TACACS Profiles = Operator_with_AAA
» Conditions
TACACS Profile

+ Network Conditions
Mame Operator_with_AAA

~ Results
Description

Allowed Protocols

TACACS Command Sels

TACACS Profil —_—

kit Task Attribute View Raw View

Common Tasks
Common TaskType = Shel v

[ Default Privilege o | (Select 010 15)

[ Maximum Pridlege o | (SelectOto 15)

o |

|
|
[
[T Auto Command ’ o ‘
|
|
|

[ Access Control List

[T Mo Escape & | (Selecttrue or false)
[ Timeout @ | Minutes (0-9999)
[ Idie Time o | Minutes (0-9999)

Custom Attributes

+ Asa @ Trashv Edit .
L Type Name Value
[] MANDATORY task rw:aaa #operator 21

<

>

BEAMMANREERENEEFSBRS.BESHIRFS , LAEHAdministration > Identity
Management > Identity Source SequencesH HInternal Users. T AFTRHN B BFRFS , b
DiRB AN,



» Operations v Policy « Administration » Work Centers

,'cll',;!; Identity Services Engine Home » Context Visibility

» System | wldentity Management  » Network Resources  » Device Portal Management  puGrid Senvices  » Feed Senvice  » PassivelD  » Threat Cenftric NAC

+ ldentities  Groups External Identity Sources |dentity Source Sequences + Settings

Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
v Identity Source Sequence

* Name | All_User_ID_Stores

Description | A buiit-in Identity Sequence to include all User Identity Stores

v Certificate Based Authentication

ofle  Preloaded_Certficate_| "

[ seke

* Authentication Search List

A set ofidenfity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
All_AD_Join_Points
GuestUsers

>

<

* Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

() Do not access other stores in the sequence and set the "AuthenticationStatus™ attribute to "ProcessError

(®) Treatas ifthe user was not found and proceed to the next store in the sequence

(CReset)

%5 B26.7£Work Centers > Device Administration > Device Admin Policy Sets > [Choose Policy Set]
BREBESOREER  UECEAITABEAENIORERFS, FAZIBINERESHER
BERGERE  THMREBHIShelBERER , MTEFR.

vl igentity Services Engine ¥ork Centara

¥ Network ACcess b GUestAccess b TrustSec  »BYOD  » Profler 3 Posture

=Denice Adminisiaion |+ PasshelD
Click here fo do witeless setup and visibility Setup Do net shew this aga

»Overdew  » MentSies  UseridenttyGroups  ExidSources  » NetworkResources o PolicyElements  Device Adwmin Policy Sets  Repors  Saftings

Policy Sets = ASR TACACS policy

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits

B DEVICE Device Type EQUAL S 4l Divice TipeswASR
Defaul Device Admin o

@ RIS poley AND
©  DEVICE Location EQUALS All LocationsmLAS

» Authentication Policy (1)

+  Status  RAuke Name Conddtions: Use His  Actions
AlI_Us#0_ID_Stores
@  Detaun 5 [] -1
Oplions

B 1B 7 SR RE

ARRERUASESARERERK, BTFEINRNERKEVE, RINBENRBERES
148, FrZEHShelBERRSERERREGTE—BIEX,



¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceplions

W authorization Polcy (5)

+

Status  Rule Name Conditions

M IntemalUses identhGroup EQUALS User Ioentty Greups ASR-RactSystam
@ 3R RootSystem_Rule AND @ DEVICELocabon EQUALS Al Lacations#LAB

3 DEVICE Device Trpe EQUALS ANl Divice TypesmASR

& IntemalUseridenttyGroup EQUALS User Igentily Groups-ASR-Sysadmin
@ ASR Sysadmin-Rule AND ©  DEVICELucaion EQUALS All LocationswLAB

&1 DEVICE Device Trpe EQUALS A Device TymesmaSR

M InbemalUser ldentityGroup EQUALS Ussr Ideniity Groups ASR-OperatorARA
@ 3R Operstor_asA_Rule AND © DEVICELocsion EQUALS Al LocationseLas

Cl  DEVICE Device Type EQUALS Al Dovice TypesmASR

& IntemalUser ientihGroup EQUALS User Igentity Groups:ASR-Operatr
@ a5A_Operator_Rule AND @ DEVICE-Localion EQ Al LocationseLAs

& DEVICE Device Trpe FQUALS Al Device TypesRASR

Defaul

R RS

RER
BREAEBAIBABEORNAFSENEHE.

user nane: ASRread
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
ASRr ead

RP/ 0/ RSP1/ CPUO: ASROk#show user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#show user tasks

Task: basi c-services : READ VRI TE EXECUTE
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE
Task: l ogging : READ

BERAAAREN T

DEBUG

Results

Command Sets

ParmitaliCommands

ParmitAliCommands

ParmitAliCommands

FermitliCommanas

DenyAliCommands

BREATIRER T RN ERZEENERE - MR E£/HEE KAz,

Shell Profiles

AR MUTACACSA R HIERESEBUARAAAEKER., BEAMBMITIFTH#,

usernanme: asraaa
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asraaa

Actions



RP/ 0/ RSP1/ CPUO: ASROk#sh user group
oper at or

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ WRI TE EXECUTE

Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: cdp : READ

Task: diag : READ

Task: ext-access : READ EXECUTE

Task: |l ogging : READ

Sysadmin

BEUATERToENEREBNTEE : asrwrite EHEZE KBS,

usernane: asrwrite
passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#sh user
asrwite

RP/ 0/ RSP1/ CPUO: ASROk#sh user group
sysadm n

RP/ 0/ RSP1/ CPUO: ASROk#sh user tasks

Task: aaa : READ

Task: acl . READ WRI TE EXECUTE DEBUG
Task: admn : READ

Task: ancp : READ

Task: atm : READ

Task: basi c-services : READ VRI TE EXECUTE DEBUG
Task: bcdl : READ

Task: bfd : READ

Task: bgp : READ

Task: boot : READ WRI TE EXECUTE DEBUG
Task: bundle : READ

Task: call-honme : READ

Task: cdp : READ WRI TE EXECUTE DEBUG
Task: cef . READ

Task: cgn : READ

Task: config-mgnt : READ VRI TE EXECUTE DEBUG
Task: config-services : READ VRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ WRI TE EXECUTE DEBUG
Task: drivers : READ

Task: dwdm : READ

Task: eem : READ WRI TE EXECUTE DEBUG
Task: eigrp : READ

Task: et hernet-services : READ

- - More- -

(output omtted )

BRH
BREFEUTERTPENEAEHBNETEELE : asrroot £HEEARKHEES.

usernane: asrroot



passwor d:

RP/ 0/ RSP1/ CPUO: ASROk#show user
asrroot

RP/ 0/ RSP1/ CPUO: ASROk#show user group
root - system

RP/ 0/ RSP1/ CPUWO0: i os#show user tasks

Task: aaa : READ WRI TE EXECUTE DEBUG
Task: acl : READ WRI TE EXECUTE DEBUG
Task: admn : READ WRI TE EXECUTE DEBUG
Task: ancp : READ WRI TE EXECUTE DEBUG
Task: atm : READ WRI TE EXECUTE DEBUG
Task: basi c-services : READ WRI TE EXECUTE DEBUG
Task: bcdl : READ WRI TE EXECUTE DEBUG
Task: bfd : READ WRI TE EXECUTE DEBUG
Task: bgp : READ VRI TE EXECUTE DEBUG
Task: boot : READ WRI TE EXECUTE DEBUG
Task: bundl e : READ WRI TE EXECUTE DEBUG
Task: call-homre : READ WRI TE EXECUTE DEBUG
Task: cdp : READ VRI TE EXECUTE DEBUG
Task: cef : READ WRI TE EXECUTE DEBUG
Task: cgn : READ WRI TE EXECUTE DEBUG
Task: config-mgnt : READ VRI TE EXECUTE DEBUG
Task: config-services : READ VRI TE EXECUTE DEBUG
Task: crypto : READ WRI TE EXECUTE DEBUG
Task: diag : READ VRI TE EXECUTE DEBUG
Task: drivers : READ WRI TE EXECUTE DEBUG
Task: dwdm : READ WRI TE EXECUTE DEBUG
Task: eem : READ WRI TE EXECUTE DEBUG
Task: eigrp : READ VRI TE EXECUTE DEBUG
--Mre--

(output omtted )
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. show user all
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