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BREMR
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ISE

ISE
Application |

ASA

Eth0/1 IPSEC Tunnel
Eth0/0 Radius/Tacacs

ESR (5921)

Eth0/2 |

GE-1 ISETHIKEIMZN ERDE , ESREEEhO/ONE LBBELERS,

interface Ethernet0/0

description e0/0->connection to external NAD
ip address 10.48.26.170 255.255.255.0

ip nat outside

ip virtual-reassembly in

no ip route-cache

crypto map radius

ESREMEZ T , WiIRIBTELR EAINATHE RIS TH 8, & ( HRNAD ) RADIUS/TACACSE
B EFERAEthernetO/ON EH ik , REBHEITHIZR,

ip nat inside source list 1 interface Ethernet0/0 overload

ip nat inside source static udp 10.1.1.2 1645 interface Ethernet0/0 1645
ip nat inside source static udp 10.1.1.2 1646 interface Ethernet0/0 1646
ip nat inside source static udp 10.1.1.2 1812 interface Ethernet0/0 1812
ip nat inside source static udp 10.1.1.2 1813 interface Ethernet0/0 1813
ip nat inside source static tcp 10.1.1.2 49 interface Ethernet0/0 49

access-list 1 permit 10.1.1.0 0.0.0.3

B Ky ith ZRADIUS/TACACSIE L Eth0/0/T E WY & B L EEIBEhO/M1 N EE £ F10.1.1.2 ip
address ( ISERYAER#E ) o EthO/1HWESRELE

interface Ethernet0/1

description e0/l1->tap0 internal connection to ISE
ip address 10.1.1.1 255.255.255.252

ip nat inside

ip virtual-reassembly in

no ip route-cache

AEBTap-0T EIVISERL E :



ISE22-lek/admin# show interface | b tap0
tap0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 10.1.1.2 netmask 255.255.255.252 Dbroadcast 10.1.1.3
inet6 fe80::6c2e:37ff:fe5f:0609 prefixlen 64 scopeid 0x20<link>
ether 6e:2e:37:5f:b6:09 txqueuelen 500 (Ethernet)
RX packets 81462 Dbytes 8927953 (8.5 MiB)
RX errors 0 dropped 68798 overruns 0 frame 0
TX packets 105 bytes 8405 (8.2 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O

RUE
ABAMBMAFERASA CLIFISERE,

EEd B
ARERPNETER U TREBRE -

10.229.20.50 10.48.66.202 10.48.26.170

C] AC SSL Tunnel IPSEC Tunnel w

r— WA

ASAR B
ELEASATTE

MBEREBEASANE/NTE , FEAELVEEIPHU, NEBBMNZEEF

interface GigabitEthernet0/0

nameif outside

security-level 100

ip address 10.48.66.202 255.255.254.0

BB IKEV1 SERE Y AE S\ ER A M £ BUBIKEVA

EAIKEVIERELEInternetZ £ BB M S EE 1 E (ISAKMP) KBS |, 5551 Acrypto ikev1 policy
<priority>® 4 :

crypto ikevl policy 20
authentication pre-share
encryption aes
hash sha
group 5
lifetime 86400



AR EXERMEHSENMERKISHBENSORE. NHR, MEADiffie-Hellman5| 8
B, FEIKEVIRELTE, HRIKEV! , BEnBEEREMELAEREHEENRBHPEE
PRJFENEFHNERY. MREFHTRE , AASAEABRENEEH.

MEERIEVPNRREN T E LBAIKEVI, BEBRT , ERAB(RLAL)NH. BEZRA
IKEv1 , FB1E £ 4 Bl E#E = T8 Acrypto ikev1 enable <interface-name>#r < :

crypto ikevl enable outside

A EPREAE ( LANBILANE{RECBIEEE )

HRLANZILANBSE | EMRE EERE R Bipsec-2l, EREIKEVITAA S , B Atunnel-
group ipsec-attributestit BE =, :

tunnel-group 10.48.26.170 type ipsec-121
tunnel-group 10.48.26.170 ipsec-attributes
ikevl pre-shared-key Krakowl23

AHEBENVPNRREBACL

ASAE LB HIEE(ACL)RE D BERIPSecMBZREBEN REN T ZERENRE, SREER
FTIER2HI5| BB (ACE) B s ERE , YRAREAFACELEN ARERTEFRE.

access-1list 101 extended permit ip host 10.48.66.202 host 10.48.26.170

EX : ARVPNREMACLEMER i BIA(NAT) 2 R ERARN B ZEIPHu, EEEBERT
, E—INZRRERASANISEZ ERIRE.

Ao IKEVI L5

IKEVIEBMERZ2HEMNREENAS , ANERASARBERN AN, EIPSecREEH(SA)MH
AHE  HERLASAMERSREENERETIER, AR, ASAEALENERENIES
, BRI —fESA , REZMBHMRA BB EHHERR,

Ef BIKEVIEIRE | 558 Acrypto ipsec ikev1 transform-set &n % :

crypto ipsec ikevl transform-set SET2 esp-aes esp-sha-hmac

REZRRMELEAYRAEATNE

INEE AR E & EEIPSec SAR BBV IPSeck g |, 2iE :

. SAREE , ARERIPSecEE AT NEENEHS
- BHEREER
- IPSecii 2/ 7S b it 1t
. IKEvIE#a &
AT 2 & -



crypto map MAP 20 match address 101
crypto map MAP 20 set peer 10.48.26.170
crypto map MAP 20 set ikevl transform-set SET2

BEEETUENEEARBRFHE

crypto map MAP interface outside

ASARE R

T RASAEMSRKREE :

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.48.66.202 255.255.254.0
1

1

access-list 101 extended permit ip host 10.48.66.202 host 10.48.26.170
!

crypto ipsec ikevl transform-set SET2 esp-aes esp-sha-hmac
!

crypto map MAP 20 match address 101

crypto map MAP 20 set peer 10.48.26.170

crypto map MAP 20 set ikevl transform-set SET2

crypto map MAP interface outside

ISE #AKE
AEBISELKIPHbHL

PEZ M CLIENTEGE1-GES LEE #h it , FXEGEO,

interface GigabitEthernet 1

ip address 10.48.26.170 255.255.255.0
ipv6 address autoconfig

ipv6 enable

Misr : ENELEEIPHUE K ERAEIEFRE
% 5B SR IP b 11t B] 8838 BUSE AR 7 E TR ED
EEBEERIPHLE ? YN [N]Y

[ISE L MIPSecfAFE@NAD

188 = Administration > Network Resources > Network Devices, 32— T "Add. . BREERHE
. Pt A L8, ERNADIKRLEIPSech3iE |, st ¥ IPSECHIRG & B {HIBIZYES.,



‘tlsth  Identity Services Engine Home  * ContextVisbity  » Operations ~ Administration

b System b Identity Management = ~MNetwork Resources | P Device Portal Management  pxGrid Services  » Feed Service P Threat Centric NAC
~ Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
———
(]
Metwork Devices List > EK_ASA

Network Devices
Default Device
1 Name | EK_ASA |
Device Security Settings

Network devices

* IP Address: [ 10.48.66.202 | [32 ]

* Device Profile |y Cisco | »| &2

Software Version |:|

* Network Device Group

Device Type [all Device Types © | [ setTo Default |

I IPSEC  |yes © || (et To Defaut |

Location [all Locations © | [ Set To Default |

+ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

I * Shared Secrel | yusss ‘I‘ Shaw '|

CoA Port [ 1700 | [ Set To Default |

FIBNAD® , BHEISEL BV HMERH , BIRRADIUSHEEIBESRI INZ :

ip route 10.48.66.202 255.255.255.255 gateway 10.1.1.1

#ISELRAIPSEC

5B F Administration > System > Settings, % — TRadius , A& & — TIPSEC. E#EPSN ( E—
IZE/£E ) BERAEER , BEENMAYRZESORIFS £, R—T "Save. . WLIFREASEME
BB EWRE.



‘thuale” Identity Services Engine Home  » ContextVisibilty  » Operations  » Poiicy [V il * Work Canters

~ System ¥ Identity Management  » Network Resources  * Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deploy Li ing ¥ Certifi ¥ Logging  » Maintenance Upgrade Backup & Restore  » Admin Access  ~ Seftings
—
(<]
Client Provisioning IPSec Deplovmem
FIPS Mode
Alarm Settings Activate ISE Nodes for IPSec
» Posture
1 Selected Rows/Page 1 :J 1 2 |11 Go 1 Total Rows
Profiling
~ Protocols < Refresh
= i
~ EAPEAST @ ISE Nodes IPSec Status IPSec Interface Authentication Type
ISE22-1ek Disabled
EAP-TLS
= o Note: Please be aware that the application server will restart on the selected nodes.
EAP-TTLS o Note: Proper must be and on ESR. Please see IPSec documentation.
RADIUS
IPSec Enable/Disable IPSec for selected nodes
Security Settings © Enable () Disable
Proxy
SMTP Server IPSec Interface for selected nodes:
SMS Gateway Gigabit Ethernet 1 j i
SV RIS Authentication for selected nodes:
Policy Sets
© Pre-shared Key
ERS Settings
Smart Call Home Krakow123 i
DHCP & DNS Services
§ X.508 Cenificates
Max Sessions

e D

AR, RBEMMBE , ISECLIEERRNEENERA P BENERMRE , MHBHAESR (#R
AR HER ) EHISENH.

interface GigabitEthernet 1
shutdown
ipv6e address autoconfig
ipv6 enable

BB EHRMEIR , ESREMEBA. EREAFIESR , FEDTIHIHE Aesr:

ISE22-1lek/admin# esr

% Entering ESR 5921 shell

% Cisco IOS Software, C5921 Software (C5921_I86-UNIVERSALK9-M), Version 15.5(2)T2, RELEASE
SOFTWARE (fc3)

% Technical Support: http://www.cisco.com/techsupport

% Copyright (c¢) 1986-2015 Cisco Systems, Inc.

Press RETURN to get started, <CTRL-C> to exit

ise-esr5921>en
ise-esr5921#

ESRIZHIL T MBAEE :

crypto keyring MVPN-spokes
pre-shared-key address 0.0.0.0 0.0.0.0 key Krakowl23
!

crypto isakmp policy 10



encr aes
hash sha256
authentication pre-share
group 16
!
crypto isakmp policy 20
encr aes
hash sha256
authentication pre-share
group 14
!
crypto isakmp key Krakowl23 address 0.0.0.0
1
crypto isakmp profile MVPN-profile
description LAN-to-LAN for spoke router(s) connection
keyring MVPN-spokes
match identity address 0.0.0.0
!
crypto ipsec transform-set radius esp-aes esp-sha256-hmac
mode tunnel
crypto ipsec transform-set radius-2 esp-aes esp-sha256-hmac
mode transport
!
crypto dynamic-map MVPN-dynmap 10
set transform-set radius radius-2
1

crypto map radius 10 ipsec-isakmp dynamic MVPN-dynmap

FHRASAT X Esha2b6iZER % , RILESR E FEHMARIE B R IUHE IPSECSE 1B BRI 55 2B Bx
RYIKEV1R R, B BisakmpREEMEBHE | LIPEASA LB RV SRHE

crypto isakmp policy 30
encr aes
authentication pre-share

group 5
1

crypto ipsec transform-set radius-3 esp-aes esp-sha-hmac

mode tunnel
1

crypto dynamic-map MVPN-dynmap 10
set transform-set radius radius-2 radius-3

BARESREAEEMEZEN T !

ip route 0.0.0.0 0.0.0.0 10.48.26.1

B

ASA

FEAnyconnect®E FimiE#R 2] , ASARBEINEESR

BSNS-ASA5515-11# sh cry isa sa
There are no IKEvl SAs

There are no IKEv2 SAs
BSNS-ASA5515-11# sh cry ipsec sa



There are no ipsec sas
BSNS-ASA5515-11#

% Fim@iBAnyconnect VPNE FiniE#R , RAER S 0RIBIRISE 2.2,

' 9 Cisco AnyConnect | BSH

Please enter your username and password.

Username:  alice BSMS-ASA5515-11.example. com Connect

—
' T [RA Please enter your username and password.

Paszsword: B s

Network:
Connected (172, 16.126.230)

wired

System Scan:
Mo policy server detected.
Default network access is in effect.

AMP Enabler:
AMP for Endpoints installed.

BRERIEN#% , ASAEEE —HIBVPNEFEEIYMWRADIUSERE , EASALERIUTHY |, Ik
HRRENRER1CE -

BSNS-ASA5515-11# sh cry isa sa
IKEv1l SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 10.48.26.170
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs
BSNS-ASA5515-11#

FEER2EME , HECMBRNER

BSNS-ASA5515-11# sh cry ipsec sa
interface: outside
Crypto map tag: MAP, seq num: 20, local addr: 10.48.66.202

access-1list 101 extended permit ip host 10.48.66.202 host 10.48.26.170
local ident (addr/mask/prot/port): (10.48.66.202/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.48.26.170/255.255.255.255/0/0)
current_peer: 10.48.26.170



#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 5, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: O

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.48.66.202/0, remote crypto endpt.: 10.48.26.170/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 5BBE9F07

current inbound spi : 068C04D1

inbound esp sas:
spi: 0x068C04D1 (109839569)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 323584, crypto-map: MAP
sa timing: remaining key lifetime (kB/sec): (4373999/3558)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000003F
outbound esp sas:
spi: Ox5BBEI9F07 (1539219207)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 323584, crypto-map: MAP
sa timing: remaining key lifetime (kB/sec): (4373999/3558)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ESR
HESREALgEMENE L |, 55— &R /up:

ise-esr5921#sh cry isa sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status

10.48.26.170 10.48.66.202 QM_IDLE 1012 ACTIVE MVPN-profile

IPv6 Crypto ISAKMP SA

ise-esr5921#

[EER2ERE , EREERIIMBRMER .

ise-esr5921#sh cry ipsec sa

interface: Ethernet0/0
Crypto map tag: radius, local addr 10.48.26.170

protected vrf: (none)
local ident (addr/mask/prot/port): (10.48.26.170/255.255.255.255/0/0)



remote ident (addr/mask/prot/port): (10.48.66.202/255.255.255.255/0/0)
current_peer 10.48.66.202 port 500

PERMIT, flags={}

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0

local crypto endpt.: 10.48.26.170, remote crypto endpt.: 10.48.66.202
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: 0x68C04D1(109839569)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: O0x5BBEY9F07(1539219207)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 31, flow_id: SW:31, sibling_flags 80000040, crypto map: radius
sa timing: remaining key lifetime (k/sec): (4259397/3508)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0x68C04D1(109839569)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 32, flow_id: SW:32, sibling_flags 80000040, crypto map: radius
sa timing: remaining key lifetime (k/sec): (4259397/3508)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

ISE

Live Authentication¥g R EEPAP_ASCII B :
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‘soe® " ESR-ESP.pcap

4 = ® REG ResEF IS F @ QQE
|1 esp || radius - *
M. Time Source Destination Protocel Length Info

42 2017-02-03 11:23:01.618220 10.48.66.202 10.48.26.178 ESP 694 ESP (SPI=Bxd37@dade)

43 2017-82-03 11:23:81.665386 10.48.26.170 1@.48.66.202 ESP 262 ESP (SPI=8x108bbceb)

44 2017-02-03 11:23:01.668335 10.48.66.2082 19.48.26.170 ESP 742 ESP (SPI=0xd370dale)

45 2017-02-03 11:23:01.680209 10.48.26.170 10.48.66.202 ESP 134 ESP (SPI=9x1@8bbceb)

66 2017-02-03 11:23:02. 166469 10.48.66.202 10.48,26.170 ESP 774 ESP (SPI=8xd37@dade)

61 2017-02-03 11:23:02.179383 10.48.26.170 10.48.66.202 ESP 134 ESP (SPI=@x1@8bbceb)

Al A{EISEEE B E R T — REER(CoA) — BRERMEBNIEITE :

et identity Services ENgine  Homa b Contet vishity IRl fPey b

~RADIUS | Threat.Contric NACLwelogs * TACACS  * Troubloshoo! Adaptive Network Control  Ropoets
LiveLogs  Live Sessions

Refresh | Evory 1 minute j;m Latpss 20 rocords :J“'“"" Last 24 hours j

S Retesh 2 Expon 0T Yrmor~ a2

01654 AM  Fob 03,2017 112302174 AM  Started Show CoA Actions 4+ ales 10.10.10.12 Workstation PAP_ASCII  PAP_ASCH Defaut > Dok

The secure gateway has terminated the VPN connection.
The following message was received from the secure

BSMS-ASA5515-11.example.com Connect

SRR

& RVPNSEBERR F T o] A BEBREEIPSECH BN BIE, FBRI M E THRIIERANXE -
5 FAPSKHY i5 25 2 vh BiVPNIIIOS IKEV2FR S M B HER B T 3R B8R

18 A A B F PSKAY v 2 31 vk B VPNRYASA IKEV2iR:
IPsec SEEEHESE - BMEENFREEES

FENADFIISE 2.2 FE MFlexVPNu: SIS R5 ( DVTIE) hnFE MR
)

A LAE A FlexVPNRERADIUSTHE, AT ROIFFERT AT HE :



/content/en/us/support/docs/ip/internet-key-exchange-ike/115934-technote-ikev2-00.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html

Interface inside 10.48.17.87
172.16.0.1 IPSEC Tunnel

Radius/Tacacs

Interface outside Interface TapO — 10.1.1.2
10.48.66.202

FlexVPNEL E R EZEOEETHN, EZFBUSEILE :

http://www.cisco.com/c/en/us/support/docs/security/flexvpn/116008-flexvpn-nge-config-00.html

ASAR it

hostname BSNS-ASA5515-11
domain-name example.com

ip local pool POOL 10.10.10.10-10.10.10.100 mask 255.255.255.0
1
interface GigabitEthernet0/0

nameif outside

security-level 100

ip address 10.48.66.202 255.255.254.0

1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.0.1 255.255.255.0

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
object network POOL

subnet 10.10.10.0 255.255.255.0
object network ISE

host 10.48.17.86
object network ISE22

host 10.1.1.2
object network INSIDE-NET

subnet 172.16.0.0 255.255.0.0

access-list 101 extended permit ip host 172.16.0.1 host 10.1.1.2
access-list OUT extended permit ip any any
nat (inside,outside) source static INSIDE-NET INSIDE-NET destination static ISE22 ISE22
nat (outside,outside) source dynamic POOL interface
nat (inside,outside) source dynamic any interface
access-group OUT in interface outside

route outside 0.0.0.0 0.0.0.0 10.48.66.1 1

aaa-server ISE22 protocol radius
authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server ISE22 (inside) host 10.1.1.2
key *k kK *k


/content/en/us/support/docs/security/flexvpn/116008-flexvpn-nge-config-00.html

crypto ipsec ikev2 ipsec-proposal SET

protocol esp encryption aes

protocol esp integrity sha-1

crypto ipsec security-association pmtu-aging infinite
crypto dynamic-map DMAP 1 set ikevl transform-set SET
crypto map MAP 10 ipsec-isakmp dynamic DMAP
crypto map MAP 20 match address 101

crypto map MAP 20 set peer 10.48.17.87

crypto map MAP 20 set ikev2 ipsec-proposal SET
crypto map MAP interface outside

crypto ikev2 policy 10

encryption aes

integrity sha256

group 2

prf sha256

lifetime seconds 86400

crypto ikev2 enable outside
management-access inside
webvpn

enable outside

anyconnect image disk0O:/anyconnect-win-4.4.00243-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group-list enable

error-recovery disable

group-policy GP-SSL internal

group-policy GP-SSL attributes
vpn-tunnel-protocol ssl-client

tunnel-group RA type remote-access

tunnel-group RA general-attributes

address-pool POOL

authentication-server-group ISE22
accounting-server-group ISE22
default-group-policy GP-SSL

tunnel-group RA webvpn-attributes

group-alias RA enable

tunnel-group 10.48.17.87 type ipsec-121
tunnel-group 10.48.17.87 ipsec-attributes

ikev2 remote-authentication pre-shared-key *****
ikev2 local-authentication pre-shared-key ****%*

ISE_LESRAL &

ise-esr5921#sh run
Building configuration...

Current configuration : 5778 bytes

!

! Last configuration change at 17:32:58 CET Thu Feb 23 2017
!

version 15.5

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

service call-home

!

hostname ise-esr5921

!

boot-start-marker

boot host unix:default-config
boot-end-marker

1



1
no aaa new-model
bsd-client server url https://cloudsso.cisco.com/as/token.oauth2
clock timezone CET 1 0
mmi polling-interval 60
no mmi auto-configure
no mmi pvc
mmi snmp-timeout 180
call-home

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact email
address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "CiscoTAC-1"

active

destination transport-method http

no destination transport-method email

|
|
:
ip cef
no ipvé cef
!
multilink bundle-name authenticated
|
|
|

1
!
crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl?2
revocation-check crl
1
!
crypto pki certificate chain SLA-TrustPoint
certificate ca 01
30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0BO50030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBDY96 131EQ5F7 145EA72C 2CD686E6 17222EAl1l F1EFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
1C394D78 462EF239 C659F715 B98COA59 5BBBS5CBD OCFEBEA3 700A8BF7 D8F256EE
4AAAE80D DB6FDICY9 60BlFD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DABS53EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCB8EOOF 539BA42B 42C68BB7
C7479096 BACB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191



C55F0D76 61F9A4CD
DFC7C6CF 04DD7FD1
06300F06 03551D13
4B3D31E5 1B3E6ALl7
03820101 00507F24
604EDCDE FF4FED2B
D98987BF E40CBDY9E
467A3DF4 4D565700
7CATB7E6 ClAFT74F6
S5FBODAO6 B92AFETF
80DDCD16 D6BACECA
418616A9 4093E049
D697DF7F 28

quit

3D992327
02030100
0101FF04
606AF333
D3932A66
7T7TFC460E
1AECAQC2
6ADFOFO0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

A8BB03BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO04FF7C
E973DE7F
F3A58BEL
35202CDC
932E35B5

license udi pid CISC05921-K9 sn 98492083R3X

username lab passwo
!

redundancy

1

1

rd 0 lab

crypto keyring MVPN-spokes
pre-shared-key address 0.0.0.0 0.0.0.0 key Krakowl23
crypto ikev2 authorization policy default

route set interfac

e

route set remote ipv4 10.1.1.0 255.255.255.0

crypto ikev2 keyring mykeys

peer ISR4451
address 10.48.23.6

8

pre-shared-key Krakowl23

crypto ikev2 profile default

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local myke

Vs

7CBADF 8B
03551DOF
0603551D
09278648
6D4DF6B0
3A5673AB
CD98B646
21E878AC
5BDDEB86
1A48A229
60E4616A
8862FDAE

aaa authorization group psk list default default local

virtual-template 1
1

!
crypto isakmp polic
encr aes

hash sha256
authentication pre
group 16

!
crypto isakmp polic
encr aes

hash sha256
authentication pre
group 14

v 10

-share

v 20

-share

crypto isakmp key Krakowl23 address 0.0.0.0

crypto isakmp profile MVPN-profile

description LAN-to-LAN for spoke router(s)

keyring MVPN-spokes
match identity address 0.0.0.0

connection

DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1E69
B623CDBD
0275156F

crypto ipsec transform-set radius esp-aes esp-sha256-hmac

95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0



mode tunnel

crypto ipsec transform-set radius-2 esp-aes esp-sha256-hmac

mode transport

crypto dynamic-map MVPN-dynmap 10

se
|

t transform-set radius radius-2

crypto map radius 10 ipsec-isakmp dynamic MVPN-dynmap

interface Loopback0

ip address 10.1.12.2 255.255.255.0

interface Ethernet0/0
description e0/0->connection to external NAD
address 10.48.17.87 255.255.255.0

ip
ip
ip
no

nat outside

virtual-reassembly in

ip route-cache

crypto map radius

interface Ethernet0/1

description e0/l1->tap0 internal connection to ISE
address 10.1.1.1 255.255.255.252

ip

ip

ip

no
!

interface Ethernet0/2

nat inside

virtual-reassembly in

ip route-cache

description e0/2->connection to CSSM backend license server

no ip address

ip virtual-reassembly in

no ip route-cache

interface Ethernet0/3
no ip address

shutdown

interface Virtual-Templatel type tunnel

ip unnumbered Loopback0

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile default

ip forward-protocol nd

1

!
no
no
ip
ip
ip
ip
ip
ip
ip

1

ip http server

ip http secure-server

nat
nat
nat
nat
nat
nat

route 0.0.0.0 0.0.0.0 10.

inside
inside
inside
inside
inside
inside

source
source
source
source
source
source

list 1
static
static
static
static
static

interface Ethernet0/0 overload

udp
udp
udp
udp
tcp

10.
10.
10.
10.
10.
48.17.1

1.

e

e e
NN N NN

1645
1646
1812
1813

49 interface Ethernet0/0 49

interface
interface
interface
interface

Ethernet0/0
Ethernet0/0
Ethernet0/0
Ethernet0/0

1645
1646
1812
1813



1
access-list 1 permit 10.1.1.0 0.0.0.3
1

control-plane
1

line con O

logging synchronous
line aux 0

line vty 0 4

login

transport input none
!

1

end
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