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- RADIUSEAIE

o FEARLANIEHIZS(WLC) LAY802.1xHH AE
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AXFHEFARBRIRIU T RENERIRA

- BRI RESIZBRA2.2

- EARLANIEHIZS8.0.100.0

« Cisco Catalyst3X#2883750 15.2(3)E2
« Windows 7E i

« JE176.0.18AndroidE5E

« JE1T5.089Android EFE

* Apple iPad iOS 9.1

AXHHNEARBBRBEERERREANKENREL. XHEAZNMERERRSER (R
) AARERRE, MREHMEREFT , FEARECERAEAESTREXRNTZE,

BERE

TRASFEEL WEERET —&ES% , THHESEEAENESES 0BT EFB TG,
AERZFANRADIUSIEXPEE , Bt LLARTACACSIEEPEER

ISERRAS2. 2] AR R UL T St S B MR NS 2 EHE R B

« User Identity — REIBESEEAENSFHR
« ldentity Group — PR BB EENEFEE
- APNERE — RHSECHEBEABEEANEFEH

PFEeFENEFENGTERE—N K BSERKREEEPSN)EE, PSNZERESETEAEMN
B, HESFENEETETHRERPER K EREREELERT. EPSNEFRBNERLT
, MaxSessionsiTE B EE,

ERAESHFAHEEAEEBTES ANE , YEBYRFEANERFEEE (REEAMEEN
PSNETE ) o

B B &
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Wircowy Clar? Ancmod Derica

=Bl
SEEAENRAGER
#E RS

i ® = Administration > System > Settings > Max Sessions , #1 T~ EFfR :



shal  |dentity Services Engine Home » Context Visibility » Operations ¢ Policy ~ Administration m

= System b ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat

Deployment  Licensing b Certificates  » Logging b Maintenance  Upgrade  Backup & Restore b Admin Access = Settings
I
<]
Client Provisioning

Max Sessions
FIPS Mode

: User Group Counter Time Limit
Alarm Settings

~| Unlimited sessions per user (i
¢ Posture P !

Profiling Maximum per user | 2 % | Sessions

+ Protocols

Proxy

SMTP Server

SMS Gateway

System Time

Policy Sets

ERS Settings

Smart Call Home
DHCP & DNS Services

Max Sessions

ERRAZINAE |, SBHUEIZEF Unlimited session per userBREV A , ZEBREVS HMERENIEPAREE,
FEMaximum per user Sessionst@fiF , BBERFEFEAEETESEPSNLAUBMENSEE. EAH
F, EREA2,

RENEBEBIR ( HlaActive Directory ) WERE b Z Il BRI L,

#i {51

Bob = 3 B Active Directoryﬁﬂﬁﬁﬁﬁ’]ﬁﬁﬁ%%ﬁ ZIRFEEZEILIMAISERRES. "HFHAERK
2. BEAE2 , ERTTAFEHE—FHEEBLEENEMEEE (ZEPSN) .

WMEFF R , /A &BobfE RN B ELZANIroid PhonefWindowsE A :

Jan 29, 2017 08:34:51.137 AM a Bob CC:FA00:B4:D5:0F LG-Davice Profiled Default >> Dot1X >> Default  Default >> MaxSession_Test

Jan 28, 2017 08:32:17.776 AM a Bob CO:4A:00:14:56:F4 TP-LINK-Davice Profilad Default >> Dot1X >> Default Default >> MaxSession_Test

HRREBRAEXEME LR , At AFFMEEXMREER, F2EFHMMRadius Live A5 , I NEIFT
N



Overview
Event 5200 Authentication succeeded
Username Bob
Endpoint Id CC:FA:00:B4:D5:0F &
Endpoint Profile LG-Device
Authentication Policy Default >> Dot1X >> Default
Authorization Policy Default >> MaxSession_Test
Authorization Result PermitAccess

15036 Ewvaluating Authorization Folicy

15048 Queried PIP - EndPoints.LogicalProfile

15048 Queried PIP - Network Access. AuthenticationStatus
15004 Matched rule - MaxSession Test

15016 Selected Authorization Profile - PermitAccess

22081 Max sessions policy passed

22080 New accounting session created in Session cache

12306 PEAP authentication succeeded

11503 Prepared EAP-Success

24432 Looking up user in Active Directory - pgruszczad.example.com
24355 LDAP fetch succeeded - pgruszczad .example.com

User's Groups retrieval from Active Directory succeeded -
pgruszczad.example.com

11002 Retumed RADIUS Access-Accept

24416

22081 Max sessions policy passed S BRIR R A SFERER DN EA,



BB S —RENE = EERIHABEBENBREFR , Bob& U E|PermitAccess , {BAccess-Reject®
BRI B MRFSS

Jan 29, 2017 08:35:35.293 AM . o Bob 34:ABST 606388 Apple-Device Profiled Default >> Dot1X >> Default Default > MaxSession_Test
Jan 29, 2017 08:34:51.137 AM a Bob CCFA:00:B4:D5:0F LG-Device Profiled Default >> Dot1X >> Default  Default >> MaxSession_Test
Jan 29, 2017 0B:32:17.776 AM a 4+ Bob 4 CO:4A:D0:14:58:F4 4+ TP-LINK-Davice Profiled 4 Default >> Dot1X >> Default Default >> MaxSession_Test
Overview

Event 5400 Authentication failed

Username Bob

Endpoint Id 34:AB:37:60:63:88 &

Endpoint Profile Apple-Device

Authentication Policy Default >> Dot1X >> Default

Authorization Policy Default >> MaxSession_Test

Authorization Result PermitAccess

Authentication Details

Source Timestamp 2017-01-29 08:36:28.882

Received Timestamp 2017-01-29 08:35:35.293

Policy Server pgruszczise22

Event 5400 Authentication failed

Failure Reason 22089 Max sessions policy failed. Max sessions user limit exceeded.
Username Bob

Endpoint Id 34:AB:37:60:63:88
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FAFETHEREMER , BIfEERadiusBIRGE &S , LRI CHF ERNBERERE. BERERE
BERE |, FEMIIEE> Radius >EBEFE:

Session Status  Action Endpoint ID Identity IP Address Endpoint Profile
j Endpoint 1D Identity IP Address j Endpoint Profile

Started Show CoA Actions CC:FA:00:B4:05.0F Bob 10.62.148.145 LG-Device

Started Show CoA Actions CO:4A:00:14:56:F4 Bob 10.62.148.141 TP-LINK-Device

EEBBERT , MEEFENMREH R Started , ERTEFEMN Accounting StartZ3ZEISE, X EAWKE|
Radius Accounting for Max SessionF REIEE T , EEFETEHETEERERFRE (AHE
7, BRBRER) -

Session Status  Action Endpoint ID Identity IP Address Endpoint Profile Posture Status ~ Security Group
j Endpoint ID Identity IP Address j Endpoint Profile Posture Status Security Group

Authenticated Show CoA Actions CO:4A:00:14:56:A7 Bob

Authenticated Show CoA Actions CO:4A:00:14:56:F4 Bob TP-LINK-Deavice

Authenticated Show CoA Actions 34:AB:37.60:63:68 Bob Apple-Device

Authenticated Show CoA Actions CC:FA:00:B4:D5:0F Bob LG-Device

K3
it



B 2 E ¥ >System>E E>

Max Sessions

RAEEE>E:

User Tup Counter Time Limit
«" Expand Al # Collapse All Y Filter ~ &~
Name Description Max Sessions for Group Max Sessions for User in Group
ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (defau... Unlimited Unlimited (4
Employee Default Employee User Group Unlimited Unlimited @
GROUP_ACCOUNTS (default)  Default GROUP_ACCOUNTS (d... Unlimited Unlimited (e
GroupTest1 MaxSession Test Unlimited Unlimited &
GroupTest2 MaxSession Test 2 Unlimited (9
GroupTestd MaxSession Test Unlimited Unlimited (9
GuestType_Contractor (default)  Identity group mimroring the gues...  Unlimited Unlimited e
GuestType_Daily (default) Identity group mirroring the gues...  Unlimited Unlimited (e
GuestType_StandardGuest Identity group mirroring the gues... Unlimited Unlimited £
GuestType_Weekly (default) |dentity group mirroring the gues...  Unlimited Unlimited (9
OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (def...  Unlimited Unlimited £

HERERZARNIBE B HEGroupTest2BE2EEET

gl

ZN

BREARTEASEEREERR,

Alice. PablofPeter2 REZPISEFAERENEAE. THE R B AGroupTest2HENKE. BRIR
ARBIPNEE  BIBEREST , EFENRAKEREA2,

Network Access Users

J Edit <badd [ cnange Status ~  @eImport @ Export + 3¢ Delete [y Duplicate

Status Name
] mEnabled ¢ alice
] mEnabled ¢ pablo
[] mEnabled ¢ peter

Description

First Name

Last Name

Email Address

Selected 0 | Total 4 % &5

-l ‘3

Shaw [ Al

User Identity Groups
GroupTest2
GroupTest2
GroupTest2

PablofPeterff f 3k B & & GroupTest2 Y R P4H 1Y B RIEAR ZIHBEE -

Jan 28, 2017 09:25:54.554 AM ]

Jan 28, 2017 09:25:34.984 AM ]

a Pablo

a Peter

CO:4A:00:14:56:F4

34:AB:37:60:63.88

TP-LINK-Devica

Apple-Device

AliceEFERE , #42%| = EEAIMaxSessionsPRH :

Jan 28, 2017 09:26:17.6812 AM [}

Jan 29, 2017 09:25:54.554 AM B8

Jan 29, 2017 09:25:34.984 AM [~]

Alice

Fablo

Peter

CC:FA:00:B4:D5:0F
CO:4A:00:14:56:F4

34:AB:37.60:63:68

LG-Device
TP-LINK-Device

Apple-Device

User ldentity Groups:GroupTest2 Default >=> MaxSession_Test

User ldentity Groups:GroupTest2 Default >> MaxSession_Test

User Identity Groups:GroupTest2 Default >> MaxSession_Test
User Identity Groups:GroupTest2 Default >> MaxSession_Test

User Identity Groups:GroupTest2 Default >> MaxSession_Test



Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5400 Authentication failed
Alice

CC:FA:00:B4:D5:0F £
LG-Device

Default >> Dot1X >> Default
Default >> MaxSession_Test

PermitAccess

H A PeterfPabloE ASR A EFEHERS , FitbAlice T /o FHERR B HHEE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Failure Reason

Username

y=EES

WRBLE T User Maximum Sessions , BIM{EIIEEE L TE, EUHROIF  FREFKAEFEH

A1, BB REFEBRER2,

2017-01-29 09:27:11.504
2017-01-29 09:26:17.812
pgruszczise2?2

5400 Authentication failed

22097 Max sessions policy failed. Max sessions group limit exceeded.

Alice




Max Sessions

User Group Counter Time Limit

Unlimited sessions per user i

Maximum per user 1 : | Sessions i

ERENRAERE (2S5 ) ffPeter , BEHRNEAERASHELE ( —EE:7F ) SRMERLE
REIWES

Jan 29, 2017 09:34:18.169 AM [ <] a Peter CO:4A:00:14:56:F4 TP-LINK-Device User Idenfity Groups:GroupTest2 Default »> MaxSession_Test

Jan 29, 2017 09:33:54.792 AM a Peter 34:AB:37.60.63.88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

MEFAERFE— B LBENKE |, B AHEE T Max Sessions for Group , Bl —Bi#E#R
, ISEE ¢+ & P B #Y = {40318 fiMax Session for Group cachefV &+ & &S,

EARTREIH | AlicefPablo&B 2 GroupTest1 M GroupTest2BI K &, VeronicafZE B
GroupTest1,Peter @R GroupTest2

Network Access Users

J Edit SAdd .| Change Status + @olmport b Export v 3¢ Delete + 4 Duplicate
Status Name = Description First Name Last Name Email Address User Identity Groups Admin
] B Enabled alice GroupTest1,GroupTest2
O Enabled pablo GroupTest1,GroupTest2
] [ Enabled peter GroupTest2
| Enabled veronica GroupTestl

GroupTest1#GroupTest2BIMax Sessionz& xE A2:



Max Sessions

S
User Group
" Expand Al # Collapse Al
Name

ALL_ACCOUNTS (default)
Employee
GROUP_ACCOUNTS (default)
GroupTest1

GroupTest2

GroupTest3
GuestType_Contractor (default)
GuestType_Daily (default)
GuestType_Weekly (default)

OWN_ACCOUNTS (default)

Counter Time Limit

Description

Default ALL_ACCOUNTS (defau...

Default Employee User Group

Default GROUP_ACCOUNTS (d...

Identity group mirroring the gues...
Identity group mirroring the gues...
Identity group mirroring the gues...

Default OWN_ACCOUNTS (def...

Max Sessions for Group
Unlimited

Unlimited

Unlimited

2

2

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

T Fiterv {3~

Max Sessions for User in Group

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

@

e €D

EAliceMPabloiE R EIEE R , ©MERE T mEMANEFERS]. Veronica ( EBEMR GroupTest1F
Peter ) , GroupTest2Ry B B ER , HAMHENIMax Session2FEFHF A EE :

B e o

B e

Varonica
a Pater
a o Pable
a * Pablo &
& 0 Alice
a Alice

10:A5:D0:58:B8:E2 Unknown
34:AB3T.60:63:88 Apple-Device
CC:FA:00:B4:D5:0F LG-Davice
CCiFA00:B4:D5:0F LG-Device
CO:4A00:14:56:F4 TP-LINK-Device
CledA00:14:56:F4 TP-LINK-Device

HERERAENRAEREH

=n
54

=

&£

Usar Identity Groups:GroupTest1,Linknown Defauli >> D...  Default >> MaxSession_Test
User Identity Groups:GroupTest2, Profiled Default == D. Default »> MaxSesslon_Test
Default>>D...  Dafault >> MaxSession_Tast

User Identity Groups:GroupTest1,User Identity Groups:GroupTest2  Default >> D.
Default>> D...

User Identity Groups:GroupTest1, User identity Groups:GroupTest2 f Default > D.

E i FlAdministration > System > Settings > Max Sessions > Group,

Default »> MaxSession_Test
Dafault >> MaxSession_Tast

Default > MaxSesslon_Test



Max Sessions

|
User Group Counter Time Limit
«" Expand All # Collapse All Y Filter = 4~
Name Description Max Sessions for Group  Max Sessions for User in Group
ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (defau... Unlimited Unlimited (£
Employee Default Employee User Group Unlimited Unlimited &
GROUP_ACCOUNTS (default)  Default GROUP_ACCOUNTS (d... Unlimited Unlimited (e
GroupTest1 MaxSession Test Unlimited Unlimited (3
GroupTest2 MaxSession Test Unlimited 2 (e
GroupTest3 MaxSession Test Unlimited Unlimited (9
GuestType_Contractor (default)  Identity group mirroring the gues...  Unlimited Unlimited [
GuestType_Daily (default) Identity group mirroring the gues...  Unlimited Unlimited [
GuestType_StandardGuest Identity group mirroring the gues...  Unlimited Unlimited (e
GuestType_Weekly (default) Identity group mirroring the gues...  Unlimited Unlimited (3
OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (def...  Unlimited Unlimited (e
Reset
= 37| = = =
WERERZARNIBE B HEGroupTest2B 2@ S,
& 45
. = = .
Alice2GroupTest2BI X & :
Network Access Users
J/ Edit spAdd | [[]change Status » @oImport o Export v 3¢ Delete v L{'sDuplicate
Status Name a | Description First Name Last Name Email Address User Identity Groups
71 mEnabled ¢ alice GroupTest2

L IhEe Ry T4 B & | K55 (User Maximum Session)$8 {5l — ISERR I8 EAZBHERERE
AHENMREEY. KEEEXEBNCEEENFERE.

AlicetEBGroupTest2HIR & , AIUBE2ER RS, ERIE=AKER , ISERBFEBERER
HERAEFHEEIREPermitAccessFAccess-Reject:

Jan 29, 2017 10:00:17.666 AM [ ]
Jan 28, 2017 09:59:56.723 AM
Jan 28, 2017 09:59:00.008 AM

S¥#HMRadius-Live B5% :

Alica

Alice

Alice

34:AB:37:60:63:88

CC:FA:00:B4:D5:0F

CO:4A:00:14:56:F4

Apple-Device
LG-Davice

TP-LINK-Device

User Identity Groups:GroupTest2 Default >> MaxSession_Test
User ldentity Groups:GroupTest2 Default >> MaxSession_Test

User ldentity Groups:GroupTest2 Default >> MaxSession_Test



Overview
Event 5400 Authentication failed
Username Alice
Endpoint Id 34:AB:37:60:63:88 &
Endpoint Profile Apple-Device
Authentication Policy Default >> Dot1X >> Default
Authorization Policy Default >> MaxSession_Test
Authorization Result PermitAccess

15036 Evaluating Authorization Policy

15048 Queried PIP - EndPoints.LogicalProfile

15048 Queried PIP - Network Access.AuthenticationStatus
15004 Matched rule - MaxSession_Test

15016 Selected Authorization Profile - PermitAccess

22098 Max sessions policy failed. Max sessions user in group limit exceeded.

12306 PEAP authentication succeeded
11503 Prepared EAP-Success
11003 Returned RADIUS Access-Reject

MREEMA "EAESRASHEEL , AIMEDNEREILIIE. MREAEAliceREGroupTest2hY B
& , B#AMaximum Session for User in GroupBt & 42 , [EKUser Max SessionsBit E A B EEA &
RAH—EEEE , BlUser Max Sessionsf& % :

Max Sessions

User Group Counter Time Limit

71 Unlimited sessions per user i

Maximum per user 1 v Sessions i

=



EAiceERERIE_MERER , ISERBEBRASHEAERHIREFHRZIERE

Jan 29, 2017 10:06:00.852 AM -] a Alice CC:FA:00:B4.05.0F LG-Device User |dentity Groups:GroupTest2 Default >> MaxSession_Test

Jan 29, 2017 10:05:28.903 AM a Alice CO0:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

EENFRRE AT AEFMRadiusBIR BR TRE, BASFEEAERFIRXMNER

Authentication Details
Source Timestamp 2017-01-29 10:06:54.616
Received Timestamp 2017-01-29 10:06:00.852
Policy Server pgruszczise22
Event 5400 Authentication failed
Failure Reason 22089 Max sessions policy failed. Max sessions user limit exceeded.
Username Alice

"R Lewhasbeg defForsiion Foloy

VS Chaewd MR Ereifoendy, Loty

PHEl CDhared MO . ey decasn Adorgerdstiptaon D
CRDCH  flgarrepd robs - LTt T

fl Sl et Peoifad - Parel i il

SO N bt poCy Tde] Wi bk e T ]

O A e e D el e ]

TINLE  Pepyire A s ed
TTANE N MUAHLTL B oy Flmaec

ENRAERENZETNERAENRAEREH

RIE

E i BAdministration > System > Settings > Max Sessions > Group,




Max Sessions

User

«" Expand All

Group

# Collapse All
MName
ALL_ACCOUNTS (default)
Employee
GROUP_ACCOUNTS (default)
GroupTest1
GroupTest2
GroupTest3
GuestType_Contractor (default)
GuestType_Daily (default)
GuestType_Weekly (default)

OWN_ACCOUNTS (default)

Counter Time Limit

Description

Default ALL_ACCOUNTS (defau...

Default Employee User Group

Default GROUP_ACCOUNTS (d...

Identity group mirroring the gues...
Identity group mirmoring the gues...

Identity group mirroring the gues...

Default OWN_ACCOUNTS (def...

Max Sessions for Group

Unlimited

Unlimited

Unlimited

Unlimited

3

Unlimited

Unlimited

Unlimited

Unlimited

Unlimited

Y Fiter~ £~

Max Sessions for User in Group

Unlimited @
Unlimited (£}
Unlimited @
Unlimited &
2 @
Unlimited G
Unlimited @
Unlimited (£
Unlimited (£
Unlimited (e

-

WEEEAIT S D HEGroupTest2A BRGRZIBETE , EXETAFRHEERTRZ2ESE.

g4

AlicefPablo&GroupTest2HI K B, BBRRFIHPWEE , GroupTest2H & Z AFFIERFE. ISERE
REEFEAETLHAPRSAUR2EGHE.

Network Access Users

J Edit ._-}..Add

Status Name
] ®Enabled ¢ alice
] mEnabled ¢ pablo

a  Description

[[)change Status ~  @aIMPOrt G Export ~ 3¢ Delete ~ LiyDuplicate

First Name

Alice BB MEREER. MBI IwmEERDHEE

Jan 28, 2017 10:27:04.543 AM

Jan 29, 2017 10:26:50.664 AM

Alice

Alice

34:AB:37.60:63:88

CO:4A00:14:56:F4

Last Name Email Address User Identity Groups
GroupTest2
GroupTest2
Apple-Davice User Identity Groups:GroupTest2 Default >> MaxSession_Test

TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

EAiceERBBE=AREERK , SEMEE  YHEBBEREAENSAESFHHRG



Jan 29, 2017 10:28:34,503 AM [ -] o

Jan 29, 2017 10:27:04.543 AM a

Jan 29, 2017 10:26:50.664 AM a

Alice CC:FA00:B4:D5:0F LG-Device
Alice 34:AB:37.60:63:88 Apple-Device
Alice CO:4A:00:14:56:F4 TP-LINK-Device

User Identity Groups:GroupTest2 Default >> MaxSession_Test
User ldentity Groups:GroupTest2 Default >> MaxSession_Test

User dentity Groups:GroupTest2 Default >> MaxSession_Test

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Failure Reason

Username

2017-01-29 10:29:28.309
2017-01-29 10:28:34.503
pgruszczise22

5400 Authentication failed

22098 Max sessions policy failed. Max sessions user in group limit exceeded.

Alice

MRPabloEFGEMBE , heESERM , E AGroup#IMax Session for GroupTest2is K im :

Jan 29, 2017 10:31:22.128 AM
Jan 29, 2017 10:28:34.503 AM (]
Jan 29, 2017 10:27.04.543 AM
Jan 28, 2017 10:26:50.664 AM

Jan 29, 2017 10:55:24.389 AM (]
Jan 29, 2017 10:54:11.860 AM
Jan 29, 2017 10:53:36.734 AM

Jan 29, 2017 10:52:42.285 AM

<]

- 00 DD

o D O D

Pablo CCFA:00:B4:D5:0F LG-Device

Alice CC:FA:00:B4:D5.0F LG-Device

Alice 34:AB:37:60:63:88 Apple-Device
Alice CO0:4A:00:14:56:F4 TP-LINK-Device

Pablo CC:FADD:B4:D5:0F LG-Device
Pablo 10:A5:00:98:88:E2 Unknown

Alice CO:4A:00:14:56:F4 TP-LINK-Devica
Alice 34:AB:37:60:63:88 Apple-Device

User Identity Groups:GroupTest2 Default == MaxSession_Test
User Identity Groups:GroupTest2 Default >> MaxSession_Test
User Identity Groups:GroupTest2 Default > MaxSession_Test

User Identity Groups:GroupTest2 Default >> MaxSession_Test

EPabloERME A REFH MR , b REBENSASHERIMAY (AERIBI1ESE
)

User Identity Groups:GroupTest2 Default >> MaxSession_Test
User Identity Groups.GroupTest2 Default >> MaxSession_Test
User Identity Groups:GroupTast2 Default >> MaxSassion_Test

User Identity Groups:GroupTest2 Default >> MaxSession_Test



Authentication Details

Source Timestamp 2017-01-29 10:56:18.248

Received Timestamp 2017-01-29 10:55:24.389

Policy Server pgruszczise22

Event 5400 Authentication failed

Failure Reason 22097 Max sessions policy failed. Max sessions group limit exceeded.
Username Pablo

AT EMREIFTR , EREBUHUser Maximum Sessions , ©A5%E Y T,

AT EER B R PR I

E

X3

B EEE>RE>-RE>BRAEFE>THREE RS

Max Sessions

User Group Counter Time Limit

Unlimited - no time limit

Delete sessions after 0 v Days 0O + Hourls 5 + Minutes i

FTEARRERREERREASHERINE SFTBNKEERAIIEE, IRt EEEPSNE
ATRBEEMREREN UK AN EE.,

EMAXKIhEE , EEHUEIEH Unlimited - no time limitcheckbox ( TEFXIE R Ti#H ) , £ A {mEEH
fId | ATLARREMaxSessionfI T HREZESFENRERE,

el RERERNEETSEHRER TS REFENETRER, EREFFRRIBRLER
REHERE(CoA).

g4



User Max SessionsR EAFEHER A —EE5E -

Max Sessions

User Group Counter Time Limit

~| Unlimited sessions per user

Maximum per user| 1 5 Sessions i

Reset

AliceTE11:00:34E FIPadiEMREIMREEE , FE-XBHRBEN1.07ET , IFEREAERASHEE
MR, HASTEESEBERE , MES BRI ERI.

Jan 29, 2017 11:07:29.192 AM Q Alice CO:4A:00:14:56:F4 TP-LINK-Davice User Identity Groups:GroupTest2 Default >> MaxSession_Test

Jan 29, 2017 11:00:34.938 AM a Alice 34:AB:37.60:63.88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

Alice BREE LXK INERBIBS 7 E 2 AIERE S —BKE | ISEEEBFHRE

Jan 29, 2017 11:08:51.051 AM [-] a Alice CC:FA:00:B4:D5:0F LG-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 11:07:29.192 AM a Alice CO:4A:00:14:56:F4 TP-LINK-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Taest
Jan 29, 2017 11:00:34.938 AM a Alice 34:AB:37:60:63:88 Apple-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Test

ELEREHRFBRSTER |, Alice ] SAE A H &K BEHZTHEE

Jan 29, 2017 11:12:51.216 AM a Alice CC:FA:00:B4:D5:0F LG-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 11:08:51.051 AM (-] a Alice CC:FA-00:B4:D5:0F LG-Device User ldentity Groups:GroupTest2 Default >> MaxSession_Test
Jan 29, 2017 11:07:29.192 AM a Alice CO:4A:00:14:56:F4 TP-LINK-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test
Jan 28, 2017 11:00:34.938 AM a Alice 34:AB:37:60:63:88 Apple-Device User Identity Groups:GroupTest2 Default >> MaxSession_Test

HERERET , BUARIERCERBRENE=ESF

11:12:51.577 AM Started Show CoA Actions 4 CC:FA:00:B4:D5:0F 4 Alice 4 10.62.148.145 4 LG-Device
11:07:29.365 AM  Started Show CoA Actions C0:4A:00:14:56:F4 Alice 10.62.148.141 TP-LINK-Device
11:00:35.028 AM Started Show CoA Actions 34:AB:37:60:63:68 Alice 10.62.148.144 Apple-Device

RAREIENMBFH BT AIE

Ho Web B3

TEUser Maximum Session feature TELE T —BIEFEE , BRI FE R MESFEH Guest1 iR B



TER -

Jan 29, 2017 12:02:41.587 PM
Jan 29, 2017 12:02:41.575 PM
Jan 28, 2017 12:02:39.982 PM
Jan 29, 2017 12:01:51.408 PM
Jan 29, 2017 12:01:37.682 PM
Jan 29, 2017 12:01:37.645 PM
Jan 28, 2017 12:01:13.402 PM
Jan 29, 2017 12:00:35.970 PM

a guesti CC:FA00:B4:D5:0F
e ¥ ¢  CC:FA:00:B4:D5:0F
a guesti CC:FA0D:B4:D5:0F
a CC:FA:00:B4:D5:0F CC:FA:00:B4:D5:0F
guesti 34:AB:37:60:63:88
a 34:AB:37:60:63:88
o guesti 34:AB:37:60:63:88
a 34:AB:37:60:63:88 34:AB:37:60:63:88

Unknown

LG-Davice

Unknown

Apple-Device

Any,GuestEndpoints
&

Any

Profiled

Any,GuestEndpoints

Any

Profiled

Default > Wi-Fi_Guest_Access

Default >> Wi-Fi_Redirect_to_Guest_Login

Default >> Wi-Fi_Guest_Access

Default >> Wi-Fi_Redirect_to_Guest_Login

A TREFERE , &7 LAEGuest TypeliL & # 1§ EMaximum simultaneous logins,

EE FZWork Centers > Guest Access > Portal & Components > Guest Types , A% # & Maximum
simultaneous loginsiEIE , W T B :

Guest Type

Guest type name: * I Contractor (default)

Description:

Collect Additional Data

Maximum Access Time

Login Options:

I Default settings allow network access for up to a year.

Language File =

Custom Fields...

Account duration starts

From first login

© From sponsor-specified date (or date of self-registration, if applicable)

Maximum account duration

365 |days »| Default 90 (1-999)
Allow access only on these days and times:

From  9:00 AM To |5:00 PM

Configure guest Account Purge Policy at:

+ Mon

Work Centers > Guest Access > Settings > Guest Account Purge Policy

Maximum simultaneous logins 3/ (1-999)

R WebBR 3%

FEUser Maximum Session ( FAERAEHE ) TRHE—EFER

When guest exceeds limit:
Opisconnect the oldest connection

Disconnect the newest connection

Redirect user to a portal page showing an error message i

This requires the creation of an authorization policy rufe

< Tue

Wed ~Thu [/ Fr

m | Close

Sat |+

, EASERERR



Jan 29, 2017 12:13:22.598 PM

(< -
o

Jan 29, 2017 12:13:17.505 PM

Jan 29, 2017 12:12:25.560 PM

<
o

Jan 28, 2017 12:12:19.628 PM

< |
o

Guesti CC:FA:DD:B4:D5:0F Unknown
guest1
Guest1 34:AB37.60:63:88 Unknown

guesti

GuestEndpoints Default >> MaxSession_Test
Any
GuestEndpoints Default >> MaxSession_Test
Any

HBiFERadius Live-logs , 81 —RERBAOBFBETERRE. " BWLCEBE_—@BEEFA

Guest1EiXRADIUSFER |, ISERERABBEMAERHMIEEHR

Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Fallure Reason

SRR AR

RadiusBl & B &%

2017-01-28 12:14:16.603

2017-01-29 12:13:22.598

pOruszCzise??

5400 Authentication failed

22089 Max sessions policy failed. Max sessions user limit exceeded.

M RadiusERE 2 HEBRMaxSessionTHREHEN B BB,

Authentication Details

Source Timestamp
Recelved Timestamp
Policy Server

Event

Fallure Reason

2017-01-29 11:09:44 931

2017-01-29 11:08:51.051

pgruszczises?

5400 Authentication failed

22089 Max sessions policy failed. Max sessions user limit exceeded.

BABMERRREBRBLERF/EAENEEERAERAESGHERS , MTEFAT® :



Authentication Details

Source Timestamp 2017-01-29 10:42:38.819

Recelved Timestamp 2017-01-29 10:41:44.988

Policy Server pgruszczise??

Event 5400 Authentication failed

Failure Reason 22097 Max sessions policy failed. Max sessions group limit exceaded.

BABEREZRCEBLEHE/EAENERASERY , WTEA® :

Authentication Details

Source Timestamp 2017-01-29 10:29:28.308

Recelved Timestamp 2017-01-29 10:28:34.503

Policy Server pOrusZCzises?

Event 5400 Authentication failed

Failure Reason 22098 Max sessions policy failed. Max sessions user in group limit exceeded.

HABRRARREBBHEF/FEAENEFERERAXEFERES,
EREREREEREMEMaxSessiontRER :

Ih -



15016 Selected Authorization Profile - PermitAccess

22081

Max sessions policy passed

22080 New accounting session created in Session cache

12306 PEAFP authentication succeeded

11303
11002

KB

15016
22089
12306
11303
11003

ISEFEE

Prepared EAP-Success
Returned RADIUS Access-Accept

Selected Authorization Profile - PermitAccess

Max sessions policy failled. Max sessions user limit exceeded.
FEAP authentication succeeded

Prepared EAP-Success

Returned RADIUS Access-Reject

B AREFE B Rprrt-server.logf, BEEREELARZR , FEifruntime-AAATTHER E ADEBUGHR B!
(BEfnElAdministration > System > Logging > Debug Log Configuration > PSN) , 01 FEIFf R :



sthuli |dentity Services Engine I R o e s I Y o ~ Administration

* System b ldentity Management  » Network Resources ¥ Device Portal Management  pxGrid Services » Feed Service  » Threat Centric

Deployment  Licensing v Certificates  ~ Logging ¥ Maintenance Upgrade  Bachkup & Restore b Admin Access  » Setlings

I
L <]

Local Log Settings MNode List > pgruszczise2l.example.com

Debug Level Configuration
Remote Logging Targets
Logging Categories Edit 5] Reset to Default
Message Catalog Component Name «  Log Level Description
Debug Log Configuration | runtime-AAA | | | |

Collection Filters O runtime-Ads DEBUG AAA runtime messages (prrt)

% EEHIFile prrt-server.log , 5538 & % Operations > Troubleshoot > Download Logs > PSN >
Debug Logs, AR AFHINEEREFRPRE-HESBR>-ZDE I E>ERIT ESRERH).

ERERASFERECD EHRES :

<ffroot>

2017-01-29 08:33:11,310 INFO [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

maxUser Sessi ons=[ 2]

,SessionCache.cpp:283
2017-01-29 08:33:11,311 INFO [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

user =[ Bob] not found in cache due to first tine authorization

,SessionCache.cpp:1025
2017-01-29 08:33:11,311 DEBUG [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE

checkMaxSessi ons passed

,SessionCache.cpp:360
2017-01-29 08:33:11,311 INFO [Thread-83][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

ISE{Z7E W ZSessionCounter& && B Accounting Start# 18 filSessionCounter:

<#root>

2017-01-29 08:33:11,619 DEBUG [Thread-90][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- Radius,DEBUG,0x
[1] User-Name - value: [Bob]
[4] NAS-IP-Address - value: [10.62.148.79]
[5] NAS-Port - value: [1]
[8] Framed-IP-Address - value: [10.62.148.141]
[25] Class - value: [#**%*%]
[30] Called-Station-ID - value: [80-e0-1d-8b-72-00]
[31] Calling-Station-ID - value: [c0-4a-00-14-56-f4]
[32] NAS-Identifier - value: [WLC7]
[40] Acct-Status-Type - value: [

Start



[44]
[45]
[55]
[61]
[64]
[65]
[81]
[26]
[26]

Acct-Session-Id - value:
Acct-Authentic - value:

Event-Timestamp - value:
NAS-Port-Type - value:
Tunnel-Type - value:
Tunnel-Medium-Type - value:
Tunnel-Private-Group-ID - value:
cisco-av-pair - value:
Airespace-Wlan-Id - value:

[RADIUS]

[4]
...

2017-01-29 08:33:11,654 DEBUG
2017-01-29 08:33:11,655 DEBUG

[Thread-83][]
[Thread-83][]

user =[ Bob] current user session count=[1]

,SessionCache.cpp:862

ERERAEFERERY

<#root>

2017-01-29 08:37:00,534 INFO
2017-01-29 08:37:00,535 INFO

[Thread-75][]
[Thread-75][]

user=[ Bob] is not authorized because current
,SessionCache.cpp:1010
2017-01-29 08:37:00,535 DEBUG

2017-01-29 08:37:00,535 DEBUG

[Thread-75][]
[Thread-75][]

[588da8a0/c0:4a:00:14:56:f4/3789]

[1485678753]

[Wireless - IEEE 802.11]

[(tag=0) VLAN]

[(tag=0) 802]

[(tag=0) 481]
[audit-session-id=0a3e944f00000e7d588da8a0l]
,RADIUSHandler.cpp:2003

cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE
cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE
cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN
cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,IN

active user sessions=[2] >= max-user-sessions=[2]

cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- SessionCache,DE
cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::- RadiusAuthoriza
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