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R1 ( OISR 2R ARER )
B AT EANBRERERE Tac ots sgty BRNEK  BERE :

interface LoopbackO

ip address 10.0.1.1 255.255.255.0

!

interface Ethernet0/0

i p address 192.168.0.1 255.255.255.0

crypto i psec transformset TS esp-aes esp-sha256-hnac
node tunne
|
crypto ipsec profile profl
set transformset TS
|
crypto gdoi group groupl
identity nunber 1
server | ocal
rekey authentication nypubkey rsa CETKEY
rekey transport unicast
sa ipsec 1
profile profl
nmat ch address i pv4 CGET-1PV4
replay counter w ndow size 64
tag cts sgt
address ipv4d 192.168.0.1
r edundancy
local priority 100
peer address ipv4 192.168.0.2

router ospf 1
network 10.0.0.0 0.0.255.255 area 0
network 192.168.0.0 0.0.0.255 area 0

ip access-list extended GET-1PV4
permt icnp 10.0.0.0 0.0.255.255 10.0.0.0 0.0. 255. 255

R2HVELEFEE ML,
R3 ( Branch1 HER 8 )

GETVPNE BB HSCTEBN SRR, SEHFEtrustsecBLELANTTE :

- "policy static sgt 3 trusted" — FEFASGT=3ZH R LANZ KK FTEE RS
- "no propagate sgt" — R E R DEB ELANFRI BRI ESCTERER

crypto gdoi group groupl
identity number 1

server address ipv4 192.168.0.1
server address ipv4 192.168.0.2
|

1

crypto map crmap 10 gdoi

set group groupl

interface Ethernet0/0
i p address 192.168. 0.3 255. 255. 255.0



crypto map cmap
1
interface Ethernet0/1
i p address 10.0.3.1 255.255.255.0
cts manual
no propagate sgt
policy static sgt 3 trusted

router ospf 1
network 10.0.0.0 0.0.255.255 area 0
network 192.168.0.0 0.0.0.255 area O

R3EMZBFEE :

HEZRELANNFIEER S, EWANF | EEZHEBRASCT=4NICMPERS :

cl ass-map type inspect match-all TAG 4_| CWP
match security-group source tag 4
match protocol icmp
1
policy-map type inspect FROM LAN
cl ass cl ass-defaul t
pass | og
policy-map type inspect FROM WAN
cl ass type inspect TAG 4_| CwP

pass | og
class cl ass-defaul t
drop | og

1

zone security lan

zone security wan

zone-pair security WAN- LAN source wan destination |an
servi ce-policy type inspect FROM WAN

zone-pair security LAN-WAN source | an destination wan
servi ce-policy type inspect FROM LAN

interface Ethernet0/0

zone-member security wan
1

interface Ethernet0/1
zone-member security lan

Branch2iit & FHIR4IEEHLL , B EREEZBF,

R5., R6HE: R

REMREE M E 5 X FHIALAN, RERYEL BRI

interface Ethernet0/0

i p address 10.0. 3. 10 255. 255.255.0
router ospf 1

network 10.0.0.0 0.0.255.255 area 0

R

AIESGTRAIGETVPN



¥ZEBranch1(R3)HHEKE R B X ESCTES !

R3#show crypto gdoi feature cts-sgt
Ver si on Feat ure Supported
1.0.8 Yes

BEH AEIBranch1(RI)E K EMTEKREE 2B EASGT:

R3#show crypto gdoi
GROUP | NFORMATI ON

<...sone output ommited for clarity...>

TEK POLICY for the current KS-Policy ACEs Downl oaded:
Et her net 0/ O:
| Psec SA:
spi: OxD100OD58E(3506492814)
transform esp-aes esp-sha256-hmac
sa timng:remaining key lifetine (sec): expired
Anti - Repl ay(Count er Based) : 64
tag method : cts sgt
al g key size: 16 (bytes)
sig key size: 32 (bytes)
encaps: ENCAPS_TUNNEL

| Psec SA:
spi: 0x52B3CA86(1387514502)
transform esp-aes esp-sha256-hmac
sa timng:remaining key lifetinme (sec): (1537)
Anti - Repl ay(Count er Based) : 64
tag method : cts sgt
al g key size: 16 (bytes)
sig key size: 32 (bytes)
encaps: ENCAPS_TUNNEL

R R6MR5EIXICMPRE :

R6#ping 10.0.3.10 repeat 10
Type escape sequence to abort.

Sendi ng 10, 100-byte | CMP Echos to 10.0.3.10, tineout is 2 seconds:
rrrrrrrrnd

Success rate is 100 percent (10/10), round-trip mn/avg/max = 1/1/6 ns

BERIZREMSCTRBHM MBI MEZER S

R3#show crypto ipsec sa detail

interface: Ethernet0/0
Crypto map tag: cmap, |ocal addr 192.168.0.3

protected vrf: (none)
local ident (addr/nmask/prot/port): (10.0.0.0/255.255.0.0/1/0)
renote ident (addr/nmask/prot/port): (10.0.0.0/255.255.0.0/1/0)
G oup: groupl
current _peer 0.0.0.0 port 848
PERM T, flags={}
#pkts encaps: 39, #pkts encrypt: 39, #pkts digest: 39
#pkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not conpressed: 0, #pkts conpr. failed: O



#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): 0O

#pkts tagged (send): 39, #pkts untagged (rcv): 39

<...sone output onmited for clarity...>

BEBranch2(R3)F K & FWGETVPNIY E R F HEET 88T

R3#show crypto gdoi gm dataplane counters

Dat a- pl ane statistics for group groupl:
#pkts encrypt : 53 #pkts decrypt : 53
#pkts tagged (send) : 53 #pkts untagged (rcv) : B3
#pkts no sa (send) #pkts invalid sa (rcv) 0
#pkts encaps fail (send) #pkts decap fail (rcv) 0
#pkts invalid prot (rcv) #pkts verify fail (rcv) : O
#pkts not tagged (send) #pkts not untagged (rcv) 0
#pkts internal err (send): #pkts internal err (rcv) 0

RBFAHTRE  THEAdebugBRESHMEN. Pl , ERIL ;

O O o oo

R3#debug cts platform 1l2-sgt rx
R3#debug cts platform 1l2-sgt tx

RIMELANZW I ER B REITSCTER

01:48:08: cts-12sgt_rx:|2cts-policysgt:[in=Ethernet0/1 src=0100.5e00. 0005 dst=aabb. cc00. 6800]
Policy SGT Assign [ pak=F1BOOEOO: f| ag=0x1: psgt=3]

s, BREEEENNEH S BERER

01:49:28: cts_ether_cnd_handl e_post _encap_f eat ure: pak[ 36BF868] : si ze=106 i n=Et hernet 0/ 1
out =Et hernet 0/ 0 enctype=1 encsi ze=0 sgt_offset=18 [adj]:idb=Ethernet0/0 is_dot1g=0 |i nktype=7
nac_| engt h=22 sGT=3

R SGTRHAIZBF
R3GEESRKEWANEEBERESGCT=4MICMPE RS, #R6MR5EEICMPERI A

R6#ping 10.0.3.10 repeat 11
Type escape sequence to abort.

Sending 1, 100-byte |ICWP Echos to 10.0.3.10, tinmeout is 2 seconds:
|

Success rate is 100 percent (1/1), round-trip mn/avg/max = 1/1/6 ns

RIGEWERBNESPER T , BHHETHE, RARZBFEEIRE

*Mar 17 12:45:28.039: %W 6- PASS PKT: (target:cl ass)-(WAN-LAN:TAG_4_ICMP) Passing i cmp pkt
10.0.4.10:0 => 10.0.3.10:0 with ip ident 57

LA, REEH RS ENEZNEN I BEMNFTHER

R3#show policy-firewall stats all



G obal Stats:
Session creations since subsystemstartup or last reset 0O
Current session counts (estab/half-open/termnating) [0:0:0]
Maxever session counts (estab/hal f-open/term nating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate O
Maxever session creation rate O
Last hal f-open session total O

policy exists on zp WAN- LAN
Zone- pai r: WAN- LAN

Servi ce-policy inspect : FROM WAN

Cl ass-map: TAG 4_| CWP (nmatch-all)
Match: security-group source tag 4
Match: protocol icmp
Pass

18 packets, 1440 bytes

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Dr op
3 packets, 72 bytes

policy exists on zp LAN-WAN
Zone- pair: LAN-WAN

Servi ce-policy inspect : FROM LAN

Cl ass-map: cl ass-default (match-any)
Mat ch: any
Pass
18 packets, 1440 bytes

EES KRG telnetFIR58F | AT o fftelnet , RIGEFEZHE -

*Mar 17 12:49:30.475. %W 6- DROP_PKT: Dropping tcp session 10.0.4.10:37500 10.0.3.10:23 on zone-
pair WAN-LAN class class-default due to DROP action found in policy-map With ip ident 36123

BEEH
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http://www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
http://www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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