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GigabitEthernetl [
192.168.18.28 I' RED_GROUP
FlexWVPMN Hub

192.168.0.0/24 -
I.l.‘i;'{‘IIIIII*EEEEIIIII#’P Internet
5

GigabitEthernet2
192.168.0.10 GigabitEthernetl

192.168.10.10
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I' BLUE_GROUP
GigabitEthernstl

ELISERFlexVPN
TR 1 ERERE
a.flBuuspoint , ARAFHRHBIEE. FEARE I ETHHRFE.

crypto pki trustpoint FlexVPNCA
enrollment url http://10.10.10.10:80

subject-name cn=FlexvpnServer, o=Cisco, OU=IT_GROUP
revocation-check cril

b. B Ecertificatemapo L B B R R Wcertificae maptE EMNEARBRIMEEEE  UERBRZESER
ERER,

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

c.HEEE L ERARRENGEIRIRADIUS server:

aaa new-model
1


http://150.19.30.200:80

aaa authorization network FLEX group ISE
aaa accounting network FLEX start-stop group ISE

d.BRADIUSRADIUS server groupin BEE R HIPHiE, BFE, LA LEBNENTE,

radius server ISE25
address ipv4 192.168.0.5 auth-port 1645 acct-port 1646
key ciscol234

aaa group server radius ISE
server name ISE25
ip radius source-interface g2

e.EEIEIoopbackinterfaceso H%Ioopbackinterfac%ﬁﬁﬂzﬁgﬁﬂgjﬁﬁﬁvi ) jﬁ*ﬂ%ﬁﬁﬁﬁ&ﬂ@%ﬂﬁ?ﬁ@]%ﬁ@ﬂo

interface Loopbackl00

description RED TUNNEL SOURCE

ip address 10.100.100.1 255.255.255.255
I

interface Loopback200

description BLUE TUNNEL SOURCE

ip address 10.200.200.1 255.255.255.255

f;%g{I P local poolﬁﬂE% _10

ip local pool RED_POOL 172.16.10.10 172.16.10.254
ip local pool BLUE_POOL 172.16.0.10 172.16.0.254

o.ECEEIGRPI: & & =B R

router eigrp Flexvpn

address-family ipv4 unicast autonomous-system 10
topology base

exit-af-topology

network 10.100.100.0 0.0.0.255

network 10.10.1.0 0.0.0.255

network 10.200.200.0 0.0.0.255

network 10.10.2.0 0.0.0.255

network 172.16.0.0



BiEE : FlexVPNZ BB B E |, flEIBVPNEREROSPF, EIGRPHIBGP, EA{ER
F, f£F TEIGRP,

h. Bt Ecrypto ikev2 namemanglero  FIKEV2 name mangler ATEEUIKEV2IRERE R E B, EEERBAT , &t
EATHEFRLNIBIEINEBRECETIEAREFHESRR,

crypto ikev2 name-mangler NM
dn organization-unit

i.BLEIKEV2 profiles  TE certificate mapl KEVAAA server group2 it i #8 2= A 5| A name mangler. o
EUBESESED , NibFliEra-scEEMREBEHRE S,

%ﬁﬁﬁﬁEﬁaorganization-unitRADlUSserverﬁ*ﬂ‘E"‘:"ﬁ% ( ZZUTEE@@EIEEFFE?E’E ) EEEE’JE)%%%?@ ) ELE
ﬁzlxiiﬁﬁﬁﬁ 2 R P Cisco12340



crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint FlexVPNCA

dpd 10 2 periodic

aaa authorization group cert Tist FLEX name-mangler NM password Ciscol234
aaa accounting cert FLEX

virtual-template 1 mode auto

j- B & 1Psec profile , 3 5|ikev2 profile o

crypto ipsec profile IPSEC_FTexPROFILE
set ikev2-profile Flex_PROFILE

Ko % 3virtual -templateo '© F A B 3T b $8 virtual-access interfaced3% PIT 28 31 I Psec profileEI’g o

A E E|Pvirtual-templatelty 5 BY | B 43 1Lt 3 3iF B 3 RADIUS server B

interface Virtual-Template2 type tunnel

no ip address

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE

mlﬁﬁﬁﬂﬁlloopbacks , J*Juﬁﬁ A %Bﬁ%ﬂg‘o

interface Loopbackl1010

ip address 10.10.1.10 255.255.255.255
|

interface Loopbackl1020
ip address 10.10.2.10 255.255.255.255

SR 27 XEIE

a.gﬂlﬁtrustpoint , J«XFEET?&J‘S'ZE%EE%%E’J%EO

crypto pki trustpoint FlexVPNSpoke
enrollment url http://10.10.10.10:80


http://150.19.30.200:80

subject-name cn=FlexVPNSpoke, o=Cisco, OU=RED_GROUP
revocation-check crl

b.mlﬁcertificatemapo ,\E EI’JE*E%certlflcatemap?HEEﬁﬁnﬂm%ﬂ*u EEEE%% ) LX@E%EE%%E%%1%
ERER.

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

c. B EAAAR b R AEHE R o

aaa authorization networkn = AR IR B IR EREN R, CERBEBFEREERBRE
2 EZ 2R EEHREFTRERE BRI Y ET AT,

aaa new-model
aaa authorization network FLEX Tocal

d.B & IKEv2 profile FP certificate map5 | F FIAAAZR 3b R 1K EV2 profilef o

A FIRE B D RERE A RA-SG.

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint FlexVPNSpoke

dpd 10 2 on-demand

aaa authorization group cert Tist FLEX default

e.EEIEIPseCprofile, ﬁ%}% IKEV2 profile.

crypto ipsec profile IPSEC_FTexPROFILE
set ikev2-profile Flex_PROFILE

f.BLiE tunnel interfaceo  BIL I tunnel interface A R IR IR R It EAR S BB EIPHE 4L,

interface TunnelO



ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.10.10

tunnel protection ipsec profile IPSEC_F1exPROFILE

9.BLEEIGRP , B2 X MR Z ith funne interfaceki o

router eigrp 10
network 10.20.1.0 0.0.0.255
network 172.16.0.0

Eﬂlﬁloopback , inﬁﬁ W %Bﬁﬁ%o

interface Loopback2010
ip address 10.20.1.10 255.255.255.255
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a.%& A 2 ISE {7 iR 88 3 B i El| Administration > Network Resour ces > Networ k Deviceso

# Cisco ISE

Dashboard

Policy Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Device Portal Managamant Threat Contric NAC

Identity Management

EE — ERER — EREE

b.3&2 — T add#&FlexVPNH O EL B BAAAR B i,



Network Devices

Selected 0 Total 1 [0 {8
L, Import Ty Export @ Delete flex
O Name IP/Mask Profile Name Location Type Description
O Flex\VPN_Hub @& Cisco :_ All Locations All Device Types

#&FlexVPNES HHES 5T BAAAR B i

CHIARREEZBMIPH UL , A% I1ZFRADIUS Authentication SettingsShared Secret. " 3£ Fi & 88 22 15 4
AEAFlexVPNH O E BV RADIUSIBRBF AR E AN ZIBMERE L BRI R, R — T saveo

Newwaork Devices List FlexWPN_Hub

Network Devices

Name FlexVPN_Hub
Description
IP Address *IP: i 32 b [}

R EEIPHbHE

~ RADIUS Authentication Settings

RADIUS UDP Settings
Protecel RADIUS

Shared Seeret = seeeeeees Show

[] Use Second Shared Secret (1)

networkDevices.secondSharedSecret Show
CoA Port 1700 Set To Default
MREEHLATR

d.E i B Administration > Identity Management > I dentitieso



#| Cisco ISE

Dashboard Administration

Recent Pages

System Metwork Resources pxGrid Services

Feed Service

Threat Centric NAG

Device Portal Management

Identity Managamant

Ide

Administration-ldentify Management-ldentify

e E—Taw , ERABBRABLEREPELFERE

B A Fusernamel ogin Passwordo & BB SER E L MWorganization-unitfE LB BAEE , LB E
ABBMERIKev2 Bl ERER LIEENZTHEEE,

EFE - Save—F o

Network Access Users

Selected 0 Towl2 [ {5
«* Change Status Import T, Export | Delete Group
Status Username Description First Name Last Name Email Address User ldentity G... Admin
l_' Enabled § BLUE_GROUP
l_' Enabled RED_GROUP

Administration-ldentify Management-ldentify



~ Network Access User

* Username | RED_GROUR

Status Enabled ~

Email

~ Passwords

Password Type: Internal Users v
Password Re-Enter Password
— —
* Login Password ~ »===+== I} | Generate Password (i)
Enable Password | Generate Password

RIS AR
SR I2EMERIEE

a. B Elpolicy > Policy Setso

X Cisco ISE Qi What pag looking for?

Dashboard

Recent Pages
Policy Sets Profiling

Posture Client Provisioning

Palicy Elements

b BBEEERAANSIRBERRIRERE



Policy Sets

Status  Policy Set Name Description Conditions
S Default Detauln policy set
= #0 7E S A
fim BB TR AR SR B

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence  Hits  Actions  View

Default Network Access <2 23 o >

& — T 5B M T ALK E BT B Auhentication Policy , BT, A% , Badd - BZERAFEHHRA

- Authentication Palicy (2)
D Status  Rule Nama Conditions

18 5 D BT SR g

dEARANEZRE , A% TEad +)ConditionsF| TBIZE R,

v Authentication Policy (2)

) Status  Rule Name Conditions

(] FloxvPN_Routad D

BY S 0ERE R

e. 38— T TAttribute Editory (BEimERR)NAE , ARiR—

182219 1P#3E(192.168.0.10).

Conditions Studio

Library Editor

Radius:MAS-IP-Address

([=[c]s]e[2[=[r]=]e

#le

tol:[=

J Q Equals w

Catalyst_Switch_Local_Web_Aut Set to 'ls not
hentication

EAP-MSCHAPvZ

Authenticate FlexVPN Hub

Usa Hits  Actions

Use Hits Actions

Internal Users X

* Options

T &NASIP-AddressBl R0 EI AFlexVPNEE

Duplicate m

NEW AND OR




~ Authentication Pelicy (3)
(5) Status Rule Name Conditions use Hits  Actions
Q
Internal Users ]

(] FloxVPN 9 RadiusNAS-IP-Address EQUALS 12 {é}
7 Options

B OBmEERR
HER 3.3: Bl B R MR B
a.3®— T =380 T 1 K E T8 Authorization PO”CYH%‘EEEEO A& , BBadd (ﬂgaﬂt\l‘;{%ﬁi{g%ﬁﬁﬂh

I s Muthorization Policy (13) I

Results

Status  Rule Name Conditlons Profiles Securlty Groups Hits  Actions

Q
B 3R R AR R

bBARANERE , RREMRMa0d 5 TEEE R

« Authorization Palicy (3)

Results

(%) Status  Rule Name Conditions Profiles Security Groups Hits  Actions

[-] D Select from list Select from list { @
BAFHRA
cE—TF rEﬁﬁﬁiﬁ%ﬁJ N AKE ) %?ﬁﬁf—jtawbjectﬂ_?o 1212 B Network Access - UserName o

Library Editor

I Network Access-UserName I

HEIR

(e[z[o]a]e[m[z[F|® 1/o[u|)

Select attribute for condition

it [5] BYOD_is_Registered ( O | B|0| & | =] | =] ‘ 2| ‘ =8| &R

>
clel:l-) @

= Catalyst_Switch_Local_Web_Aut Dictionary Attribute D Info
- hentication
All Dictionaries hd Attribute 1D
E- — Compliance_Unknown_Devices e NELWUIR ALLESS AL=USE - UINS-Uonan Y =
J_ Metwork Access AD-User-Join-Paint
= ; ;
s+ |5| Compliant_Devices
.L Network Access UserMame
E EAP-MSCHAPv2
1 PassivelD PassivelD_Username
i EAP-TLS
1 Radius User-Name 1




i##ENetwork Access - UserName

d. EEconanstE RIBEE F , REFEEE R Organization-UnitfE,

Conditions Studio

Library Editor

Search by Name

Network Access-UserName

=

[o]=]o]ale]z[wlr

glclslo/u]s]

p 3 |Contains vl

RED_GROUP

%[5 BYOD_is_Registered

. = Catalyst_Switch_Local_Web_Aut
" hentication

MiEERE

Set to 'Is not'

NEW AND | OR

e. fEProfilesFld | #— T Bl /Radd (+) , REIZIECreateaNew Authorization Profileo

v Authorization Policy (3)

(7) Status Rule Name Conditions

Q searct

e RED-GROUP L Network Access UserName CONTAINS RED_GROUP

MEHEERERER
f. 81 A profileNameo

Authorization Profile

| FlexVPN_RED| I

* Name

Description

* Access Type
ACCESS_ACCEPT ~

Metwork Device Profile % Cisco  ~ @

Service Template O
Track Movement O @
Agentless Posture O®

Passive Identity Tracking [ (7)

BERERERER

Results

Profiles Security Groups

Belect from list D Select from list

a
Profiles
[ ]

| Duplicate

Hits

122

Actions



g.gﬂﬁEUAdvanced Attributes Settingso ?)ﬁé ) %Eﬁ“ﬁ’gT}ﬁﬁﬁq:iggcisco-av-pairgﬁ ) ﬂﬁ*ﬂ%%ﬂ%ﬁi‘%ﬁgﬂ
#EFlexVPNEE R B 1.

ERLRASENBELE

- BRENHEEERR.
 IEEBREFEEUPHBIAT I,

*Mmmww§MNMMmH%%%m,@Eﬁﬁ?ﬁ,%m%ﬁﬁEﬁﬁ%ﬂﬁﬁo

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=ip unnumbered Toopbackl00
cisco-av-pair = ipsec:addr-pool=RED_POOL

cisco-av-pair = ipsec:route-accept=any

cisco-av-pair = ipsec:route-set=interface

~ Advanced Attributes Settings

Cisco:cisco-av-pair w - ipiinterface-config=ip unnumb
Cisco:cisco-av-pair v *  ipsec:addr-pool=RED_POOL ~
Cisco:cisco-av-pair v - ipseciroute-accept=any b
Cisco:cisco-av pair \/ - ipsec route-set=interface ~

v Attributes Details
Access Type = ACCESS_ACCEPT
Cisco-av-pair = ipcinterface-config=ip unnumbered loopback100
isto-av-pair = ipsec:addr-paal=RED_POOL
€isco-av-pair = ipseciroute-accept=any

Cisco-av-pair = ipsec:route-set=interface

iRk EBERE
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FlexVPN 0 {E B 485K & 88 S R AR 2 B 5 R . Cisco |I0S XEE i ZPER16.12.x

h.7£ % 2 S authorization profilefF 5l F 0 B 51 4

Authorization Policy (11)

Resul
S Rule N. c | Profile -1 y G ¥ Hi A
1  Network AccessUserName CONTAINS RE RO FlexWVPN_RED Select from list e
L
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
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i)
+ A sonipinetacebrie S RIRRRE, EHMRAERBIERE,

HEHRSFL , EREREAEENup/downiRiE | It B AEEERIRE VBRI BURFERB/upRER B
BoX28Y 7T ERSB,

<#root>

FTexVPN_HUB#show ip interface brief

Interface IP-Address OK? Method  Status Protocol
GigabitEthernetl 192.168.10.10 YES NVRAM up up
GigabitEthernet2 192.168.0.10 YES manual up up
Loopback100 10.100.100.1 YES manual up up
Loopback200 10.200.200.1 YES manual up up
Loopback1010 10.10.1.10 YES manual up up
Loopback1020 10.10.2.1 YES manual up up
Vi rtual - Accessl 10. 100. 100. 1 YES unset up up
Vi rtual - Tenpl at e2 unassi gned YES unset up dow

EoX L, BENERDEEERNER T 1Pk 36 # R 5 R B RUREE

<#root>

FTexVPN_RED_SPOKE#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.10.20 YES NVRAM up up
Loopback? 10.20.1.10 YES manual up up
Tunnel O 172. 16. 10. 107 YES nanual up up

A . .
. ﬁﬁﬁ np ‘%.show interfaces virtual-access

configuration

FTexVPN_HUB#show interfaces virtual-access 1 configuration
Virtual-Accessl is in use, but purpose is unknown
Derived configuration : 232 bytes
I
interface Virtual-Accessl
ip unnumbered Loopbackl00
tunnel source GigabitEthernetl
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile IPSEC_F1exPROFILE



no tunnel protection ipsec initiate
end

° ﬁﬁﬁ op show crypto session Eﬁwmﬁg‘ﬁﬂ%ZFEﬁ Eﬁﬁﬁéﬁﬁﬁo

F1exVPN_HUB#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Profile: Flex_PROFILE
Session status: UP-ACTIVE
Peer: 192.168.10.20 port 500
Session ID: 306
IKEv2 SA: local 192.168.10.10/500 remote 192.168.10.20/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

o {55 FI A5 5 show ip eigrp neighbors , TS O EEE by Bh 32 37 T EIGRP#DIZRAZ.

FTexVPN_HUB#show ip eigrp neighbors
EIGRP-IPv4 VR(Flexvpn) Address-Family Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.10.107 Vil 10 00:14:00 8 1494 0 31

- EFABS T3 show ip route , BEEAREEHER DX,
- 2% £10.20.1.10RE T EH R H E R ERREIBEIGRPER |, 3t B AT LUBIB & £ 55 &
il

<{froot>

FTexVPN_HUB#show ip route
<<<<< Output Ommitted >>>>>

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 1is subnetted, 5 subnets

C 10.10.1.10 1is directly connected, Loopbackl010
C 10.10.2.10 1is directly connected, Loopbackl1020
D 10.20. 1. 10 [ 90/ 79360000] via 172.16.10.107, 00:24:42, Virtual-Accessl
C 10.100.100.1 1is directly connected, Loopbackl00
C 10.200.200.1 1is directly connected, Loopback200
172.16.0.0/32 is subnetted, 1 subnets
S 172.16.10.107 1is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.0.0/24 1is directly connected, GigabitEthernet2



L 192.168.0.10/32 is directly connected, GigabitEthernet2
C 192.168.10.0/24 is directly connected, GigabitEthernetl
L 192.168.10.10/32 is directly connected, GigabitEthernetl

* 10.10.1.10F110.10.2. 10898 R BIBEIGRPEEH |, E.[ﬁi@RED_GROUPUO.’]00.100.1)[3’9
RIPEE | #E BB Tunnel0F5/,

<ffroot>

F1exVPN_RED_SPOKE#sh ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 is subnetted, 5 subnets
D 10.10.1. 10 [90/26880032] via 10.100.100.1, 00:00: 00
D 10.10. 2. 10 [90/26880032] via 10.100.100.1, 00:00: 00
C 10.20.1.10 is directly connected, Loopback?2
S 10.100.100.1 is directly connected, TunnelO
D 10. 200. 200. 1 [90/26880032] via 10.100.100.1, 00:00: 00

172.16.0.0/32 is subnetted, 1 subnets

C 172.16.10.107 1is directly connected, TunnelO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, GigabitEthernetl

L 192.168.10.20/32 is directly connected, GigabitEthernetl

SE R R AR

FHERENEFATARGE LR BN EETHRERR. EANTHTEHEERSREETELE

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet

debug crypto ipsec
debug crypto ipsec error
debug crypto ipsec message



debug crypto ipsec states

AAAFIRADIUSFRFH BIR R K ER R AV R

debug aaa authentication
debug aaa authorization
debug aaa protocol radius
debug radius authentication

Working Scenario

It B R REBREN S| B o &

<#root>

RADIUS (000001A7): Received from id 1645/106
AAA/BIND(000001A8): Bind 1i/f

AAA/AUTHOR (0x1A8): Pick method 1list 'FLEX'
RADIUS/ENCODE (000001A8) :0Orig. component type = VPN IPSEC

RADI US( 000001A8) : Config NAS | P: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS (000001A8): Config NAS IPv6:

RADIUS/ENCODE (000001A8): acct_session_id: 4414

RADIUS(000001A8): sending

RADIUS(000001A8): Send Access-Request to 192.168.0.5:1645 id 1645/107, len 138
RADIUS: authenticator 7A B5 97 50 F2 6E FO 09 - 3D BO 54 B4 1A DB BA BA

RADI US:  User - Nanme




User - Passwor d

Calling-Station-1d [31] 14 "192.168.10.20"

Vendor, Ci sco

Cisco AVpair [1] 57 "audit-session-id=L2L496130A2ZP2L496130A217Z| 1F401F4ZML34"

Servi ce- Type Qut bound

NAS- | P- Addr ess 192.168.0.10

RADI US( 000001A8) : Sending a | Pv4 Radi us Packet




RADIUS(000001A8): Started 5 sec timeout

Received fromid 1645/107 192. 168. 0. 5: 1645, Access-Accept, |len 248

authenticator BE F4 FC FF 7C 41 97 A7 - 3F 02 A7 A3 Al 96 91 38
User-Name [1] 11 "RED_GROUP"
Class [25] 69
43 41 43 53 3A 4C 32 4C 34 39 36 31 33 30 41 32 [CACS:L2L496130A2]
5A 50 32 4C 34 39 36 31 33 30 41 32 31 5A 49 31 [ZP2L496130A21711]
46 34 30 31 46 34 S5A 4D 31 33 34 3A 49 53 45 42 [F401F4ZM134:ISEB]
75 72 67 6F 73 2F 35 33 34 36 34 30 33 32 39 2F [urgos/534640329/]
32 39 31 [ 291]

Vendor ,

Ci sco AVpair [1] 47 "ip:interface-config=ip unnunbered | oopbackl100"

Vendor, Cisco

Ci sco AVpair [1] 26 "ipsec: addr - pool =RED POOL"




RADI US: Vendor, Ci sco

RADI US: Ci sco AVpair [1] 27 "ipsec:route-set=interface"

RADI US: Vendor, Ci sco

RADI US: Ci sco AVpair [1] 24 "ipsec:route-accept=any”

RADIUS (000001A8): Received from id 1645/107

4LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to down
6SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001A9): Bind 1i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

6SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001AA): Bind 1i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

6SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console

%41 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual - Accessl, changed state to up

AAA/BIND(000001AB): Bind 1i/f

RADIUS/ENCODE (000001AB) :Orig. component type = VPN IPSEC
RADIUS(000001AB): Config NAS IP: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(000001AB) : Config NAS IPv6:

RADIUS(000001AB): Sending a IPv4 Radius Packet
RADIUS(000001AB): Started 5 sec timeout




RADIUS: Received from id 1646/23 192.168.0.5:1646, Accounting-response, len 20

OBDUAL- 5- NBRCHANGE: EI GRP-1Pv4 10: Nei ghbor 172.16.10.109 (Virtual - Accessl) is up: new adjacency
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