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Router A

GigabitEthernetl
192 168.0.10

Site_to_Site_Diagram
HER 1 BRHBRANELE

a. EHRIKEV2EZF KR,
b.BlE BRI Hirreshaed key A IR EREH EEM,

C.ETUKEVZ profileﬂ]?ﬁ:l\gﬂkeyringo

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.20

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.20
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400

dpd 10 2 on-demand
|

G Dl

GigabitEthernsetl

192.165.8. 28



BR : ZIiKkev2 smart DefaultsFE B BB EXRZEERARVMBRREEBE LD T B EFexvPNo
BT LA B4IKEv2 smart DefaultsTEE A RBIETEESE , BEERNTEZFERHLLER,

d. 323 W Transport Set TE B Al MR B E R IR MM B EFE XK.

e.EﬁlPsecprofileo

!

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
|



>

f.ECERESH.

A

|

interface TunnelO

ip address 10.1.120.10 255.255.255.0

tunnel source GigabitEthernetl

tunnel destination 192.168.0.20

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.10 255.255.255.0
!

o BEEBRRANBERENE, <& , CANBELABBREENHBERE.

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

HER 2: B HERBECE

a.EEIKEV2EZE MK EE,
b. B & keyring M & A FH Pre-Shared Key A BR FE T S RE Y,

C.EILIKE2 profilefl](ZﬁJ\ﬁEkeyringo

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

I

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

I

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.10

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.10
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400



dpd 10 2 on-demand
!

d. 22 37 3 Transport Set 7E 25 FA AR 2 E B Y 028 F B TE & L
e. B 3 3 45" 1Psec profilelit 5C BT 22 3 WY IKEV2EL B8 =B RE,

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

f.BC & Tunnel interfaceo

interface TunnelO

ip address 10.1.120.20 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

o BEEFEXANBERENEH. <& , ETUBELRABBEEN MR,

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

B
- f£Ashow ip interface brief tn SR EEE /N EAREIW 5 FEE RS ERup/upihiE,
<#root>

RouterB#

show ip interface brief



Interface IP-Address 0K? Method Status Protocol

GigabitEthernetl 192.168.0.20 YES  NVRAM up up
Tunnel0 10.1.120.11 YES  manual
up

up

1. £ fshow crypto ikev2 sa i SRR HBZE DB R ER,

<#root>
RouterB#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
2 192.168.0.20/500 192.168.0.10/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Life/ Active Tine: 86400/3139 sec

IPv6 Crypto IKEv2 SA

- f£Mshow crypto ipsec satn T AR RE D INZ L EIBFEE , HZ2RBHENMRIER

HERADEEIERE,
<tfroot>
RouterB#

show crypto ipsec sa

interface: Tunnel0
Crypto map tag: TunnelO-head-0, local addr 192.168.0.20

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
current_peer 192.168.0.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 669, #pkts encrypt: 669, #pkts digest: 669



#pkts decaps: 668, #pkts decrypt: 668, #pkts verify: 668

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.20, remote crypto endpt.: 192.168.0.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x93DCB8AE(2480715950)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox89Cl41EB(2311143915)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5578, flow_id: CSR:3578, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607913/520)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: Ox93DCBSAE( 2480715950)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5577, flow_id: CSR:3577, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607991/3137)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:



outbound pcp sas:

- f#Ashow ip eigrp neighborsin SR E B H thuh B 37 T EIGRP#F#ZRIR,

RouterB#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num
0 10.1.120.10 TuO 13 00:51:26 3 1470 0 2
A OEE ST B FlexVPN
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crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

!

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL
1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c.HER U HER ERIAAAART , RAREE —ER Areaun, BEAME BB RBENARRXES
&,

aaa new-model

aaa authorization network FlexAuth Tocal
!

d.E 2 — {BliP addresspoonamedFiexrool , B E#1E10.1.1.2F010.1.1.254, Mt ARE P B 8%
BliaER RV BEE N .

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e.E& —HB BrexTrafic. SLFFAEEE10.10.1.0/24BEEIPFHREE, LLACLEZHIXZFIFlexVPNZD
X LUEIBREE BE IR AR .

!
ip access-1ist standard FlexTraffic

permit 10.10.1.0 0.0.0.255
!

5| A T SRS E R IPHE 3k i K Ev2 Authorization Policyo

crypto ikev2 authorization policy HUBPolicy
pool FlexPool



route set interface

route set access-list FlexTraffic
|

£ |, IKeEv2 profile B Mkeyring AAAR FEAE -

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1

9.2 , Transport Sa EEZ AN REBE RN M F#EEE L,

h. 237 , 1Psec profileZd" Bt F 51K Ev2 profile B Transport SetZE 3 B o

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

i.ﬁﬂlﬁvirtual-taﬂplate1astypetunnelo H?rfl\ﬁaﬁﬁ?‘%munnumbered address fﬂ?ﬂgﬁﬁ I Psec profile

!
interface virtual-template 1 type tunnel
ip unnumbered loopbackl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

SR 20XEE

a. ERIKEV2ER MK,



bEEZRRIBMAAROERFETHORENEHLAER,

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

cHEA UK ERAAARE K AREZ—EEANEERESE  reannX BFEREES KB
BLEAPRYRE, BTR , BLEE A E RSPt ik M B% B 31X BIFlexVPN 2 3o

|
aaa new-model

aaa authorization network FlexAuth Tocal
|

d.EE— Ml & B REFMEEE10.20.2.0/24. WIEEXEIPH BB EreTraficlt ACLE FE It 20 X 3 ARV HB 2E
, MEBEBREE,

ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

£ 2 B 55 51k Ev2 Authorization PoIicy?Eo

|
crypto ikev2 authorization policy SpokePoTlicy
route set interface

route set access-1list FlexTraffic
!

e. 2 IKEv2 profile , 0 BitkeyringFIAAAR FEAE o



crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy

fEMEREIERRANREBERNNBENMZEE S,
9.BMIPsecBERR , 7EZAEUNIKEV2E BEERNEHRHE.

!

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

h.E R R IPHEu B ERENE , ZEERRBEN LSRR LB BN,

I
interface tunnel 0

ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
I

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
|

Ba s

£ Fshow ip interface briefan T2 1RFEIE ., E &SR E &R EH BAREE -

« EERSL  EEEREREERB/MEEAME. SEPOEIGERIHERup/upik

XEMYTEREFE,.
- S XL, BRESTEYEIPE i 3 58 R B R B RUIR BB

<#root>

F1exVPN_HUB#

BE

70N

iE=3 i)



show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.10 YES NVRAM up up
GigabitEthernet2 10.10.1.10 YES manual up up
Loopbackl 10.1.1.1 YES manual up up
Virtual - Accessl 10.1.1.1 YES unset up up

<<<<<<< This Virtual-Access has been created and is up/up
Virtual-Templatel 10.1.1.1 YES unset up

F1exVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES NVRAM  up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.8 YES manual up up <<<<<<

The tunnel interface received an IP address from pool defined

- f#Ashow crypto ikev2 sa i P LEHES X 2 BRI LLER,

<#root>
FTexVPN_HUB#
show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.0.10/500 192.168.0.20/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/587 sec

IPv6 Crypto IKEv2 SA

- f£Mshow crypto ipsec satn T AR RE D INZ W EIBFEE , HZ2RBHENMRIER
HEER B EHEIEN,

<tfroot>



F1exVPN_HUB#

show crypto ipsec sa

interface: Virtual - Accessl

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 192.168.0.10

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
current_peer 192.168.0.20 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.10, remote crypto endpt.: 192.168.0.20
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxAFC2F841(2948790337)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox7E780336(2121794358)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5581, flow_id: CSR:3581, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-h

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:



spi: OXAFC2F841(2948790337)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5582, flow_id: CSR:3582, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:

- fEMshow ip route T T RFEHRBARREHEE DX -
- BRHUBHL & F #route set interfaceZEA , 10.1.1.1/328 i 2 &8 IKEV2FL B & #H

EH.
- BAHUBHEL & F Mroute set access-list FlexTrafficZE4 , 10.10.1.0/24 & 2E 1B
IKEV2EL B & SHIEM,

<{froot>

F1exVPN_Spoke#show ip route
<<< Omitted >>>

Gateway of Tast resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

S 10.1.1.1/32 is directly connected, Tunnel O <<

C 10.1.1.8/32 is directly connected, TunnelO

S 10.10.1.0/24 is directly connected, Tunnel0 <<<<<<<

C 10.20.2.20/32 1is directly connected, GigabitEthernet2
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl

L 192.168.0.20/32 is directly connected, GigabitEthernetl
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<{froot>
F1exVPN_HUB#

pi ng 10.20. 2. 20

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.2.20, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

F1exVPN_Spoke#

ping 10.10.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

2% B4 X FlexVPN

EROESEAES KA XEOXEHFEHNNFlexVPNUEBEBE, TiEEBZEHWVPNENR
o BB REERIRGIE  HEANHRPAFEFREHEFSNEMBERIPHU | EMAAEREERK
B|EE{RIPsechziE , ABR S MEAIL FRIKIEE,

HEEERL A TARBHAEFRTAERETEHFIEFRES , KMEBGBERI[ETENT
Eﬁ%%%&fb)ﬁip nhrp redirecto T:I_:ﬁJ\SIZJ: , aﬁ‘%ip nhrp &ortcutﬁ%*?fﬁﬁ”&gumﬁ%ﬁ&%ﬁﬂ’gii
[  REMSXBEEVEEBE, ZESI AP OEFNEENECENEAE , IREFRE
BRMCENEAE.
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GigabitEthernstl

192 .168.8. 26
Hub
o
@igabitEthernstl
192.163.0.10
.~
Spoke B
GigabitEthernsetl
192.168.8.36

Spoke_to_Spoke_Diagram

SR 1RRBFEE

a.EEIKEV2EREME EER,
b.BE i keyring M #al A A Pre-Shared Key A BT ER IR HE1T B 10 BR B 1Y 6

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

C.ERLEHEE EBAAARYE AR EEZ—BAZANRRRESE  EERELHEEREFE
ERE , REHBEE B R LUSIPHE 1 13 B #EX BIFlexVPN D X Flexautho

!
aaa new-model



aaa authorization network FlexAuth Tocal
!

d.7E 2 — 1BlIP address pool 5 B FlexPool, , A EH#131£10.1.1.2%10.1.1.254, AR B E&IPH#b it 2
B R IRMIPRE T E,

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e. E& — {88 Brexratic, SLFFHEEE10.0.0.0/8MREIPFEUFE, HACLEZHIEEIFlexVPNERHRAY
Mg, SRERIERFNEMGEBEFRNAE R ELEHRAES LEBERBEIEELBR.

ip access-1ist standard FlexTraffic

permit 10.0.0.0 0.255.255.255
|

35 578 BB F1E 1P address pool 1T T 7 IKEV2 Authorization Policyﬁﬂo

crypto ikev2 authorization policy HUBPolicy
pool FlexPool
route set interface

route set access-list FlexTraffic
|

£ I IKEV2 profile , 70 BtkeyringFIAAAIRFEHE

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPoTlicy
virtual-template 1

9.2 Wrrangport St E XA RREBE RN MBNFMEEE X,



h.ZB3I. Ipsecprofile? Bt Ik Ev2 profile & Transport SetBI & 31 o

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

b=

Eﬁvirtual-template 1l astypetunnel o ﬂ%’fl\ﬁ §| H F‘:I P unnumbered addr%sf[ﬁ@ﬁﬁ | Psec profileo

i

|

interface virtual-template 1 type tunnel

ip unnumbered loopbackl

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

FER2: 0 XABE

a. ERIKEV2ERE A EER,
b.gﬂlﬁkeyringflﬁﬁﬁllﬁﬁ Pre-Shared Keymgqﬁ{%ﬁﬁ'%ﬁ%ﬁﬁ%ﬁg o

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

= ﬁiip nhrpredirect'%’ffﬁ#ﬁﬁ*&t@ﬂlﬁ ) LXE%”E{%EEEME{%EYLEE@%&QLEUEEm%o



cHEAP UM ERAAARE K AREZ—EGSANEERERE  reann A FEREES KB
BLEAPRYRES, TR, BLEE A E RSP it 1k M B% H 31X BIFlexVPN 2 32,

|
aaa new-model

aaa authorization network FlexAuth Tocal
|

d.E&H— 1Iup%2%iﬁ;m%‘§ﬂ§10 20.2.0/24 9 B EEIPEH R Bl FiexTrafficRo MACLEZE LS X FRIAE
3%, AMEIEBRE

!
ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

S5 EE B TE 1kEv2 Authorization Policy.

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-list FlexTraffic
|

e. B IKEv2 profile , 70 BitkeyringFIAAAR FERE

|

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

fE M Wransport Sk EEZ AR R EE R MBZENMERTE L,
g.BiIPsecEBERR , 7E 2B EMHIKEV2E EERNEH K,



crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

h.EﬂIﬁﬁ%ﬁfl\ﬁﬂEﬁ*ﬁVirtual-Templatel*}io BEEMN AT EHINHRP shortcutsdV T, L ) 1B A tunnel 0%
E A L1 RERSE Hvirtua-templatedlt o

5 Xipnhrpshorteut EEEERZ ST, SMETMRARBREEHRF[OINHRPEEEEEBER T FIH
ftb 0 X Y B 125838

interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface virtual-template 1 type tunnel

ip unnumbered tunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

HER 3.0 XBEE

a. ERIKEV2ERE A EER,
b.gﬂlﬁkeyringflﬁﬁﬁllﬁﬁ Pre-Shared Keymgqﬁ{%ﬁﬁ'%ﬁ%ﬁﬁ%ﬁg o

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

!

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING



peer FLEVPNPeers
address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

cCHEFLEHSR ERAAARYE  ARXTECEZANRRRESE  XFERFHEERBEFIBER
BE , ABRE BRI EE KL LUSIP i1 R B& B H#E 3% BIFIex VPN X Flexautho

aaa hew-model

aaa authorization network FlexAuth Tocal
|

d.E&—{Ed & A L FFMEE10.30.3.0/24. WIREEIPFHRIE Erexrarticlt ACLE R It 70 X 3 ARV A R
, AEEIBREE.

ip access-1ist standard FlexTraffic

permit 10.30.3.0 0.0.0.255
!

BB EE S 5| A 1KEv2 Authorization Policy.

crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-list FlexTraffic
|

e. B IKEv2 profile , 70 BikeyringFIAAARR #EAH o

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1



fEY Wransport St ERFARNREER W INZ M EEE

g.El‘Z v |Psec profileﬁJ\Eﬂim 5'EIKEv2 profile_ﬁfj_ﬁUTransport SetEEI’J o

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

hEE Etunnel interface*ﬂvirtual templateo ?E’Virtua]-TempIaIelEE_fL;%igﬂlﬂdVﬂNHRP shortcutso ltt91~ , %H%‘
tunnel0F% IE A - B 7K 4 5% 3 virtual -templatedlt o

9 Xipnhrpshorteut LEEERZ ST, SMETMEEARBRE EHRB[ONHRPEEEE S BEEV I H
ftb 0 X BV IE 125538

interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
1

interface virtual-template 1 type tunnel

ip unnumbered tunnel0

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
1

interface GigabitEthernetl

ip address 192.168.0.30 255.255.255.0
!

Ba s

& Fishow ip interface brieffi S R{AFEE, ERERMNEEFIBRE, BE K CREHFIEHFNE
BB

- HEFLE  EREEREREENup/downikiE, RERup/upRRERYERRE M EHRH .

<#root>



F1exVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.30 YES NVRAM up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.12 YES nmanual up up

Vi rtual - Accessl 10.1.1.12 YES unset up up
Virtual-Templatel 10.1.1.12 YES unset up down

- {# Ashow crypto ikev2 sa ﬁwﬁﬁwﬁ"‘ﬁ BB LT ELR,
« f£Mshow crypto ipsec satn T LA REC INZ I BEIBFEE , FE2RFBEHENMRIER

BBREAREEEE
. ﬁﬁﬁshowmnhrpup BEERCENREEHREND,
<#root>

FTexVPN_Spoke#

show i p nhrp

10.1.1.10/32 via 10.1.1.10
Virtual-Accessl created 00:00:13, expire 00:09:46

Type:
dynami c

, Flags: router nhop rib nho
NBMA address: 192.168.0.30

10.30.3.0/24 via 10.1.1.10

Virtual-Accessl created 00:00:13, expire 00:09:46
Type:

dynami c

, Flags: router rib nho
NBMA address: 192.168.0.30

£ Ashow ip route TS RBEHEREHET P X !

- EWERE B EVirtual-Access 1T H B , 2H#AY , WEANHRPR$ETT A BABH,
* FRRTT—HREE.

<{froot>

FTexVPN_Spoke#sh ip route
<<<< Omitted >>>>



Gateway of last resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.0.0.0/8 is directly connected, TunnelO
S 10.1.1.1/32 is directly connected, TunnelO
S % 10.1.1.10/32 is directly connected, Virtual-Accessl
C 10.1.1.12/32 1is directly connected, TunnelO
C 10.20.2.20/32 1is directly connected, GigabitEthernet2
S % 10.30.3.0/24 is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl

L 192.168.0.30/32 1is directly connected, GigabitEthernetl
o {F Apingds T 5 78 B @ & Y MRS AU E AR

<#root>

F1exVPN_Spoke#
pi ng 10.30. 3. 30

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.30.3.30, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

A 3

AHRENEA VARG ERETRSER. EAATHTHEERSREETEE

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet

debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states



NHRPFAEEBIRZ B 2 X2 5 X1 ELF

debug nhrp

debug nhrp detail
debug nhrp event
debug nhrp error
debug nhrp packet
debug nhrp routing
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