£ FAISEAAnyConnect FlexVPNEL & 1 20 HEER
B &%

ISE

RN B EHISEAEECisco I0S® XEREHEFHIKEV2 AnyConnechE#REL B 7 0 — HEBRAVIBIE,
DE R

=X
BHREBRABBLTEE

. £ A5 LB EAnyConnect IPsechy &5
- BRI BMRESIZ(ISE)EE

- BRlL2EMAFIRCSC)

+ RADIUSEAHE

BRA T
AR EFARRIR T KRBT -

+ Cisco Catalyst 8000V(C8000V)- 17.12.04
- BRlZ£FERAER —5.0.02075

* CiscoISE -3.2.0

* Windows 10

ANFHEARBBBEERETREANEEMEL. XPEAZNAMBERERREHER ( HEKR
) BVIERERE B, MRIEHVMEREET | FERERBEMESTRERNTE,
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Cisco Router ISE Server

VPN User

BExKEE  FEEBIT &,
PR ELE

1.2 &E LR ERADIUSHIRERAEIT S D BMB N A IRE

radius server ISE

address ipv4 10.127.197.105 auth-port 1812 acct-port 1813
timeout 120

key ciscol23

aaa new-model
aaa group server radius FlexVPN_auth_server
server name ISE

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network a-eap-author-grp local

2EESTFERUZEEHRRE, ARBHS[N At S HREBHEBIARSA , HItEEERFRIFE
AREYHEGHETENRE. EHEREEUNFHEN , F2EPK 1B EZMAPKI -20EEET
-

crypto pki trustpoint flex

enrollment terminal

ip-address none

subject-name CN=flexserver.cisco.com
revocation-check none

rsakeypair flexl

hash sha256


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303
https://community.cisco.com/t5/collaboration-knowledge-base/cisco-ios-xe-certificates-install-regeneration/ta-p/4562303

3. EZIPALM , LUETE R IIAnyConnectiBZ#R B AAnyConnect VPNE F i 2 Bt b it

ip local pool ACPOOL 172.16.10.5 172.16.10.30

4BV IKEV2ZAS i ZERBE -
WERBEHERNEE AR ®RadiusA RS HENBHSERNERE

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 8.8.8.8

BiEE : MRKREEBERIKEV2REXRE , RIEAS Adefault I FRRRRERBETRE, 1



Al LUEIBRADIUS Al R ESHE X EIKEV2IRERBEFIEEN B M, BEERRADIUSHIRSH#
Esplit-exclude B %,

5(f&), BUIKEV2EZNER (MRAEE , IERAEERERE) -

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 19

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl

6 (&), BEEERE (MRKREE , BEHERERE) -

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

7TERAREEERPHUEERENH,. ERFENNEHSRESRERIPALL

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255

8.EENRPREERNBNEHNEFER

interface Virtual-TemplatelO0 type tunnel
ip unnumbered Loopbackl00
ip mtu 1400

9.#AnyConnect# FinEl B8 5 L BRI B HEFMNbootflash® |, WIRIGENERBEER :

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

10.EETSHMAEREBETNKEV2EBESR !



crypto ikev2 profile profl

match identity remote key-id *$AnyConnectClient$*

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint flex

aaa authentication eap FlexVPN_auth

aaa authorization group eap Tist a-eap-author-grp ikev2-auth-policy
aaa authorization user eap cached

virtual-template 100

anyconnect profile acvpn

BEHEIKEV2EBERPEM

M.EE

match identity remote key-id *$AnyConnectClient$* — 5 & FikiI1ZE# . AnyConnectfE
*$AnyConnectClient$*{E B H & | Akey-idRI TR IKERR# . B2 , AL FEAnyConnectEL E1E
EPFHEIUNERAREBESRS

authentication remote — IR REAPBEX BRAREFin 5 HBRE.

authentication local — 2R S BEF AR EE TR S B EE,

aaa authentication eap — FEEAPH B3R FHIE , F£EARADIUSR#85FlexVPN_auth,

aaa authorization group eap list — FEREIBEH , K5 Ea-eap-author-grpEE IR 1 K B
ikev2-auth-policy— 2

aaa authorization user eap cached — BB A & T,

virtual-template 100 — &2 2 5 [& BB E F 8 4R,

anyconnect profile acvpn — EITHFEENEFIRHEEER, FUHEARLIKEVEEER

IPsecBl B :

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile profl

1248

IPsecht B 1% R#T1E 2 EHER -

interface Virtual-TemplatelO0O0 type tunnel
tunnel mode ipsec ipv4d
tunnel protection ipsec profile AnyConnect-EAP

13. ERHGE L ZERAERHTTP-URLN B EEMMHTTPRIARES :

no crypto ikev2 http-url cert

no ip
no ip

http server
http secure-server



14 BLESSLERM IS ER ABRAIWAN IPEEA T REERERAVA Mt ut

crypto ss1 policy ssl-server
pki trustpoint flex sign
ip address local 10.106.67.33 port 443

crypto ss1 profile ssl_prof
match policy ssl-server

AnyConnect® FinBlERER ( XMLEEER ) WA & :

#Cisco I0S XE 16.9. 1 ZBIRRASF , MERRFEHBD THEBERESR. 16.9.12% , AJLERFE T
BEHERESR.

<#froot>

<?xml version="1.0" encoding="UTF-8"7>

<AnyConnectProfile xmlns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SinglelLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstab1ishment>AlTlowRemoteUsers</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>



<HostEntry>

<HostName>

Fl ex

</HostName>
<HostAddress>

fl exserver. ci sco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>

</ServerList>
</AnyConnectProfile>

558 BRI 5| ¥ (ISE)RE

1.8 HEREMAISELN AREREE N SRADIUSE EL A £, At ,

F>REREE, R—THERIEHREERAATF IR

Metwork Devices Network Device Groups

Name giy-33

Notwork Devices

Dascription

1P Address P

Device Profile
Model Name

Caodov

Software Version 17,124

Metwork Device Group

Location All Lacations

IPSEC Ne

Device Type All Device Types

RADIUS Authentication Settings

RADIUS UDP Settings
Pratacal RADIUS

Shared Secret

Use Second Shared Secrat

Second Shared
Secrat

Cod Pon 1700

MEMRREKE

Matwaork Davice Profiles

10.106.67.33

External RADIUS Sarvers

-

RADIUS Server Sequances

MAC Managers

=
AR

External MDM

I EE-RRE

pxGrid Direct Connectors

L



2.2 B8 -

ERHME , LEEEHEMSHIR A RAECGT TN EAEHEN . ELEERESRIER.
B i B Administration > Identity Management > Groups > User Identity Groups , A% B5&Add:

es Groups External Identity Sources Identity Source Sequences Settings

Identity Groups

= Identity Group

* Name AGC_Split
Endpaint |dentity Groups

User ldentity Groups

By 55

3.4 E R E D ERB

165 & B 2 EFEMY B9 4H. BB Administration > Identity Management > Identities >
Users,

B Enabled testuser () AC_Split
testuser

HEEREMNEE S 08

4. BIKRERE -
ERMPREES ERERBEEENERE. ELRGlD  EELERGTAHMEEERR, Bit

, B8 ZEPolicy>Policy sets:

Policy Sets Reset Policyset Hitcounts
Status  Policy Sat Name Description Conditions Allowad Protocols [ Server Sequence Hits  Actions  View
©  AnyCannect_CBOOOV_Palicy ©  DEVICE-Dévics Type EQUALS AN Davice Types 4 it >
L A
BEURKE

5B MIRMERNE

ERMOVRERE , ZREERLEZREAENRE, BRSESBR2TELNEHEERSKREFS
BER.



[ AnyCannect_CEO0Ov_Policy

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Autherization Policy - Glabal Exceptions

v Autherization Palicy (2)

Status  Rule Name Conditions

= DEVICE-Device Type EQUALS All Device Types

§  DEVIGE Device Type EQUALS All Device Types

AC_SpE1_Usars AND

Results

Profiles Security Groups Hitz  Actions

IdenityGroup-Name EQUALS User kentity Groups-AG_Spiit

(] Default
BURERR

Library

@O |a e R mF E B R eLe:t
5G
BYOD_is_Registered
Catalyst_Switch_Local_Web_Authentication
Compliance_Unknown_Devices
Compliant_Devices
EAP-MSCHAPv2
EAR-TLS
Guest_Flow
MAC_in_SAN

Network_Access_Authentication_Passed

BIE R R AR

6.EVREBEERESR

¥

Editor

AND

Set

Is ot

DEVICE -Device Type

Equals r

IdentityGroup-Name

Equals w

Py
A

All Device Types

User ldantity Groups:AC_Split «

NEW AND OR

oo | X

REREEROELERERBEMATHRE, BEYFHREREER  HPFEUTEMYE

B2 Bl= ACCESS_ACCEPT

cisco-av-pair = ipsec:split-exclude= ipv4 <ip_network>/<subnet_mask>



Results

@ Status  Rule Name Conditions Profiles

: B _ P _

Create a New Authorization Profile I

@  petaur

BB RERBEESR

Authorization Profile

* Name AC_Router_Split

Description Split exclude for AC users

* Access Type
ACCESS_ACCEPT v

Network Device Profile &% Cisco &

Service Template O
Track Movement O ®
Agentless Posture 0O®

Passive Identity Tracking O (i)

REREEREE

v Advanced Attributes Settings

Cisco:cisco-av-pair ~ ipsec:split-exclude= ipv4 ... v

Cisco:cisco-av-pair v ipsec:split-exclude= ipv4 ...

ipsec:split-exclude= ipv4
192.168.2.0/255.255.255.0

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.1.0/255.255.255.0
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.2.0/255.255.255.0

EEREREERTHELE

TREREEEERKE.

Security Groups

Select from list

Select fram list



Dictionaries Conditions Results

AC_Fouter_Salit

Authantication

Authorization Profile

Authorization “
uihosization Profiles .
I N AG_Router_Spiit
Downloadable ACLs
Description Split exclude fior AC users
Frofling & * Access Type

ACCESS_ACCERT

Posture
Metwark Device Profile

Client Provisisning
Service Template

Track Movement
Agentless Posture

Passive ldentity Tracking

e

Common Tasks

~ Advanced Attributes Settings

4

Attributes Details

Acress Type = ACCESS_ACCEPT
Cisoo-d-pair = ipsec: spit-exclude= ipvd 192.168.1.0/255.255.255.0
Cisco-awpair = ippec:spit-excludes ipvd 192.168.2 07255 255 255.0

BEREREERKE

BEREEMERERRRIABEEEPNRMERE

] AnyConnoct CBOBIV_Palicy 5 DEVICE-Device Type EQUALS All Device Types

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Authorization Palicy - Global Exceptions

“ Authorization Policy (2)

Status  Rule Name GConditions

G DEVICE Davics Type EQUALS All Devics Typos

e AC_Split_Usars AND

B

-] Defauit

R EERBEE

HEUWEERFIF |, BAILRBEREFMBN S0 EHREBVPNEIRISER B/,

Ciseo:eiseo-av-pair w7 ipsec:split-excludes ipvd ...

Ciscocisco-av-pair ~  Iipseccsplit-excludes ipvd ...

IdentityGroup-Name EQUALS User identity Groups:AC _Split

Results

Profiles Security Groups

Hits

Actions




MizE : A Cisco 10S XEEImEITRA VPNELRER , REei& —EF 2 HERR FB#HIX B & Fin
PC, HtRIREE HCiscofizRID CSCwj38106f# R , It B ZEF 0 HEBR FHE AT LATE17.12.43
#., BRCIEERTNESHMEN K F2RXRER,

B

1.5 7R B HRET , FBEiBAnyConnectft fF F EPCIEZEIC8000V I i AR

k=111
k


https://tools.cisco.com/bugsearch/bug/CSCwj38106

@ Cisco Secure Client

AnyConnect VPN:
Please enter your username and password.,

':|E:{ Connect

(3 Cisco Secure Client | Flex

6 Please enter your username and password.,

Username: ||ftestuser

Password: | ssssss==s]

Ok !| Cancel

& AZ|AnyConnect

2BVERRE , HR—TgearBR ( £T A ) LEMEIAnyConnect VPN > Statistics, HFZREHF 2 HE
BREVPREE,



€ Cisco Secure Client

Status Overview

AnyConnect VPN

ISE Posture

Collect diagnostic information for all
installed components.

Diagnostics

BB ER

€ Cisco Secure Client

Status Overview

AnyConnect VPN

NIIr ;
asco  Oecure Client

NIIr ;
asco  Oecure Client

- X
Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
el
Connection Information
State: Connected
Tunnel Mode (IPv4): Split Exdude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: b Mone
Duration: 00:00:44
Session Disconnect: MNone
Management Connection State: Disconnected (user tunnel active)
__Address Information
Client (IPv4): 172.16.10.9
Client (IPvE): Mot Available
Server: 10.106.67.33
[= o
£ >
E i ZAnyConnect VPN > Route details , lEFRBERNWETAHERZ S BANMELZ SR,
- X
Virtual Private Network (VPN)
Preferences Statistics Ronﬁ Details Firewall Message History
Non-Secured Routes (IPvd) "

ISE Posture

Collect diagnostic information for all
installed components.

Diagnostics

192.168.1.0/24
192.168.2.0/24

Secured Routes (IPv4)
0.0.0.0/0




S Bk A E A

b-10]]
[z

AR

S8 1] LR TR VPN R s £ R EARFF A E A

1. IKEv2 parameters

<tfroot>
8kv#

show crypto ikev2 sa detai

I Pv4 Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

1 10.106.67.33/4500 10. 106. 50. 91/55811 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth verify: EAP

Lifel/ Active Tinme: 86400/ 22 sec

CE id: 1012, Session-id: 6

Local spi: E8S8C6CS5EEFOFOEF72 Renote spi: 7827644A7CA8F1A5

St atus Description: Negotiation done

Local id: 10.106.67.33

Renmote id: *$AnyConnect d i ent $*

Renote EAP id: testuser

Local req nsg id: O Renote req nmsg id: 6

Local next nmsg id: O Renote next msg id: 6



Local req queued: 0 Renpte req queued:

Local wi ndow. 5 Renote wi ndow. 1

DPD configured for 0 seconds, retry O

Fragnent ati on not configured.

Dynani ¢ Route Update: disabled

Ext ended Aut henti cation configured.

NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assigned host addr: 172.16.10. 10

Initiator of SA: No

Post NATed Address : 10.106.67. 33

PEER TYPE: O her

IPv6 Crypto | KEv2 SA

2.Thisisthe crypto session detail for the VPN session:

<ffroot>
8kv#

show crypto session detail

Crypto session current status

6



Code: C - IKE Configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

X - I KE Extended Authentication, F - |KE Fragnmentation

R - I KE Auto Reconnect, U - |IKE Dynanic Route Update

S - SIP VPN

Interface: Virtual - Accessl

Profile: profl

Uptime: 00: 00: 44

Sessi on status: UP-ACTI VE

Peer: 10.106.50.91 port 55811 fvrf: (none) ivrf: (none)

Phasel_i d: *$AnyConnect d i ent $*

Desc: (none)

Session ID: 16

I KEv2 SA: local 10.106.67.33/4500 renote 10.106.50.91/55811 Active

Capabilities:NX connid:1 lifetine:23:59: 16

| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 host 172.16.10. 10

Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 114 drop O life (KB/ Sec) 4607987/ 3556



Qut bound: #pkts enc'ed 96 drop O life (KB/ Sec) 4608000/ 3556

3. Verify on ISE live logs.

SR F AR

1ECisco Router L:

1. EAIKEV2HIPsecFA i B3 BHim M % Fim 2 B .

debug
debug
debug
debug
debug
debug
debug

crypto
crypto
crypto
crypto
crypto
crypto
crypto

condition peer ipv4 <public_ip>
ikev2

ikev2 packet

ikev2 error

ikev2 1internal

ipsec

ipsec error

. ERAAAATE R B 3 A it F/ SR i B A Y 0 e

debug aaa authorization
debug aaa authentication
debug radius authentication

ZEISEL :

Ein 2R E>ENEF B 55 ARADIUSENEF B 56,
TGS

*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct

13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.

928:
929:
929:
929:
929:
929:
929:
929:
929:
929:
929:

RADIUS/ENCODE (0000012D) :Orig. component type = VPN IPSEC

RADIUS/ENCODE (0000012D): dropping service type, "radius-server attribute 6 on-for
RADIUS(0000012D): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6 tableid : [0]

idb is NULL

RADIUS(0000012D): Config NAS IPv6:

RADIUS/ENCODE (0000012D): acct_session_id: 4291

RADIUS(0000012D): sending

RADIUS/ENCODE: Best Local IP-Address 10.106.67.33 for Radius-Server 10.127.197.10
RADIUS: Message Authenticator encoded

RADIUS(0000012D) : Send Access-Request to 10.127.197.105:1812 id 1645/24, len 344



RADIUS:
*Oct 13
*Oct 13
*Oct 13
*Oct 13

*Cct 13

13
13
13
13
13

*0ct
*0ct
*0ct
*0ct
*0ct
*0ct 13
*0ct 13
RADIUS:
*0ct 13
RADIUS:
*0ct 13
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
*0ct 13
*0ct 13
*0ct 13

02

54

35
32
30
35
49
35

*Cct 13

RADIUS:
*Oct 13
*Oct 13
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
*Oct 13
RADIUS:
*Oct 13
RADIUS:

43
31
31
2D
38

03

F9

*Oct 13 10:

*Cct 13

*Oct 13 10:

*Cct 13

*Oct 13 10:
RADIUS/DECODE:

8kv#

10:
10:
10:
10:

10:

10:
10:
10:
10:
10:
10:
10:

10:

10:

10:
10:
10:

10:

10:
10:

10:

10:

10:

10:

01:

01:
01:
01:
01:
01:
01:
01:

8E

01:

85

01:

32
4C
41
38
44
39

01:
01:
01:

01:

01
01
41
5A
31
70

authenticator
01:
01:
01:
01:

25.
25.
25.
25.

25.

25.
25.
25.
25.
25.
25.
25.
00
25.
1B
25.
43
34
36
5A
3D
30
25.
25.
25.

25.

authenticator

:25.

:25.
43
4F
39
73

[ 8]

01:

8E

01:

61

01:

01:

01:

01:

01

25.
00
25.
C1
25.

25.

25.

25.

929:
929:
929:
929:

929:

929:
929:
929:
929:
929:
929:
929:
16 04 10 8A

929: RADIUS:

AC BE A8 DA

929: RADIUS:

50 4D 53 65
30 41 36 41
41 33 32 35
4E 31 32 3B
69 73 65 2D
30 2F 33 38
929:
929:
929:

998:

998: RADIUS:

53 3A 4C 32
32 4C 34 30
34 43 43 35

998: RADIUS:

04

998: RADIUS:

998: RADIUS:

998: RADI US:

998: RADIUS:

998: RADIUS: Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4 192.168. 2.0/ 255. 255. 255. 0"

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS(0000012D): Sending a IPv4 Radius Packet
RADIUS(0000012D): Started 120 sec timeout

85 AC BF 77 BF 42 OB C7 - DE 85 A3 9A AF 40 E5 DC
RADIUS:

Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 45

Cisco AVpair [1] 39 "isaknp-phasel-id=*$AnyConnectd i ent $*"

Calling-Station-Id [31] 14 "10.106.50.91"
Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L40A6A4321702L40A6A325BZH1194CC58.

User-Name [1] 10 "testuser"

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 24
09 BB OD 4B A9 D6 2B 59 1C C8 FE 1C 90 56 F5 [ K+YV]
Message-Authenticato[80] 18

EF 24 AE 4D
State [24]
73 73 69 6F
34 33 32 31
42 5A 48 31
33 30 53 65
70 73 6E 2F

28
90
6E 49
5A 4F
31 39
73 73
35 31

46

3B [ 5900/38;]
NAS-IP-Address [4] 6 10.106.67.33

32

44
32
34
69
37

8C 48 [ T$M(F2H]

3D 4C [52CPMSessionID=L]
4C 34 [2L40A6A4321702L4]
43 43 [0A6A325BZH1194C(C]
6F 6E [58ZN12;30Session]
31 33 [ID=ise-psn/51713]

RADI US: Received fromid 1645/24 10.127.197.105: 1812,

BC 19 F2 EE 10 67 80 C5 - 9F D9 30 9A EA 7E 5E D3
998: RADIUS:

User-Name [1] 10 "testuser"

Class [25]

67

4C 34 30 41 36 41 34 33 32 [CACS:L2L40A6A432]
41 36 41 33 32 35 42 5A 48 [1Z02L40A6A325BZH]
38 5A 4E 31 32 3A 69 73 65 [1194CC58ZN12:1ise]
6E 2F 35 31 37 31 33 35 39 30 30 2F 33 [-psn/517135900/3]

EAP-Message [79] 6

Message-Authenticato[80] 18
FD 6D 26 31 A2 89 04 72 BC DD 32 A9 29 [ am&lr2)]
Vendor, Cisco [26] 59

Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4 192.168. 1. 0/255. 255. 255. 0"

Vendor, Cisco [26] 59

:25.998: RADIUS(0000012D): Received from id 1645/24

EAP-Message fragments, 4, total 4 bytes

Access- Accept,

| en 239



o {F A A (F A & E R E B IKEV2IE i 55 B i & FlexVPN EE i
- BLERAEAPHIDUOS 7 B8 & Y AnyConnect Flexvpn
« {FAEAP-MD5EL & AnyConnect IKEV2iE i Eh R



https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



