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Split-Tunneling Tunnel All
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SD-WAN R Headend o
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192.168.18.219
i VPN 1

SDRAZ B/ MISDRAZ #
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with SOWAN SD-WAN Remote-Access
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Fabric) SD-WAN Edge
'

IPsec/55L
RA VPN
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Cisco SD-WANZHeEMEBEZERFIRAFRHE ., RAFRAERA D XHMEBLANRFERE,

HASERAZFiw , SD-WAN RAEIFARAR Fin 0 BLIPH#bit |, WASTHRET IR AFIEEIME
RAEAEN R VRFH 25 E R IPHEILE,

BRERBIEERAR FIHEMINVPNESE, SD-WAN RATH i {EFHOMPISRAR F ik i IR IS VRF = &
FREIPESHABREVPNFRW I AEGHRE,

£+ ERFlexVPN?
SD-WAN RAZRIFCisco FlexVPN RAfER G %R, FlexVPNEERERNIKEV2IZEE K HIYgER — @
H—EVEHIMCL , ASEER R, BimsAMA, POESRAENDS 8% (EEEFRIEHR

) EAEMR, FlexVPNRRHBEEEENMNER  BZEARBENEES , IRREESRVPNE
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SD-WAN Controllers

SD-WAN
Fabric

SD-WAN RA Headend

CA Server

10.11.14.26 T i )
10.11.14.27 ‘ - { G

cEc'ge Headend

192.168.10.219
E M — )
16.11.14.

AILSD-WAN RAEBERIZSHE 7T Hib T -

- EBAER THERCARBREERIFE H Cisco I0S® XE,
- AR BB, RENFTENISE/RadiusfiRES.

. AEIBWANA HE 35 B cEdge Y Windows PC,

. BZ#AnyConnect® F i,

MisE : CARMIRADIUSTE RS E EMARIEVRF 17, WA [ARESESEEIBFTASD-WAN
RAH U7 Y BRI VRFEA R

BHEE - 17.7.1afR A FISDRAM S E K B X ECisco SD-WANEH R, BERXENRESE
 FFERMZE  SD-WAN RAFE RS ENTEES

ISE #HAE
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/content/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html

£ B F Administration > Network Devices , A& #TIERAREE (cEdge) Pt FZHE , 20T BT

e Identity Services Engine Home ¥ Conte ibility » Operations » Policy » Administration ¥ Work Centers

» System  » Identity Management  ~Metwork Resources | » Device Portal Management  pxGrid Sendces  » Feed Senice  » Threat Centric NAC
=Metwark Devices  Mebwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDIM » Location Senvices
—
]
Metwork Dievices List > SDWAN-RA-LAB

Metaork Devicas .
Network Devices

Default Device
* Name [SDWANRALAH |

Description [ sowaN-RA-LAB

Device Securlty Settings

[1p address =] *IP: [192.168.10.218 i 32

* Device Profile &% Cisco|» &

* Network Devies Group

Location [al Locations & Set To Default
PSEC g o Set To Default
Device Trpe Al Device Types ® Set To Default

¥ |+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS

* Shared Secrel | sassnans I Show
= 5F o ur i +
WME T RA BRI R K E,
Network Devices
JEdt dbadd [fyDupkcate | olmport @oExport » {EGeneratz PAC | Y Delete +
Name Ip/Mask Profie Name = | Location Tipe Description
[J SDWAN-RA-LAB 192.168.10.218/32 &5 Cisco @ All Locations Al Device Types SDWAN-RA-LAB

FERADIUSRIBREEH , FEEEAnyConnectF M BEBENEAERBNEE , W TEMT. BEZE
Administration > Identities.



::In'u':!; Identity Services Engine Home » Context Visibility » Operations » Policy » Administration » Work Centers

» Systemn | ~ldentity Management » Metwork Resources  » Device Portal Management  pxGrid Senices  » Feed Semnice » Threat Cenfric MAC

= |dentities  Groups External |dentity Sources Identity Source Sequences k Settings
I

<]
Metwork Access Users List > b .0
Usars d ety 55 rs List > anavazar@dsco.com
* Network Access User

Latest Manual Metwork Scan Res._ .

* Name | anavazan@cisco.com

Status Enabled -

Emall |

» Passwords

Password Type: Internal Users -
Password Re-Enter Password
* Login Password | TIIIIIL]

] [nnnu ] | Generate Password
| |

Enable Password | | | Generate Password | (i

» User Information
» Account Options

» Account Disable Policy

b User Groups

TEEV—ARKE  FHREEEGYG , W TEMT. EEEERT , &£ AAIl Device typesfk
# , EEWREFAE SR EHa IR,

- igently Services Engine

PobcySels | Peoling  Poshwe  ChendProvisioning  » Policy Ele

ek e by o wireless o PR L p——
Rotot Policysat Hitcounts

Policy Sels

+ Status Policy Set Name Deserption Condtons Alcwed Prolocols / Server Sequence Mts Artons View
2 = v an o »
-l & >

A&, SEREEEL T —ERERE. FRHEAl Device typesFI ELEHY & 1740,
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+
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Q e
AND + + &
=
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f£ Authorization Profile® , 3195 E£Advanced Attributes Settings T #Access Typelii B 5
Access_ACCEPT , i##ZCisco vendor andCisco-AV-pairB{%.

FEREAERE —LRE5IH

- VRF , &I B RFEVRF,
CIPHERE  SEEAEERHIE T —EIPtit | Bt BRECEdge P E B /IIPE,



- ERAE TR 74

X IP vrf forwarding s & %4 B A IP unnumbered@ 5 2 B, MR ERHEN E R EEE
I , REZFERIP vrf forwarding@s © , RIAS#E = & 55 R A E M BREMIPEE

tuey dentity Services Engine Home » Confed Visibility  » Operaions » Administration » Work Centers

Policy Sels  Profiling  Posture  Client Provigioning  ~Policy Elamants

Dictionaries  » Condibons = Results

]
_ Authorizaion Profiles > RA_SDWAN_POLT_ANAVAZAR
¥ Authentication S
Authorization Profike

= Authorization *Name [RA_sowaN_poLL Anavazar] |

Ailomsicaion Profies Descripion | VRF + POOL +SUBNETS + SGT y

Downloadable ACLs Access Troe [access_ACCEPT d
¥ Profiing Metwork Device Profile | &% Ciseo | =
* Posture Senice Template [

+ Client Pr ing Track Movement i

Passhee Identity Tracking D i

» Advanced Attributes Settings

|Ei5cu:r:iscn—a1.r—pair U| = |ip:interFa=:e—cunﬂu='.rrF forwardi... ul
|C|5£ﬂ:cr5cr:r-av-parr » 3| = [:-nﬂg= ip unnumbered Loopbackl ¢ ',]
| Cisco:cisco-av-pair &| = |ipsec:addr-pool=RA-POOL S|
|C£5co:cbcw~nai' {J = [lpsec:mute-set=prﬂ1’m 10.11.1... ;]

= Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=wrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnumbered Loopbackl
cisco-av-pair = ipsec:addr-pool=RA-POOL

cisco-av-pair = ipseciroute-set=prefix 10.11.14.0/24

FEREBM

Access Type = ACCESS_ACCEPT

ci sco- av- pai ip:interface-config=vrf forwarding 1

ci sco- av- pai i p:interface-config=ip unnunbered Loopbackl
ci sco- av- pai i psec: addr - pool =RA- POOL

ci sco- av- pai i psec:route-set=prefix 10.11.15.0/24

ci sco- av- pai i psec:route-set=prefix 10.11.16.0/24

= = = = =
1



AnyConnect® Fix 1 iy 2 BIFRE 5 2 P2 iE

WM R , REEAnyConnect® F i 2 W Mipsec:route-set=prefix B .

Split-Tunneling

& Cisco AnyConnect Secure Mability Client - x

atfren ]

cisco AnyConnect Secure Mobility Client

Virtual Private Network (VPN) Diagrostics. ..

Preferences Statistcs RouteDetsls Frewal Messsge Mstory

Non-Secured Rouwtes (IPvw] -
0.0.0.040

Secured Foutes (IPwd) -~
10.11. 14024

cisco-av-pair = ipsec:route-set=prefix 10.11.15.8/24
cisco-av-pair = ipsec:route-set=prefix 10.11.16.8/24

Cisco I0S® XEH iy CAfrl AR 85 &t it

Tunnel All

& Cisco AnyConnect Secure Mobiity Chient = *
MImir .- . ®
clsco AnyConnect Secure Mobility Client

Virtual Private Network (VPN) Cagnostcs. ..

Prefererves Statstics RouteDetsls Frewal Message Hstory

Secured Routes (IPv ~
0.0.000

NO prefix specified is 0.0.0.0/0

CAfAfRES @ Cisco IOS® XE SD-WANE ERHHE , WHFRABKAEHNRAZFinREHEB S,

CEDGEF 82 CAMIIREE , A ACisco IOS® XE SD-WANHF R X EE L NFPKIE RS,

- £ RSAT IR H

- BCARIBREEE IV PKISER A 28l £ K HKEY-CAEL Ersakeypair,
BEE : PKIAIBREBRFPKIEER L ACERERN BB,

- B CAffkAT EIECAMMREEN A ERBMEM "No shutdown, ERACAfBkaS

crypto key generate rsa nodul us 2048 | abel KEY-ca

|

crypto pki trustpoint ca
revocati on-check none
rsakeypair KEY-CA
aut o- enr ol

!

crypto pki server ca

no dat abase archive

i ssuer-nanme CN=CSR1Kv_SDWAN_RA
grant auto

hash shal

lifetime certificate 3600



lifetinme ca-certificate 3650
aut o-rol | over
no shutdown

BECARAREES DR,

CA- Ser ver - CSRv#show crypto pki server ca

Certificate Server CA
Status: enabled
State: enabled
Server's configuration is |locked (enter "shut" to unlock it)
I ssuer nane: CN=CSR1Kv_SDWAN_RA
CA cert fingerprint: 10DA27AD EF54A3F8 12925750 CE2E27EB
Granting node is: auto
Last certificate issued serial nunber (hex): 3
CA certificate expiration tinmer: 23:15:33 UTC Jan 17 2032
CRL NextUpdate tinmer: 05:12:12 UTC Jan 22 2022
Current primary storage dir: nvram
Dat abase Level: Mnimum- no cert data witten to storage
Aut o- Rol | over configured, overlap period 30 days
Autorol l over tiner: 23:15:37 UTC Dec 18 2031

RERRLE TCARRSRERSE.

CA- Ser ver - CSRv#show crypto pki certificates verbose ca
CA Certificate
Status: Avail able
Version: 3
Certificate Serial Number (hex): 01
Certificate Usage: Signature
| ssuer:
cn=CSR1Kv_SDWAN RA
Subj ect :
cn=CSR1Kv_SDWAN_ RA
Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032
Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm SHAL with RSA Encryption
Fi ngerprint MD5: 10DA27AD EF54A3F8 12925750 CE2E27EB
Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A
X509v3 ext ensi ons:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subj ect Key ID: 92F7CD72 355AA85F 672867D4 ECOCL0C5 0B177C38
X509v3 Basi c Constraints:
CA: TRUE
X509v3 Authority Key ID: 92F7CD72 355AA85F 672867D4 ECOCLO0C5 0B177C38
Aut hority Info Access:
Cert install time: 23:44:35 UTC Mar 13 2022
Associ ated Trustpoints: -RA-truspoint CA
Storage: nvram CSR1Kv_SDWAN#1CA. cer

K ECARE ENEMSHA 1AREBERHBE B CcEdgelk HgR ( RARI IR

) FE INFRpkifS R



Fi ngerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A

SD-WAN RAFEC &

BEE : AN 4RI 4B M cEdgeISD-WAN B HBRE, BRE&XSD-WANR AL 2 R E B

R,

nFPKIE &

. BYPKISEES

- BLECABREFAYURL,

- RCARIARSBEF EERIEMsha 1,
-EENSOEBEENEAEEBNERAEE,
. 2 B £ RBVKEY-IDEL B rsakeypar.

crypto pki trustpoint RA- TRUSTPO NT
subj ect - name CN=cEdge- SDWAN- 1. crv
enrol | ment url http://10.11. 14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocation-check none

ERCABRETRE

crypto pki authenticate RA- TRUSTPO NT

E4ECSR , BETCAMMRRR LW EIHE & 28 BIERE

Crypto pki enroll RA-TRUSTPO NT

B CABRFE M CEdge B :

cEdge- 207#show crypto pki certificates RA- TRUSTPO NT
Certificate
Status: Avail able
Certificate Serial Number (hex): 04
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CSR1Kv_SDWAN _RA
Subj ect :
Nane: cEdge- 207
host nane=cEdge- 207
cn=cEdge- SDWAN- 1. crv
Validity Date:
start date: 03:25:40 UTC Jan 24 2022
end date: 03:25:40 UTC Dec 3 2031
Associ ated Trustpoints: RA-TRUSTPOINT
St orage: nvram CSR1Kv_SDWAN#4. cer
CA Certificate
Status: Avail able
Certificate Serial Number (hex): 01



Certificate Usage: Signature

| ssuer:
cn=CSR1Kv_SDWAN_RA

Subj ect :
cn=CSR1Kv_SDWAN_RA

Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032

Associ ated Trustpoints: RA-TRUSTPOINT

Storage: nvram CSR1Kv_SDWAN#1CA. cer

AAAKERE

aaa new node

!

aaa group server radi us ISE-RA-Group
server-private 10.11.14.225 key Cisc0123

i p radius source-interface G gabitEthernet2
|

aaa authentication |ogin ISE-RA-Authentication group ISE-RA-Group
aaa aut horization network ISE-RA-Authorization group ISE-RA-Group
aaa accounting network ISE-RA-Accounting start-stop group ISE-RA-Group

FlexVPNE &

B EIPH

ip local pool RA-POCL 10.20.14.1 10.20.14.100

BLEIKEV2IRR ( BISM 5|8 ) MRH

crypto i kev2 proposal IKEV2-RA-PROP
encryption aes-cbc-256

integrity sha256

group 19

prf sha256

crypto i kev2 policy IKEV2-RA-POLICY
proposal | KEV2- RA- PROP

BLEIKEV2E ERERBEESR

crypto i kev2 nane- mangl er | KEV2- RA- MANGLER
eap suffix delimter @

FiEE : name-managerftEAPE % ( FAEERE ) FNFBEMRESRTE , EAPERHP2RFEM
?J%O

BlEIPsecZHE :

crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunne

B MNMZIKEV2EL B S 5 -



crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE

match identity renote any

identity local address 192.168. 10.218

aut hentication |local rsa-sig

aut hentication renote anyconnect-eap aggregate

pki trustpoi nt RA- TRUSTPO NT

aaa aut hentication anyconnect-eap ISE-RA-Authentication

aaa aut horization group anyconnect-eap |ist ISE-RA-Authorization nane- nangl er IKEV2-RA-MANGLER
password Ci sc0123456

aaa aut horization user anyconnect-eap |ist ISE-RA-Authorization USER- SDWAN password Us3r 123456

aaa accounting anyconnect-eap ISE-RA-Accounting

EEMZIPSECEERER :

crypto i psec profile | KEV2- RA- PROFI LE
set transform set IKEV2-RA-TRANSFORM-SET
set ikev2-profil e RA-SDWAN-IKEV2-PROFILE

BB E B AR AR T -

interface Virtual - Tenpl at e101 type tunnel

vrf forwarding 1

tunnel node ipsec ipv4

tunnel protection ipsec profile | KEV2- RA- PROFI LE

£ N ER IKE V28D & 18 38 B i R S AR AR

crypto i kev2 profil e RA-SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

SD-WAN RAE B =6l

aaa new nodel
!
aaa group server radius |SE-RA-G oup
server-private 10.11.14.225 key Cisc0123
!
aaa aut hentication |ogin | SE-RA-Authentication group | SE-RA-G oup
aaa aut hori zation network | SE-RA-Authorization group | SE-RA-G oup
aaa accounting network | SE-RA-Accounting start-stop group | SE-RA-G oup
!
crypto pki trustpoint RA- TRUSTPO NT
subj ect - name CN=cEdge- SDWAN- 1. crv
enrol | ment url http://10.11.14. 226: 80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subj ect - name CN=cEdge- SDWAN- 1. crv
vrf 1
rsakeypair KEY- NEW
revocation-check none
!
ip local pool RA-POCL 10.20.14.1 10.20.14.100
!
crypto i kev2 nane- mangl er | KEV2- RA- MANGLER
eap suffix delimter @
|

crypto i kev2 proposal | KEV2- RA- PROP



encryption aes-cbc-256
integrity sha256
group 19
prf sha256
1
crypto i kev2 policy | KEV2- RA-POLI CY
proposal | KEV2- RA- PROP
1
crypto i psec transformset | KEV2- RA- TRANSFORM SET esp-aes 256 esp-sha- hmac
node tunnel
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
match identity renote any
identity |local address 192.168.10.218
aut hentication |local rsa-sig
aut hentication renote anyconnect-eap aggregate
pki trustpoi nt RA- TRUSTPO NT
aaa aut hentication anyconnect-eap | SE-RA- Aut henti cation
aaa aut hori zation group anyconnect-eap |ist |SE-RA-Authorization nane-nangl er | KEV2- RA- MANGLER
password GCi sc0123456
aaa aut hori zation user anyconnect-eap list |SE-RA-Authorization USER- SDWAN password Us3r 123456
aaa accounting anyconnect-eap | SE-RA- Accounti ng
1
crypto i psec profile | KEV2- RA- PROFI LE
set transformset |KEV2- RA- TRANSFORM SET
set ikev2-profile RA- SDWAN- | KEV2- PROFI LE
1
interface Virtual - Tenpl at e101 type tunnel
vrf forwarding 1
tunnel node ipsec ipv4d
tunnel protection ipsec profile | KEV2- RA- PROFI LE
1
crypto i kev2 profil e RA- SDWAN- | KEV2- PROFI LE
virtual -tenplate 101

AnyConnectZ F i i i

AnyConnect® FPimfEFSSLIEABRREERE I MR E , SD-WAN RA ( BB#RE ) TXELIHE.
RAEAFlexVPN , RLLIPSECRERMEE , HEHHEETENR , WHKRERBBXMLEEER
SER Y.

£ i & AT LA F B)7E AnyConnect® F in {31k 51 P 8 AVPNABEERFQDN, EE€E XK ZFEARISSLE
#Ro

& Cisco AnyConnect Secure Mability Client = X

C® ™
[ eady to connect.

[ 192.168.10.214]

ff"@ VPN:
[

Ready to connect.

!

[ SORA-PSEC-LAB v] Connect

B lAnyConnectfic Il 1 RN E RS



. BB ZServer List , A% % —TAdd.
. #&EIPsectEA "EWHES -
. BUHZHASAEBEZEIE,

. IZIZEAP-AnyConnect/E® "IKEHHEIEN S HERES L. -
- Display/Name ( 28 ) AR EAnyConnect® Fin T~ FILEEN B,
. FQDN =iIP Address 4 Edge ( a4t ) IPtb it HEITER R,

- REEEESR.

VPN
53} Freferences (Part 1)

| Preferences (Part 2) Server Load Balancing Servers SCEP Mobie Certificate Pinning

Badwp Servers
‘I','r Certificate Finning Primary Server c Son Information
bg Certificate Matching
= Certificate Envoliment D'sci+NM‘c(rm:ud) SDRA-IPSEC-LAB IVrna{\r Pratocol
Z3 Mabile Policy
Server List
FQDN or IP Address Usar Group [[] Asa gateway
I 192.1568.10.218 ' Auth Method During IKE Negatiation EAP-AnyConnect -
Som AL IKE Identity (IOS gateway only)
192.158.10.218 Windows-PC-5DRA
Badwp Servers
Host Address Add
oK Cancel

Z 8 AnyConnectid il 1 2 (XML)

ALEXMLEERERFEIRAR & :

For W ndows:

C.\ ProgranDat a\ Ci sco\ Ci sco AnyConnect Secure Mbility Cient\Profile

For MAC Cs:
[ opt/ciscol/anyconnect/profile

AnyConnect®Z Fin®E EEHEE , TEEGUIRERIRERER, BiBR— T A8Windows T4EFH
#IAnyConnect Bl /R I ZZBQuIitiEIE , UAEF B ERE -



/ Open AnyConnect
»~ Show Connection Notices A

. D;sccnnect ﬂ/‘a VPN

[ 1  Ready to connect.

[ SDRA-IPSEC-LAB | Connect

# A AnyConnect T HER
FERERAT , RIBEAE , AnyConnectBEFIHEER THXMLE BRE R,

MREEERRTTA , ERBRB. FABRGE , AUEEFRAS EZEHAnyConnectBii EXE R
TEIhEE,

R Windows:

C:\ ProgranDat a\ G sco\ C sco AnyConnect Secure Mbility dient\AnyConnect Local Policy. xm

#HMMAC OS:

[ opt/ ci sco/ anyconnect/ AnyConnect Local Pol i cy. xni
MBypassDownloader #IEFZES Mtrue.

<?xm version="1.0" encodi ng="UTF- 8" ?>

<AnyConnect Local Pol i cy xm ns="http://schemas. xm soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Local Pol i cy. xsd"
acversion="4.9. 04043">

<BypassDownl oader >true</ BypassDownl oader >

<Enabl eCRLCheck>f al se</ Enabl eCRLCheck>

<Excl udeFi r ef oxNSSCer t St or e>f al se</ Excl udeFi r ef oxNSSCer t St or e>

<Excl udeMacNat i veCert St or e>f al se</ Excl udeMacNat i veCert St or e>

<Excl udePenFi | eCert St or e>f al se</ Excl udePenti | eCert St or e>

<Excl udeW nNat i veCert St or e>f al se</ Excl udeW nNat i veCert St or e>

<Fi psMbde>f al se</ Fi psMbde>

<Restri ct Pref erenceCachi ng>f al se</ Restri ct Pref erenceCachi ng>

<RestrictServerCert Store>fal se</RestrictServer Cert St ore>

<Restri ct Tunnel Prot ocol s>f al se</ Restri ct Tunnel Prot ocol s>

<Restrict WebLaunch>f al se</ Restri ct WebLaunch>

<StrictCertificateTrust>fal se</StrictCertificateTrust>

<Updat ePol i cy>

<Al | owConpl i anceModul eUpdat esFr omAny Ser ver >t r ue</ Al | owConpl i anceMbdul eUpdat esFr omAny Ser ver >
<Al | owl SEPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | ow SEPr of i | eUpdat esFr omAny Ser ver >

<Al | owivanagenent VPNPr of i | eUpdat esFr omAny Ser ver >t r ue</ Al | omvanagenent VPNPr of i | eUpdat esFr omAnySer v
er>

<Al | owSer vi ceProfi | eUpdat esFr omAnySer ver >t rue</ Al | owSer vi cePr of i | eUpdat esFr omAny Ser ver >

<Al | owSof t war eUpdat esFr omAny Ser ver >t r ue</ Al | owSof t war eUpdat esFr omAny Ser ver >

<Al | owWPNPr of i | eUpdat esFr omAnySer ver >t r ue</ Al | owWPNPr of i | eUpdat esFr omAny Ser ver ></ Updat ePol i cy>
</ AnyConnect Local Pol i cy>
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8 Cisco AnyConnect Secure Mobility Client X

ﬁ Security Warning: Untrusted Server
Certificate! % Cisco AnyConnect | SDRA-IPSEC-LAB

& Cisco AnyConnect Secure Mobility Client = X
AnyConnect cannot verify server: 192.168.10.218

Certificate does not match the server name.

. Please
§ 2 provide your credentials
|

rﬁ“ VPN Certificate is from an untrusted source,
— Contacting SORA-IPSEC-LAB.

Username: ||
Connecting to this server may resultin a severe security compromise! E
Sacuriby Rusks Explained Passwond:

Most users do not connect to untrusted servers unkess the reason for
the error condition i known.

e ‘

& Cisco AnyConnect Secure Mobility Client — x

f‘? VPH:

i Connected to SDRA-IPSEC-LAB.

B

FE BRAR AR ST T8 AR BB SRR BR 56 8 0 T DA RR B AN 23 38 8 3t 1E Rl BR 88 (cEdge) M1 & F i ( AnyConnectfE
A% ) 2BEBIIIKEV2HIPsecZ £ EH(SA).

MR . EEER N EBK Bup/down, #REEAup,Protocol Bdown,

cEdge- 207#show ip int brief

Interface | P- Addr ess OK? Met hod Status Prot oco
G gabi t Et hernet 1 unassi gned YES unset up up

G gabi t Et her net 2 192. 168. 10. 218 YES other up up

G gabi t Et hernet 3 10. 11. 14. 227 YES other up up
Sdwan- system i nt f 10.1.1.18 YES unset up up
Loopback1l 192.168.50.1 YES other up up
Loopback65528 192.168.1.1 YES other up up
NVI O unassi gned YES unset up up
Tunnel 2 192.168.10.218 YES TFTP  up up
Virtual-Accessl 192.168.50.1 YES unset up up
Virtual-TemplatelOl unassigned YES unset up down

{ Fishow derived-config interface virtual-access <number> , ¥ % BB % 5 ik BB A Virtual-
Access/THIFE AN EREE.

cEdge- 207#show derived-config interface virtual -access 1
Bui | di ng configuration...

Derived configuration : 252 bytes

|

interface Virtual - Accessl

vrf forwarding 1

i p unnunbered Loopbackl

tunnel source 192.168. 10. 218

tunnel node ipsec ipv4d

tunnel destination 192.168.10.219

tunnel protection ipsec profile | KEV2-RA- PROFI LE



no tunnel protection ipsec initiate
end

{ Fishow crypto ipsec sa peer <AnyConnect Public IP >#2Z AnyConnect® F s IPsecZ £ B3 B
(SA)o

cEdge- 207#show crypto i psec sa peer 192.168.10.219
interface: Virtual - Access2
Crypto map tag: Virtual - Access2-head-0, |ocal addr 192.168.10.218
protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/nask/prot/port): (10.20.14.13/255.255.255.255/0/0)
current _peer 192.168.10.219 port 50787
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O
out bound pcp sas:
...Qutput Onmitted..

BMESENIKEV2 SASIE, FREZBMSEMNIP,

BEE : o E AP 4B EAnyConnect®E F i #Y IP#b ik P .

cEdge- 207#sh crypto ikev2 session detail
| Pv4 Crypto | KEv2 Session
Session-id: 21, Status:UP-ACTIVE, |KE count:1, CH LD count:1
Tunnel -id Local Renot e fvrf/ivrf St at us
1 192. 168. 10. 218/ 4500 192. 168. 10. 219/ 62654 none/ 1 READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth
verify: AnyConnect - EAP
Life/ Active Tine: 86400/532 sec
CE id: 1090, Session-id: 21
Local spi: DDBO3CE8B791DCF7 Renot e spi: 60052513A60C622B
Status Description: Negotiation done
Local id: 192.168.10.218
Remote id: *$AnyConnectClient$*
Remote EAP id: anavazar@cisco.com

Local req nsg id: O Renote req nsg id: 23
Local next nsg id: O Renot e next msg id: 23
Local req queued: O Renote req queued: 23
Local wi ndow: 5 Renot e wi ndow. 1

DPD configured for 45 seconds, retry 2
Fragnentati on not configured.
Dynam ¢ Route Update: disabled
Ext ended Aut hentication not configured.
NAT-T is detected outside
Cisco Trust Security SGT is disabl
Assigned host addr: 10.20.14.19
Initiator of SA: No
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 10.20.14.19/0 - 10.20.14.19/65535
ESP spi in/out: Ox43FD5AD3/ 0xC8349D4F
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVW_NONE, node tunnel
| Pv6 Crypto | KEv2 Session



cEdge- 207#show crypt o session detail
Crypto session current status
Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnmentation
R - I KE Auto Reconnect, U - |IKE Dynanic Route Update
S - SIP VPN
Interface: Virtual-Accessl
Profile: RA- SDWAN- | KEV2- PRCFI LE
Uptime: 00:17:07
Sessi on status: UP-ACTI VE
Peer: 192.168. 10.219 port 62654 fvrf: (none) ivrf: 1
Phasel_ id: *$AnyConnectd i ent $*
Desc: (none)
Session ID: 94
| KEv2 SA: local 192.168.10.218/4500 renpote 192. 168. 10. 219/ 62654 Acti ve
Capabilities:DN connid:1 lifetime:23:42: 53
| PSEC FLOW permit ip 0.0.0.0/0.0.0.0 host 10.20.14.19
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 89 drop O life (KB/ Sec) 4607976/ 2573
CQut bound: #pkts enc'ed O drop O life (KB/ Sec) 4608000/ 2573

R

. Cisco SD-WANIE i 17EY

- BLEFlexVPN1{a fR 25
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/content/en/us/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html  
/content/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-17/sec-flex-vpn-xe-17-book/sec-cfg-flex-serv.html
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