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) BVHERERRE) . MRIEHEEREFT | BRARCHEAETAESTRERNTE,

HRAR

AnyConnect- EAP:S?,«?".% B 585 /o §FFlexVPN{R] AR 25 8iB CiscoEE B AnyConnect-EAP J5 % ¥}
AnyConnect® FimiET B 105 E .

HENEZENTIER 5 HREHEEAP) T EBIMEAP — BRASEF(EAP-GTC), EAP — HER
E5(EAP-MD5)AE , FlexVPNaIBREE R UAEAPE EE RIEIT,

EE FimtIFTEEAPBAEFIexVPNfRIBRER L& 1 , ARBEAUTHABNWATESE&RA
FlexVPNfAl BR2z At 51 & o

FlexVPNRIIRES A BFEAIKEV2 RFCERW B EZME FinBREHA S,
Flex ServerBB EXERMFERE S HERE K XHRFESHERERTIEN,

EFRFEENERSBEAERION/NEBEURBEHBENGRE DBE, RENCTIRAAA) R
BRHVERIR

BR , HRARERBUAREESEEAEBENERT , MERERANFAAARIRRET S 25
AR,

AnyConnect-EAPEIE /i 37 AARadiusE T2 i B P B RS . BEN IR,
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N

S —

axX &
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EARMERE S HRRE. BiRMEAENEREURERCIRN RS
SEIRRAAAA  BESORE. RENGIRFESRERESBTEIRLERE

aaa new-model
|

aaa authentication login a-eap-authen-local local

aaa authorization network a-eap-author-grp Tlocal
|

username test password ciscol23

SR EERANREFREFESNEER, ARFPEAPKCS12IEREA, ARAEMER ,
BZ2MVPNEZEIEE . I0S XE 17.x , B : APKIXEEEXEFTM.

Router(config)# crypto pki import IKEv2-TP pkcsl2 bootflash:IKEv2-TP.pl2 password ciscol23

S EB3. EZHIPA M LA [E AnyConnect VPN F i 20 Bt it b1t

ip local pool ACPOOL 192.168.10.5 192.168.10.10

SR BN IKEV2 At ISR R

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 10.0.1.1

B5F (WE ), BUMEMNIKEV2EZENRE, NRKREE , AIEAESER

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 14

|

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl

HE86. 2 M AnyConnectBl B =

3
¥


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cert-enroll-pki-0.html

N WE  EEBANConnec B BREERHE S SN, SMIAER

£ AAnyConnectBil ERE RimERELER P

ﬁ AnyConnect Profile Editor - VPN

File Help

BLEER , ITEMR®

F2ET—H,

VPN

{g} Preferences (Part 1)
s ++~ Preferences (Part 2)
-5 Backup Servers

% Certificate Pinning

o Certificate Matching
= Certificate Enrollment
i - Mabile Policy

‘|l Server List

| Server List
Profile: Untitled

Hostname

User Group Backup Server List

SCEP

Mobile Settings

Certificate Fins

MNote: itis highly recommended that at least one server be defined in a profile.

Add...

Edit...

Delete

Details

O Help

B —TAddAVPNBEREEINKE ., HBRIZEIPsectEAPrimary Protocol, BUHIEHASAHERIZEIE,




Server List Entry >

Server | pad Balancing Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information
Display Mame {required) VPN IOS-KE Primary Protocol IPsec v
FQDM or IP Address User Group
vpn.example. com / Auth Method During IKE Megotiation EAP-AnyConnect -
Group URL IKE Identity (I0S gateway only)

vpn.example.com

Backup Servers

Host Address Add

oK Cancel

REFRERER  BX —>5FA. REERENXMLERE !

<?xml version="1.0" encoding="UTF-8"7>
<AnyConnectProfile xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>
<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>All</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AlTowLocalProxyConnections>true</AlTowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocallLanAccess UserControllable="true">false</LocalLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>
<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior
</AutoReconnect>



<AutoUpdate UserControllable="false">true</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstabTishment>LocalUsersOnly</WindowsVPNEstabl1ishment>
<AutomaticVPNPol1icy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
<AlTowManualHostInput>true</AlTowManualHostInput>
</ClientInitialization>
<ServerList>
<HostEntry>
<HostName>VPN I0S-XE</HostName>
<HostAddress>vpn.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-AnyConnect</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>
</ServerList>
</AnyConnectProfile>

~ Bif5E : AnyConnectf Fi*$AnyConnectClient$*4E Bkey-id B B I FAERIKERZ . B2 |, AL
AnyConnectBl ERE R FEIE UL FER AR EBEE R,

S BEE : EEXMLEEER LERREZE , FE16.9.1MBESHRE, NRFANRRENEE
B FEEEFEFin L ZEARERETHIeE, ARAFHEN , FSEEMAnyConnect TH
BXIheEH 2.

REMHXMLEEER LERRHRFVRACREEBLEEREEER

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

N WE - ARAnyConnect XMLER BAS RIS % & Bacvpnxml, EEEAEMREE | E%E
PCHEBERtbiHm & HBacvpn.xml, At , BEBR T EENRHARFIEETHNEE.

HER7. B AnyConnect-EAPE Fin 5 38R F H E B I IKEV2E EE 2,

crypto ikev2 profile AnyConnect-EAP
match identity remote key-id *$AnyConnectClient$*



authentication local rsa-sig

authentication remote anyconnect-eap aggregate

pki trustpoint IKEv2-TP

aaa authentication anyconnect-eap a-eap-authen-Tlocal

aaa authorization group anyconnect-eap list a-eap-author-grp ikev2-auth-policy
aaa authorization user anyconnect-eap cached

virtual-template 100

anyconnect profile acvpn

~ 5 . ¥ aaa authentication eap/anyconnect-eapin © , BEREE BIR iR B PRI T L 20
, B A B 19 BR 38 5 L Bl B Arsa-sigo

S ERMBSE FEAENHTTP-URLNEZEHNHTTPHERSS :

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

ANTES AZET —RNEZEXENEFENBHRERRESIENGEEE X ( filfisha-
256. aes-gcm. ecdh, ecdsa ) , BH| , EER L L% IPSec SABEREE LN HREREERXL
o

HERO. EZANREERNNBZE MM REEE

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

$ER10.22IPSecE BRERE -

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile AnyConnect-EAP

TR EAREERPHiuEERENEH, EEFBATERCER P,

interface loopbackl00
ip address 10.0.0.1 255.255.255.255


https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116055-technote-ios-crypto.html

FR12.EEEFENR (BABIKEV2E.ERERPAIEMR )

interface Virtual-TemplatelOO type tunnel

ip unnumbered Loopbackl00

ip mtu 1400

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile AnyConnect-EAP

F13L (AE ), FEREBERAT , REFEAZERNIERENSEZREE (£BE ) FiX, FAL
il E If o hgiE rjbntFFﬁ'lguluiﬁ 1BEpEE

ip access-1ist standard split_tunnel
permit 10.0.0.0 0.255.255.255
!
crypto ikev2 authorization policy ikev2-auth-policy
route set access-Tist split_tunnel

@
fu‘n%

B14%5 (B ), MRABEREHE R ELENATU RFFHERE F iwkY InternetiE#R

ip access-Tlist extended NAT

permit ip 192.168.10.0 0.0.0.255 any
|

ip nat inside source 1list NAT interface GigabitEthernetl overload
!

interface GigabitEthernetl

ip nat outside
!

interface Virtual-Template 100
ip nat inside

&5l : AnyConnectfl ERE R THEE

It 7R 451 55 B 20T B i Flex VPN AnyConnectBi & 1% 5= T £ 2 AL

S fiEE | BEF I HAnyconnectE Fin Bl W A ih REEE R, BEIKEV2EIAnyconnectit &
BRTHDER , VPNTITEEXEAIELEE — EETXMLEEREREHK , EFREEL
SEEBEFMENXMLEEER.

N W FERRERHTTPSARERSSLER. BUASSLEMK 24 , MKip http secure-
servere S, MEFBMAEHEDLE 1 EEBKIEANSSL VPNES RIS E Ta ek
B



no ip http secure-server
crypto ss1 policy ssl-policy
pki trustpoint IKEv2-TP sign
ip address local 10.0.0.1 port 443
no shutdown
crypto ss1 profile ssl_prof
match policy ssT-policy

ZHAnyConnect THEXThaE (EEAMR16.9. 15 FIRIARZAE ) .

REEFERER16.9.1WRAE , TEERTUHDER, FUHRERZH , BEEXMLE EER LER

HEHER, FERERT , RIIEBEAR , RE£EFiK(AnyConnect) 2EER TEXMLEEER, WREE
BRETTH , ERBEAR. EARREE , INEEFFIRAT EZHAAnyConnectfit EfER T & Ihae
o At , ATLMESRILESR -

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\AnyConnectlLocalPolicy.xml

For MAC OS:
/opt/cisco/anyconnect/AnyConnectLocalPolicy.xml

BypassDownloadernZHEHz% E Atrue , 50

<ffroot>

<?xml1 version="1.0" encoding="UTF-8"7>
<AnyConnectLocalPolicy xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<BypassDownloader>

true

</BypassDownloader>

<EnableCRLCheck>false</EnableCRLCheck>
<ExcludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore>
<ExcTudeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcTudePemFileCertStore>false</ExcludePemFileCertStore>
<ExcTudeWinNativeCertStore>false</ExcludeWinNativeCertStore>

<FipsMode>false</FipsMode>

<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<UpdatePolicy>
<Al11lowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<A11owISEProfileUpdatesFromAnyServer>true</Al1owISEProfileUpdatesFromAnyServer>
<AlTowServiceProfileUpdatesFromAnyServer>true</AlTowServiceProfileUpdatesFromAnyServers>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServers>
<A11owVPNProfileUpdatesFromAnyServer>true</AlTowVPNProfileUpdatesFromAnyServer></UpdatePolicy>
</AnyConnectLocalPoTicy>



ERTENE , FEFEHRBEAnyConnect® F i,
AnyConnect XMLEL B 18R R 1

BiB £ Z#EAnyConnect ( RETEXMLEERER ) , A& AT ATEAnyConnect® Fimiy it 5
FHE AVPNBRENFQDN, E2EHIBANSSLER., FARERT , AnyConnectEFInFEE
HAFEAIKEV2/IPsectB EEIVPNPEE, EFEEFIHPCLUEREXMLEBE RS 6L
FlexVPN#BRIZ I IKEV2/IPsecB3 &R R E .

#EAnyConnectu it Iy FTHIBE P ZEREERE , SFEAXBREER.

#£AnyConnect Profile Editor -> Server List -> Server List EntryfyDisplay Nametf{ F1 {5 E5E £
BETRHNAERE,

"{i}' Cisco AnyConnect Secure Mobility Client — it

. VP

Ready to connect.

VPN IO5-XE Connect

12 MO,

RIFEFinEERR , TUXMLECEERFBMA B &% :

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

For MAC OS:
/opt/cisco/anyconnect/profile

AnyConnect®Z Fin® EEHEE , TEEGUIRERIRERERE. BRAnyConnectiRE R T HH,
@B % — T A#Windows T/EFI F Y AnyConnect Bl /R IR EQUitiB IE R EH B ETE -



Open AnyConnect

»  Show Connection Motices
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Rout er# show crypto i kev2 sa detail ed

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.0.2.1/4500

192. 0. 2. 100/ 50899

none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: RSA, Auth verify: A
Life/Active Time: 86400/758 sec
CE 1id: 1004, Session-id: 4
Status Description: Negotiation done
Local spi: 413112E83D493428 Remote spi: 696FA78292A21EAS
Local 1id: 192.0.2.1
Remote id: *$AnyConnectClient$*

Renote EAP id: test

<------ user nane
Local req msg id: O Remote req msg id: 31
Local next msg id: O Remote next msg id: 31
Local req queued: 0 Remote req queued: 31
Local window: 5 Remote window: 1

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Dynamic Route Update: disabled
Extended Authentication not configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.10.8. <---- Assigned IP

Initiator of SA : No

I Check the crypto session information

Rout er# show crypto session det ai

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual - Accessl. <----- Virtual interface associated with the client



Profile: AnyConnect-EAP
Uptime: 00:14:54
Session status: UP-ACTIVE

Peer: 192.0.2.100
port 50899 fvrf: (none) ivrf: (none).

<----- Public IP of the renote client

Phasel_id: *$AnyConnectClient$*
Desc: (none)
Session ID: 8
IKEv2 SA: local 192.0.2.1/4500 remote 192.0.2.100/50899 Active
Capabilities:N connid:1 Tifetime:23:45:06
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 192.168.10.8
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 89

drop 0 1ife (KB/Sec) 4607990/2705.

<------ Packets received fromthe client

Qut bound: #pkts enc'ed 2
drop 0 1ife (KB/Sec) 4607999/2705.

<------ Packets sent to the client

I Check the actual configuration applied for the Virtual -Acces interface associated with client

Rout er# show derived-config interface virtual -access 1.

Building configuration...

Derived configuration : 258 bytes
|
interface Virtual-Accessl
ip unnumbered Loopbackl00
ip mtu 1400
ip nat inside
tunnel source 192.0.2.1
tunnel mode 1ipsec 1ipv4d
tunnel destination 192.0.2.100
tunnel protection ipsec profile AnyConnect-EAP
no tunnel protection ipsec initiate
end

%S HEAE



REFRHWEFA TR R B ARET SRR,
1. BERFERIENIKEV2FERH :

debug crypto ikev2
debug crypto ikev2 packet
debug crypto ikev2 error

2. AAATRRE MR R A ity F/ SR IR B 2 B

debug aaa authorization
debug aaa authentication

3. AnyConnect® FimfI 2 B k& T E(DART),
EIWEDARTH#A |, 5F5#1TCisco Secure Client ( &3EAnyConnect ) BEE E3EFE | kA
5 . B8 . B8 . BN FREBEREHIEBIES,



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
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