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FETGISMIFBERNSHRAR , UBRESCTER W TEH.
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SRRBCBMUTEHE -
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- LB BB 50 RKE 5IZ(ISE) MY R85
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- Microsoft Windows 7 #Microsoft Windows XP
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B RHISRE2R(G2)F A X IEIKEV2,

AXHANWEARRBREERTREANKERRY, XHERAINMERETREHER (AR ) NEARRYE, NRENMBEE
R, FRAEEBREBEMNES TRERNWIE,

REHEMB(SCT)

SGTRCisco TrustSecfER A REBHN —E0 , EEFRATERIPHUNEETLZ LK,

HTrustSecEFWREET O BALFEASCTRERETERER. LALUBEERZERBRRENZE
KB, RISEEREEMARE A AEHEIHER TrustSecEFHERE.
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ETHTYPE :Ox82809

- CMD Etherlype  Version Length  SGT UptType  SGT Value  Uther CWD Uptions

Cisco Meta Data 16 bit (64K Name Space)

SRHESRE B (CMD) B E 54 A EMAC #3157 (SMAC) 580211 ( B ) ( WAHIFR
)

ERIBVPN:ERTrustSecE , BEIIKERMIPsecth EMIEE. BAIPsecAMEBNIRERE RFTES
HZLBH(ESP)ERTHEESGTESE, ESPEHERKBIEN , TERIARGEH A EHFsM Tl
FCMDMNL, flan | FEiBFEE AR EEN NZ AR AR EHASBABEICMP)HEEE
[IPJ[ESP][CMD][IP][ICMP][DATA].

AN ERERNES 5.

ﬂgll

E

BHEE

b HHEER T E(EHEAMEFFEH) X ER Lshowdn ©. #HOutput Interpreter T E 4247
showiE =8 i #Y 2 #7 o

£/ debug ¥ 28I , WAk SBERE Debug ETHWEEEH,

il B


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

SXP session

SXP speaker SXP listener

Trunk withoul SGT tagging ——

== —

(10.48.66.129)

B750X-5 3750¥-6 "1
SGT aware ZBF
G102 (SXP)
pr—— -f-.--_ _---\-" -
Lol A !
192,168.100.1 f Interneat
e R2 k"i I
- SGT aware ZBF — s
{inline SGT) RIS
Wi

WindowsxP
192.168.2.200

5GT=3

R

FELLRBER P |, 3750X-5F3750X-6 & TrustSecEH HCatalyst X #illl, M A RIRMIIER BBRER
BB (PAC)BERIMMAE, 3750X-5EHMAEET , M3750X-6IMAEIFBEFRE, MaRKHR
Z BN RERFEAMACsecIZR , BB ERER.

WindowsXP{EF802. 1x5h Bk, HMBMBHINE , ISEREKEARKSENSCTERBM. R
BPCHYFrEREHEASCT=3E%K.

2% R 22 1(R1) MR A 882(R2) 22901 ISR, HIAISR G2E B FXIESCGTERK , HILR1FR2MA
TrustSecEZ 7 , BILIB A ACMDB ISR IABESCTEERMN Z KifEE, Ht , FFASXPHKEE
IP/SGTH M EFAEI7TS50X-58 & FIRT,

R1E—EIKEV2FEE , ZPREE EAREZBETERVE(192.168.100.1) W RE , I H 2 A AR
8., HEIKEV2HEzE  RIBBEREXIR2NVESPER S, EBRERMRI7T50X-5Z2 K HSXPE H

o

R2AT AR E | WRBWFIAISCTERR , AT UMITHZBFERMNFERE,

R1EHB AT A TRIKRIRE, SXPHRAFFRIBIFRSCTREBRERRLANERNERS , BIEFXE
SGTiE,

TrustSecE &l &



BENE—SE2ERETrustSecE, MA3750XIREEEE -

. JEER A A TrustSecE (ISE) 1T & BB HIPAC,
- BRE LB IBFEKEEFT ATEFI(INDAC)ER.
- EEF LERALEBEBENA W E(SAP)for MACsecR ¥,
WEBHALERBERSEN , BHRESXPHEEE TETFTRSLEN. RIFTEERISEER
PACERIRIEE B BN W] #1TSXPH B MIKEV2 R B E R,

R

3750X-5F13750X-6 2 I H $E 5% 55 FH 802. 1x I B AIMACseciNZ, MA RIRMAEE LT HEEE
WHISCTER :

bsns-3750-5#show cts interface
Global Dotlx feature is Enabled
Interface GigabitEthernetl/0/20:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750X6"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 2

Configured pairwise ciphers:
gcm-encrypt

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt
Propagate SGT: Enabled

Cache Info:
Cache applied to link : NONE

Statistics:

authc success: 32
authc reject: 1543
authc failure: 0
authc no response: 0
authc logoff: 2
sap success: 32
sap fail: 0
authz success: 50
authz fail: 0
port auth fail: 0

ERNACWFBERGEERBACLEZEREANEM, ELERBEISELEEYHHTHIEIR
T,

FFiRiE



& iR LAEA802.1x, MACERFEBEIB(MAB)SWebB ., FEiCBEEISE , MEREZER A
WERREE

st ranfus
€CISC€0 Identity Services Engine

{4 Home  Operations Folicy Administration w

|:a Authentication |£.~d Authorization EA Frofiling E]a Posture |¢_,“ Client Provisioning

Dictionaries Conditions | Results |

e Security Groups List = VLAN20O
Resulis

[ )
E-="= ol

k| Authentication

Security Groups

¥ Name [yianzo

i

Description | SGA For WVLANZ20 PC

b || Authorization
| Profiling
k|| Posture

k

k

Security Group Tag (Dec/ Hex): 3/0003
Client Provisioning

= =
— Save Reset
=

Security Group Access
P | Security Group ACLs
* | Security Groups

@ Unknooan

&g vLAN1D

(G VLANTOD

(&g VLANZO

-

| Security Group Mappings

R

BR 7 £ & im AR RE

bsns-3750-5#show authentication sessions interface gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20



SGT: 0003-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000006367BE96D54
Acct Session ID: 0x00000998
Handle: 0x8B000637

Runnable methods list:
Method State
dotlx Authc Success
mab Not run

REBLLAER | 3750X-5EEF TrustSecEF H it RIEMN T F imm B EASGT=-3EK.
ERRER ARG , 52 BASARI Catalyst 3750X 3R 51| X #i# TrustSecht & 7~ | Ml i FE BERR 15 F

o

3750X-5FR1 2 M#SGT3Z i E

RIBEMATrustSecE , RAER—A2901 ISR G2 Hiz: , ©EERM B EECMDRMALE Z AfiE
o EIt , E3750X-5 LE B T SXP:

bsns-3750-5#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.20 password default mode local

R1LtEE T SXP:

BSNS-2901-1#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.20

cts sxp default password cisco

cts sxp connection peer 192.168.1.10 password default mode local listener
hold-time 0 O

B

HBARR1EEZEKIP/SCTHRER !

BSNS-2901-1#show cts sxp sgt-map

SXP Node ID(generated) :0xC0A80214(192.168.2.20)
IP-SGT Mappings as follows:

IPv4,SGT: <192.168.2.200 , 3>

source : SXP;

Peer IP : 192.168.1.10;

Ins Num : 1;

Status : Active;

Seq Num : 1

Peer Seqg: 0

R1BEXE , 1£192.168.2. 200 KRN AT B R EEREHR/FEBA/SCT=3,

R1MIR2z BV IKEV2EL i


/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

ER 1I§ﬁASVTI(i'“:J’E'ﬁJEl_JIE)E’J%“EE,,\ﬁlKEVZE,%ﬁE . EHASEBARE
fﬁ%?é =NZARE{LESPE RS . 5']1921681000/24!3’]Fﬁﬁum§%‘|3)5 Tunne|1/\ﬁ1§

o

crypto ikev2 keyring ikev2-keyring

peer 192.168.1.21

address 192.168.1.21

pre-shared-key cisco

1
crypto ikev2 profile ikev2-profile

match identity remote address 192.168.1.21 255.255.255.255
authentication remote pre-share

authentication local pre-share

keyring local ikev2-keyring

crypto ipsec transform-set tset esp-null esp-sha-hmac
mode tunnel
!
crypto ipsec profile ipsec-profile
set transform-set tset
set ikev2-profile ikev2-profile

interface Tunnell

ip address 172.16.1.1 255.255.255.0

tunnel source GigabitEthernet0/1.10

tunnel mode ipsec ipv4

tunnel destination 192.168.1.21

tunnel protection ipsec profile ipsec-profile

interface GigabitEthernet0/1.10
encapsulation dotlQ 10
ip address 192.168.1.20 255.255.255.0

ip route 192.168.100.0 255.255.255.0 172.16.1.2

FER2 L , FAEIREHAEE192.168.2.0/248) SR EE BB Tunnel1 /M EEiX

crypto ikev2 keyring ikev2-keyring
peer 192.168.1.20

address 192.168.1.20
pre-shared-key cisco

crypto ikev2 profile ikev2-profile

match identity remote address 192.168.1.20 255.255.255.255
authentication remote pre-share

authentication local pre-share

keyring local ikev2-keyring

crypto ipsec transform-set tset esp-null esp-sha-hmac
mode tunnel

crypto ipsec profile ipsec-profile
set transform-set tset
set ikev2-profile ikev2-profile

interface Loopback0
description Protected Network
ip address 192.168.100.1 255.255.255.0



interface Tunnell

ip address 172.16.1.2 255.255.255.0

tunnel source GigabitEthernet0/1.10

tunnel mode ipsec ipv4

tunnel destination 192.168.1.20

tunnel protection ipsec profile ipsec-profile

interface GigabitEthernet0/1.10
encapsulation dotlQ 10
ip address 192.168.1.21 255.255.255.0

ip route 192.168.2.0 255.255.255.0 172.16.1.1

MARAE LRAEE—EaSEN TR ASIER : crypto ikev2 cts sgtin &

R

FEHEABER. EF-NEZIKEV2ZERSH , EEEXFEMRESD:

4192.168.1.20 192.168.1.21 544 TKE_SA_INIT
5192.168.1.21 192.168.1.20 TISAKMP 448 TKE_SA_INIT

6 192.168.1.20 192.168.1.21 ISAKMP 636 IKE_AUTH
7192,168.1.21 192.168.1.20 ISAKMP 332 IKE_AUTH

8 192.168.1.20 192.168.1.21 ISAKMP 124 INFORMATIONAL
9 192.168.1.20 192.168.1.21 ISAKMP 124 INFORMATIONAL
10 192.168.1.21 192.168.1.20 ISAKNP 124 INFORMATIONAL

Kl
— LIMLILIdLOl COUOKIE, EULUESIauce [9odd

Responder cookie: 0000000000000000
Next payload: Security Association (33)
Version: 2.0
Exchange type: IKE_SA_INIT (34)
» Flags: 0x08
Message ID: 0x00000000
Length: 516
Type Payload: Security Association (33)
Type Payload: Key Exchange (34)
Type Payload: Nonce (40)
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Notify (41)
Type Payload: Notify (41)

L - A A - - . -

Wireshark R HIEYt FERSID(VID)E =&, ©FIEE :

. DELETE-REASON , BRl %2
- FlexVPN , HCiscoXX &
. SGTRHRER
FARTE— B, R1( RIKEV2EREIES ) B -



debug crypto ikev2 internal

*Jul 25 07:58:10.633: IKEv2:Construct Vendor Specific Payload: DELETE-REASON
*Jul 25 07:58:10.633: IKEv2:(l): Sending custom vendor id : CISCO-CTS-SGT

*Jul 25 07:58:10.633: IKEv2:Construct Vendor Specific Payload: (CUSTOM)
*Jul 25 07:58:10.633: IKEv2:Construct Vendor Specific Payload: (CUSTOM)

R1MEIE = EIKEV2E B2 MR A VID:

*Jul 25 07:58:10.721: IKEv2:Parse Vendor Specific Payload: CISCO-DELETE-REASON VID
*Jul 25 07:58:10.721: IKEv2:Parse Vendor Specific Payload: (CUSTOM) VID

*Jul 25 07:58:10.721: IKEv2:Parse Vendor Specific Payload: (CUSTOM) VID

*Jul 25 07:58:10.721: IKEv2:Parse Notify Payload: NAT_DETECTION_SOURCE_IP

NOTIFY (NAT_DETECTION_SOURCE_IP)

*Jul 25 07:58:10.725: IKEv2:Parse Notify Payload: NAT DETECTION_DESTINATION_IP
NOTIFY (NAT_DETECTION_DESTINATION_IP)

*Jul 25 07:58:10.725: IKEv2:(l): Received custom vendor id : CISCO-CTS-SGT

Hit , MinEEEEESPASHMBEFEMRECMDESR,
BEIKEV2Z £ BH (SA) ABRF LI E -

BSNS-2901-1#show crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.1.20/500 192.168.1.21/500 none/none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/225 sec

CE id: 1019, Session-id: 13

Status Description: Negotiation done

Local spi: 1A4EQ0F7D5093D2B8 Remote spi: 08756042603C42F9

Local id: 192.168.1.20

Remote id: 192.168.1.21

Local req msg id: 2 Remote req msg id: 0
Local next msg id: 2 Remote next msg id: 0
Local req queued: 2 Remote reqg queued: 0
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is enabled
Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

#Windows & F i [192.168.100.1E%E &% , R1ER :

BSNS-2901-1#sh crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: Tunnell



Uptime: 00:01:17
Session status: UP-ACTIVE
Peer: 192.168.1.21 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 192.168.1.21
Desc: (none)
IKEv2 SA: local 192.168.1.20/500 remote 192.168.1.21/500 Active
Capabilities: (none) connid:1 lifetime:23:58:43
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4227036/3522
Outbound: #pkts enc'ed 9 drop 0 life (KB/Sec) 4227035/3522

BSNS-2901-1#show crypto ipsec sa detail

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.1.20

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 192.168.1.21 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) 0
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) 0
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0
##pkts replay failed (rcv): O
#pkts tagged (send): 9, #pkts untagged (rcv): 4
#pkts not tagged (send): 0, #pkts not untagged (rcv): 0
#pkts internal err (send): 0, #pkts internal err (recv) 0
#send dummy packets 9, #recv dummy packets 0

local crypto endpt.: 192.168.1.20, remote crypto endpt.: 192.168.1.21

plaintext mtu 1454, path mtu 1500, ip mtu 1500, ip mtu idb
GigabitEthernet0/1.10

current outbound spi: 0x9D788FE1(2641924065)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: O0xDE3D2D21(3728551201)
transform: esp-null esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2020, flow_id: Onboard VPN:20, sibling_flags 80000040,
crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4227036/3515)
IV size: 0 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x9D788FE1(2641924065)

transform: esp-null esp-sha-hmac ,
in use settings ={Tunnel, }



conn id: 2019, flow_id: Onboard VPN:19, sibling_flags 80000040,
crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4227035/3515)

IV size: 0 bytes

replay detection support: Y
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
BSNS-2901-1#

IR EEERENERS.

HRERRE , ER1FEEBRWindowsEFImEIARIR2EVRER | FHFZEESPER S E EHEE
& TSCT=3:

debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

RKERE—VLAN (RERX#ET) E’Jﬁﬂﬂ METAFRASGT=0:

*Jul 23 19:43:08.590: IPsec SGT:: inserted SGT = 0 for src ip 192.168.2.10

ESPH G #R =

FRBRARNER SHEEPC)RRKRRIZIR2MVESPHRE , M NEFIR :

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SEdea CEXeL vessxwFLEE QAP WM MEE

Filter:l ﬂExpression.._ Clear Apply Sawve

Mo. |Source Destination Protocol| Length | Info
192.168.1.21 112 ESP (SPI=0x2b266a93)

P Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits)
b Raw packet data
b Internet Protocol Version 4, Src: 192.168.1.20 (192.168.1.20), Dst: 192,168.1.21 (192,168.1,21)
= Encapsulating Security Payload
ESP SPI: 0x2b266a93 (723937939)
ESP Seguence; 13
= Data (B84 bytes)
Data: 84818100000100834500003cdcd408007fR176d2c0a802c8. . |
[Length: 84]
NULL Authentication

04 01 61 60 0O 01 BE
7f 01 76 d2 c® a8 02
k3 62 63 64 65 66 67 68 69 _"

6d be 6f 70 71 72 : 5 77 B1 62 B
66 67 68 69 01 02 02 63 bc 6 de 5d 82 ea °
84 26 bf 4d

Wireshark B4 AR I L £ 5| 8K 5|(SP)MNZE &, FEIPVAEES |, RKIFEFM B WitIPEHE



( AEEERFRMB M ) Binternet IPHdt,
ESPE R TIFSM THNCMDENL , B EREETR

. 0x04 — T~ —1{E#REE , BIIP

- 0x01 — RE ( EHEBAENMNTHE , EHEEBSENMTHE )

. 0x01 — KRZA<01

. 0x00 — 1R &4

. 0x00 - SGTRE ( 4Bt/ )

. 0x01 - SGTH! 7|

. 0x0003 - SGTZH ( ZEME = HI/\ L E , EN00 03;SGTHMRWindowsE F i )
HRBEENEEFERIPsec IPVAET , At T —EHMERIP , UiFxEREE TR, RIPZc0 a8 02
c8(192.168.2.200) , B HIIPRc0 a8 64 01(192.168.100.1), BB EMmEEA1 , ENICMP,

RE—ERERICMP , SEGRNER , BR8N (EEFER ).

ETRREICMPER A REA32EMTA (BRaZINFR ) . BPHEEHEWindowsT FimayH2H
8.

ESPEREEM H I FREICMPRH :

- 0x01 0x02 — &,
- 0x02 — EERKRE,
- 0x63 — T —WFERMIHEOX63 , ZMER EMARBNELRE) . EXRTT—ERL
( ESPERIFHE — @ ) RSCTER,
12U TN R REE.
CMDR v A B E INZRESPREE A,

IKEV2{ik B : GREZRIPsects X,

FEFIAL , BERABEARRERNIPsec IPv4, MRFXABABATE(GRE)ERN , SREM
FENE R ?

PR ARG S IPH I HEKRIIGRERE |, TrustSecBRHBRAXRELR , BIGREH SH KR ZHK
&R , MARWindowsfEA &, FECMDBMMLE , B EAFERERSCT=0)FREEHRR,

£ 1Psec IPv4E R T #EWindows i F i/ (192.168.2.200)FE R &k , £EFEISGT=3:

debug crypto ipsc metadata sgt
*Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200

BR , SHERENBEEEXNENRNAGRER , BEFFISGCT=0, EAHIH | 192.168.1.20 2 EE K
JRIP:

*Jul 25 20:34:08.577: IPsec SGT:: inserted SGT = 0 for src ip 192.168.1.20

i Bt , TERAGREFFER.

52 B Ciscoff 51D CSCuj25890,GREE R KIIOS IPSec A EHIZH, : I A EHESSGT, B ILEER


https://tools.cisco.com/bugsearch/bug/CSCuj25890

2R THEFEACRER A ERNSGTERE. Cisco I0S® XE 3.135%SGT over DMVPN

ERIKEV2H SGTRIRAYZBF

UTRER2EZBFHIE B RHl, ATLABISGT=3MVPNHE , AARIKEV2EEEZWNATE &R a8
BZ®R (B, efIE2SCMDHEN ) . Hit , ATAEEITLHEVPNRE -

class-map type inspect match-all TAG_3
match security-group source tag 3
class-map type inspect match-all TAG_ANY
match security-group source tag 0

!
policy-map type inspect FROM_VPN

class type inspect TAG_3

drop log

class type inspect TAG_ANY

pass log

class class-default

drop

!

zone security vpn

zone security inside

zone-palr security ZP source vpn destination self
service-policy type inspect FROM_VPN

interface Tunnell
ip address 172.16.1.2 255.255.255.0
zone-member security vpn

R

#Windows % 5 i#%(SGT=3)3% 1 ¥§192.168.100.1#ping® < | AREBRUTER

*Jul 23 20:05:18.822: %FW-6-DROP_PKT: Dropping icmp session
192.168.2.200:0 192.168.100.1:0 on zone-pair ZP class TAG_3 due to
DROP action found in policy-map with ip ident 0

B R B R HEF(SGT=0)Mping , debug@ R :

*Jul 23 20:05:39.486: $FW-6-PASS_PKT: (target:class)-(ZP:TAG_ANY)
Passing icmp pkt 192.168.2.10:0 => 192.168.100.1:0 with ip ident 0

BR8P K it EAR

BSNS-2901-2#show policy-firewall stats all

Global Stats:
Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0



policy exists on zp ZP
Zone-pair: ZP

Service-policy inspect : FROM_VPN

Class-map: TAG_3 (match-all)
Match: security-group source tag 3
Drop
4 packets, 160 bytes

Class-map: TAG_ANY (match-all)
Match: security-group source tag 0
Pass
5 packets, 400 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
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class-map type inspect match-all TAG_3
match security-group source tag 3
class-map type inspect match-all TAG_ANY
match security-group source tag 0
!
policy-map type inspect FROM_LAN
class type inspect TAG_3
drop log
class type inspect TAG_ANY
pass log
class class-default
drop
!
zone security lan
zone security vpn
zone-pair security ZP source lan destination vpn
service-policy type inspect FROM_LAN

interface Tunnell
zone-member security vpn

interface GigabitEthernet0/1.20
zone-member security lan
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*Jul 25 09:22:07.380: 3FW-6-DROP_PKT: Dropping icmp session 192.168.2.200:0
192.168.100.1:0 on zone-pair ZP class TAG_3 due to DROP action found in
policy-map with ip ident 0

BSNS-2901-1#show policy-firewall stats all

Global Stats:
Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0

policy exists on zp ZP
Zone-pair: ZP

Service-policy inspect : FROM_LAN

Class-map: TAG_3 (match-all)
Match: security-group source tag 3
Drop
4 packets, 160 bytes

Class-map: TAG_ANY (match-all)
Match: security-group source tag 0
Pass
5 packets, 400 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
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