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- Windows 7R Z2VPNE F i

. Cisco IOSE B8R Ax15.2(2)T
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- Windows 7R Z2VPNE F i

. Cisco IOSE BB R A<15.2(2)T

- BERMEEN — OpenSSL CA

AXHFHNEARBRBREEEREREANKENREL. XHEAINMAERESRCER (R
) BVHAREREAE), MRENBEREREFER  FREACCHEBEAESTRERNIE,

w5l
MBEREHNABET , FSHIRRMRTIE.
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Be
Bt EWindows 7TREIKEV2E FinBEEHTHREFZELSE | UEFEHCAELECisco IOSHE :
1. BLECA
CAEAHFELERBPIFRAMENEFRESBFERH(EKU), Hln , FIKEV2EERESE L  EE
Server AuthEKU, , MEBFIHBEEE Client Auth EKU, » ZA#bEFZ2[[E A : Cisco 10S
CAfR]AREE — MR CSCuc82575838 , MAFAEHHEEESE . OpenSSL CAfAAREEMicrosoft
CAfREY — BE K ERHERE K HNATCULUEEATEKBMEYREETES.
2. Bt ECisco |I0SEE 1
WMEBEFEEIKEV2
3. BLEWindows TR EE F i

4. BREFIRES
LT &EHFMARBA T ELETESRINE—F,

ME  EASSEHTA(EREERES EM TERADHEANSENESETR.


/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://tools.cisco.com/bugsearch/bug/CSCuc82575
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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OpenSSL

OpenSSL CARRIE Mconfigy &R, OpenSSLARESH Mconfig, EBRELER :

[ extCSR ]
keyUsage
ext endedKeyUsage

Cisco 10S CAfAfR=§

nonRepudi ati on, digital Signature, keyEnci phernent, dataEnci phernent
serverAuth, clientAuth

W RIEFE A Cisco 10S CAfARES , FEERMERA 2B TEKUMEFTCisco IOSEEE iR A,

| OS- CA# show run | section crypto pki
crypto pki server |0S-CA
i ssuer-nanme cn=l OS- CA. ci sco. com ou=TAC, o=ci sco
grant auto
eku server-auth client-auth

Bt E Cisco IOSEH
Y FS

¥ Cisco 10S , MEMEKURMNV L ERESR "ARSFSORE, K HWREFPRLERER "BEF K
BORE, . BY , MEANCAHRBEFRNARSFIEETETER. EEERRT , ARSFEEM
ERERER LS BIRED TARERE, A (EAERRE, EETESH.

ZID%CAEIKEVZHHE%%J:UJ‘%“"M&*“E(PKCS)#Q*%EUEHEFH%ﬁﬁﬂﬁﬁﬁ%ﬁﬁﬁ‘a‘éﬁ% , BRER
HFE(CRLEEFNEHTA |, AIKERE :

crypto pki trustpoint Fl exRoot CA
revocati on-check none

WAL TS UEAPKCS#12EE

copy ftp://user:***@ypenSSLServer/pl2/ikev2.pl2* flash:/
crypto pki inmport FlexRootCA pkcsl2 flash:/ikev2.pl2 password <password>
Il Note: ikev2.pl2 is a pkcsl2 format certificate that has CA Certificate bundled in it.

R Cisco |I0S CARIRBEBRFRE , RIS AFEACARREURLE B IKEV2A IREFAIZINESE
, MUATRBIFTR :

crypto pki trustpoint |KEv2

enrol Il ment url http://<CA Sever_|P>:80
subj ect - name cn=i kev2. ci sco. com ou=TAC, o=ci sco
revocati on-check none

REEEHME , £F



1. EALUL T o S BRFECA:

crypto pki authenticate Fl exRootCA

2. AU TS EHACASMIKEV2ARES :

crypto pki enroll Fl exRoot CA

EEREBRREUSEMENER , FHEANTshowlE S :

i kev2#show crypto pki cert verbose
Certificate

| ssuer:

Subj ect :
Name: ikev2.cisco.com
ou=TAC
0=Ci sco
c=BE
cn=ikev2.cisco.com

Subj ect Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm MD5 with RSA Encryption
Fi ngerprint MD5: 3FBO1AE4 E36DF9D8 47F3C206 05F287C6

Fi ngerprint SHAl: DEE6CAD1 00CDD2D5 C0976274 203D2E74 2BCA9BES
X509v3 ext ensi ons:
X509v3 Key Usage: F0000000
Digital Signature
Non Repudi ati on
Key Enci pher nment
Dat a Enci pher ment
X509v3 Subj ect Key ID: CBCE6E9F F508927C E97040FD F49B52D1 D5919D45
X509v3 Authority Key I D 4B86A079 A5738694 85721D0OD 7A75892F OCDAC723
Authority Info Access:
Extended Key Usage:
Client Auth
Server Auth
Associ ated Trustpoints: Fl exRoot CA
Key Label : Fl exRoot CA

A BIKEV2

BT RIKEV2EL B /Y R A

'l I P Pool for IKEv2 Cients

ip local pool nypool 172.16.0.101 172.16.0. 250

I'l Certificate MAP to natch Renote Certificates, in our case the Wndows 7 Clients

crypto pki certificate map win7_map 10
subj ect-nanme co ou = tac



Il One of the proposals that Wndows 7 Built-In Cient Likes

crypto i kev2 proposal w n7
encrypti on aes-chbc- 256
integrity shal
group 2

'l I KEv2 policy to store a proposal

crypto i kev2 policy wi n7
proposal w n7

'l I KEv2 Local Authorization Policy. Split-Tunneling does not work, as was
'l the case in good old | 2tp over |PSec.

crypto i kev2 authorization policy w n7_author
pool mypool

'l I KEv2 Profile

crypto i kev2 profile win7-rsa
match certificate wi n7_map
identity local fqdn ikev2.cisco.com
aut hentication |local rsa-sig
aut hentication renmpte rsa-sig
pki trustpoint Fl exRoot CA
aaa authorization group cert list win7 w n7_author
virtual -tenplate 1

Il One of the | PSec Transform Sets that Wndows 7 |ikes

crypto i psec transform set aes256-shal esp-aes 256 esp-sha-hnmac

'l IPSec Profile that calls IKEv2 Profile

crypto ipsec profile win7_ikev2
set transformset aes256-shal
set ikev2-profile win7-rsa

'l dVTlI interface - Atermination point for IKEv2 dients

interface Virtual - Tenpl atel type tunnel
i p unnunber ed LoopbackO
tunnel node ipsec ipv4
tunnel protection ipsec profile wi n7_ikev2

E R AR AYIPIERBRIPsecERERAM ARt b Wt UANEMRE, [MREABREF iR

EBIKEV2E BRI EA , WERREFim 2R ERKARE, |
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Control Panel Home

Mamage wireless nebworks
Change adapter settings

Change advanced sharing
settings

See alio
HameGnoup
Internet Options

Windeows Firewall

[ (=]

- Ll » Control Panel » All Contral Parel Rerme ¢ Metwerk and Sharing Center Eearet Contral Panel
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Set up 3 new connection or nebwork
Set up & wireless, broadband, dial-up, ad hog, or VB connection; or set up 2 router or access paint.

Connect to a netwark

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems

Diagnose and repair nebwork problems, or get troubleshocting informaten,

) [l

‘

T

2. #—T "Use my Internet connection(VNP). . EAFFEREEIBE al MR AR ER G EN

VPNE#R,




LA
How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet,

L VI

< Dial directly
Connect directly to a phone number without going through the Internet.

AN e

T

What is a VPN connection?

Cancel

3. WA RENER(FQDN)SHIKEV2@E RS IPHbLE | WA HEIEE B BRBUEAR 1 ERE
Fo

BIRE : FQDNAA BB HES B EPW LA A (CN)EHE, R BBZIFRITHE , Windows 7#
E13801:ERI HIH R,

HREERTHMS|E , 5FZ P Don't connect now, A B ECLIEHRELER K REE—-TF
-
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Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: ikev2.cisco.com

Destination name: FlexVPM-105

Use a smart card

Hy Allow other pecple to use this connection

This option allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so [ can connect later

[ Mext ]| Cancel |

4. FF70E EUser name. PasswordfDomain ( A& ) #ifL , RAKSEAREFORE. E—T
MCreate. .




=T 1
)
€ K
Type your user name and password
User name:
Password:
Show characters
Femember this password
Comain (optional):
Create ] | Cancel
BHEE . BRIERMRE. M2 ERER.

5. BfiEEERMIAPL , RER-TERNEFRE.




Control Panel Home

Mamage wireless nebworks ‘ - ‘

Change adapter settings

Cha nge advanced s.hdril‘lg
settings

See alio
HameGnoup
Internet Options

Windeows Firewall

6. i Logical Adapter FlexVPN-I0S , ERFI BRI A LBITHMESRNER. R—THEBM%.
LTRFBINAE AFlexVPN-IOSHERE BEERNBMY -

fESecurityBEE £ , VPN R BIEBIKEV2, fEAuthenticationZf4 , i#1#ZEUse machine
certificates.,



3 FlexVPN-IOS Properties 2

General | Options | Securty | Networking | Sharing

Type of VPN:
| IKEv2 v
| Advanced settings
Data encryption:
| Require encryption (disconnect if server declines) -
Authertication

) Use BEdensible Authentication Protocal (EAP)

Properties

@ lse machine cerfficates

| oK || Cancsl

ERBEEAT BB EMRER | FlexVPN-IOST B RREN TER,
WEE S i o
ERAEHBREEATHESR

- BEFREEMNEKUS "EFmEDME. o Wi, CAESRMHPKCSHI2EE :

Client's PKCS12 Certificate will go into Local Machine Personal Certificate Store
. CAERE :

CA Certificate goes into Local Machine Trusted Root Certificate Authorities Store

EEFEREA

MR TREZEa8EA |, BIFES TIPSec IKEF#, (OID = 1.3.6.1.5.5.8.2.2) B #EEKU:



IKEv2{al Bk 288 & Windows 2008f@ iRES. B ZERREE 5 1R HESANIKEV2ER. MEA
true , BlfS TARSE S DETE L EKUM TIPSec IKER# | EKUBRE—EEHEE L K HEEHESE
FoEBIELEKU, BEREL—EFEZE "IPSec IKE Intermediates EKU,

BRAGHHERR , F2RIKEV2 VPNERBEREER.

. 7EFlexVPNZEBH |, FEEEKUFEA rIPSec IKE Intermediate » MREHM , IKEV2EF

WA SEEIKEV2RIRERES., Hit , SPEERIKE_SA INITEEEEFHIOSEE
CERTREQ , &Itk % # 13806 Error IDELT E%?

- HRATEEEREENEHGAN) , BEMRBEBLERE , A2

. T£Windows IEFRBEEREFEL  MAMUREANBEESREUBRTFERAETRINE

o WRiEBIB50M@ , Cisco IOSH gL EEME ECert_ReqBH , ZAFH I EWindows 7HEF
FJ?’{EJ_E‘,%]CAE’J%E_I DWEZTEDN), Bt , HEEAK , ELEINEFF s LHEFBE,

ot
ERAXEHAR , BEENEEREBEEEE.
BHERRT S(EHEEMEFER)XER Lshowin . A% HERSR T ERERshowin &

8 24

i kev2#show crypto ikev2 session detail
| Pv4d Crypto | KEv2 Session

Session-id: 4, status:UP-ACTIVE, |KE count:1l, CHILD count:1l

Tunnel -id Local Renote fvrf/ivrf Status
1 10.0.3.1/4500 192. 168. 56. 1/ 4500 none/ none READY

Encr:

AES- CBC, keysize: 256, Hash: SHA96, DH G p:2, Auth sign: RSA,

Aut h verify: RSA

Li fel/ Active Tine: 86400/ 17 sec

CE id: 1004, Session-id: 4

Status Description: Negotiation done

Local spi: A40828A826160328 Renpte spi: C004B7103936B430
Local id: ikev2.cisco.com

Remote id: ou=TAC,o=Cisco,c=BE,cn=Win7

Local req msg id: 0 Remote req msg id: 2

Local next msg id: 0 Remote next msg id: 2
Local req queued: 0 Remote req queued: 2
Local window: 5 Remote window: 1 DPD configured for 0 seconds,

retry 0
NAT-T is not detected
Cisco Trust Security SGT is disabled

i kev2#show crypto ipsec sa peer 192.168.56.1

interface: virtual-Accessl

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 10.0.3.1
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)


http://technet.microsoft.com/en-us/library/dd941612(v=ws.10).aspx
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

remote ident (addr/mask/prot/port): (172.16.0.104/255.255.255.255/0/0)
current _peer 192.168.56.1 port 4500

PERM T, flags={origin_is_acl,}

#pkts encaps: 5, #pkts encaps:5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 10.0.3.1, remote crypto endpt.: 192.168.56.1
path mu 1500, ip nmu 1500, ip ntu idb Ethernet0/0

current outbound spi: 0x3C3D299(63165081)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: OxE461ED10(3831622928)

transform esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 7, flow.id: SW7, sibling_flags 80000040, crypto map: Virtual - Accessl-head-0
sa timng: remaining key lifetime (k/sec): (4257423/0)

1V size: 16 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

i nbound ah sas:
i nbound pcp sas:
out bound esp sas:

spi: 0x3C3D299(63165081)

transform esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 8, flow.id: SWS8, sibling_flags 80000040, crypto map: Virtual - Accessl-head-0
sa timng: remaining key lifetime (k/sec): (4257431/0)

1V size: 16 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:

RER: AR
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- E AR PSKH ¥ 553 4 BIVPNAYASA IKEV2FE & 5 1l 57 BE
. ASA IPsecHIIKESAR (IKEVIEM ) HEEHERR B iR BA

. 10S IPSecHIKEF — IKEV1 = X i EHE R iR 8l

- ASA IPSecHIIKEFB & — IKEv1 =B X 5 i 5R BA

. Cisco ASA 5500 AR ZLER
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/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/113594-trouble-ios-ike-00.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113595-trouble-asa-ipsec-ike-00.html
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_general_information.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav

. Cisco IOSEi#

- Z2 BB (SSH)
. IPSec 1 #/IKE BERIBE

. Hifi ZWHE N - Cisco Systems



//www.cisco.com/web/psa/products/index.html?c=268438303&referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk617/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	採用Windows 7的IKEv2 IKEv2 Agile VPN使用者端和FlexVPN上的憑證驗證
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	設定
	概觀
	配置證書頒發機構
	OpenSSL
	Cisco IOS CA伺服器

	配置Cisco IOS頭端
	取得憑證
	配置IKEv2

	配置Windows 7內建客戶端
	獲取客戶端證書
	重要詳細資訊

	驗證
	疑難排解
	相關資訊


