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1 BISANEME | ERRIECSMEM EREH.

i p domai n-name ci sco. com
host nane Routerl
crypto key generate ec keysize 256 | abel Routerl.cisco.com

PR : BRIEGEA & IE BRIEEERID CSCueb994RI iR ABITREhRAS |, & RIBE HBRAS T A FT M
TIMA/NDRTEBHIEE
2. B AEERMERCARIGEE.

crypto pki trustpoint ecdh
enrol | ment term nal
revocati on-check none
eckeypair Routerl.cisco.com

PRt . HRCARRERNRE , EHCEARERE, BELAERRETRARERENERR
R&E2tt,

3. HEENETHEORE (ERENMEELMNCARENEIR ) .

crypto pki authenticate ecdh

4. EIR R ACAMbase 64iRIGHE. W Aquit, AEBE AyesiES,

5. & E% BRI EICA LRIPKIFR,

crypto pki enrol ecdh


https://tools.cisco.com/bugsearch/bug/CSCue59994

6. B RME LY ARMCARREEFE R, HRMicrosoft CA , EIZZICAKIWeb N |, AREKIEIE

Submit a certificate request.

7. SIECAENK BEEARMR. BARSERE Aquit.

crypto pki import ecdh certificate

iR
WERHAMEEHAMRRouterl, Router2 EERMEMR , HPF R EEENE LHIP U 21—,
1. BUREVMUCEHSEHENRE,

crypto pki certificate map certnmap 10
subj ect - name co ci sco. com

2. BEHBEEIKEV2H R

crypto i kev2 proposal default
encryption aes-cbc-128
integrity sha256

group 19

BYEE : IKEv2 Smart DefaultsTEFRRIKEV2RBAN BRI SHARBNEE L. HREHSuite-B-
GCM-128% Eaes-cbc-128F1sha256 , K bt 4B TEIE L EE L B FRaes-cbc-256, sha384
sha512, HEERER , IKEVEEZRENBER TERERMENEE L, ATESRANZSM
, FEff Flaes-cbc-256F1sha512, B2 , Suite-B-GCM-128 " EE L IAE, EMIRE B HY
IKEV2125% , F5% Ashow crypto ikev2 proposalis <o

3. BLiEIKEV2EL B R UAMCE F EH R E R HH < ERREEFBWECDSA.

crypto i kev2 profile default
match certificate certmap
identity local dn
aut hentication renote ecdsa-sig
aut hentication | ocal ecdsa-sig
pki trustpoint ecdh

4. Bl EIPSecE# LAE A GCMo

crypto i psec transformset ESP_GCM esp-gcm
node transport

5. A2 BB ERY 5| HE EIPSecE BER

crypto i psec profile default
set transformset ESP_GCM



set pfs groupl9
set ikev2-profile default

6. BELERRE T Ho

interface Tunnel O
ip address 172.16.1.1 255.255.255.0
tunnel source G gabit0/0 tunnel destination 10.10.10.2
tunnel protection ipsec profile default

B RE R AR

FAKXERAD , BREANEEREEREER,
1. BRBECDSAS MR BRI E K,

Rout er 1#show crypto key mypubkey ec

% Key pair was generated at: 04:05:07 JST Jul 6 2012

Key nane: Routerl.cisco.com

Key type: EC KEYS

Storage Device: private-config

Usage: Signature Key

Key is not exportable.

Key Dat a&col on;

30593013 06072A86 48CE3D02 0106082A 8648CE3D 03010703 4200048F 2BOB5B5E
(...omtted...)

2. R BREREHIEABREFERECDH,

Rout er 1#show crypto pki certificates verbose ecdh
Certificate

Status: Avail able

Version: 3

Certificate Serial Nunmber (hex): 6156E3D5000000000009
(...omtted...)

I BMBERBENYEIUIKEV2 SALFERAEMHBEEE,

Rout er 1#show crypto ikev2 sa
| Pv4d Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf St at us
1 10. 10. 10. 1/ 500 10. 10. 10. 2/ 500 none/ none READY

Encr: AES-CBC, keysize: 128, Hash: SHA256, DH Grp:19, Auth sign: ECDSA, Auth verify:
ECDSA

Life/ Active Tine: 86400/ 20 sec

4. BBERSRINEIMIKEV2 SAYFAEHBEE %,

Rout er 1#show crypto ipsec sa

interface: Tunnel O



Crypto map tag: Tunnel 0- head-0, |ocal addr 10.10.10.1
(...omtted...)

|l ocal crypto endpt.: 10.10.10.1, remote crypto endpt.: 10.10.10.2

pl ai ntext ntu 1466, path mtu 1500, ip ntu 1500, ip mu idb Ethernet0/0
current outbound spi: OxAC5845E1(2891466209)

PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: OXAEF7FDI9C(2935487900)

transform: esp-gcm ,
in use settings ={Transport, }
conn id: 6, flow.id: SW®6, sibling_flags 80000000, crypto map: Tunnel O- head-0
sa timng: remaining key lifetime (k/sec): (4341883/3471)
IV size: 8 bytes
replay detection support: N
St atus: ACTI VE( ACTI VE)
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