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sE1EFirepowerZB B OMICLIRE AL T
<#root>

admin@Sourcefire3D:~$

cat /var/ | og/ nessages
EBHPESUTE-BE

Sourcefire3D SF-IMS[2004]:
Sourcefire_Intelligence_Feed

[2011] CloudAgent:IPReputation [WARN] Cannot download
Sourcefire3D SF-IMS[24085]:

[24090] CloudAgent:IPReputation [WARN] Download
unsucessful: Failure when receiving data from the peer
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FEREAT S ERED O] R Rt R R

1. Eﬁ% intelligence.sour cefire.com ﬁ.‘j%&%ﬁéiﬁ@ﬂﬁ%’éo Egﬂgﬁq:gﬂﬁf:
https://intelligence.sourcefire.coms
2. BRZE

X

&

J&(SSH)zh RFirepower&E F1/0BICLI,
3. Ping inteligence sourcefire.com i FirepowerE B A/
<#root>

admin@Sourcefire3D:~$

sudo ping intelligence.sourcefire.verify


https://intelligence.sourcefire.com

you receive an output similar to this:

64 bytes from x (xxx.xxX.XX.X): icmp_req=1 tt1=244 time=4.05 ifyou do not receive a response simil

4. BEMT LA T IEM E 8 intelligence sourcefire.com:

<#root>
admin@Firepower:~$

sudo

nsl ookup intelligence.sourcefire.com

RECWIELUUATRAENEE

Server: 8.8.8.8
Address: 8.8.8.8#53

Name: intelligence.sourcefire.com
Address: XXX.XXX.XX.X

EE . EiRE R Googles #iF & R (DNS) R RESIEA = O, & HEURM System >
Local > Configuration &g EAIDNSERTE , LA Nework T, WMRERE KRBT RE
LEVEFE | FEFERDNSERE [E#E,

EE  ARSFEABREENIPHU TRIREREHTH, FEMNEFETHE, At
, Pt AT LASE SR | BRIEZBMEA cnave A ZIPHBAE,

5. B2 E B2 intelligence.sourcefire.com fiE FA Telnet:

<#root>
admin@Firepower:~$

sudo telnet intelligence.sourcefire.com 443

BRELSWIEUATAREUNGES



Trying XXX.XXX.XX.X. ..
Connected to intelligence.sourcefire.com.
Escape character is 'A]'.

HMRUURINERE =S , BELEIBTelnetdh intdligence sourcefire.com BB
443 | IETTLABER Bh AR AR Bl 3R PE 1E 3244 3A9 H 34 intelligence. sourcefire.com.

. BE ZESystem > Local > Configuration , AR FE Manual Proxy BLETE Network EB%o

AR MRUAREBHITLZLEEFRESSLRE , RIXERERBREMNZRSAR

intelligence.sour cefir e.com.

AIER B R B BEHIT HTTPGET 553K intelligence sourcefire.com:

<#root>
admin@Firepower:~

sudo curl -vvk https://intelligence.sourcefire.com

* About to connect() to intelligence.sourcefire.com port 443 (#0)
Trying 198.148.79.58...

* Adding handle: conn: 0xec5630

* Adding handle: send: 0

* Adding handle: recv: 0

* Curl_addHandleToPipeline: length: 1

* - Conn 0 (Oxec5630) send_pipe: 1, recv_pipe: 0

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)

* SSLv3, TLS handshake, Client hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Client key exchange (16):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSL connection using DHE-RSA-AES256-SHA

* Server certificate:
subject: 0O=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com
start date: 2016-02-29 22:50:29 GMT
expire date: 2019-02-28 22:50:29 GMT
issuer: 0=Sourcefire Inc.; OU=VRT Department of Intelligence;
emailAddress=vrt-systems@sourcefire.com; L=Columbia; ST=MD; C=US;
CN=intelligence.sourcefire.com; nsCaRevocationUrl=
https://intelligence.sourcefire.com/vrtca.crl
SSL certificate verify result: unable to get Tocal issuer certificate
(20), continuing anyway.

> GET / HTTP/1.1



User-Agent: curl/7.31.0
Host: intelligence.sourcefire.com
Accept: */*

HTTP/1.1 200 OK

Date: Tue, 01 Mar 2016 13:06:16 GMT

Server Apache is not blacklisted

Server: Apache

Last-Modified: Tue, 09 Dec 2014 20:08:06 GMT
ETag: "9da27-3-509cel9e67580"

Accept-Ranges: bytes

Content-Length: 3

Content-Type: text/html

* AN AV V V V

A A AN ANANANA

~

* Connection #0 to host intelligence.sourcefire.com left intact

af | EPCAKUR curl 85T H0 RN IERB T o

MIEE : MRBERRE , Bl P EEFEHAERZR. tH=curl -U <user> -vk
https://intelligence.sourcefire.com, Wt , AT TE , RESR B ARERE,

BEARTHZE2BEHRENHTTPSRER B R BIBSSLAR SR, EERITERETSSLER
, RS BoREPNARS([EEN. NMREARIFHBSEUT REPERNABTTTHE
AR A LR —ASSLAZRENEERE, NRREBBSSLAZE , AIXEEBFIERMD

E’J IJILE intelligence.sourcefire.com.

<#root>
admin@Firepower:~$

sudo curl -vvk https://intelligence.sourcefire.com

About to connect() to intelligence.sourcefire.com port 443 (#0)
*  Trying 198.148.79.58...

* Adding handle: conn: 0xec5630

* Adding handle: send: 0

* Adding handle: recv: 0

* Curl_addHandleToPipeline: length: 1

* - Conn 0 (Oxec5630) send_pipe: 1, recv_pipe: 0

* Connected to intelligence.sourcefire.com (198.148.79.58) port 443 (#0)
* SSLv3, TLS handshake, Client hello (1):

* SSLv3, TLS handshake, Server hello (2):

* SSLv3, TLS handshake, CERT (11):

* SSLv3, TLS handshake, Server key exchange (12):

* SSLv3, TLS handshake, Server finished (14):

* SSLv3, TLS handshake, Client key exchange (16):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):

* SSLv3, TLS change cipher, Client hello (1):

* SSLv3, TLS handshake, Finished (20):


https://intelligence.sourcefire.com

* SSL connection using DHE-RSA-AES256-SHA

* Server certificate:

* subj ect: O=Sourcefire Inc.; OU=VRT Departnent of Intelligence
emai | Address=vrt-systems@ourcefire.com L=Colunbia; ST=MD;, C=US
CN=i ntel |l igence. sourcefire.com

* start date: 2016-02-29 22:50:29 GVI
* expire date: 2019-02-28 22:50:29 GMI
* i ssuer: O=Sourcefire Inc.; OU=VRT Departnment of Intelligence

emai | Address=vrt-systems@ourcefire.com L=Colunbia; ST=MD;, C=US
CN=i ntel ligence. sourcefire.com nsCaRevocationUrl =
https://intelligence.sourcefire.comvrtca.crl

SSL certificate verify result: unable to get Tocal issuer certificate
(20), continuing anyway.

GET / HTTP/1.1

User-Agent: curl/7.31.0

Host: intelligence.sourcefire.com

Accept: */*

HTTP/1.1 200 OK

Date: Tue, 01 Mar 2016 13:06:16 GMT

Server Apache is not blacklisted

Server: Apache

Last-Modified: Tue, 09 Dec 2014 20:08:06 GMT
ETag: "9da27-3-509cel9e67580"

Accept-Ranges: bytes

Content-Length: 3

Content-Type: text/html

* AN AV V V VYV

A A AN ANANANA

~

* Connection #0 to host intelligence.sourcefire.com left intact
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https://www.cisco.com/c/zh_tw/support/docs/security/firesight-management-center/118791-technote-firesight-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/firesight-management-center/118791-technote-firesight-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/firesight-management-center/118791-technote-firesight-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
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