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- REB A3 1xx
- Firepower 41xx
- Firepower 93xx

- BRI R EREERK(FX0S)2.12.0.x

- BN L 2 A EEERE(FTD)7.2.0.x

- BRlZ 2 A EEE PR LNFMC)7.2.0.x

- BRlZehAREEEES(FDM)7.2.0.x

- FEAZ 22 E(ASA).18(1)x

- HAEBERERELEEHEIR(ASDM)7.18.1.x

- Wireshark 3.6.7(https://www.wireshark.org/download.html)
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Internal Switch

Front Interfaces

Chassis

Security Module

FTD/ASA

Backplane/uplink

Snort Engine (FTD only)
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SM1: Internal-Data0/0


https://www.wireshark.org/download.html

Firepower 4100 ( Firepower 1 Ethernet1/9
4110/4112BR5 ) Ethernet1/10

Firepower 4110/4112 1 Ethernet1/9

SM1:
Ethernet1/9
Ethernet1/10
SM2:
Firepower 9300 3 Ethernet1/11
Ethernet1/12
SM3:
Ethernet1/13
Ethernet1/14

Ttil%'%ﬂ%ﬂ 00 1 SM1:in_data_uplink1

Internal-Data0/1

Internal-Data0/0

Internal-Data0/0
Internal-Data0/1

Internal-Data0/0
Internal-Data0/1

Internal-Data0/0
Internal-Data0/1

Internal-Data0/1
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5 Fishow interface detail&F S B E NS E

> show interface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up

Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active
Interface Internal-Data0/0 "", is up, line protocol is up
Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active
Interface Internal-Datal0/1 "", is up, line protocol is up
Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active



Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1l "diagnostic", is up, line protocol is up
Control Point Interface States:

Interface number is 8

Interface config status is active

Interface state is active
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firepower# connect fxos

firepower (fxos)# show run int el/2
!Command: show running-config interface Ethernetl/2
ITime: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink

no 1lldp transmit

no 1lldp receive

no cdp enable

switchport mode dotlg-tunnel
switchport trunk native vlan 102
speed 1000

duplex full

udld disable

no shutdown
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Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 o Backplane
5
@ ICMP echo-reply »
198.51.100.100
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply >
198.51.100.100
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FCM

RBFCM LR LT BB/ EEthernet1/28Portchannel1 L it B &1} S 1E -

1. £ Tools > Packet Capture > Capture SessionZ . ¥V iHE 2 5E:

Security Engine Platform Settings System Help admin

| Packet Capture | Troubleshooting Logs

Overview Interfaces Logical Devices

Capture Session [l =i~

Mo Session available

2. BENHEHEthemet1/2 , RHEFEER  ARE-THELETURAHE



[SUSREN Interfaces  Logical Devices  Security Engine  Plat
Select an iestance:  fid) ~ Save. Cancal
[ frd1 Session Hame® aanl

Selecied Interfaces Bhamalt1f2
[E—

Buffer Size 256 MB i

Snap length: 1518 Byles
[ 3 Stors Packsts Append

Caghure Filter soely fiee [
Bthar

FTD
Etharneti/5, Exharneti/ 10

Ethasnan
(Pevteh
Etharmat1/d
{Portchunnaly

J.MRRBBEENE , BREMAEYERENT , BEHEFEER , ARR—THELETURBA
HE -

Select an instance: | frg) ~ save Cance
I 1 5 aene®

frd

1518 Trytas

e Cagturs Filtés apcty riter R

FID

Erharneti/8, Ethameti/1d

FXOS CLI
FEFXOS CLILE#ITUTHER | £/ EEthernet1/28Portchannel1 L fit B &1} iH1E -

1. R B AR R B MBI R R

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Native No Not Applicable None

2. HNMERENHE , FESRERENME

firepower# connect fxos

<output skipped>

firepower (fxos) # show port-channel summary

Flags: D - Down P - Up in port-channel (members)
- Individual H - Hot-standby (LACP only)

- Suspended r - Module-removed

- Switched R - Routed

- Up (port-channel)

2 c nn H

- Not in use. Min-links not met



Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/4(P)

3. BN HEERE

firepower# scope packet-capture

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/packet-capture # create session capl

phy-port Ethl/2
# set app ftd
# set app-identifier ftdl

/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

Ethl/5(P)

HREBENH , ABEXKENEHEEERNHE

firepower# scope packet-capture

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

R

FCM

/packet-capture # create session capl

phy-port Ethl/4
# set app ftd
# set app-identifier ftdl

/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # create
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

phy-port Ethl/5
# set app ftd
# set app-identifier ftdl

#52Interface Name , # {ROperational StatusBup , X #52File Size ( LA TAA R EAr ) 380 :

Overview Interfaces Logical Devices Security Engine Platform Settings

n Tools Help admin

e
C Refresh Capture Ssssion Delete Al Sessions.
- u capl Drop Count: 0 m Buffer Size: 256 MB Snap Length: 1518 Bytes
Interdace Home Filter Fllo skza (In bytes) | File Hame Device Name:
Ethamaett/z None 28632 capl-atharnat: 1-3-0.pcap a1

BB K B N EEthernet1/4FEthernet1/589Portchannel:

ew  Interfaces

Logical Devices  Security Engine  Platform Settings

Drop Coust: [ operational state: wp |

Fater | File Stz (0 bytes)
Kane 160

Hane 85050

Buffer Size; 356 M0

€ Rebesh, Cactre Sevr Disiete All Leasorns

Snap Length; 1518 Bytes

FXOS CLI

Eq ¥ scope packet-capture P FY i EFFME A



firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 75136 bytes
Filter:
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

Port-channel 1 with member interfaces Ethernet1/4F1Ethernet1/5:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot 1Id: 1
Port Id: 4
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 310276 bytes
Filter:
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

Slot 1Id: 1

Port Id: 5

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-5-0.pcap
Pcapsize: 160 bytes

Filter:

Sub Interface: 0



Application Instance Identifier:

Application Name: ftd

L Sk 2 F
1% BB U S Firepower 4100/9300 A ¥ 3z A i TR 3 — &7 P 19 20 BR IR 1,
EEERD
FEREN R EERENEEAREIBEREthernet 2N HBRER, BEF—EENCQIHEEY .

ftdl

1. EHEICMPEEREREN T, HESEERILER2K,

2. RIRERIRELBVLANER.

3. WERATHABEHE A BlE A T EEthernet1/289 H At E 4R B VLANEZ £ 102,

4. AEB BT A\ — (M IIVNRE.

1 2922-07-13 96:23:58, 265060930
2 022-07-13 @61 23158, 2ESOEIB5E
3 2022-07-13 8623159, INTVILBBG
4 2022-07-13 86:23:59, 309193731
5 2022-07-13 06:24:00. 333054150
6 2022-07-13 86:24:00, 333056014
7 2022-97-13 @6:24:81.357173530
B 2022-07-13 96:24:01, 357174708
9 2022-97-13 96:24:02.381073741
18 2022-87-13 86:24:02, 381074959
11 2022-07-13 @6:24:03, 405150841
12 2022-087-13 86:24:03, 405200261
13 2022-087-13 86:24:84 420155683
14 2032-87-13 86124184 420156831
15 2022-07-13 86:24:05,453156612
16 2022-07-13 @6:24:05.453158052
17 2022-07-13 @6:24:06. 477127687
18 2022-97-13 86:24:06, 477129359

19 2022-987-13

86124107 501201314

20 2022-07-13 86:24:07 501293041
21 2022-87-13 86124108, 525880956
22 2022-07-13 86:24:08. 525002088
23 2022-07-13 06:24:09,540216500
24 2022-07-13 86:24:09.540218564
25 2022-87-13 86:24:10.573118146
26 2022-07-13 B6:24:10,573112%04
27 2022-07-13 86124111, 557026027
28 2022-07-13 86:24:11.597088170
29 2032-087-13 86:24112.621861022

A92,0.2,100
1528, 2,188
192.8.2, 108
192.0.2.108
192.0.2.100
192.0.2.100
192.0.2.100
192.0.2,100
192.0.2,108
192.8.2.108
192.0.2.108
192.0.2.108
192.8.2.100
192.8.2.168
192.0.2. 108
192.0.2, 100
192.0.2. 108
192.0.2.108
192.0.2.108
192.0.2.100
192.0.2.108
192.0.2.108
192.0.2,188
152.8.2, 188
152.8.2. 188
153.0.2.168
152.0.2.1068
192.0.2.100
192.0.2.100

198,51, 189, 104
198,51, 109,104
198,51, 109,188
158.51. 100,180
198.51.109.180
198.51.100.180
198.51.100. 100
198.51. 100,100
198.51. 100,108
198.51. 129,108
198.51. 100, 108

198.51.188.168
198.51.100. 108
198.51. 100,108
198.51. 120, 108
198.51. 100, 100
198.51.100. 100

198.51.100. 108
198.51.180,188
198.51.180. 108
198.51. 180,188
198.51. 180, 188
158.51. 180, 108
158.51. 100,168
158.51.180, 1068
198.51.180.188
198.51.100. 180

ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
1CHP
IEHP
ICHP
ICHP
ICHP

Tove wens
- o000 000 DOGD 1016 .
M |

Direction: From Bridge
= Pointer: vif_id

= Destination: 18

= Looped: Mo

+ = Reserved: &

= Wersion: @

[ P
el

aee. OB ©110 0110 = 1D:

Type: IPva (enagoal

192

sres ames ¢ orame see. DDDD 00D 0ODR - Source: @
Type: 802,10 Virtual LAN (ox@10@)
802,10 virtual LA, PRI: @, DEL: @, ID: 102

+ waes = Priority: pest effort (default) (@)
= DEL: Ineligible

3

Internet Protecel Version 4, Src: 192.8.2.100, Dst: 198.51.190.100
Internet contrel Message Protocol

2

108

Dx9e00 (A0096)
Axdedd (40656)
x9f20 (48736)
x9f20 (48736)

@xofad (a07a9)
0x0f2d (40743)
GxOfEl (JaRd4a)
exofes (40848)
xa@77 (41079)
Gxa8T7 (41079)
axalef (41231)
@xalef (41231)
Bxaléa (41322)
oxalta (41322)
@xaled (41445)
oxaleo (41449)
axalfe (41462)
oxalfe (41462)
xa257 (41550)
0xa257 (41550)
Bxa2ad (41641)
Oxa2a® (41641)
0xa345 (41797)
axa345 (41797)
Gxa349 (41801)
0xa349 (41891)
Gxa3dc (41048)

Frame 1: 188 bytes on wire (854 bits), 188 bytes captured (884 bits) on interface capture_ub_1, id @
Ethernet IT, Src: VMware 0d:e8:be (98:508:56:0d:ef:be), Dst: Cisco bP:77:8e (58:97:bd:bd:
WN-Tag

)

FTIL B
64 Echa
64 Echo
64 Echa
64 Echa
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echa
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echa
64 Echa
64 Echo
64 Echo
64 Echo
64 Echo
64 Echo
64 Echa
&4 Echa
64 Echo
64 Echo

(ping)
i
(pIng)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping}

request

Fequest
Féquist
Féquist
request
request

id=gmeia,
ld=inciiia,
id=dxed1a,
iduitcpina,
iduicpna,
idegupala,
id=gxpala,
id=iciia,
idwincidia,
id=dxod1a,
id=axedla,
idugcpona,
idsgupna,
id=axpela,
idwicidla,
ld=ieiia,
ld=ineiaia,
id=dxodla,
iduiepna,
idugnpona,
idsgupala,
ideguiata,
id=dniota,
id=ineiia,
id=0x0d1a,
idnietdia,
idudpdla,
idsBupola,
id=axnela,

5B 97
-]
4 @1
o2 1a
[
ic ad
2 2d

5eq=7/1792, ttl=64 (no response found|)
seqeF 1792, ttl=64 (0o response
sequi/ 2048, ttl=6d4 (no response
seqe/ 2048, ttl=64 (no response
seqe9 /2304, ttl=sd (no response
50qe9/2304, ttl=64 (no response

seq=10/2568, ttl=64 (no
seqe10/2568, ttl=64 (no
seqell/2816, ttl=64 (no
seqell/2816, ttl=64 (no
sequl2/ 3072, ttl=64 (no
Seqel2/3072, ttl=64 (no
seq=13/3328, ttl=64 (no
soqe13/3328, ttl=64 (no
seq=14/3584, ttl=64 (no
seqeld/3584, ttl=64 (PO
seqel5/I8d0, ttl=64 (no
seqels/igas, ttl=64 (no
seqele/4096, ttl=6a (no
seq=16/4096, ttl=64 (no
seq=17/4352, ttl=64 (no
50q=17/4352, ttl=64 (no
seq-18/4608, ttl-64 (no
seqe18/4608, ttl=64 (Ao
seqe15/4864, ttl=64 (Po
Seqe18/4864, ttl=64 (o
seq=20/5120, ttls64 (no
seq=20/5120, ttls64 (no
500=21/5376, ttl=64 (no

[
B1 00 80 66 08 00
af c8 cd B9 82 64
e 87 f4 64 ce 62
o 82 19 11 12 13
e 1f 2 21 22 23
2e 3 3031 312 33

56 od
45 8
b 33
o0 00
14 15
4 35
34 35

response
response
Fesponse
Fesponse
response
response
response
response
response
Fesponse
Fesponse
FRSpOnSE
response
response
response
response
Fesponse
Fesponse
Fesponse
FeLponse
FEsponie
response
response

el
o
]

EER
BER

o 89 39
16 17 18
6 27 28
36 37

found! )
found! )
Found! )
Found! )
Found! )
found | )
found | )
found| )
found| )
found! )
found! )
found! )
found !}
found )
found| )
found| )
found! )
Found! )
Ffound! )
Ffound !}
found |}
found | )
found| )
found| )
found )
Found ! )
found !}
found )

26 49
&L 49
8a ae
az o7
19 1a
29 2a

EEE

=3

1 8 S%E' ()"
p- o f8123 4567

BEXF_EENEIREER

1. EHEICMPEERERERN T, HESEERILER2K,

2. RIERIRELBVLANER.

3. NEPAHLBEIH A5 Bl & A /S EEthernet1/20) b E 4R B VLANEE 102,




™ Tt Sourte Destrusen Praasesl [ (] PIIL e

1 2022-07-13 @6: (IBSOR0936  102.0.2.108  198.51.190.100 M 108 1 oxddec (40428) 64 Echo Lping} mzquest id=gxpdla, seqe7/1792, ttl=64 (no response found!)
2 2022-07-13 ¥ L2BSOEIRSE  192.0.2.188 198.51. 180, 168 ;-ICPP ]18\'2 ld=ieiia, seqe7 /1702, ttl=64 (no response foundl)
3 2022-07-13 ¥ B0O4ERRE  152.8.2.188 198.51. 180, 108 ICHP 108 p reqbest ld=iveiia, seqe8 2048, ttl=64 (no response foundl)
4 2022-07-13 86 L300153731  152.0.2.100  188.51.180.100 TeMe 182 Oxedd (40656) &4 Echo (ping) Fequest  id=0x001a, seqe8/2048, ttl=ga (ne response Found!)
5 2022-07-13 86 .333054150  152.0.2.100  198.51.100.100 MR 108 oxoF20 (40736) 64 Echo (ping) request id=oxoola, seqe9/2304, ttl=sa (no responseé found!)
6 2022-07-13 86: .333056014  192.0.2.100  198.51.100.180 ICHP 182 ax0F20 (40736) 64 Echo (ping) request id=BxBdla, %eqe9/23084, ttl=g4 (no response found!)
7 2022-07-13 @6: .357173538 192.8.2.100  19B.51.180.100 ICHP 108 axofad (40740) 64 Echo (ping) request ide@xddla, seqe10/2560, ttle64 (no response found!)
8 2022-07-13 86 JISTITATOR  102.0.2.100  198.51.100.108 TeHP 182 Gxofad (40743) 64 Echo (ping) request id-@xbdla, seq-10/2560, ttl-6d (no response found!)
9 2022-07-13 06 JIBLIOTITAL 192.0.2.160  198.51.100.100 TCHP 108 OxofER (40840) 64 Echo (ping) request id-Oxddla, seqe11/2816, ttl=64 (no response foundl)
18 2022-07-13 86 IEIOTASSD  192.0.2.108 198.51. 106, 168 ICHP 182 D0fal (Jand4d) &d Echo (ping) request id=dxddia, seqeii/28i6, ttl=64 (no response found!)
11 2023-07-13 86 L405150041  152.0.2.100  198.51.180.100 TEHE 108 0xad7? (41073) 64 Echo (ping) request id=8xddla, seqei2/3072, ttl=6d (no response found!)
12 2022-07-13 86:34:03.405208261  192.0.2.100 198.51. 186,168 ICHP 182 axad¥? (41875) &4 Echo (ping) request idedxtdla, seqe12/3072, ttl=64 (o response found!)
13 2022-07-13 86134104 . 429155683  192.8.2.100 198.51. 188,188 ICHP 1088 axalef (41231) 64 Echo (ping) request ideaxedla, seqe=13/3328, ttl=64 (no response found!)
14 2022-07-13 96:24 192.0.2.100  198.51.100.100 (] 182 axalef (41231) 64 Echo (ping) request id-exeona, seq-13/3328, ttl=64 (no response found!)
15 2022-07-13 06 192.9.2,100  198.51.100,100 ICHP 108 oxalGa (41322) 64 Echo (ping) request id-expela, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06 192.0.2,100  198.51.100.100 v 102 oxaléa (41322) 64 Echo (ping) request id-owsdla, seq-14/3584, ttl-64 (no response foundl)
17 2022-07-13 6 192.0.2,100  198.51.100.100 M 108 dxaled (41443) 64 Echo (ping) request id-exedla, seq=15/2840, ttl=64 (no response foundi)
18 2022-07-13 96 162.0.2,100  196.51.100.100 M 102 Oxaled (41443) 64 Echo (ping) request ld=éxidla, seq=15/3840, ttl=64 (no response foundl)
19 2022-07-13 86:24:07.501251314  152.0.2.100  198.51.190.100 ICHP 108 oxalfe (41462) 64 Echo (ping) request id=8xedla, seqe=16/4098, ttl=64 (no response found!)
20 2022-07-13 96:24:07.501293041  192.0.2.100  198.51.199.100 ICHP 182 axalfe (41462) 64 Echo (ping) request id=oxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-87-13 @6:24108.525089956 192.0.2.109 198.51.109. 108 ICHP 188 Axazs7 (41559) &4 Echo (ping) request id=8xedla, seq=17/4352, ttl=64 (no response found!)
12 1022-97-13 26 @8, 525092068 192.0.2.100 198.51. 100,109 IcHP 182 @xa257 (4155%) 64 Echo (ping) request id-@xedla, seq-17/4352, ttl=64 (no response found!)
13 2022-97-13 26 @9, 549236500 192.0.2,100 198,51, 100,100 ICHP 108 @xazad (41641) 64 Echo (ping) request id-gxidla, seqe16/4608, ttl-64 (no response found!)
24 2022-07-13 86 89,549238564  192.0.2,108 198,51, 109, 184 ICHP 182 oxazad (41641) 64 Echa (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)
25 2022-07-13 86 18,573110146 192.8.2.108 198,51, 109,104 ICHP 108 @xa3as (41797) 64 Echo (ping) request idegxedla, seqel®/4864, ttl=64 (no response found!)
26 2022-07-13 86:24:10,573112504  192.0.2.100  198.51.100.100 M 102 oxa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttlsGs (no response found!)
27 2022-07-13 192.8.2.100  198.51.100.188 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request ide@xedla, seqe?e/s120, ttls6d (no response found!)
8 2022-07-13 192.8.2.100  198.51.100.180 ICHP 182 Bxa3ad (41681) 64 Echo (ping) request idsaxpdla, seqs20/5128, ttlssd (no response found!)
19 1022-07-13 B6:34:117.621061032 192.0.2.100 196.51.100. 100 ICHP 108 xa3dc (41048) 64 Echo (ping) request idedx@dla, seqez1/5376, ttl=64 (no response found!)
» Frame 2: 182 bytes on wire (B16 bits), 182 bytes captured (816 bits) on interface capture we 1, id @ WD 5B 97 bd b9 ¥7 8 80 50 56 90 e be 81 09 90 66 £
» Ethernet TI, Src: VMware 9d:eS:be (0:58:56:0d:e8:be), Dst: Cisco b9:77:0e (56:97:bd:b9:77:0e) W10 BB 90 45 BB B0 54 9d e 40 0O 4D 01 af @ O .
02,10 virtual LAN, PRI: ©, DEL: @, I0: 102 W0 B2 64 ob 33 64 64 B8 99 de a2 00 1a 8 07 f4 6a -d
000, ve vee. = Priority: Best Effort (default) (@) QI (8 £2 00, 90100100 20 42 67 chio0 9600001161 11 i
14 15 16 17 18 19 13 1b 1c 1d 1o 1F 20 1 1

M8 12 13
+ vasw = DEL: Ineligible H AL
008 9118 0118 = ID: 182 3 223 2;:: 25 26 27 20029 2a 2b e 2 2e 2f 31 R () "a,-. 00

a1 33 35 36 37 234567

Internet Protocol wersion 4, Src:

152.8.2.18@, Dst: 198.51.100.108
Internet Control Message Protocol 2

BRtPortchanne M REN HHWHERER, BEF—EIILREES .

1. EHEBICMPEERRER T, HESEENSLER2K,

2. RIAER IREREVLANER,

3. AERR A A —EEINHELRIBVLANZE 1001 , AR E B A /N EPortchannel 1,
4. AEBIT MR A — B INVNER,

Moo Protocol FD PTTL Info

- 12022-08-05 23:67:31.865872877 192.0.2.100 198.51.100.100 Tcme 108 ] | ex3zze (12846) 64 Echo (ping) request | id=0%002d, seq=245/62720, ttl=64 (nc
2 2022-88-05 23:07:31.865875131 192.9.2.100 198,51.100.100 ICHP 102 ox3z2e (12846) 64 Echo (ping) id=0x002d, seq=245/62728, ttl=64 (nc
3 2022-88-05 23:07:32.867144598 192.8.2.100 198.51.100.100 TcMP 108 (75 B4 ECho (ping) request  id=0x0e2d, seq=246/62976, ttl=64 (nc
42022-08-05 23:67:32.867145852 192.0.2.100 198.51.100.100 IcHp 102 @x32b9 (12985) 64 Echo (ping) request id-0x002d, Seq=246/62976, ttl=64 (nc
52022-08-05 23:67:33.881902485 192.9.2.100 198,51.100.100 ICHP 108 ex3zds (13016) 64 Echo (ping) request id=eweezd, seq=247/63232, ttl=64 (nc
62022-08-05 23:67:33.881994191 192.9.2.100 198.51.100.100 ICHP 102 ax3z2dg (13016) 64 Echo (ping) request id=0x0e2d, seq=247/63232, ttl=64 (nc
7 2022-08-05 23:67:34.883049425 192.0.2.100 198.51.100.100 ICHP 108 ax3373 (13171) 64 Echo (ping) request id-0%002d, Seq=248/63488, ttl=64 (nc
82022-08-05 23:67:34.883051649 192.9.2.100 198,51.100.100 ICHP 102 ex3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
9 2022-08-05 23:67:35.883478016 192.9.2.100 198.51.100.100 ICHP 108 ax3427 (13351) 64 Echo (ping) request id=ewde2d, seq=248/63744, ttl=sa (nc
10 2022-08-05 23:07:35.883479190 192.0,2.100 198,51,100.160 TCHP 102 @x3427 (13351) 64 Echo (ping) request id=0x002d, seq=249/63744, ttl=64 (nc
11 2022-08-05 23:07:36.889741625 192.9.2.100 198.51.100.100 ICHP 108 ax3ade (13534) 64 Echo (ping) request id=exee2d, seq=250/64000, ttl=6a (nc
12 2022-08-05 23:07:36.889742853 192.0.2.100 198.51.100.100 ICHp 102 ax3ade (13534) 64 Echo (ping) request id=0%002d, seq=250/64000, ttl=64 (nc
13 2022-08-05 23:07:37.913776117 192.0,2.100 198,51,100.100 TcHP 108 ax354c (13644) 64 Echo (ping) request id=0x002d, seq=251/64256, ttl=64 (nc
14 2022-08-05 23:07:37.913772219 192.0.2.100 198.51.100.100 ICHP 102 ax3sac (13644) 64 Echo (ping) request id=0x0e2d, seq=251/64256, ttl=64 (nc
15 2022-08-05 23:07:38.937829879 192.0.2.100 198.51.100.100 ICHp 108 ax3602 (13826) 64 Echo (ping) request id=0%002d, seq=252/64512, ttl=64 (nc
16 2022-08-05 23:07:38.937831215 192.9.2.100 198,51.100.100 ICHP 102 ox3602 (13826) 64 Echo (ping) request id=0w0o2d, seq=252/64512, ttl=64 (nc
17 2022-08-05 23:07:39.961786128 192.8.2.160 198.51.100.100 ICHP 108 ax3sed (14061) 64 Echo (ping) request id=0x0@2d, seq=253/64768, ttl=64 (nc
18 2022-08-05 23:07:39.961787284 192.0.2.100 198.51.100.100 IcHP 102 ax3Ged (14061) 64 Echo (ping) request id-0x002d, seq=253/64768, ttl=64 (nc
19 2022-08-05 23:07:40.985773090 192.0.2.100 198,51.100.100 IcHP 108 ex37ds (14293) 64 Echo (ping) request id=exee2d, seq=254/65024, ttl=64 (nc

< >

> Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ue 3, [ az 76 f2 o8 90 25 @0 50 56 9d ed be 89 26 8@ 54 voo %P Ve BT

» Ethernet II, Src: VMware Sd:es:be (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:72:00:00:25) 18 @9 80 81 0D 93 €9 0B 98 45 90 99 54 32 Ze 40 @@ reeneee EooT248
[ VN-Tag 0020 48 81 1b 7f ¢O 60 ©2 64 6 33 64 64 0B 98 1le d6 @ .- --d -3dd:
ver vies wess sees wess aeo. = Direction: From Bridge 0030 08 2d 80 f5 a6 22 ed 62 00 00 00 0@ 7a 2f 6b @8 c-.eoch -/
0040 90 60 69 00 10 11 12 13 14 15 16 17 18 19 1a 1b - ooeee e
8. tess meee sees =aae ® Pointer: vif_fd
. = fose 1¢ 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 2a 2b s 1TH SRR ()%
- : B4
« o 08 eaeeenu 0‘109 Destination: & 4 e 3¢ 2d 2e 2f 36 31 32 33 34 35 36 37 - j0123 4567
. = Looped: Ho

. = Reserved: @
= version: @
= Source: @

'rype aez 10 l.rirtual um [ Bx8108%)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1891

e = Priority: Best Effort (default) (@)

= DEI: Imeligible

e 8811 1118 1891 = ID; 1801 3

Type: IPva (@X@EGO)
Internet Protocel Version 4, Src: 192.8.2.100, Dst: 198.51.180.180
Internet Control Message Protocol 2

BEF_EENEIREER

1. EHEICMPEERRER T, BESEERNSLE R,
2. REE R aARELRAVLANER,
3. REPRMEsim A — ERE NV ERRIEVLANIZE 1001 , AR EBI# A /T EPortchannell,



No. Time Source Dastnation Frotocel Length PO FTIL o Lo
12022-88-95 23:07:31.865872877 192.9.2.100 198.51.100. 109 ICHP 1es 1 @x322¢ (12846) 64 Echo (ping) request | id=0x002d, seq=245/62729, ttl=64 (ng
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182 lax32e (12846) | 64 Echo (ping) request | id=exee2d, seq=245/62728, ttl=64 (ng
3 2022-88-85 23:87:32.867144598 192.9.2.128 198.51.180.189 ICHP 188 @xa2ho (12985) &4 Echo {p1ng) request  id=0x002d, seq=246/62976, ttl=64 (nc
4 2022-08-95 23:07:32.867145852 192.9.2.100 198.51.100.109 ICHP 102 ex32b9 (12985) 64 Echo {ping) request id-exeead, seq=246/62976, ttl=64 (nc
5 2022-88-95 23:87:33.8B1992485 192.9.2.198 198.51.198.189 ICMP 188 @x3zdg (13916) 64 Echo (ping) request id=exe02d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.98.2.188 198.51.190.189 ICHP 182 @x32de (13016) 64 Echo {ping) request id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-98-95 23:07:34,883049425 192.9.2.190 198.51.100.169 ICHP 168 2x3373 (13171) 64 Echo {ping) request id-exeead, seq=248/63488, ttl=64 (nc
B 2022-88-95 23:87:34.883851649 192.9.2.108 198.51.198.189 ICMP 182 ex3373 (13171) 64 Echo {ping) request id=@xe02d, seq=248/63488, ttl=64 (nc
9 2022-88-95 23:87:35.883478016 192.9.2.188 198.51.190.189 ICHP 188 @x3427 (13351) 64 Echo (ping) request id=0xe02d, seq=249/63744, ttl=64 (nc
10 2022-88-05 23:87:35.883479198 192.9.2.100 198.51.108.169 ICHP 102 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=s64 (nc
11 2022-88-85 23:87:36.8E0741625 192.9.2.128 198.51.190.189 ICMP 188 @xidde (13534) 64 Echo (ping) request id=@xe92d, seq=250/64808, ttl=64 (nc
12 2022-08-85 23:87:36.8B0743853 192.98.2.188 198.51.100.188 ICHP 182 @x3idde (13534) 64 Echo (ping) request seq=258/64088, ttl=64 (nc
13 2922-88-85 23:87:37.91377@117 192.9.2.188 198.51.108.188 ICHMP 188 @x354c (13644) 64 Echo (ping) reguest seq=251/64256, ttl=64 (nc
14 2922-88-85 23:87:37.913772219 192.9.2.128 198.51.198.189 ICHP 182 @x354c (13644) 64 Echo (ping) request seq=251/64256, ttl=64 (nc
15 2822-988-95 23:87:3B.937829B70 192.9.2.180 198.51.108.188 ICHP 18s @x3602 (13826) &4 Echo (ping) request id=-8xe@2d, seq=252/64512, ttl=64 (nc
16 2922-88-85 23:87:38.937831215 192.9.2.188 198.51.108.18@ ICHP 182 @x36082 (13826) 64 Echo (ping) request id=@xee2d, seq=252/64512, ttl=64 (nc
17 2922-88-05 23:87:39.961786128 192.9.2.188 198.51.108.182 ICHP 188 @x3bed (14061) 64 Echo (ping) request id=@xe02d, seq=253/64768, ttl=64 (nc
18 2022-98-05 23:87:39.961787284 192.9.2.190 198.51.100.169 ICHP 102 ex36ed (14061) 64 Echo (ping) request id-oxe02d, seq-253/64768, ttl=e4 (nc
19 2922-88-85 23:87:40.9B577309@ 192.9.2.188 198.51.108.18@ ICHP 188 @x37ds (14293) 64 Echo (ping) request id=@xe92d, seq=254/65624, ttl=64 (nc »
< >
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured {B16 bits) on interface capture ue 3, ia a2 76 f2 00 00 25 00 5@ 56 9d ef be 81 0@ 03 o9 RN TR
Ethernet II, Src: VMware od:eB:be (@88:58:56:09d:eB:be), Dst: a2:76:f2:00:808:25 (a2:76:f2:08:00:25) 98 00 45 00 90 54 32 2e 40 00 40 01 1b 7f c@ @0 E--T2. @@
B02.1Q virtual LAN, PRI: @, DEL: @, ID: 1801 92 64 ¢6 33 64 64 03 00 1e d6 0@ 2d 00 5 a6 a2 d-3dd-- -
Baa, priority: Best Effort (default) (8) ed 62 00 @2 00 00 7a 2f ob 00 00 00 00 00 10 11 ‘b 2/
. e DEI: Ineligible 3 12 13 14 15 16 17 18 19 1la 1b 1c 1d 1e 1f 20 21 = " !
e BA01 1116 16601 = 0 1961 22 23 24 25 26 27 28 29 2a 2b 2c 2d ze 2f 30 31 A3EE' () "+,-./01
32 33 34 35 36 37 234567
Type: IPv4 (@x8E8Q)
Internet Protocol Version 4, Src: 192.9.2.188, Dst: 198.51.188.188
Internet Control Message Protocol
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Chassis

Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply .
198.51.100.100

LU
FCM
BRFCMEWA TS REEERTE LNENTHE

1. f A Tools > Packet Capture > Capture Session# 3 ¥ i E & 5:
Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

[ scmion T

C Refresh Delete Al Sessions

Mo Session available

2. EEHMEFIEERAELNEE , FRTHANEFEDEZEZERARR , A% #ECapture On(#
MEFMESRERE), RE , BEBENESRNE. EEEBERT , TUARESRNE
Ethernet1/9#1Ethernet1/10, RMUBRFERTE K ARR—THENETUBAEE:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an stance: | fidl - . — —
3 frdl | Session Name® eapi I
Selected Interfaces Nare
Buffer Size 756 MB =
Ethemetl/2
Snap kength: 1518 Bytes
Store Packets Append
Capture On
Ethemet1/3
Captu |
Etharmet1/10
Al Badgphine Ports
Ethematl/1

BRFXOS CLILMUTSREBEE RN HE LHNENTHE
1. KRR e A A2 =N B I N A B AF 5%



firepower# scope ssa

firepower /ssa# show app-instance
App Name Identifier Slot ID
Deploy Type Turbo Mode Profile Name Cluster State

Admin State Oper State Running Version Startup Version
Cluster Role

ftd ftdl 1 Enabled Online
Native No Not Applicable

2. BN RS

None

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/9

firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower /packet-capture/session* # create phy-port Ethl/10
firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # up

firepower
firepower
firepower

/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

B
FCM

#FInterface Name , 7 {ROperational Status &up , M F2File Size ( AL T REAL ) 840 :

System Tools Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings

& Refresh Capiure Session Delete Al Secsons.

- -} eapl Drop Count: 0 Operational State: up | Buffer Size: 256 MB Snap Length: 1518 Bytes

Interface Name Filter Fibe Size (in bytes) File Hame

Ethernetl/10 None 194352 capl-ethernet- 1- 10-0.pcap fed1

Ethamatl/9 None 286368 capl-ethermat- 1-9-0.pcap frdl

FXOS CLI

Eq ¥ scope packet-capture FI EFFME A

firepower# scope packet-capture
firepower /packet-capture # show session capl
Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes



Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:

Slot Id: 1

Port Id: 10

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-10-0.pcap
Pcapsize: 1017424 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

Slot Id: 1

Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-9-0.pcap
Pcapsize: 1557432 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

I MR
1% R UL Firepower 4100/9300 A XB A2 A MM R — B P W T BRIR1E,
HEERSNT

ERAENHEERFANREAEARBEEER. IR —EUALNERNE , FREAFRREE
BERNENEREER, EEERBRT , HE88EF RN EEthernet1/9 L #E,

BEF-—ENF-_EENE , XREEH

1. HESEICMPERERERER TILETIMIX .

2. R ERAHMIAEREVLANEE,

3. SR HABS 1 A S Bl # /T E Ethernet1/30 B #4738 VL ANZE 103,
4. REPR IR A — (@ INVNIZE
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Jw-tag
T T

= Direction: To @ridge

In
In

= Podnter: vif_id
= Destination: @

T . . = Looped: Ko 4
s T . = Resorwed: @
c B - « = Version: @
srae wens wmes seee ees. DOGR GO0 1010 = Source: 19
802,10 Virtual LAN (GxE100

T 0, DEL: 0, 10:
« = priority: sest Effort (default) (o)

. = DEI: Ineligible 3
Si.. 0006 0110 6111 = ID: 183

aea® anes

ternet Protocol Version 4, Src: 192.8.2.109, Dst: 196.51.100.108
ternet Control Message Protocol 2

» Frame 2: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture vd &, id @
» Ethernet 11, Src: Cisco bo:77:2d {sszsi‘:b-diﬂ:?:!:!d), Dst: Viare adie?:50 (00:50:56:9d:a7:150)

89 59 56 99 7 S0 Sg 97
B2 Bl 09 98 67 98 98
ag o1 f4 1c 0 80 92 B4
o3 01 o0 OF 89 7a do 62
o B0 80 90 18 11 12 13

1c 1d 1e 1f 20 21 22 23
3¢ 3d 2e 3f 38 31 32 33

bd ba 37 2d 89 26 00
45 89 BA 54 59 90 48
€6 33 64 64 08 00 12
80 00 00 00 b3 d7 B9
14 15 16 17 18 1%
24 15 26 T 38 3%
34 35 38 37

¥58288

b
T

o, Tome Stures Desmeation Fraazesd Linges FE
© 12022-97-14 30:20:36.513854356 192.0.2.180  199.51.100.100 CHP 108 1 BNS98 (22928) 64 Echo (ping) request | id-Bx0ee1, seqe15/3848, ttle64 (no response found!)
2 2022-97-14 20:29:35 513857280  102.8.2.108 198,51, 188, 182 e 1e8 DHS090 (22928 64 Echo (pinj s0q=15/3848, ttl-64 (reply in 3)
3 022-07-14 F0:29:35.514117304  108.51.100.100 192.9.2.100 e 108 BRICIC (52268 B4 Ec! PARg, seq=15/3848, ttl-64 (request in 2)
4 2022-97-14 F0:39:36.514119312  108.51.100.108 192.9.2.100 IcHe L] icc2c (52268) 64 Echo (ping) s0q=15/3840, ttl-64
5 2022-07-14 20:20:37.537723822 102.0.2.108  198.51,180.100 1cHe 108 OxSaH0 (23048) 64 Echo (ping) seqe16/4006, ttl=64 (no response found!)
6 2022-07-14 Fp:30:17. 537726588  192.8.2.100 198,51, 163, 188 IcHe 1a8 BESAM (23040) &4 Echo (ping) seqe16/4006, ttl=64 (reply in 7)
T 2022-07-14 Fp:30:17. 538046165  198.51.100.180 192.8.2.180 IcHe b Bxceob (52379) &4 Echo (ping) seqe16/4006, ttl=64 (request in 6)
B 2022-07-14 F0:20:17.538048311  158.51.100.180 192.8.2.180 IcHe 1a8 Bxcedb (52379) &4 Echa (ping) Seqelf 4006, ttl=f4
6 3023-07-14 30:20:38.561776064 152.0.2.100  198.51.100.130 1cHe 108 oxSab? (23223) &4 Echo (ping) S6q=17/4352, ttleba (no response Found!)
10 3023-07-14 20:20:38.561778318  153.0.2.100  198.51.100.120 1cHe 108 oxsab? (23223) &4 Echo (ping) 20q=17/4352, ttlega (reply im 11)
10 2022-07-14 20:20: 38 562040388  158.51.100.100 193.0.2.100 1P 108 Bxcced (S2420) 64 Echo (ping) 20q=17/4352, ttl=6a (request in 10)
12 2022-07-14 20:20:38.562050333  158.51.100.100 193.0.2.100 1P 108 Bxcced (52420) 64 Echo (ping) 20q=17/4352, ttl=sa
13 3022-87-14 30:20:39. 585677043  152.0.2.188 198.51.180. 188 ICHP 188 BxShas [23366) &4 Echo (ping) s0q=18/4508, ttl=sd (no response found!)
14 2822-87-14 F0:30:30. 585678455 192.8.7.188 198.51. 180, 188 ICHP 108 BxShas (23366) 64 Echo (ping) s0q=18/4608, ttlesd (reply in 15)
15 2022-07-14 20:30:30.585036554 108.51.100.100 192.0.2.100 1cHe 168 fxcddd (52621) 64 Echo (ping) 50q=18/4608, ttle6d (request in 14)
16 2022-07-14 20:20:30 585037008 106.51.100.100 102.0.2.108 cHp 108 Bxcdid (52621) 64 Echo (ping) seqe18/4608, ttl-6d
17 2022-67-14 20:20:10.600004504 102.0.2.108  198.51.100.180 cHe 108 BxSh7b (23419) 64 Echo (ping) seq=10/4R64, ttle&d (no response found!)
18 2022-07-14 20:20:40.600507618 102.0.2.108  198.51.100.180 1P 168 oxSh7h (23419) &4 Echo (ping) seqe10/4864, ttle64 (reply in 19)
19 2022-07-14 20:20:40.610170685 158.51. 100,100 192.0.2.10¢ IcHP iag oxcdif (52623) &4 Echo (ping) seqeld/dbéd, ttl=64 (request in 18)
20 2022-07-14 30:30:40.610181944  108.51.100.180 192.8.2.100 IcHe iag oxcdaf (52623) &4 Echo (ping) seqeis/dbed, ttle=64
21 2002-07-14 30:20:41.633805153  192.0.2. 180 198,51, 160, 188 IcHe iag oxSbie (23422) &4 Echo (ping) seqe28/5120, ttl=64 (no response found!)
32 3023-07-14 20:20:41.633806957 152.0.2.100  198.51.100.100 1cHe 108 axsh7e (23423) &4 Echo (ping) $0q=20/5120, ttl=g4 (reply in 23)
33 3023-07-14 20:20:41.634084102  158.51.100.100 192.0.2.100 1cHe 108 Gxcels (52788) &4 Echo (ping) seq=20/5120, ttleg4 (request in 23)
24 2022-97-14 20:20:41.634085368  158.51.100.100 192.8.2.100 icHe 188 Bxcelds (S279a) &4 Echo (ping) 20qe20/5138, ttl-ta
25 2022-97-14 20:20:42 657709858  192.0.2.109 198, 51,188, 188 IcHe 108 exshfe (23536) &4 Echo (ping) s0qe=21/5376, ttl=sa (no response found!)
26 2022-97-14 20:20:42.657711660 192.0.2.189 198,51, 180, 188 cHe 108 exshfe (23536) &4 Echo (ping) s0q=21/5376, ttl=sa (reply in 27)
27 2022-97-14 10:20:42.657980675  198.51.100.180 192.0.2.100 cHP 108 exceds (52809) &4 Echo (ping) s0q=21/5376, ttlesa (request in 26)
38 3033-87-14 FB:30:42.65T981971  194.51.100.184 192.9.2.180 ICHP 108 Bxcedd (52809) 64 Echo (ping) s0q=21/5376, ttl-ga
3% 303F-07-14 F0:30:43.680736607 192.9.7.109 198.51.120. 180 ICHP 108 BxSc52 (23634) 64 Echo (ping) request 50q-22/5632, ttl-64 (no response found!)
<
o Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @ S0 56 0d e 50 58 97 bd b9 77 2d 89 26 0B B0
» Ethernet 1T, Src: Cisco b9:77:2d (58:97:bd:ba:77:2d), Dst: Viware 9d:e7:5a (00:50:56:9d:07:58) @a 81 00 BB 67 08 00 A5 B) 00 54 SO 90 40 B
Ji-Tag o1 £4 1 €0 B0 02 64 €6 13 64 64 08 00 22 68
« pirection: To Bridge o1 80 af B9 7a dO 62 00 B0 89 00 b2 d7 89 60
« pointer: vif id 09 99 90 18 11 12 13 14 15 16 17 18 19 1a 1b
= D!S!ina\'iﬂﬂ'_e id 1e 1f 20 21 22 23 24 25 26 27 28 29 2a 7b
! 2d Ze 2f 30 31 32 33 34 35 36 37 2= /0123 4567
= Leoped: Ho 4
= Reserved: @
. AR s . = Wersion: @
. . . . - G000 000D 1019 = Spurced 19
802,10 Virtual LA (0x8100
1 . N
B s . = Priority: Best Effert (default) (@)
el e . = DEL: Imeligible
coa. BOOO 9110 9111 = ID: 193
Internet Proto<el Version 4, Src: 192.0.2.109, Dst: 198.51.100.108
Internet Control Message Protocel 2
e, Time Source Demeanon Frescedd Leegeh PO FTIL e
12022-07-14 20:20:36,513854256 192.0.2.100  198.51.100.100 1M 108 1 @x5990 (22028) 64 Echo (ping) request | id«8x0e1, seqe15/3840, ttlesd (no response found!)
s 22022-07-14 20:20:36.513857289 102.9.2.100  [108.51.100.100  |IcMP 108 @x5000 (22028 64 Echo (pil st | idwaxd001, seqe15/3840, ttl=sd (reply in 3)
4 3 2022-07-14 20:20:36,514117304  198,51.100. 100 192.9.2.10¢ IcHe 198 RECCEC (52268 64 Ec ping) raj idwoxpodl, seqe1S/3840, ttl=6d (request in 2)
4 2022-97-14 20:20:36,514119312  198.51.100.100 192.9.2.100 I 198 DxccRc (52268) &4 Echo (ping) reply idwondonl, sequiS iad0, ttl=fd
5 2022-07-14 20:20:37.537723822  192.0.2.100  198.51.100.100 1k 108 Ox5a00 (23040) 64 Echo (ping) request id=owdo0l, seq=16/4096, ttl=sd (no response Found!)
£3022-07-14 20:30:37.537726508  192.0.2.100  198.51.100.100 1cH 108 ax8a00 (23040) 64 Echa (ping) request id-8wda0l, seq=16/4096, ttl-sa (reply in 7)
7 2022-87-14 30:30:37. 538045165  198.51.100.100 192.0.2.100 1008 108 axcesb (52379) 64 Echo (ping) reply idsg0on]l, seqe16/1096, ttl=ga (request in &)
8 2022-87-14 20:30:37.538048311  198.51.100. 108 192.0.2.168 1P 168 Bxccab (52379) &4 Echo (ping) reply id=wdnl, seqe16/1096, ttl-sd
5 2022-07-14 20:30:38.561776064 192.0.2.100  198.51.100.108 1M 108 axsab? (23323) &4 Echo (ping) request id-Bx@odl, seq-17/4352, ttlesd (no response found!)
12 3032-87-14 20:30:38.5617783186  192.0.2.184 198,51, 100. 108 o 198 ax5ab? (23223) 64 Echo (ping) request id-0wdodl, seq-17/4352, ttl=64 (reply in 11)
11 2022-07-14 20;30:38,562048288  198.51,.100. 100 192.9.2.100 I pld Dxcccd (52420) 64 Echo (ping) reply id=0wdo01, seq-17/4352, ttl-64 (request in 18)
12 2022-97-14 20;30:38,562050333  198,51,100. 104 192.9.2.180 I gl dweccd (5242) &4 Echo (ping) reply id=0wpol, seq=17/4352, ttl-64
13 2022-07-14 20:20:39, 585677043  192.0,2,100  199,51.100.100 10 108 Gx5ba6 (23366) 64 Echo (ping) request id=0w0d0i, seqei8/4608, ttl=6d (no response found!)
14 2022-07-14 20:20:39, SE5678455  192.0,2.100  198,51.100.100 1cHP 108 axsbat (23366) 64 Echo (ping) request id-8wpodl, seq=18/4608, ttl=s4 (reply in 15)
1% 2022-07-14 20020:35, 585936554  198.51.100. 190 192.9.2.18¢ o 198 dxcdad (S2621) &4 Echo (ping) reply id=gmiodl, seq=18/4608, ttl=ea (request in 14)
16 2022-07-14 20:20:39. 5859375900  198.51.100. 100 192.9.2.180 1P 108 axcdad (52621) &4 Echo (ping) reply id=gxonl, seqe18/1688, ttl=ca
17 2022-87-14 192.0.2.109 198.51. 109, 198 IcHe tL] oxsbTh (23419) &4 Echo (ping) request id-oxgoel, seq-19/4854, ttl=64 (no response found!)
18 2022-87-14 192.9.2. 109 198,51, 109, 199 o pl] Hxsb7b (23419) 64 Echo (ping) request id-oxpol, seq-19/4864, ttl=64 (reply in 19)
19 2022-97-14 198,51, 109, 190 192,9.2. 104 o 198 oxcdaf (52623) 6d Eche (ping) reply id-0xp00l, seq-19/4864, ttl-64 (request in 1&)
10 2022-97-14 20:70:40,610181%44  198.51.100. 100 192.9.2.100 IcHe 198 oxcdaf (52623) 64 Echo (ping) reply idwoxpodl, seqe19/4864, ttl=td
1 2022-87-14 20:30:41.633885153  192.9.2.100 198,51, 100, 180 IcHe 198 Bx5hFe (23422) 64 Echo (ping) request ide=0wdool, seq=28/5120, ttl=6d (no response found])
22 2022-07-14 20:20:41.633806007 192.9.2.100  198.51.100.100 1cH 108 xsbTe (23422) 64 Echo (ping) request id=8xeel, seqs20/5120, ttlsed (reply in 23)
23 3023-07-14 20:20:41.634084102  198.51.100.100 192.9.2.100 100 108 Oxcels (S2790) 64 Echo (ping) reply  ideoxgol, seqe20/5130, ttl=td (request in 23)
24 3022-07-14 20:20:41.6314085168  198.51.100.100 192.9.2.160 1M 108 axceds (52799) 64 Echo (ping) reply idegweenl, seqs20/5128, ttl=sq
2% 2022-87-14 20:130:42.6577048928  192.6.2.108 I 188 Bxsbfe (23536) B4 Echo (ping) request id=0x8eal, seqs21/5376, ttl=sd (no response found!)
26 1822-87-14 20:70:42.657711668 192.9.2.184 bl 188 dxsbfe (23536) 64 Echo (ping) request id=8w@eal, seq=21/5376, ttl=sa (reply in 27)
27 2022-87-14 20:30:42.657980675  198.51.100. 188 192.9.2.104 IcHe 198 Sxcedd (52809) 64 Echo (ping) reply id=0xd001, seqe21/5376, ttle=sa (request in 28)
28 2022-97-14 20130:42, 657081971  198.51.102. 194 192.9.2.104 IcHe 1908 dxcedd (52809) 64 Echo (ping) reply idwoxpodl, seqe21/5376, ttle=cd
29 2022-97-14 201 20:43, 681736697  192.0.2.100 198,51, 100, 108 IcMe 198 @x5c52 (23634) 64 Echo (ping) request ide0widddl, seqe22/5632, ttle=6d (no response foundl)
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12022-07-14 20:20:36. 513054256 192.0.2.100 198.51. 100, 100 ICHP 188 an5090 (22928) 64 Eche (ping) request id-@w=oa01, seqe15/3840, ttl=64 (no response foundl)
s 2 2022-07-14 20:20:36.513057289  192.0.2.100 108.51.100. 100 P 108 xeRgan (39030 L4 Echo (ning) coquest  id=oxoo0l, seqe15/3240, ttl=ed (reply in 3)
. 3 2022-07-14 20:20:36.514117394  192.51.100.100 192.0.2.100 ICMP 108 ] dxecie (52268) &4Echo (ping) reply idegx0001, seqe15/3g40, ttlses (request in 2)
4 2022-07-14 19:20:36.514119312  192.51.180.100 192.9.2.100 ICMP 108 axccic (52268) 64 Echo (ping) reply | id-oxp001, seq-15/3848, ttlees
S 2022-07-14 20:29:37.537723822 192.9.2.100 108.51. 100, 180 IcHe 108 B5and tnnaoj o4 ECho (pmp] rcquut id-gxpo01, seq-16/4006, ttl-64 (no response foundl)
6 2022-07-14 20:20:37.537726588  102.0.2.100  198.51.100.100 MR 108 @500 (23048) 64 Echo (ping) request id-0mp001, seq-16/4096, ttl-sa (reply in 7)
7 2022-07-14 20:20:37.51B046165 198,51.100.100 192.0.2,180 MR 108 @weesb (52379) 64 Echo (ping) reply  1d-0w(001, seq-16/4006, ttl-cs (request im &)
8 2022-07-14 30:30:37.538048311  198.51.160.100 192.6.2.1060 ICMP 108 dxeeab (52379) 64 Echo (ping) reply idegxi001, seqe16/4006, ttl=a
9 2022-07-14 20:20:30. 561776064  192.0.2.100 158.51.100. 160 ICMP 108 axsab? (23223) 64 Echo (ping) request id=oxoool, ttl=g4 (no response Found!)
10 2022-07-14 20:20:38.561778310  192.0.2.100 198.51.100. 160 ICHP 108 axsab? (23223) 64 Echo (ping) request idsoxaool, 4 ttlegd (reply in 11)
11 2023-07-14 20:20:38. 562848288  108.51.100.100 192.0.2.100 ICHP 108 Bxcccd (52420) 64 Echo {(ping) reply ideBudol, seq-17/4352, ttlegd (request in 18)
12 2023-07-14 20:20:38. 562050333 198,51, 100,100 192.0.2.100 MR 108 fxcccd (52428) 64 Echo (ping) reply  id-BwBddl, seq-17/4352, ttl-sd
13 2023-07-14 20:20:39. 585677043 192.0.2.100  198.51.100.160 LCHE 164 ax5hd6 (23366) 64 Echo (ping) request 1d-0x3d01, seq-18/4608, ttleed (no response found!)
14 2022-07-14 20:20:39, 585678455  192.90.2.100 168.51. 100, 168 1crP 188 dxibad (23366) 64 Echo {ping} request id-dx@801, seq-i8/4608, ttl=6d (reply in 15}
1% 2022-87-14 20:29:39.585936554  195.51.100.108 192.0.2.168 ICHP 188 axcdad (52621} &4 Echo {ping) reply idedmddo1, seqe18/a688, ttl-gd (request in 14)
16 2922-87-14 20:20:39.585037900 198.51.100.108 192.0.2.180 ICHP 188 axcdad (52621} 64 Eche {ping) reply id=oxeoal, seqe18/4603, ttl-ca
17 2922-07-14 20:29:40.609804804 192,9.2.109 198,51, 199, 108 ICHP 108 exsb7b (23429) 64 Eche (ping) request id-oxeoe1, seq-19/4864, ttl-64 {no response Foundl)
18 2922-07-14 20:20:40.6R9007T618  192,9.2.100 198,51, 190, 1063 ICHP 128 sh7b (23419) 64 Eche (ping) request 1d-@x0e01, seq-19/4864, ttl-64 (reply in 19)
19 2022-07-14 20:20:40, 610179685 198,51, 100,100 192.0, 2,100 ICHP 108 xcdaf (52623) 64 Eche (ping) reply 1d=gm001, seq=19/4864, ttl=64 (request in 18)
20 2022-07-14 20:20:40.610181944 198,51, 100,100 192.0. 2,108 ICHP 108 it (52623) 64 Eche (ping) reply id=gmpe0l, seq=15/2864, ttl-g4
21 2022-07-14 20:20:41.633805153  192.9.2.109 158,51, 100, 160 ICHP 188 ansbre (23422) 64 Echo (ping) request id-8xee0l, seq=20/5120, ttl=ed4 (no response found!)
22 022-07-14 20:20:41.633886997  192.9.2.109 198.51. 190, 180 ICHP 188 axsh7e (23422) 64 Echo (ping) request id-9xeee1, seq=20/512@, ttl=ea (reply in 23)
23 022-07-14 20:20:41.634684102  198,51,100.100 192.0.2.100 ICHP 108 @wce3s (52799) 64 Eche (ping) reply id-gwpool, seq-28/5120, ttl-6d (request in 22)
24 2922-07-14 20:39:41,634085368 198,51, 100,100 192.0,7,100 ICHP 128 omee36 (52799) 64 Eche {ping) reply id-@wpaol, seq-20/5120, ttl-6d
25 2022-07-14 20:20:42 . 657T0SE98  192.9.2.109 198,51, 199, 168 ICHP 108 @xsbfe (23536) 64 Eche (ping) request id-0w@ge1, seq=21/5376, ttl=64 (no response foundl)
26 W22-07-14 20:20:42 657711660 192.0.2.109 198,51, 100, 160 ICHP 108 axsbfe (23536) 64 Echo (ping) request id=8weeol, seq=21/5376, ttl=od (reply in 27)
27 W22-07-14 20:20:42 657980675  198.51.100.100 192.0.2.108 ICHP 188 e (52809 64 Echo (ping) reply idegxdo0l, seqezlf5376, ttlsed (request in 26)
28 2022-07-14 20:20:42.657981971  198.51.100.100 192.0.2.108 ICHP 188 axcedd (52809) 64 Echo (ping) reply idegxBo0l, seqezlf5376, ttleea
19 0322-07-14 20:20:43.681736697 192.9.2.1090 198.51. 109, 160 ICHP 1088 @x5c52 (23634) 64 Eche (ping) request idegx@oe1, seq=22/5632, ttlesd (no response found!)
: — = = —
Frame 3: 108 bytes on wire (564 hm:. 108 hvytN captured (864 bits) on interface capture ue 8, id @ 00 50 56 o @B be 58 97 bd b9 77 O¢ 85 26 00 B0 PV K- - W &
Ethernet 11, Src: Cisco @ ), Dst: VMware 9d:ef:be (00:50:56:9d:e6:be) o0 Ba BL BY 0O Gb 08 03 45 00 90 54 €C Zc 0O B0 2= 1E--T=,
WN-Tag 48 81 cl B c6 33 64 64 <O 90 02 64 90 B0 2a 68 B 3dd d--*h
§... ... = Direction: To Bridge 6 01 00 of B0 7a B 62 00 00 00 00 b3 d7 09 00 zb
.. v.. = Pointer: wif id 00 00 00 00 10 11 12 13 14 15 16 17 18 1% 1a 1b
o DasELaskiBnt B 1e 1d 2e 1f 20 21 22 23 24 2% 26 27 28 29 2a b I7m SXE" )"+
2c 3 Ze 2f 39 31 32 33 34 35 36 37 #=. 10123 4567

= Looped: Mo il
= Reserved: @ 4
- srae = Version: @
sean aweas OOOD D000 1010 = Source! 18

i 892.1Q virtual LAN, PRI: @, DEl: @, 1D:
eie vies 2e.. ® Priority: Best Effort (default) (9)

cee tece sea- = DEL: Ineligible
00@0 0118 0118 - ID: 182

Type: IPvd (8%0800)
Internet Protocol Version 4, Src: 198.51.100.100, DSt: 192.0.2.100
Internet fontrol Message Protecol
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1. f£ FTools > Packet Capture > Capture SessionZ 3 ¥ iV i E 5.
Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Help admin

Troubleshooting Logs

[ scmion T

Mo Session available

2. £ Application Port 12 8 ###2application , Ethernet1/2 , A& 1EApplication Capture
Direction+i#1£Egress Packet, IR RFEEE , AR — TREXETURABE:

rview Interfaces Logical Devices Security Engine Platform Settings

Select an Instance: frdl b Save and Run Save Cancel
[ frd1 | [Sesston Mame® capl I
Selected Interfaces Hone
Buffer Size %6 MB il
Ethernetl/:
Snap kength; 1516 Bybes
Store Packets [ overwate  EEECTERE]
Capture On fd ~
_'ll Appbc ation Fort
Ethernetl/3 = SEpS=ESO Ethemeti/2 *
FTD
Ethamat1/3, Eth Apphcation Capture Divection FIETETR covess Packi |
Capiture Fiter Appiy Fiter




FXOS CLI
BRFXOS CLILMUTSREBEE RN HE LHNERTHE
1. A e A A2 =N 2L I AN A B AF 5%

firepower# scope ssa

firepower /ssa# show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

fta ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Native

2. BN RS

Not Applicable None

firepower# scope packet-capture
firepower /packet-capture # create session capl
firepower /packet-capture/session* # create app-port 1 112 Ethernetl/2 ftd
firepower /packet-capture/session/app-port* # set app-identifier ftdl
# set filter ""
firepower /packet-capture/session/app-port* # set subinterface 0
# up

firepower /packet-capture/session/app-port*
firepower /packet-capture/session/app-port*

firepower /packet-capture/session* # commit
firepower /packet-capture/session #

g
FCM

#Interface Name , #{ROperational Status Bup , Y #F2File Size ( AL TAARESL ) 80 :

[SOELNEE Interfaces Logical Devices Security Engine Platform Settings Tools Help  admin

Fror s
& Refissh Caplure Sission Dbt A Sesisions
- u capl Drop Count: O [Gperational State: up | Buffor Size: 356 MB Snap Length: 1518 Bytes
| Interface Name Filter File Size (in bytes) File Mame Device Name

Ethamatl/? - Etharnetl/10 Hone

576 ‘ capi-vethamat- 1175, peap an

Etharnati/2 - Etharmeti/d Norss 4360 capl-wetharmat- 1036.peap fedi

FXOS CLI

Efh scope packet-capture F FY I ESEME A

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite



Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Application ports involved in Packet Capture:
Slot Id: 1
Link Name: 112
Port Name: Ethernetl/2
App Name: ftd
Sub Interface: 0
Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl
Eq Slot Id: 1
Eq Port Id: 9
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 53640 bytes
Vlian: 102
Filter:

Name: vnic2
Eq Slot Id: 1
Eq Port Id: 10
Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 1824 bytes
Vlian: 102
Filter:

e B 21
1% BRI SEFirepower 4100/9300 AP 3z A M AR R — B R 0 D BB IR 1,
HEERS

ERAENCHEERFENREAEARBREER. URFZEEHRTE , FRARBESEETRT
HNFFEHERER, TEBIERT , HE88EE RN HEEthernet1/9 L#EL,

BEF-ENFE_EENE  ITREEH

1. HESEICMPE EEZ I BER2K.

2. R EREHREREVLANESR,

3. AP A BRI A B # T Ethernet1/289 H b iE 4R B VLANZ 102,
4. REPR IR A — (B BT INVNIZE



o, Time Soercy Fratacsl Langes 3
12022-08-01 10:03:22.331237959 198,51, 100.100 1M 108 BxAZfE (17144) 64 Echo (ping) id=0xp012, seqe1/2%6, ttl=ed
2 2022-98-01 10:03:22.231239747  198.51.109.100 IcHp 108 axazfa (17144) 64 Echo (ping) id=px@012, Seqel/256, ttl=ea
3 2022-08-81 198.51.100. 188 1P 1688 m =TI idegx@l2, seqe2/512, ttle=gd
4 2022-08-81 198.51.100. 188 cHe 188 sm:ht (17331) 64 Echo (ping) reply  idsex@@12, seqs2/512, ttlsed
5 2032-98-81 19:83:24.234703981 198.51.109.188 192.8.2.18@ IcHe 188 Bxaase (17502) &4 Echo (ping) reply ideex@@12, seq=3/768, ttle=gd
6 2022-08-01 10:03:74.234706751 198.51.100.180 192.8.2.100 IcMe 188 xdase (17502) &4 Echo (ping) reply idepup@l?, seqs3/768, ttlegd
7 2022-08-01 10:03:25.258672449 108.51.100.1080 192.98.2.100 IcHe 108 meddbd (1750R) &4 Echo (ping) reply id=px@@l2, seqe4/1824, ttl-64
B 2022-08-91 19:03:25.258674861 198.51.100.188  192.9.2.109¢ IcHe 18 Gxaa64 (17508) &4 Echo (ping) reply id=tx@@12, seqe4/1024, ttl-64
O 2022-08-91 19:03:26. 282663160 1098.51.100.180  192.9.2.10¢ IcHe 108 fxddck (17603) 64 Echo (ping) reply idwindil2, seqeS/1280, ttleéd
12 2022-08-01 10:03:26, 282666183 108,51, 100. 180 IcHe 108 oxddcy (17603) 64 Echo (pimg) reply ddwidil2, seqes/1280, ttle6d
11 2022-08-91 19:03:27.306671604 198,51, 100.180  192.2.2.180 IcHe 108 axddaT (17639) &4 Echo (ping) reply Hd=txd012, seqes/1536, ttle-64
12 2022-08-01 10:03:27 . 306674378  108.51.100.180  192.0.2.100 IcHe pL axddaT (17639) &4 Echo (pimg) reply Bd=oxd012, seqes/1536, ttle=64
13 2022-08-01 10:03:28 . 330664677  198.51.100.180  192.9.2.100 Icme 18 ax4A550 (17744) &4 Echo (pimg) reply Edwoxdo12, seqe?/1792, ttlefd
14 2022-08-01 10:03:28. 330667153 193.51.100.180  192.9.2.109 IcHe log ax4A550 (17744) &4 Echo (pimg) reply Edwoxdol2, seqe?/1792, ttlefd
15 2022-08-01 10:03:29,354755931 199,51, 100,130 1cHp 108 OxA553 (17747) 64 Echo (ping) reply  id=0x012, seqs8/2048, ttlstd
16 2022-02-01 10:03:20,354936706  198.51.100.100  192.9.2.100 (a1 ] 108 axass2 (17747) 64 Echo (ping) reply  ideox@012, seqeg /2048, ttlsgd
17 2022-02-81 10:03:38,378795204 198.51.100.100  192.9.2.100 oM 108 axasar (17815) 64 Echo (ping) reply  ideow@012, seqs9/2304, ttlstd
18 7022-88-81 10:03:38.378798172 198.51.100.100 192.9.2.100 oM 108 axasa7 (17815) 6aEcho (ping) reply  id=0x0012, seqs9,/2384, ttl=ed
19 2022-08-91 10:03:31.4082772217 198.51.100.180 192.08.2.100 IcHP 108 ax4G7a (18842 &4 Echo (ping) reply id=gx2012, seq=18/2550, ttl=sd
20 2022-98-01 19:03:31.402774775  198.51.100.180 192.9.2.100 IcHe leg BABTa (18842) &4 Echo (ping) reply idepupel?, seqs18/2560, ttl-cd
21 2022-08-01 19:03:37. 426503254  193.51.108.180 192.9.2.109 IcHe leg BxAGRa (18058) 64 Echo (ping) reply idepupel2, seq=11/2816, ttl-6d
22 1022-08-01 10:03:32 426595601 198.51.108.180 102.9.2.109 IcHe 18 oxd68a (18058) 64 Echo (pimg) reply idetxpil2, seq-11/3816, ttl-cd

<

» Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ * 00 50 56 % o8 be 58 97 bd b9 FT 0e 89 16 0GB G PN - X oW B
> Ethernet II, Src: Cisco bo:77:0e (SB:97:bd:ba:77:0e), DSl: VMware Sd:eB:be (99:58:56:9d:e8:be) 90 0a 81 0D DD 66 0F 00 45 00 00 54 42 T8 0D 00 [RREE AEN 43 | TRH

X0 A0 01 42 b5 c6 33 64 64 cD 00 02 64 DD DD XD B4 @) Jdd d

. = Direction: To Bridge 0OT0 00 12 00 01 dd a4 ©F 62 00 00 00 00 3 B4 BB B0 - -ob oo
§ i @ 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a b - .

. = Pointer: vif_id
= Seday e 1c 1d 1@ 1f 20 21 22 33 24 2% 36 27 38 19 2a 2b -Ism(
. 4 0060 2¢ 2d 2¢ 2f 30 31 32 33 34 35 36 37 ,._,ra]n a567

m m lﬁlﬂ -
W? 10 U'il‘lui]. LAN 0!8]80
0. riua. B La, s IDY
[ P .= nrj.ority. Best Effort (default) ()
RS R . . = DEI: Imeligible 3
soa BOOO 0110 0110 = ID: 192

Tm: IPvd ’OMMI —
Internet Protocol version 4, Src: 198.51.100.188, DSt: 192.8.2.180

Internet Control Message Protocol

o, Tema Soar Destmation Protost amges PE PITL ik

1 2022-08-91 19:93:22.231237959  198,51.100. 180  192.0.2.108 1CMP exazfy (17144) 64 Echo (ping) reply ideoxo012, seqelfiS6, ttlsgs
2 2022-08-01 2.231230747  198.51.100.100  102.9.2.100 e oxd2fR (17144) 64 Echo (ping) reply | ide0xo012, seqelf256, ttl=sd

3 2022-08-01 3.232244760  198,51.100. 180 192.9.2.108 IcmMe 108 fdwoemii2, seqe2f512, ttl=sd
4 2022-08-01 3. 232247753 198,51.100,180  192.9.2.100 IcMe 108 exa3by (17331) 64 Echo (ping) reply Ld=0xp012, seqe2f512, ttl=ss
5 2022-08-01 4. 234703981 198,51.100,190  192.9.2.180 Icme 108 fxadse (17502) 64 Echo (ping) reply idwoepii2, seqe3/768, ttlesd
6 2022-08-01 10:03:24,234706751 198.51.100.100 192.9.2.100 IcHe 108 oxadse (17502) 64 Echa (ping) reply ideinepii2, seqe3/768, ttl=sd
7 2022-06-01 5. 258672440 108,51.100.100  192.9.2.100 IcHe 108 @xddd (17508) 64 Echa (ping) reply ideompid2, seqed/1024, ttl=sd
B 2032-08-01 5. I58674861 198.51.100.100 192.9.2.100 IcHe 108 SxddEd (17508) &4 Echo (ping) reply id=xpp12, seqe4/1824, ttle=s4
0 19320801 6. J82663160 198.51.100.100 192.9.2.100 IcMe 108 @xdacd (17603) &4 Echo (ping) reply idepdil2, seqs5/1288, ttlssd
18 2022-03-81 6. 282656183 198.51.100.100  192.9.2.198 ToHe 188 exasc3 (17603) 64 Echo (ping) reply  ideBu812, seqe5 1288, ttls6a
11 2022-08-81 10:83:37.306671604 198.51.180.18@ 192.9.2.198 MR 188 exase7 (17639) 64 Echo (ping) reply  id=Bx®12, seqs6/1536, tt

12 2022-03-81 7.306674378 198.51.100.100  192.9.2.198 MR 188 oxase? (17639) 64 Echo (ping) reply  id=Bx@12, seqs6/1536, tt

13 2022-08-01 8.330664677 198.51.100.100  192.9.2.198 i 108 Bxas5a (17744) 64 Echo (ping) reply  id=Bx@@12, seqs=7/1792, tt

14 2022-98-81 B.330667153  198.51.100.100  192.9.2.108 1M 108 oxas5a (17744) 64 Echo (ping) reply m-sxusu, seqe?f1792, tt

15 2022-08-01 5.354795931  198.51.190.100  192.0.2.100 1CMP 108 xas53 (17747) 64 Echo (ping) reply  ideoxpul2, seqes/i048, tu-m
16 2032-08-01 18:93:729.3549367006 198.51.100.18@ 192.9.2.108 1CMP 188 Bxas53 (17747) 64 Echo (ping) reply ideoxdo12, seqe8/2048, ttle=6a
17 2022-038-01 0. 378795204  198.51.100.180 192.9.2.108 e, 108 exa597 (17815) 64 Echo (ping) reply fdwicdil2, seqei3ed, ttless
18 2032-08-01 0. 378798172 198.51.100.180 192.9.2.109 e, 108 exa597 (17815) 64 Echo (ping) reply fd=edil2, seqe/ided, ttlesd
19 2022-08-01 1.402772217  198,51.100.180  192.9.2.100 LCHP 108 exa6Fa (18842) 64 Echo (ping) reply fd=owpil2, seqe=10/2568, ttl=ta
20 1D32-0E-01 1.402774775  198,51.100. 190 192.9.2.100 ICHP 108 fxad6Fa (18842) 64 Echo (ping) reply idwoepiiz, seqe10/2560, ttle=64
21 1032-08-01 10:03:32.426693254  198,51.100,100  192.9.2. 100 ICHP 108 fwd6Ea (18058) 64 Echo (ping) reply idwoepid, seqe11/2816, ttle=6d
22 1032-08-01 10:03:32.426695691  198,51.100.100  192.9.2.100 IcHe 108 dudGEa (18058) 64 Echo (ping) reply ideompil, seq=11/2816, ttle=d

t

= Looped: Mo
= Reserved: @
= version: @

L eae. 0O0D 0000 = Spurce: 18
virtual L (axa100

» Frame 2: 108 bytes on wire (@64 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ 80 50 56 O9d ¢ be 58 97 bd b9 77 0e 29 26 00 00
» Ethermet TI, Src: Cisco b9:77:0e (S@:07:bd:bh0:77:0e), Dst: VMware Od:ef:be (00:50:56:0d:e8:be) 83 Ba E1 89 90 66 B2 BB 4% 80 0D 54 42 8 00 80
"WN-Tag 48 @1 4a bS5 €6 33 64 64 €O 00 B2 64 0O DO 99 84
- Direction: To Bridge ©0 12 00 01 dd 34 ©7 62 €2 90 00 09 3 o €9 00
= Pointer: wif id 0 90 99 8@ 18 11 12 13 14 15 16 17 18 19 1la 1b .
D“h.n“'im_'g 1¢ 1d 1o IF 3B FL 23 23 34 35 36 27 28 39 Ja b . | & ﬂ-‘& t)'
: 4 ¢ 24 2o 2F 30 31 32 33 34 35 36 37 ,-..ism; A56T

102

= Priorl!.,-. nest Effort (default) (@)

= DEI: Imeligible

- DO 8]19 0110 = ID: 102

£ IPvd [Dad@a)

Internet Protocel Version 4, Src: 108,51, 109,108, Dst: 192.0.2.100
Internet Control Message Protocol 2
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HIEARIBVLANR SR A 1020 B2

LERBEAR TS
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BEXmEBEAREXNER
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RRHEERSEER

. BITE — #WE N EEthernet1/2 L3EVLAN 1020 & RE, HBENERALEICMPEEREK,
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=ICMPEERE
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Chassis

Internal Switch Security Module

Port VLAN 102 FTD/ASA
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192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane
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FCM
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1. {EFTools > Packet Capture > Capture SessionZ M I B S 5E:

Overview Interfaces Logical Devices Security Engine Platform Settings

System |[RGGIEE Help  admin

| Packet Capture Troubleshooting Logs

[ v oo T

¢ refresh | [ Capture session |

No Session available

2. £ T Application Port, TR X ;EEFIRIZEFTDE AEXEthernet1/2 , A% 7E "Application
Capture Direction) FiZ#ZAll Packets, RHBFERE , ARKR— THREXLETURARHE:



y Engine Pl

fdr | I

Ceston Name® capl I

Selected Interfaces Hone

Buffer Size 256 MB -
Ethasnat1/2

Snap bungth: 1518 Bvtes

Store Packets | overarite [IECLSE]

Capture On a -

Agpplcation Pen Ethemetl/z =
Apphcation Capture Direction RN £oracs Facke:

Capture Filter Apply Filer

Ethametl/3

Etharnatl/t

FXOS CLI
BRRFXOS CLILMU TS REBE RN E LHNERTHE

1. KRR e A A2 = 2L I N A B AF 5%

firepower# scope ssa

firepower /ssa# show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Native

No
2. BUBESE

Not Applicable None

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port ethl/2

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # exit

firepower /packet-capture/session* # create app-port 1 linkl2 Ethernetl/2 ftd
firepower /packet-capture/session/app-port* # set app-identifier ftdl
firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session # commit

RE
FCM

#&RInterface Name , #{ROperational StatusAup , It #EE2File Size ( MM AR ) 180

ools Help  admin

€ Refesh | | CophreSesson | Deb

Bulfer Size: 256 MB Snag Langth: 1518 Bytes

capl-ethtrnet-1-2-0.pca8 feds

5 peap i

e [e [

[T




FXOS CLI

By ¥ scope packet-capture FI I EFEHE A

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 410444 bytes
Filter:
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

Application ports involved in Packet Capture:
Slot Id: 1
Link Name: link12
Port Name: Ethernetl/2
App Name: ftd
Sub Interface: 0
Application Instance Identifier: ftdl

Application ports resolved to:

Name: vnicl
Eq Slot Id: 1

Eq Port Id: 9

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1036.pcap
Pcapsize: 128400 bytes

Vlian: 102

Filter:

Name: vnic2
Eqg Slot Id: 1

Eq Port Id: 10

Pcapfile: /workspace/packet-capture/session-1/capl-vethernet-1175.pcap
Pcapsize: 2656 bytes

Vlian: 102

Filter:

e B 21
1% BRI SEFirepower 4100/9300 A B3z A M AR 3R — B R 1V D BB IR 1E,
HEERS



EAEROREERANFREARARAMBEER, IRAZATERMNE , FERARRKE
HHFERHEER, EEERRT , HEFEFRMEEthernet1/9 LHREL

BB EEthernet1/ 2V FEEUER |, BEF—EHT , UREEH

1. EHEICMPEERREN T, HESREENSAE T2,

2. B E R aRTER A VLANESR,

3. RIS A S5 BlE A /T EEthernet1/20) H B4R B VLANE 102,
SR 3R I I A — (B M INVNAZ

o, Tima Swarce Tastnaton rotee Length EE EIL kit
12022-08-01 11:33:19.070603001  192.0.2.100 192.51.100. 100 1o 108 1 Oxed09 (49161) 64 Echo (ping) request] id=0x0013, seqe1/256, ttlegd (no response Found!)
2 2022-88-01 11:33:19.07069%347  192.0.2.100 198.51.160, 100 oM 182 (49161) 64 Echo (ping) request] id=ox013, seqe1f2%6, ttl=td (no response Foundl)
32022-88-91 11:33:19.971217121  192.9.2.100 198.51.100. 100 1CH 102 idsbxd013, seqe1f356, ttl=bs (no response Foundl)
4 2022-88-81 11:33:19.071218458  192.8.2.100 198.51.160. 108 oM 102 axceea (49161) 64 Echo (ping) request idsPx013, seqe=1/356, ttl=d (no response found!)
5 2022-88-81 11:33:20.072036625 192.8.2.100 198.51.160. 108 oM 108 axcoae (49326) 64 Echo (ping) request idsPwd013, seqs2f512, ttle6d (no response found!)
6 2022-88-81 11:33:20.072038399 192.8.2.100 198.51.168. 108 oM 102 axcoae (49326) 64 Echo (ping) request idsPwdd13, seqe2/512, ttle6d (no response found!)
7 2022-88-81 11:33:21.073266030  192.8.2.100 198.51.168. 108 oM 198 axci67 (40511) 64 Echo (ping) request id-Pwd013, seqs3/768, ttle6d (no response found!)
8 2022-88-81 11:33:21.073268327 192.8.2.100 198.51.100. 100 I 192 oxci67 (40511) 64 Echo (ping) request id-@xee13, seq-3/768, ttls64 (no response found!)
0 2022-08-01 11:33:22.074576640  192.08.2.100 198.51.100. 1080 ple 198 Bxci7S (49525) &4 Echo (ping) request id-0w@d13, seq-4/1024, ttl-sa (no response foundl)
12 2022-08-01 11:33:22.074578018  192.8.2.180 198.51.180, 108 ple 192 Bxcl?S5 (40525) &4 Echo (ping) request id-0w@d13, seq=4/1024, ttl-s4 (no response foundl)
11 2022-08-01 11:33:23.075779089 192.0.2.100 198.51.100, 108 ple o 108 BHCH08 (40672) 64 Echo (ping) request id-Owdod3, seqe5/1280, ttl-64 (no response found|)
12 2022-08-01 11:33:23.075781513  192.0.2.100 198.51.100, 188 ple o 192 BHCHE (49672) 64 Echo (ping) request 1d-0wB013, seq-5/1280, ttl-64 (no respoense found!)
13 2022-08-01 11:33:24.081839400 192.0.2.100 198.51.100, 183 1CMp 198 Bxc211 (49681) 64 Echo (ping) request 1d-0wB013, seq-6/1536, ttl=64 (no respense foundl)
14 2022-08-91 11:33:24.081841386  192.0.2.108 198.51.100, 188 Icap 182 Bxc211 (49681) 64 Echo (ping) request 1d-0wB013, seq-6/1536, ttl=64 (no response foundl)
15 2022-08-91 11:33:25. 105806245  192.0.2.108 198.51.100, 188 Icap 198 Bxc2e} (49800) 64 Echo (ping) request 1d-0wB013, seq=7/1792, ttl=64 (no response foundl)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100, 168 Teme 182 Bxcded (49800) 64 Echo (ping) request id-0wid13, seq=7/1792, ttl=s4 (o respoase found!)
17 2022-08-01 11:33:26.120836278  192.0.2.100 198.51.100, 168 Teme 188 BxcIba (So18a) 64 Echa (ping) request id-0wxe813, seq-8f30a8, ttl-8a (no response foundl)
18 3022-08-01 11:33:26,129838114  192.0.2.100 198.51.180, 160 1o 102 Oiclba (30100) 64 Echo (ping) request id=Oxd013, seqe=B/3048, ttl=sd (no response found!)
15 3022-08-81 11:33:37,153828653  192.0.2.100 198.51.180, 160 1o 108 Bxcats (S0204) 64 Echo (ping) request id=Oxdd13, seqe=0/2384, ttl=sd (no response found!)
30 3022-08-01 11:33:37,153830201  192.98.2.100 198.51.180, 160 1o 102 Oxears (50254) 64 Echo (ping) request id=Dxdd13, seqe=0/3384, ttl=sd (no résponie found!)
21 36332-08-81 192.8.2.108 198.51.180. 160 oA 108 Excs1s (S0454) 64 Echo (ping) request id=Dxdd13, eq=10/2568, ttl=gd (no reiponse found!)
33 30332-08-81 77845075 192.8.3.100 198.51.180. 160 1CHP 192 Gxcs1e (S0454) 64 Echo (ping) request idsPxdd13, seq=10/2568, ttl=td (no reiponse found!)
23 2022-08-01 201804768 192.8.2.100 198.51.160. 108 oM 108 axcs7a (50552) 64 Echo (ping) request idsPw013, seqe=11/2816, ttl=d (no response found!)
24 2022-08-01 201806488 192.8.2.100 198.51.160. 108 oM 182 axcs7a (50552) 64 Echo (ping) request idsPwa013, seqe11/2816, ttl=64 (no response found!)
25 2022-08-01 225834765  192.8.2.100 198.51.168. 108 oM 198 BxC58S (S0565) 64 Echo (ping) request idsPwidd13, seqe13/3872, ttl=64 (no response found!)
26 2022-08-01 .225836835  192.8.2.100 198.51.100. 100 I 192 Bxc585 (50565) 64 Echo (ping) request id-fwid13, seqe13/3872, ttle64 (no response found!)
27 3022-08-91 .240828955  192.8.2.100 198.51.108, 108 TcHp 198 oxcE18 (50712) 64 Echo (ping) request id-exe13, seq-13/3328, ttle6d (no response found!)
28 2022-08-01 .240831121  192.8.2.100 198.51.108, 108 1o 192 0xcE18 (50712) 64 Echo (ping) request id-gxp13, seqe13/3328, ttle64 (no response found!)
20 2022-08-01 11:33:32,.2738670608 192.8.2.100 198.51.180. 108 1cHp 198 oxcedf (50767) 64 Echo (ping) request id-0wdod3, seq-14/3584, ttl=64 (no response found))
» Frame 1: 188 bytes on wire (864 bits), 108 bytes caplurm (864 bits) on interface capture_wd 1, id @ 5697 bd b9 77 0e 00 50 S6 9d eB be B9 26 B0 @@ X ooow P Voo oR
b {58:97:bd: ba: 77 :0e) o0 00 Bl D 80 66 0F ) 45 90 00 54 b 99 40 08D foo BT
A0 01 Bd 03 O DO 02 64 €6 33 64 63 00 00 8d T @ d - Bdd |
= Direction: From Bridge @0 13 30 01 £2 b9 eF 62 00 00 00 0D cb IF 06 00 b
= Pointer: vif id 10 @@ 99 B0 B3 18 11 12 13 14 15 16 17 18 19 1a 1b .
Sttt inaiton 1c 1d 1e 1 20 21 22 23 24 25 26 27 28 29 2a 2b sx& [)'
) 4 2c 2d 2e 2F 39 31 32 33 34 35 36 3 2o e fB123 4567

v versiom: @
-------- T BWG am am = Spurce: @
Type: 892.1Q wmua LAN (fxE108)
#92.0¢ virtual LAN, PRI: @, DEI: @, ID: 182
0 » = Priority: Best Effort (default) (@)
S . = DEL: Ineligible 3
o BPOD 9118 9118 = I0i 102
e LPyvd (odded)
Internet Protocol Version 4, Src: 192.8.2.100, Dst: 198,51.189.108
Internet Control Message Protocol 2

BEXF_EENCLREER

1. EHEBICMPEERBRER S, BESEERSIE RN,
2. RIaER AR BEVLANER,
3. RERATHLBE I A 55 Bl E A /T EEthernet1/20) H 4t E 4R 3B VLANE 102,



™ Time. Destransn ot
1 2822-08-81 11:33:119.070693081 198.51.168_180 1o seq=1/256, ttl=6d (no response found!)
| 2 1832-88-01 11:33:19.0870695347 198.51.100. 108 pie. o seq=1/156, ttl=ga (no response found!)
3 2822-08-81 11:33119.871217121 198, 51.168. 180 1o 102 BxCBBS (49161 64 ECho (ping) request id=Bxel3, seqs1f256, ttlesd (no response found!)
4 2022-88-81 11 9.871218458  192.9.2.108 198, 51.100. 180 1o 102 xCPBa (49161) 64 Echo (ping) request id=Bx13, seqs=1f256, ttlesd (no response found!)
5 2822-08-81 0. 872036625 192.9.2.100 198, 51.100. 100 Tomi 108 @xcane (49326) 64 Echo (ping) request id=8xe13, seqs2f512, ttlesa (no response found!)
6 27822-08-81 11:33:20.072038399  192.9.2.100 198, 51.160. 160 Tomi 102 oxcaae (49336) 64 Echo (ping) request id=ex13, seqs2f512, ttlesd (no response found!)
7 2022-08-01 1. 073266030 198, 51,160 100 1o 108 OxC16T (49511) 64 Echo (ping) request id=expdl3, seq=3/768, ttl=td (no response found!)
8 20230801 1. 073268327 198, 51, 160100 TomP 102 OxC16T (49511) 64 Echo (ping) request id=oxodl3, seq=3/768, ttl=td (no response found!)
o 2923-08-01 2. 074576640 198, 51. 160100 TomP 108 oxc175 (49525) 64 Echo (ping) request id=ox@o13, seqeaf1024, ttl=64 (no response foundl)
18 2032-08-01 2. @74578818 158, 51. 109 . 108 ple, 182 Bxc1TS (49525) 64 Echa (ping) request Ld=9x9913, seq=a/1024, ttle=64 (no response foundl)
11 2032-08-01 11:33:23.075775089 158, 51. 1049 . 108 ple, 188 BxCI0W (49672) 64 Echa (ping) request Ld=9x@d13, seqe=5/1288, ttl=64 (no response foundl)
12 2032-08-01 3.875781513 1598, 51. 1049 . 108 ple, 1m2 BxCI0W (49672) 64 Echo (ping) request id=oxdd1d, seq=5/1280, ttl=64 (no response foundl)
13 2032-08-01 . BE1 83949 1598, 51. 1049 . 108 ple, 108 BxC211 (49681) 64 Echo (ping) request ide=@x@dll, seqe6/1536, ttl=64 (no response foundl)
14 7032 08-01 4, 081841386 198, 51. 1049 . 108 ple, o 1z @ecll (49681) 64 Echo (ping) request idexddl3, seqe6/1536, ttl=64 (no response foundl)
15 2032 06-01 5, 105806249 198, 51. 1049 . 100 e o 108 Bxcder (49890) 64 Echo (ping) request ide0xddl3, seqs=7/1792, ttle=64 (no response foundl)
16 1032 06-01 5. 10GEHTANS 198, 51. 1049 . 100 e o 102 @xcder (A9690) 64 Echa (ping) request id=0x0013, seq=7/1792, ttl=64 (no response foundl)
17 1032-06-01 6. 129636276 198, 51. 109 . 100 ple. o 108 @nc3ba (50000) 64 Echo (ping) request ide0xddl3, seqed/2048, ttl=64 (no response foundl)
16 1032-08-01 11:33:26.179835114 198. 51. 100 . 100 ple. o 1oz Bwc3bd (50180) 64 Echo (ping) request ide@xddl3, seqed/2048, ttl=64 (no response found!)
19 1932-08-01 11 7. 153628653 198.51. 100 . 100 e 168 Bxcais (50294) 64 Echo (ping) request ide@xdol3, seqs9/2384, ttl=64 (no response found!)
20 20220801 7.153830201 198 51.160. 108 1o CH Axcais (50294) 64 Echo (ping) request id=exBe13, seqs0/738d, ttls64 (no response found!)
21 2032-08-01 11:33128. 177847175 196.51.180.108 o 128 BxC516 (50454) 64 Echa (ping) request idePxPo13, seqe10/2560, ttl=sd (no response found!)
22 2032-08-01 11 8. 177849075 198 51.160. 100 1o 102 xc516 (58454) 64 Echo (ping) request id=ex@13, seq=10/2568, ttlssd (no response found!)
23 2022-08-81 11:33129.201884760 198 51.160. 100 1o 108 xCST8 (58552) 64 Echo (ping) request id=ex@13, seqs=11/2816, ttlssd (no response found!)
24 7022-68-81 5. PO1BO6AEE 198 51.100. 100 1o 102 xcSI8 (58552) 64 Echo (ping) request id=ex@013, seqs=11/2816, ttlssd (no response found!)
25 2022-08-01 0. 225834765  192.0.2.100 198 51.100. 100 1one 108 AxC5ES (58565) 64 Echo (ping) request id=ex@013, seq=12/3072, ttl=sd (no response found!)
26 2022-08-01 0. 225836835 192.0.2.100 198 51,169 100 Tome 102 xC5ES (58565) 64 Echo (ping) request id=ex@013, seq=12/3072, ttl=sd (no response found!)
27 2022-08-01 1. 249828955  192.0.2.100 196, 51, 160100 ToHe 108 oxcO18 (58712) 64 Echo (ping) request id=oxpl3, seq=13/3328, ttls=sd (no response Found!)
28 2022-08-01 11:33:31,249831121  192.6.2.100 196, 51, 160100 Tome 102 oxc618 (56712) 64 Echo (ping) request id=oxp013, seq=13/3328, ttls=sd (no response Found!)
20 2022-08-01 11:33:32,273867960  192.0,2.100 198, 51,100,100 o 108 oxceaf (S6767) 64 Echo (ping) request id=ox0013, seq=14/3584, ttl=sd (no response foundl)
<
» Frame 21 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture_ue_1, id @ b9 77 fe ®d 50 56 9d e be £1 00 00 66 X oW PV f
e i HH 358569 68 H P77 (58:97:bd:b9: 77:0e) 00 00 54 0 @9 40 00 &0 01 Bd A3 D B E--T- @@
#02.10 Virtual LAN, PRI: @, DEL: @, ID: 182 33 64 64 0B 00 8d P 0 A3 @0 01 f2 by A 3dd |-
G iin aee ae.. w Priority: Best Effert (default) () 00 00 80 cb 7 06 00 00 B0 00 B0 10 11 beoooo
© .eve anee aee. w DEL: Eneligible 3 15 16 17 18 19 13 1b 1 2d 1e 1f 2 1 e e
= 5 26 27 20029 23 3b e 2d 2e 2f 30 31 CWSXEC() "4,-. 01
. 2000 9119 91198 = ID: 182 a5 36 37 234567
3 _LPyad [ odBid
Internet Protocol Version 4, Src: 192.0.2.109, Dst: 198.51.100.100
Internet Control Message Protocol 2
JTHEEth 1N HRER  EEE—ENE_EERS , IREES .
B RK AT EEthernet1/9# , =  MHEE
— ANe
1. RS EICMPE EEZ LR R2K,
2. RIGER BRIV BVLANERER
. N MR/ 7~ o
R - "y EARIBVLANZE 102
3. AERA L ER 1 A R B # /T E Ethernet /287 H 1 EH = 0
R s A — (B SnVNAR
4. RER T INVNZ R
e, Tk Saerin f— [ Longh ro PITL b
1 2022-08-91 11:33:19.071512698  193,51.188. 108  192.9.2.100 IcHp 108 1 Adeinodld, seqe1/356, ttl=64
2 2022-08-01 11:33:19.0715148082  198.51.188. 108  192.9.2.100 IcHp 168 axaf2T (20263) 64 Echo (ping) reply id=inodld, seqelf356, ttl=6a
3 2022-08-01 11:33:20.072677302  198.51.188. 108 192.9.2.180 IcHp 108 u 0 BTy & TPITE oy id=inedld, seqe2f512, ttls=éa
4 2O02-08-01 11:33:20.072679384  198.51.100.100  192.0.2.100 ICHP 168 oxaffh (28475) 64 Echo (ping) reply ideinedil, seqe2/313, ttl=éd
S 3023-08-01 11:33:21.073913648  192.51.100.100  192.9.2.100 1CHE 108 axSose (20652) 64 Echo (ping) reply  ide@nd013, seqe3/768, ttledd
6 2022-08-91 11:33:21.67391569%8  193.51.160. 108 ICHP 168 AxSouc {20652) 64 Echo (ping) reply id=foid13, seqe=3/768, ttl=éa
T 2033-08-91 11:33:22.075239381  193.51.188. 108 ICHP 188 Bx513e (20738) &4 Echo (ping) reply id=@xi13, seqe=af1024, ttl=ga
B 2022-98-91 11:33:22.975241491  193.51.180. 108 ICHP 188 X513 (20798) &4 Echo (ping) reply id=guie13, seq=4f1024, ttleca
9 2022-95-91 11:33:23.976447152 193.51.189.108 ICHP 188 Bx51cT {20937) &4 Echo (ping) reply ideauoe13, seqe=5/1280, ttleca
10 2022-86-91 11:33:23.076449303  193,51.100.100 ICHP 188 Bx51ch (20937) 64 Echo (ping) reply ideowee13, seq=5/1280, ttl-ca
11 2022-86-91 19&.51. 189 198 ICHP 1e8 ax52Be (21134) &4 Echo (ping) reply ideowoe13, seqe6/1536, ttl-ca
12 2022-08-01 198,51.109. 100 L 108 axs2Ee (21134) &4 Echo (ping) reply  ideowdol3, seq-6/1536, ttl-6d
13 2022-06-01 11:33:25,106362424  198,51,189, 100 TCHP 188 axszaf (21167) 64 Echo (ping) reply idemcoe13, seq=7/1792, ttl-6a
14 2022-06-91 11:33:25, 106364549 198,51, 109, 100 TCHP 108 oxszaf (21167) 64 Echo (pingd reply idemoil3, seq=7/1792, ttl-64
15 2022-06-91 11:33:26,13M37851 198,51, 109, 100 IcHP 168 ox53at (21414) 64 Echo (pingd reply ideioil3, seqe8/2048, ttl-64
16 2022-06-91 11:33:26,13440320 198,51, 109, 100 IcHP 108 amS3at (21414) 64 Echo (ping) reply ideiodld, seqe8/2048, ttl-64
17 :022-06-91 11:33:27,154398212 198,51, 104, 100 IcHP 108 dx5a46 (21574) 64 Echo (ping) reply ideoedl3, seqe9/230d4, ttl=64
18 }022-08-91 11:33:27.154400198 198,51, 109, 108 ICHP 108 Bx5446 (21574) 64 Echo (ping) reply id=@od13, seqe0 2304, ttl=G4
19 022-08-01 11:33:28.178469866 198,51.189. 108 ICHP 188 Bx5493 (21651) 64 Echo (ping) reply id=@od13, seqe1d/2568, ttl=64
20 2022-98-91 11:33:28, 178471818 198.51.180.100 192.9.2.100 ICHP 188 Bx5493 (21651) 64 Echo (ping) reply id=@od01d, seqeld/ 2568, ttl=64
21 2022-98-91 11:33:29,302355869 193.51.188.100 192.9.3.100 ICHP 188 ox5afa (21748) 64 Echo (ping) reply id=@od013, seqell/2816, ttl=64
22 2023-98-91 11:33:29.303358067 193.51.108.100 192.9.2.100 ICHP 188 Bx5afa (21748) 64 Echo (ping) reply ide@xd013, seqell/2816, ttl=64
23 2022-08-91 11:33:30.226358735  198.51.100.100 .2.100 ICHP 108 OxX5526 (21798) 64 Echo (ping) reply  idsox0013, seqe1:/3072, ttlssa
24 7032-92-91 11:33:30,3226401017  198.51.100. 100 .2.100 ICHP 108 ax5526 (21798) 64 Echo (ping) reply  ideo13, seqe12/3872, ttlssa
35 2022-92-91 11:33:31.750387808  198.51.109.100 .2.180 ICHP 108 axssf2 (22082) 64 Echo (ping) reply  ideo13, seqe13/3328, ttlssa
26 2022-88-91 11:33:31.750389971 198.51.100.180 192.8.7.108 ICHP 108 exs5f2 (22082) 64 Echo (ping) reply  idex013, seqs13/3328, ttlssa
27 2022-88-91 11:33:32.374416011 198.51.100.180 192.9.2.108 e 108 BxS660 (22112) 64 Echo (ping) reply  ids@w013, seqs14/3584, ttlssa
28 2022-98-91 11:33:32.274418229  192.51.108.100  192.8.2.180 ICHP 108 BxS668 (22112) &4 Echo (ping) reply ide@wol3, soqe14/3584, ttle6a
29 2022-88-01 11:33:33.798307657 198.51.100.100 192.9.2.100 IcHp 1e8 Bu56eT (22247) &4 Echo (ping) reply idegnal3, seqe15/3840, ttlesd
<
> Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ud 8, id @ 0 50 56 9d oF be 58 07 bd b0 77 Oe 89 26 00 BB PV X - ow K-
» Ethernet 11, Src: Clsco bS:77:0e (58:97:bd:b9:77ide Viware OdieSibe (09:50:56:5d:e8:be) B0 fa 81 90 60 56 OB 00 45 0P 0D 54 Af 27 00 0D veeefeos BT
40 01 3 86 6 33 64 64 oD OF 02 64 00 00 95 T¢ @3- 3dd d |
Direction: To Bridge B 13 00 01 2 b9 a7 62 00 00 00 @0 cb 7F @6 0D - b=
Fointer: vif id DO 0000 60 10 11 12 13 141516 17 1819 1a qb  oooiis el
Pastingtloni & 3¢ 1d e 1f 20 21 22 23 24 25 26 27 28 29 2a 2b R -
2c 2d 2¢ 2F 30 31 32 33 34 35 M 37 poe 123 4567
Locped: Mo 4
Reserved: @
Version: @
Source: 18

. . = DEI: Ineligible
2008 9118 9118 = ID: 102
IPvd {Dxiad;

- = Priority: Best Effort (default) (@)

Internet Protocol Version 4, Sroi 198.51.108.180, Dst: 192.9.2.180
Internet control Message Protocol




™ Tome Source [ LE] Lengn FD
1 3023-88-81 11:33:19.071512698 198.51.100.180 192.8.2.100 1P 108 o | exafzy (20263) {ping) reply ide@x@013, soqel/256, ttleed
2 30238881 11:33:19.071514682  196.51.100.168  197.0.3.188 TCHP 168 N | exafay (20263) {ping) id=Bw@@13, soqel/256, ttl=ed
3 3023-88-91 11:33:20.072677302 198.51.100.180 192.8.2.100 TCHP 168 SUTATTO (200 TS T . : id=Bwd@l3, soqe2/512, ttlesd
4 3023-88-81 11:33:20. 072679384  195.51.100.168  193.0.2. 108 TCHP 168 exaffb (20475) ideaxae13, seqe2/512, ttleea
5 3022-88-81 11:33:21.073013640  195.51.100.168  192.0.2. 108 TCHP 168 exs0ac (20652) ideaxa013, seqe3/768, ttlesd
6 2022-88-81 11:33:21.073015698  198.51.100.168  192.0.2, 108 TCHP 168 ex50ac (20652) ideox0013, seqe3/768, ttleed
7 3022-88-01 11:33:22.075239381  198.51.100.1068  192.0.2, 108 TCHe 168 ox513e (20798) ideoxB013, soqed/1024, ttlesd
B 2022-08-01 O75241401  198.51. 100,100 192.0.2.100 TcHe 106 ex513e (20798) ideowd013, soqed/1024, ttlesd
0 2022-08-21 LOT6A4TISE  198.51.100.1084  192.0.2.108 IcHe 108 5100 (20037) ide=0x0013, seqeS 1288, ttl-S4
12 2022-08-01 76440303  198.51.100.100  192.0.2,108 Icme 188 @x51c0 (20937) id=0wo13, seqeS 1280, ttle6d
11 2022-08-91 QE2407R96  198.51.100.100 192.0.2.100 Icme 108 ox528e (21134) (ping) ideoedl3, seqeé/1536, ttlesd
12 }022-08-91 4.082410000  198.51. 100,180 192.0.2, 108 IcHe 108 ox528e (21134) (ping) idwledild, seqeé/1536, ttlesd
13 2022-08-01 11:33:25. 106382424  196.51.100.108 192.0.2,100 IcHe 108 ims2af (21167} (ping) idexde13, sequ7f1702, ttl=64
14 2022-08-01 5. 106104540 198.51.100.100 192.0.2.100 IcHe 108 oxs2af (21167) {ping) id=0xe013, seqe7f1702, ttls=6a
15 2022-08-01 26. 130437051 198.51.100.100  192.0.2.100 Tcme 108 ex5da6 (21414) {pling) Id=0xd013, seqes/2048, ttl=6a
16 2022-08-01 11:33:26. 130440020 198.51.100.100  192.0.2.100 Icme 108 ox53a6 (21414) n Id=0xd013, seqes/2048, ttl=sd
17 2022-08-01 11:33:27.154208212  198.51.100.100  192.0.2.100 1cme 108 Ox5446 (21574) ideaxp013, sequo/2304, ttl=6a
18 2022-08-01 11:33:27.154400198  198.51.100.108  192.0,2.100 1cHe 108 Dx5446 (21574) Id=0x013, seqeofa2i4, ttl=sa
15 2022-08-01 198.51.100. 100 192.0.2.100 1cMe 108 0x5493 (21651} Id=0x013, seqe10/2560, ttl=sa
20 20220801 198.51.100.100  192.0.2.100 1cMp 108 035493 Id=0uD013, 4eqe10/2560, ttl=sq
21 20230801 5.202305060  198.51.100.100  192.0.2.100 1cMp 108 oxsafa Id=0xD013, 4eqe11/2816, ttl=sq
22 30230801 120200308067  198.51.100.100  192.0.2.100 1cHp 108 exsafa (21748) id=ox@013, 4eqe11/2816, ttl=sq
23 2022-08-01 11:33:30.226308735  198.51.100.100  192.0.2.100 e} 108 Bxs526 (21798) id=0x@013, 4eqe12/3072, ttl=eq
24 3022-08-01 11:33:30.226401017 198.51.100.180  192.0.2.100 1P 108 oxs526 (21798) {ping) id=oxD013, seqe12/3072, ttl=e4
25 2022-08-01 11:33:31.250387208  198.51.100.180  192.0.2.100 el 108 onssF2 (22002) {ping) OxB013, seqe13f3328, ttlssd
6 2022-08-81 11:33:31.250389971  198.51.100.180 192.0.2.100 el 108 onssF2 (22002) {ping) oxB013, seqe13/3328, ttlscd
37 3023-88-81 11:33:32.274416011 198.51.100.180 192.8.2.100 MR 168 ex5660 (22112) {ping) ex@013, seqelafissa, ttlssd
8 023-88-81 11:33:32.274418239 198.51.100.180 192.8.2.100 1P 168 ex5660 (22112) {ping) =BxB013, $0qe14 3584, ttl=4
39 023-88-91 11:33:33. 208307657 198.51.100.180 192.8.2.100 1P 168 exs6e7 (22247) 64 Echo (ping) id=Bx@e13, soqel5/3B40, ttl=6a
]
108 bytes on wire (864 bits), 108 bytes captured (@64 bits) on interface capture_ud 8, id @ 80 50 56 9d o8 bo 52 97 bd b9 77 Do BD 26 00 0B PV X oW -
11, Sre: Ciseo bO:77:0e (S8:97:bd:bo:77:08), Dst: Viware od:eB:be (00:50:56:9d:e8:be) B0 93 81 0D DO 66 08 0D 45 0O 0D 54 4F 27 00 B0 o0 Eo0TO
- - o a9 @1 3o 86 6 33 64 64 0D 00 02 61 0D 00 95 To Ber o 3dd deoe
Direction: To oeidge 0 13 00 01 2 b9 €7 62 00 00 00 BB cb 7F 06 0O b
pointer: vif id 00 80 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b
D‘__sumt.wm-b ic id 1e 3f 30 21 22 23 24 25 26 37 38 29 2a 2b 18 $XB"()"+
2¢ 24 2e 2F 30 31 32 33 34 35 36 3 oo 8123 4567
........ B
2 Sae : L oee. DODD DBOOD 1010 = Sturce: 19
) 892,19 Virtual LA (#x8108) ) 1
~1802.1¢ Virtual LAN, PRI: 8, DEI: @, ID: 182
B0, ... ..., ceo. = Priority: Best Effort (default) (@)
T c.o. = DEI: Ineligible
L., BOOD D116 G116 = ID: 102
Type: IPvd {0:x0808) |
Internet Protocol Version 4, Src: 198.51.100.198, Dst: 152.0.2.180
Internet Control Message Protocol yd

e

1N 212 All Packets in the Application Capture Directioni®18 , Rl & i B EErm& e fH 18
Ethernet1/2t BRI 2ER FER THE : si N EEthernet12 LN HEFRES RN E EWHE,

ERl T E L REH SEEE , RRFSEFENESES MR

. BABVLANER 2%,

. BEIEAVNEERZ %,
RRIREIER , VNEERANBBLLEVIANESR B AN EE®R, ER2EHEERS , SAVNESR
WHISSLEFEREBEVIANEENHSERSER, £4EH+ , ICMPEERERSEIHEH
VLANAZE 102/ Ethernet1/2:% B B8 AN H.

EERNELREHSEDNE , XRFSEKENSEAHEIMA. ABXBRRERZLEELER
EAEEAEFRBEVLANEBNVNEREBNHE, BVIANERSEARTHRBAREEN B R
IR EETE, EAFIH , ICMPEEEEHEHHVLANERER 1024 Ethernet /258 Bl R Hi /7
Mo

ERERSERIMER A , ABRESRERVNERN RSN EVLANEE,
LERBR T

TH# mmy  ARRRGRNRE . aaess

HVLAN
a6 4 A £ #£198.51.100.100F 3= #
RELRBERRAERR &0 H 102 ERBA 192021008 ICMPE fEfE=
R IBEthernet1/2 LW I ¥E Interface 102 (TR A 1 E1#192.0.2.100%F) = 14
Ethernet1/2 198.51.100.10089 ICMP [E] FE3

PERREEN TN FNHELORSHESE



fEFHFCMAICLIFE 7T EEthernet1/2.2055% 38 3& & ¥ /T EPortchannel1.207 LBl E X Ba H B R 24
B, EEASEATEHRFTDEARRIXEFNEN I ELOEE, FURGH | &
Ethernet1/2.205F1Portchannel1.207 L 5% 7 £ #EEL,

ik, BHaORNBMWR

Chassis
|y Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply .
198.51.100.100
Chassis
il Internal Switch Security Module
: FTD/ASA
192.168.247.100 Backplane
@ ICMP echo-reply -
192.168.247.102
FCM

EBFCM LR T S BREFTDE A Z X M FE A ERIEEthernet1/2 LR EH TR -

1. £ Tools > Packet Capture > Capture SessionZ . ¥V iHE 2 5E:

Overview Interfaces Logical Devices Security Engine Platform Settings Tools |EEEG ]

| Packet Capture || Troubleshooting Logs

[ e seron T

¢ Refresh Capture Session | Delete Al Sessions

No Session available

2. BEBENERREXGIER1 ( TN EEthernet1/2.205 ) |, RIEEFEEE , A%E—TSave
and RunBU % :



ecurity Engine  Platform Settings

Select an instance:  fud] ~

Etharnatd/2.208
’ [ Selected interfaces Ethammetl/2.205
L 255 B -
1518 Doy
Subinterfaoes(2) . —
Captisre Filber Apply Filter m

SEEFEBEFNENERT , BRCiscofiilID CSCvq33119F N EEFCMARA R, A
FXOS CLIE R BE /M E LB ERHTE,

FXOS CLI
EFXOS CLILE#ITLATHER |, £ F/ EEthernet1/2.205FPortchannel1.207 Lt B & Bl A1 1E

1. B IE R A2 B Bl AR B F 5%

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82
Container No RP20 Not Applicable None
ftd ftd2 1 Enabled Online 7.2.0.82 7.2.0.82
Container No RP20 Not Applicable None

2.HNBBEENHE , FEAEKENH :

firepower# connect fxos
<output skipped>
firepower (fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/3(P) Ethl/3(P)

3. BN RS

firepower# scope packet-capture

firepower /packet-capture # create session capl

firepower /packet-capture/session* # create phy-port Ethl/2
firepower /packet-capture/session/phy-port* # set app ftd


https://tools.cisco.com/bugsearch/bug/CSCvq33119

firepower
firepower
firepower
firepower
firepower
firepower

/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

#
#
#

set app-identifier ftdl
set subinterface 205
up

HREBETFNH , FASEREEKENHRY —BERSHE

firepower#

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

B

FCM

scope packet-capture

/packet-capture # create filter vlan207

/packet-capture/filter* # set ovlan 207

/packet-capture/filter* # up

/packet-capture* # create session capl

/packet-capture/session*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*

#
#
#
#

create phy-port Ethl/3

set app ftd

set app-identifier ftdl
set subinterface 207

up

/packet-capture/session* # create phy-port Ethl/4

/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session/phy-port*
/packet-capture/session* # enable
/packet-capture/session* # commit
/packet-capture/session #

#

#
#
#

set app ftd

set app-identifier ftdl
set subinterface 207

up

#2Interface Name , & {ROperational StatusBup , Y #F2File Size ( AT RESL ) 80 :

Ovendew  Interfaces

Loghcal Devices

Security Engine  Platform Sattings

vop Count: 8 [ oreretionss siate: up

Fibe 57 {im bytes)

G R | Capue Seseon | Dot A Seisons

Buster Sire: 156 M Snap Langthc 1508 Bytes

ZEFXOS CLILRENEBEFNEBBUEFCMLEATR ; BR , MEAYWHETHE :

Qverview  Interfaces  Logicsl Dwvices  Security Enging  Platform Settings

i Shr: 238 M0

FXOS CLI

Efh Sscope packet-capture s H i &

firepower# scope packet-capture

AEEA

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name:

capl



Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason: Active
Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 9324 Dbytes
Filter:
Sub Interface: 205
Application Instance Identifier: ftdl
Application Name: ftd

Port-channel 1 with member interfaces Ethernet1/3f1Ethernet1/4:

firepower# scope packet-capture
firepower /packet-capture # show session capl

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Enabled
Oper State: Up
Oper State Reason: Active
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:
Slot 1Id: 1
Port Id: 3
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-3-0.pcap
Pcapsize: 160 bytes
Filter:
Sub Interface: 207
Application Instance Identifier: ftdl
Application Name: ftd
Slot 1Id: 1
Port Id: 4
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-4-0.pcap
Pcapsize: 624160 bytes
Filter:
Sub Interface: 207
Application Instance Identifier: ftdl
Application Name: ftd

I MR
1% R UL Firepower 4100/9300 A XB A2 A MM R — Ei P W D BRIRE,



kL B E S

ERAENCHEERFIREAEARBAEER. EEF —EHEIREER .

1. EHEICMPEEBRER S, HESEERNSIEER2IX,
2. RIRERIHBEHVLANZE K205,
3. NEPAHABEIH A5 B & A /T EEthernet1/209 b E 4R 8B VLANEZ S 102,

4. REB AT A\ — (B IIVNR R

—
FITL b

o, = FE
- 11023-08-84 87:21:56.9093302102 192.8.2.100 196.51.108. 169 bl 1z 1 &4 Eche {vll'l&, qu‘ id=0x0022, seq=1/256, ttlegd (no response found!)
2 3022-08-04 07:21:56.903303507 192.8.7.100 198.51.100. 109 bl 18z id=0wd22, seq=1/256, ttle64 (no respoense found!)
3 F022-08-04 07:23:06. 204264777 192.9.3.100 198.51.100, 109 bl 1z id-0wd022, seq-10/2560, ttl-64 (no response found|)
4 3022-08-04 07:23:06,20426737F  192.9.2.100 198.51.100, 109 bl g 18z Bxdagl (39553) &4 Eche {Di"el request  1d-0wd022, seq-10/2560, ttl-64 (no response found|)
5 3022-08-84 07:22:07.215113303  192.8.2.100 198.51. 108, 168 1M 112 Bxdacd (39619 64 Echo (ping) request 1d-8x8022, seqe11/2816, ttle64 (no response found!)
6 2002-08-04 07:22:07.215115445 192.8.2.100 198.51. 108, 108 1M 102 oxGacd (I9619) 64 Echo (ping) request 1d-8x8022, seqe=11/2816, ttle64 (no response found!)
7 3023-08-04 07:22:08.230038577 192.0.2.180 198.51. 100, 108 1cH 112 oxob33 (39731) 64 Echo (ping) request 1d-8x0022, seqe=12/3072, ttl=64 (no response found!)
B 3023-08-04 O7:22:08. 230040820 192.0.2.180 198.51. 100, 108 100 102 oxoba3 (39731) 64 Echo (ping) request 1d-0x0022, seqe=12/3072, ttl=64 (no response found!)
O 2O22-08-04 O7:22:00,253044601  192.8.2.100 198.51. 106, 163 IcH i1z Gxdcde (I9950) 64 Eche (ping) request 1de-0x0d22, seqe13/3328, ttl=64 (no response found|)
10 2022-08-04 OF:22:05.253046890  192.0.2.180 198.51. 106, 163 IcH iaz GxScde (I9950) 64 Eche (ping) request i1de-8xdd22, seqe13/3328, ttl=64 (no response found)
11 2022-08-04 O7:22:10.277553070 192.0.2.180 198.51. 106, 168 IcH i1z exScch (4di39) 64 Eche (ping) request ide=xddi?, seqeid/1584, ttl=64 (no response found|)
12 2022-08-04 &F:22:10.2F7554736  192.0.2.180 198.51. 106, 163 IcH a2 exScch (4di39) 64 Echo (ping) request ide=@xddi?, seqeid/3584, ttl=64 (no response foundl)
13 2022-08-04 6F:22:11.301531282 192.8.2.180 198.51. 106, 168 IcH 112 oxadid (4d324) 64 Echo (ping) request ide=@xddi?, seqe15/3248, ttl=84 (no response found!)
14 2032-08-04 67:22:11.301533680 192.8.2.180 198.51.106, 168 Icwe 162 oxadid (4d324) &4 Eche {ping) request id=Owd023, seq=15/3240, ttl=84 (no response found!)
15 2032-08-04 67:22:12.325536521  192.8.2.180 198.51.186, 168 oW 112 oxadal (48354} &4 Eche {ping) request id=0w0023, seqe1d/s896, ttl=84 (no response found!)
16 2022-08-04 6F:22:12.325537895  192.8.2.180 198.51.180. 168 o 162 oxada (48354} &4 Eche {ping) request id=9x0023, seqe16/s896, ttl=84 (no response found!)
17 2022-08-84 6F:22:13.326588040  192.8.2.100 198.51.180, 168 o 112 BxSea? (48455) &4 Eche {ping) request id=9x0023, seq=17/4352, ttl=64 (no response found!)
18 2022-08-84 67:22:13.326590258  192.9.2.190 198.51.180, 168 o 182 ex9ea? (48455) &4 Eche {ping) request id=9x0023, seq=17/4352, ttl=64 (no response found!)
15 2022-06-84 67:22:14.341544773  192.8.2.190 198.51.180, 168 o 112 exSeta (48554} &4 Echo (ping) request ideoxde?i, seqe=18/4608, ttl=a (no response found!)
20 2022-08-84 B7:22:14.341946249  192.08.2.108 198.51.180, 168 IcHw 182 exSeta (48554} &4 Eche {ping) request id=9x0022, seq=18/4608, ttl=64 (no response found!)
21 2022-98-84 B7:22:15.365%41588  192.08.2.100 198.51.180, 188 IcHP 112 exsefb (a8699) &4 Eche {ping) request id-owee2, seq=19/4864, ttl=sa (no response found!)
22 72022-08-84 07:22:15.365942566 192.8.2.100 198.51.100. 109 0% 192 exsefb (48699) &4 Eche (ping) request id-0x8022, seqe=19/4864, ttl=sa (no response found!)
23 3023-08-04 07:23:16,389973843  192.0.2.100 198.51.100.108 10w 12 exafes (40936) &4 Echo (ping) request 1d-0xB022, 50q=20/5120, ttla54 (no response found!)
34 3033-08-04 07:32:16.38097512% 192.08.2.1098 196.51.108. 169 bl a3 exafed (40936) &4 Eche (ping) request 1d-0x0022, seq-20/5120, ttl-64 (no response found!)
35 3032-08-04 07:32:17.413036452  192.08.2.100 198.51.100. 109 o 1z Bxad79 (41881) 64 Eche (ping) request 1d-0x0022, seq-21/5376, ttl-64 (no response found!)
36 303F-08-04 07:32:17.413038090  192.0.2.100 198.51.100, 109 bl 18z BxaB79 (41081) &4 Eche (ping) request id-0xw0022, seq-21/5375, ttl=64 (no respense found!)
37 1023-08-04 07:22:18.437054335  192.8.2.100 198.51.100, 109 bl g 1z Bxalle (31246) &4 Eche (ping) request id-0w0022, seq-22/5632, ttl-64 (no respense found|)
<
» Frame 1: 112 bytes on wire {856 bits), 112 bytes captured (896 bits) on interface capture uo 1, id @ 6000 a2 76 F2 00 00 1b DGR od 8 be 89 26 80 54 v Oy & T
» Ethernet I1, Src: VMware 9d:e8:be (00:50:56:9d:ed:be), Ost: a2:76:F2:00:00:1b (a2:76:¥2:00:00:1b) ¥ @0 0 81 00 00 66 81 B0 00 Cod 08 B0 45 00 00 54 B ZEIEEEE T8 |
95 74 40 0D 40 @1 bE 3B €0 00 02 64 cf 33 64 B4 wEg- 8 d-3dd
Direction: From Bridge G890 &b 55 0 22 60 @1 2 71 eb 62 0 00 00 BB ... .. cee
Pointer: vif id d9 9d B0 PO G0 B9 B0 PO 19 11 12 13 14 15 16 17 terazses
Dastination: 84 18 19 1a 1b 1c 3d 1e :: 0 2 22 23 14 25 26 27 saivhas Ly
Looped: No 4 28 29 2a 2b 2c 2d e 2F 30 31 32 33 34 35 36 37 ()%, .S 01234567
Reserved: @
Version: @
Seurce: @
Type: 80 F\Fif‘tuel LAN (DaE10d)
~| 892.10 Virtual LAN, PRI: @, DEI: @, ID: 102
+oerar . = Priority: Best Effort (default) (9}
el oen . = DEL: Ineligible 3
. B0 911@ 0ile - ID: 102
Type: 802,10 Virtual LAN [dxiidd)
~| 802.1Q virtual LAN, PRI: @, DEL: @, ID: 203
s .+ = Priority: Best Effort (default) (o)
o = DEL: Ineligible
saee B0 uw 1181 = Ib: 205 2
Type: IPva {Gwdsa)
Internet Protocol version 4, Sro: 192.0.2.100, bst: 198,51.100.100
Internet Control Message Protocol
] “EERaTmE
BEF_EENEIREER
- ARV IN 222 IR el S
1. EHEICMPEEFERER T, HESEERSLE T2,
2. ] tﬁ‘ﬁﬂ@%ﬁuﬁﬂ’JVLAN?—‘ %32050
. FTL i
1 26?2 08-84 87:21:56.503302102 I92-B-E-IW IW-'SI-IW-IW ICFD iz 1 &4 Echo (ping) "NUEH 1d=0:00022, seqe1/256, ttl=64 {no response found|)
2 1932-08-984 87 56.903383507 192.0.2.108 198.51. 184 180 bl 183 in 1d=0x0022, seqe1/256, ttl=64 {no response found!)
3 2022-05-84 87 .FIATEATTT  193.0.3.180 108.51. 100, 1080 MR 112 rqquns! ide@unozz, , ttl=64 (no response Found!)
42022.02-84 87:22:06.314267373  192.0.2.100 198.51.100. 100 1P 102 axBagl (39553) 64 Echo (ping) request ideoxdi2, respanse Foundl)
5 2022.08-04 7.215113353  192.0.3.100 158.51.100. 180 MR 112 axBacd (309619) 64 Echo (ping) request ideoxdail, respanse Foundl)
6 2022-08-04 7.215115445  192.0.32.100 158.51. 100, 180 1eMP 102 axBacd (39619) &4 Echo (ping) request ideoxdoi?, seq=11/2818, respanse Foundl)
7 2022-08-04 2.229038577  192.0.2.100 158.51. 108, 108 1eMP 112 axsb3 (36731) 64 Echo (ping) request ideoxonil, seq=12/3072, respanse Foundl)
8 2022-09-84 07 2.229040829  192.0.2.100 158.51. 108, 108 1eMP 102 axsb3 (36731) 64 Echo (ping) request ideoxo0il, deq=12/3072, respanse Foundl)
0 2023-08-04 07:33:05.253042601  192.0.2.100 158.51.100.100 1emMe 112 oxbete (35950) 64 Echo (ping) request id=0xB022, seqe13/3328, response Foundl)
18 2022-08-04 87 L253046853  192.0.2.1080 158,51, 189, 163 1eMe 182 fxtede (39950) &4 Eche (ping) request id-owo0i2, seqe13/3328, respanse Foundl)
11 2022-08-04 87 B.277053078  192.0.2.185 158,51, 189, 1583 1eme 112 exsccl (48139) 64 Echo (ping) request ide=0xdozl, seqe14/3584, response Foundl)
12 2022-08-04 07 0.277054736  192.0.2.100 198,51, 108, 180 TeMe 102 oxeceh (48139) 64 Echo (ping) request 1d=0wd023, seqe14/3584, response foundl)
13 2022-08-04 a7 1.301931282  192.0.2.1080 198,51, 100, 180 TeHe 112 oxoded (40324) 64 Echo (ping) request 1de=040022, seqe15/1840, response foundl)
14 2922-08-84 07222111, 301933600 192,092,100 198,51, 109, 153 e 182 fxodea (40324) 64 Echo (ping) request 1de-@wd22, seq-15/3840, response Foundl)
15 2832-08-84 @7 2.325036521  192.0.2.180 198,51, 104, 103 IHe 112 tdal (40354) 64 Echo (ping) request 1de-0ud022, seq-16/4006, response Foundl )
16 1932-08-84 07 2.3250378%5 192.0.2.180 198,51, 100, 108 IcHe 192 etdal (4n3sa) 64 Echo (ping) request 1de-0ud022, seq-16/4006, response Foundl)
17 2022-03-84 07 3.326088040  192.0.2.100 198,51, 109, 100 IR 112 Ex0el7 (4R455) 64 Echo (ping) request id-0u0022, seq-17/4352, respanse Foundl}
18 2022-08-84 07 3.326090258  192.9.2.100 198.51.109 . 108 e 182 Bx0007 (4B455) &4 Echo (ping) request id-0x022, seq-17/4352, respanse Found! )
19 2922-08-84 07:22:14. 341044773 192.9.2.100 108.51. 109, 100 TCMP 112 ExoBa (4B554) 64 Echo (ping) request ideoxdnil, seq=18/4608, raspanse foundl)
20 7922-83-084 192.0.2.188 198.51. 109, 100 TP 102 axBoBa (40554) 64 Echo (ping) request ideoxdeiz, seq=183/4608, respanse foundl)
21 7922-93-04 192.0.2.108 198.51.100. 100 MR 112 extofh (40609) 64 Echo (ping) request ideoxdei2, seq=19/4864, respanse foundl)
22 7022-93-04 192.0.2.108 198.51. 100, 180 1P 102 extefh (48659) 64 Echo (ping) request ideoxdnil, seq=19/4864, respanse Foundl)
23 7022-03-04 192.0.2. 108 158.51. 100, 186 1P 112 axofel (40936) 64 Echo (ping) request ideoxonil, seq=20/5130, respanse Foundl)
24 7022-03-04 192.0.2. 108 158.51. 100, 106 1P 162 axofel (40936) 64 Echo (ping) request id=oxo0il, seqe20/5130, respanse Foundl)
28 2022-08-04 192.0.2.100 168,51 100 . 160 1eMp 112 xaTe (41081) 64 Echo (ping) request idsoxo02, seq=21/5376, respanse Found!)
26 2022-08-04 192.0.2.100 168,51 100 . 160 TeMp 102 oxadTe (41081) 64 Echo (ping) request idsoxo02, seqs21/8376, respanse Found!)
27 W22-08-04 192.9.2.18 198,51, 109, 108 IMe 112 exalle (41246) 64 Echo (ping) request ideow022, seqe22f5632, respanse Foundl)
» Frame 2: 182 bytes on wire (E16 bits), 102 bytes captured (816 bits) on interface capture ud 1, id @ 000 a2 76 T2 00 00 1D 00 S0 S6 90 o8 be 81 00 90 ¢ v BV
he t: a2:76:F2:0@:8@:1b (aZ:76:f. .B]IIJ 08 99 45 00 00 54 95 T4 40 0) 40 @1 BB 38 <@ 0D ap= t @8
802.1Q Virtual LAN, PRI: @, DEL: @, ID: 285 @2 64 of 33 64 64 08 B0 eb 95 00 22 90 01 B8 T3 -3 pLht el |
= Priority: Best Effort (default) (8) eb 62 55 60 00 00 d5 50 B0 00 64 60 90 & 10 11 -b-- s
= DEI: Ineligible 12 13 14 15 16 17 18 1% 1a 1b 1 14 1e 1f 20 21 sersias sanaan |
22 23 34 35 26 XT38 3% 2a rb 2c 3d 2e 3 30 31 Te3EE'() "s,-./01
m 1]9@1 1101 = ID: 205 2 32 33 34 35 36 37 234567
Type: TPvd (0ndeed)
Internet Protocol Version 4, Sre: 192.8.2.100, Dst: 198.51.160.100
Internet Control Message Protocol




HIEFRPortchannel1. 207 HERE R, BEF—RBEERTUREES

1. EHEICMPEERRER S, HESEENSLER2K,

2. R ERIHRELEFVLANEE207,

3. AERR S A —EEINHELRIBVLANZE 1001 , AR E B A /N EPortchannel 1,
4. REBII MR A — B INVNER,

", Length FD P e
r 132022-98-04 BBI18:24.572548869 192.168.247.100 192.168.247.102  ICHP 138 1 axbede (24734) 255 Echo (ping) request |ideexea7h, seqee/@, ttl=2ss (no response found!)
7 2022-08-04 BBI18:24.572550073 192.168.347.100 192.168.247.102 IChP 118 255 Echo (pi idegxpo7b, seqed /e, ttl=z55 (no response found!)

3 7027-08-84 ©B118124.573286630 192.168.247.100 192.168.247.102  ICHP 128 idegupo7b, seqe1/256, ttle2ss (no response found!)
4.573267608  192.168.247.100 197.168.247.102  ICHP 18 @x6aaf (24735) 255 Echo (ping) request ideeupo7b, seqel/256, ttle2ss (no response found!)

4.573794751  192.166.247.100 19%.168.247.102 ie 178 axbaad (24736) 255 Echo (ping) request id-Bxdd7b, seqe2/512, ttl=255 (no response found!)

5 2022-08-04 B

6 2027-08-04 08:18:24.573795748 192.166.247.100 197.168.247.102 pie 118 Bx60ad (24736) 255 Echo (ping) request id-Bxdd7b, seqe2/512, ttl=255 (no response found!)

T I022-96-04 BE:16:34.574368638 192.168.347 197, 168.247. 102 ICHp 128 Bx60al (24737) 255 Echo (ping) request id-2xdd7b, seqe3 /768, ttl=255 (no response found|)

B 2022-08-04 BE:16:34.574360574 192, 168.24 192.168.247. 182 ICcHp 118 @a60al (24737) 255 Echo (ping) request id-@xdd7b, seqe3/768, ttl=355 (no response found|)

9 2022-08-04 BE:16:324,.574914512 192, 168.34 192.168.247. 182 ICHp 128 Ox6aaz (24738) 255 Echo (ping) request id=expd7b, seqe=4/1024, ttl=255 (no response foundl)
10 2022-08-04 98:18:24.574915415 192,168.24 192.168.247. 182 ICHe 118 @x6az (24738) 255 Echo (ping) request id=8xed7b, seqe4/1024, ttl=255 (no response foundl)
11 2022-08-04 98:18:24.575442569 192,168.24 192,168,247, 102 ICHP 128 Dx60a3 (24739) 255 Echo (ping) request id=0xdd7h, seqe5/1288, ttl=255 (no response foundl)
17 2022-08-04 08:18:24.575443601 192.168.24 192.168.247.182 Iche 118 @a60ald (24739) 255 Echo (ping) request id=Dxdd7h, seqe5/1388, ttl=255 (no response foundl)
1% 2022-08-04 0B:18:24,.575918119  192.168.247.180 192, 168.247.182 Iche 128 @abdad (247482) 255 Echo (ping) request id=Dxdd7h, seqe6/1536, ttl=255 (no response foundl)
14 2022-08-04 DB:18:24,.575919057 192.168.247.180 192, 168.247.182 Icwe 118 DuG0ad (247a0) 255 Echo (ping) request id=@x®07b, seqes/1536, ttl=255 (mo response foundl)
15 2027-08-04 DB:18:24,. 576407671 192.168.247.180 192, 168.247.182 Icwe 128 Bx68as (24741) 255 Echo (ping) request id=@xe07b, seqe?/1792, ttl=255 (no response foundl)
16 2027-98-04 DE:18:24,. 5TC408585 192, 168.247.188 192, 168.247.182 Icwe 118 Bx68as (247a1) 255 Echo (ping) request id=@xo07b, seqe?/1792, ttl=255 (no response foundl)
17 2022-98-04 DE:18:24. 570885643  192.168.247.188 192, 168.247.182 i, 138 Bxbaas (24742) 255 Echo (ping) request Ide=@xpo7b, seqed/reds, ttls255 (no response foundl)
18 2022-08-04 08:18:24,576886561 192.168.247.100 192.168.247.102  ICHP 18 Ox60as (24743) 255 Echo (ping) request id=oxpoTb, seqes 2048, ttls25s (no response found!)
19 2022-08-04 09:18:24,577354228  192,168.247.100 192.168.247.102  ICHP 128 ex60a7 (24743) 255 Echo (ping) request id=oxpoTb, seqes 2394, ttls25s (no response found!)
20 2022-08-04 08:18:24.577365234  192.168.247.100 192.168.247.102  ICMP 18 x6aa7 (24743) 255 Echo (ping) request id=@xee7b, seqes/2394, ttl=25s (no response found!)
21 2022-98-04 08118124, 577987632  192.168.247.100 192.168.247.102  ICMP 128 x6aas (24744) 255 Echo (ping) request ideoxea7b, seqe19/2568, ttl=255 (no response found!)
22 2022-98-04 B8118124. 577989290  192.168.247.100 192.168.247.102  ICMP 113 @x6aag (24744) 255 Echo (ping) request id=Bxee7b, seqe18/2568, ttl=255 (no response found!)
23 2022-98-04 B8118124. 578448781  192.168.247.100 192.168.247.102  ICMP 128 @x6aaa (24745) 255 Echo (ping) request idsBx@a7h, seqs11/2816, ttl=255 (no response found!)
24 2027-98-84 B8118124.578449909  193.168.247.100 192.168.247.102  ICMP 13 @x68aa (24745) 255 Echo (ping) request idsBx@a7h, seqs11/2816, ttl=255 (no response found!)
25 2027-98-84 B8:18124.578900843 192.168.247.100 192.168.247.102  ICMP 128 @xbBaa (24746) 255 Echo (ping) request idsBxea7h, seq=12/3872, ttl=255 (no response found!)
26 3822-98-84 BE:18:24. 578908807 192.168.247.180 192.168.247.182 ICHP 118 Bx68aa (24746) 255 Echo (ping) request id=@x@e7b, seqe12/3872, ttl=255 (no response Foundi)
27 3827-98-84 BR:18:24 570426962 192.168.247.188 192, 168.247.182 TCHP 128 Bx6aab (24747) 255 Echo (ping) request id-@x@e7b, seqe13/3328, ttl=255 (no response Foundi)

> Frame 1: 138 bytes on wire (1024 bits), 128 bytes captured (1824 bits) on interface capture uo 3, id @ B0 1c 09 17 df d6 ec ©@ 89 26 89 3d
» Ethernet 11, Src: Cisco db:ec:od (P:17:df:dé:ec:ed), Dst: a2:76:f2:00:00:1c (a2:76:F2:00:00:1c) @3 29 §1 00 o0 of 08 00 45 0D 00 64

fE ol ea dd ob a8 7 64 oD aB 7 66
B Th 00 20 B0 00 00 02 44 Be 4a 78
ab ed ab £d  ab ed ab od ab cd ab cd
ab cd ab ¢d  ab cd ab cd ab cd ab cd
ab cd ab ¢d ab cd ab od ab cd ab cd
ab cd ab ¢d ab cd ab «d ab cd ab cd

Direction: From Eridge
Pointer: vif_id
Destination: 61

versiom: @
Source: @

v:rtua] LAN (@oE16e

LAN, PRI: @, DEI: @, ID: 1801
. = Priority: Best Effort (default) (@)

. = DEL: Ineligible 3
. 9011 1110 1001 = 10t 1091

:x£ m1-$ Virtual LAN (dxElod)
A 892.10 virtual LAN, PRI: @, DEI: @, ID: 287
. = Priority: Best Effort (default) (@)
. = DEI: Ineligible
am 1100 1111 = ID: 207 2
TPvd (D0eoa)
Internet Protocol Version 4, Src: 192.168.247.100, DSt: 193.168.247.102
Internet Control Message Protocol

BEF_EENCAREER

1. EHEICMPEERZRER T, BESEERILER2R,
2. Ria BRI WERVLANZRR R 207,

™ [r— Longh P B
12022-08-04 08:18:24.57 2548060 192.168,247.100 192.168.247.102 IcHp 128 1 255 Echo (ping) request Nd-0wdd7h, seqed/®, ttl=255 (no response foundl)
Z2022-08-04 DB:1E: 24572550871 192.168.247.100 192, 168,247,182 IcHp 118 Echo ( | d=0x®Th, seqe0/0, ttl=255 (no respanse foundl)
32022-08-04 02:18:24.57 1086630 192.168,247.100 192, 168.247.102 IcHe 128 {p! id=dmdaTh, seqelf256, ttl=255 (o response Foumd])
42022-08-04 02:18:24_573287640  192.168.247.100 192.168.347.102  ICMP 118 oxgasf (24735) 255 Echo (ping) request id=oxpoTb, seqs1/256, ttl=25S (no response found!)
5 2027-08-04 02:18:24.573794751 192.168.247.108 192.168.247.102  ICWP 128 axBas0 (24736) 255 Echo (ping) request id=8x@a7h, seqs2/512, ttl=2%5 (no response found!)
6 2027-08-04 02:18:24.573795748 192.168.247.100 192.168.247.102  ICMP 118 BxBa0 (24736) 255 Echo (ping) request idsex@arh, seqs2/512, ttls=255 (no response found!)
7 2022-08-84 98:18:24.574368638 192.168.247.180 192.168.247.102  ICMP 128 exBdal (24737) 255 Echo (ping) request idsexParh, seqs3/768, ttl=255 (no response found!)
820278884 BE:11E1 2 574369574 192.168.347.18@ 192.168.247.182 ICHP 118 BxEdal {24737) 255 Echo (ping) request id«Bx@e7b, seqe3/768, ttl=255 (no response found!)
9 2022-08-84 9511812 574014512  192.168.347.18@ 192.168.3247.182 ple 128 exedal (24738) 255 Echo (ping) request id-ex@a7hb, seq=4/1824, ttl=255 (no response found!)
18 3822-98-84 981181 24.574015415  192.168.247.100 192.168.247.182 IcHp 118 exGdal (24738) 255 Echo (ping) request id@wdd7h, seqedf1824, ttl=255 (no response found!)
11 2022-98-84 98182 24.575442560  192.168,247.100 192, 168. 247,102 IcHp 128 exGdad (24739) 255 Echo (ping) request id-0wdd7h, seqe5/1280, ttl=255 (no response found|)
12 2022-08-24 08:18:24.575443601  192.168,247.100 192, 168. 247,102 IcHp 118 dmGdad (24739) 255 Echo (ping) request id-0wddTh, seqe5/1280, ttl=255 (no response foundl)
13 2022 -08-34 08:18:24.575018119 192.168,247.100 192, 168.247.102 IcHp 128 omGdad (24740) 255 Echo (ping) request id=-0mBO7h, seqe6/1536, ttl=255 (no response foundl)
14 2022 -08-04 08:18:24.575010057  192.168,247.100 192.168.247.102 IcHp 118 ox6dad (24740) 255 Echo (ping) request id=0mB0Th, seqe6/1536, ttle255 (no respense foundl)
15 2022-08-04 02:18:24.576407671  192.168.247.100 192.168.247.102 IcHp 128 oxEas (24741) 255 Echo (ping) request id=0mB0Tb, seqs7/1792, ttls255 (ne respense found!)
16 2022-08-04 03:18:24.576408585  192.168.247.100 192, 168.247.102 IcHp 118 oxEaas (24741) 255 Echo (ping) request id=dxddTh, seqs7/1792, ttl=255 (no response found!)
17 2022-08-04 02:18:24.576085643  192.168.247.100 192.168.347.102  ICHP 128 OxG0s6 (24742) 255 Echo (ping) request [d=0m007b, seqe2/2048, ttls355 (no response found!)
18 2023-08-04 08:18:24. 576886561  192.168.347.100 192.168.247.102  ICHP 118 axBas6 (24742) 255 Echo (ping) request id=@xpaTh, seq=2/2043, ttl=255 (no respense foundl)
19 2023-08-04 08:18:24.577394328  192.168.347.100 192.168.247.102  ICHP 128 exEaa7 (24743) 255 Echo (ping) request id=@xpaTh, seq=9/2304, ttl=255 (no respense foundl)
20 2027-08-04 08118124.577395234  192.168.347.100 192.168.247.102  ICHP 118 exEda7 (24743) 255 Echo (ping) request id=8xpaTh, seq=9/2304, ttl=255 (no response foundl)
21 2027-08-04 0B:18124.577987632 192.168.747.100 192.168.247.102  ICHP 128 BxEBIR (24744) 255 Echo (ping) request idsewpa7h, seq=18/2568, ttls255 (no response found!)
22 2022-08-04 08:18:24_577089290  192.168.247.100 192.168.247.102  ICHP 118 BxEAE (24744) 255 Echo (ping) request id-xeeTh, seqe18/2568, ttle255 (no response found!)
23 2022-08-04 0B:18:24.578448781 192.168.247.100 192.168.247.102  ICHP 128 x60a0 (24745) 255 Echo (ping) request id-@xpo7b, seqe11/2816, ttle255 (no response found!)
24 2022 -08-04 9811EI 24578440000 192.168.247.180 192, 168.247.102 IcHp 118 SwERD (24745) 255 Echo (ping) request id-0wddTh, seqe11/2816, ttl=255 (no response found|)
25 2022-08-04 981181 24.578000043  192.168,247. 100 192, 168. 247,102 IcHp 128 dwbdaa [24746) 255 Echo (ping) request id-0wdd7h, seqe=12f3072, ttl=255 (no response foundl)
26 2022 -08-04 08:18:24.578000897  192.168,247.108 192, 168.247.102 e 118 DmGBaa {24746} 255 Echo {ping) request i1d=-0mB07b, seqe=12/3072, ttl=255 (o response foundl)
27 2027-08-04 02:18: 24570426062  192.168,247.180 192,168, 247,182 e 128 omGdal {24747} 256 Echo (ping) request 1d=-0xd07h, seqe=13f3328, ttl=255 (Ao respomse found)
» Frame 2@ 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface capture_ud 3, id @ a2 76 £2 00 80 1c 00 17 df 46 oc 00 81 00 B0 of
» Ethernet I1, Sre: Cisco deiec:dd (00:17:dF:d6:ecz0b), Dst: a2:76:42:00:00:1c {a2:76:F2: 00:00:1c) B3 9@ 45 00 00 64 6O 9e 00 00 Ff 91 ca dd c@ a8
§02.10 Virtual LAN, PRI: 0, DEI: B, ID: 207 f7 64 ¢B aB 7 66 6B 08 o5 8 00 7h 00 00 0O DO
o0, ... . = Priority: Best Effort (default) (@) PeEl 90 92 4d 8c 43 78 ab ¢d ab cd ab od ab od ab cd
T ) . = DEL: Ineligible oea0 ab od ab od ab ¢d ab cd ab od ab od ab od ab od
. 5000 1100 1111 = ID: 207 2 @i ab cd ab od ab cd ab cd ab cd ab cd ab od ab cd
. : IPvd (0x0900 ab ¢d &b od ab cd ab cd  ab ed ab ¢d ab od ab ed
ype L ) ab cd ab ed ab ed
Iatérnet Protocel Version 4, Sre: 192.168.247.100, Dst: 193.168.247.182
Intérnet Control Méssage Protocol

oL
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-
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fiter_jomp G000 000 192.0.2.100 5 [ GG DI001E0-0% 192.8.2.100 i 0 1 [ o L] #8

Edit Packet Fiter Tx
Filter Narme™
Proteel EMP_Pe |
EtherTyee Any -
trenar visn 0 Outer visn L]
Source Destrnation
1Pl 19202000 1Pvd 196.51.100.000
[ E 18
Port [] et o
HAC 00:00:0500:00:00 MAC 0000:00:00:00:00
o Cancel

3. ff FTools > Packet Capture > Capture SessionZE I ¥ HE =2 5E:

System
Packet Capture Troubleshooting Logs

Overview Interfaces Logical Devices Security Engine Platform Settings Help admin

[ somin T

¢ Refresh

No Session available

4. #&¥EEthernet1/2 , 12{tSession Name , FEAHEEIBRES , AR — T Save and RunLAR A #

Select an instance: | fed1 - .
| fdr Session Hame™ ol
I Selected Irterfaces Ethernetif2 I
Buffer Size 256 MB 2
Srap length: 1518 Bytes
Store Packets Append
- Capture Filter Aaply Fiter RS

Bthemati/3
Besly Anther Fiker  Create Fier
Erharnat/4, Echarneti/10

Aply  Frer_jemp v T8 Ehemet1f2 ~ 8

Ethamatii

FXOS CLI
BRRFXOS CLIELMU TS REEE RN E LHERTHE
1. B IE A2 N B B MR B ~F 5%

firepower# scope ssa
firepower /ssa# show app-instance
App Name Identifier Slot ID Admin State Oper State Running Version Startup Version



Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftdl 1 Enabled Online 7.2.0.82 7.2.0.82

Native No Not Applicable None
2.1Ehttps://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml| # 1 52 | P 175 7E #& 5%
o EEEEBRT , ICMPIHERE A1,

SEVHESRE

2.

firepower# scope packet-capture

firepower /packet-capture # create filter filter_ icmp

firepower /packet-capture/filter* # set destip 198.51.100.100
firepower /packet-capture/filter* # set protocol 1

firepower /packet-capture/filter* # set srcip 192.0.2.100

firepower /packet-capture/filter* # exit

firepower /packet-capture* # create session capl

firepower /packet-capture/session* # create phy-port Ethernetl/2
firepower /packet-capture/session/phy-port* # set app ftd

firepower /packet-capture/session/phy-port* # set app-identifier ftdl
firepower /packet-capture/session/phy-port* # set filter filter_icmp
firepower /packet-capture/session/phy-port* # exit

firepower /packet-capture/session* # enable

firepower /packet-capture/session* # commit

firepower /packet-capture/session #

R
FCM

#52Interface Name , # {ROperational Status &up , X #52File Size ( LA TAA RS ) 380 -

Logical Devices  Security Engine  Platform Settings

ones somen_ (TN

Filter List Ak Fitee

Filter Name Pratecsl Tnmer vlan Daiter vlan EtherType

£ Tools > Packet Capture > Capture Session B /T H & . Filter , #{ROperational Status%
up , EFile Size ( LMYt BB ) 1840 :

Security Engine  Flatform Settings

= capl Ovop Count: [ operational state: wp | Bulfer Size: 256 MO Snap Langth: 1518 Dytes

Interface Name Filter File Size (in bytes) File Hame Device Kame

pw— [ ] owiore [

| capl-ethernet-1-2-Gpcap LT

FXOS CLI

Efh scope packet-captureF FY I ESEME A

firepower# scope packet-capture
firepower /packet-capture # show filter detail

Configure a filter for packet capture:
Name: filter icmp
Protocol: 1


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Ivlan: O
Ovlan: 0
Src Ip: 192.0.2.100
Dest Ip: 198.51.100.100
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: O
Ethertype: 0
Src Ipvb:
Dest Ipvé6:
firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Name: capl
Session: 1

Admin State: Enabled

Oper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:
Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 213784 bytes
Filter: filter_ icmp
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

WA 3R

1% RS Firepower 4100/9300 A ¥B 32 A M R AR R — B ch 9 5 BRIR A
REMERSH

ERAENOHEERBENREAR HMBRER, EEE-—EERCYREER

1. EHEBICMPEIERERER T, BESEERNSEER2R,

2. B E RS RELREVLANER,

3. AER3Z LS A S8 Bl E A /T Ethernet1/28 E 4 E 4R B VLANEH 102,
4. REPR IR A — (B BT INVNIZE



Ma Tifrias Seurce Detnation Pretosel Langth Ld -] FTTL Jahs =)
12022-88-92 15:46:55.683277760 192.9.2.190 198.51.108. 169 ICHP 188 1 @x8012 (18) 64/Echo (ping) request seq=349/23809, ttl=64 (no r
2 2022-88-92 15:46:55.683279688 192.9.2.100 198.51.108. 180 ICHP 182 8812 64 Echo (pi request| id=@x8@18, seqe=349/23809, ttl=64 (no r
3 2022-08-82 15:46:56.627139252 192.8.2.100 198.51.1088. 168 ICHP 188 axoadb (219) 64 Echo (ping) request id=8x8818, seq=358/24865, ttl=64 (no r
4 2022-08- 146:56.627140919  192.9.2.190 198.51.108.169 ICHP 182 exeadb (219) 64 Echo (ping) request id=@x@018, seq=358/24065, ttl=64 (no r
5 2022-88- 146:57.651185193  192.9.2.108 198.51.108. 180 ICHP 188 ex@lch (459) 64 Echo (ping) request ide@x8e@18, seqe351/24321, ttlesd (no r
6 2022-08- :46:57.651186787  192.9.2.100 198.51.100.160 1CHP 192 oxdlch (459) 64 Echo (ping) request id-0xB018, seq=351/24321, ttl=sd (no r
7 2022-08- 146;58.675153317  192.9.2.190 198.51.108. 169 ICHP 188 ex@1d6 (47@) 64 Echo (ping) request ide-ex@e1s, seqe352/24577, ttlecd (no r
8 2022-88- 146:58.675154563 192.0.2.100 198.51.100. 168 cmp 182 axa1d6 (4780) 64 Echo (ping) request ide8x@@1s, seqe35if24577, ttlesd (no r
9 2022-08-92 15:456:50.609152639 192.9.2.100 198.51.190.109 ICHP 198 oxo1fa (S00) 64 Echo (ping) request id-@x0e18, seqe353/24833, ttlesd (no r
10 2022-08-02 15:46:59.699153835 192.9.2.100 198.51.106.160 1CHP 162 axo1fa (500) 64 Echo (ping) request ide@x@e@ls, seqe353 24833, ttlesd (no r
11 2022-08- 192.0.2.100 198.51.100.100 1cHp 108 axe1fo (505) 64 Echo (ping) request id=@x@018, seqs354/25089, ttl=sd (no r
12 2022-08- 192.9.2.100 198.51.100.109 ICHP 192 oxoifa (505) 64 Echo (ping) request id-@x0@is, seqe354/25089, ttlesd (no r
13 2022-88-02 15:47:01.747162204 192.9.2.180 198.51.108. 108 ICHMP 188 exe26e (622) 64 Echo (ping) request ide=@x9e18, seqe355/25345, ttlesd (no n
14 2022-88-02 15:47:01.747163783 192.9.2.100 198.51.108. 108 ICHP 182 exe2ee (622) 64 Echo (ping) request id=@ue@18, seq=355/25345, ttlssa (no r
15 2022-08-02 15:47:02.771209952 192.9.2.100 198,51, 108,160 ICHP 168 oxdzbe (700) 6d Echo (ping) request id=0x@@is, seq=356/25601, ttl=64 (no r
16 2022-88-82 15:47:02.771211862 192.9.2.180 198, 51,108, 108 ICMP 182 @x82zbe (7ee) 64 Echo (ping) request id=@x@e@18, seq=356/25681, ttls=6d (no n
17 2022-88-82 15:47:03.772258558 192.9.2.180 198.51.108. 108 ICHP 188 ox032f (815) 64 Echo (ping) request id=-0x0018, seq=357/25857, ttl=64 (no r
18 2022-88-92 15:47:03.772259724  192.9.2.189 198,51,109, 189 ICHP 182 exe3zf (815) 64 Echo (ping) request id-ex@eis, seq=357/25857, ttl=64 (no r
19 2022-88-82 15:47:04.791118519 192.9.2.180 198.51.108. 188 ICHMP 188 exedef (1839) 64 Echo (ping) request id=ex@@18, seq=358/26113, ttl=6d4 (no
20 2022-08-92 15:47:04,791119721 192.9.2.100 198.51.100.109 lay 192 oxeaaf (1839) 64 Echo (ping) request id-exee18, seq=358/26113, ttl=64 (no r v
< >
» Frame 1: IGB bytes on wire (864 blts), 188 bytes r.aptured (564 bits) on interface capture_ud_1, il S6 97 bd b9 77 @e @0 58 56 9d ed be 89 26 80 B2 X
: (58:97:bd:bo: 77 :0e) 00 00 B1 00 00 66 @8 B0 45 OO 00 54 00 12 46 00 - -
48 @1 4d 9b c@ 88 82 64 <6 33 64 64 BB 09 ¢ 67 Q
= pirection: From Bridge 82 18 91 5d e2 46 0 62 0D OO 90 00 <1 a6 Ac 80
Pointer: vif id B2 90 90 90 10 11 12 13 14 15 16 17 18 19 1a 1b L =
Desbinatlon: 1o 1c 1d 1e 1f 20 21 22 23 24 35 26 27 28 29 2a 3b . !"u m'{)'+
2c 2d 2e 2f 3@ 31 32 33 34 35 36 37 5+ /0123 4567
Looped: HNo 4
Reserved: @
ties esas aess seer wx@B seee ceas waes = Version: @
.................... 9008 0090 AEO8 = Source: @
Type: B82.1Q virtual LAN (BxB8188)
~|B02.1q virtual LAN, PRI: @, DEI: 8, ID: 102
BB, ... s aaas = Priority: Best Effort (default) (@)
............ = DEI: Ineligible 3
veae 9800 Q118 9119 = ID: 182
Type: IPvd (Bx@E8)
»|Internet Protocol Version 4, Src: 192.8.2.188, Dst: 198.51.100.160
»| Internet Control Message Protocol 2
< 3
3 —_ pL <IN
BEE_EENT , YREEH
1. EHEBICMPOERERER T, HESEENILER2K,
S S =
2. RIBERSHRBELZBEVLANER.
W“‘B ?ﬁ'ﬁﬁﬁ)&%?s]iﬂlﬁﬁEthemeﬂ/ZH’JEf&ﬁﬁJ‘EVLANFﬁmZO
No. PTIL Inéo L
12022-03-62 15:46:55.683277760 ‘192.0.2.100 1?8.51.1%.1% ICHP 198 1 9:90‘12 (1a) 64 Echo (ping) request | id=x@eis, seq=349/23889, ttl=64 (no r
2 1032-088-02 £ 192.8.2.180 198.51.108. 1988 ICMP 182 axed12 (18 64 Echo (pin uest | id=@x@018, seq=349/23889, ttl=64 (no r
3 2022-08-082 15: 6,56 627135252 192.8.2.100 198.51.108. 1088 ICHP 188 axeddb (219) 64 Echo (ping) request 1d-0x0018, seq=350/24865, ttl=64 (no ©
4 2022-08-92 15:46:56.627140919  192.9.2.180 198,511,199, 108 ICHMP 182 axeddb (219) 64 Echo (ping) request 1d=0xe018, seq=350/24065, ttl=64 (no r
5 2822-08-02 15:46:57.651185193 192.8.2.180 198.51.108. 108 ICMP 188 ax@lch (459) 64 Echo (ping) request id=0x@e18, seq=351/24321, ttl=64 (no r
6 2022-08-02 15:46:57.651186787 192.9.2.100 198.51.100. 108 IcMP 102 oxelch (459) 64 Echo (ping) request id=0x@818, seq=351/24321, ttl=64 (no r
7 2022-08-92 15:46:58.675153317  192.9.2.100 198.51.198. 108 ICHP 168 axe1ds (470} 64 Echo (ping) request id=0x0018, seq=352/24577, ttl=64 (no r
B 2022-08-082 15:46:58.675154583 192.8.2.180 198.51.108. 108 ICMP 182 axe1ds (47@) 64 Echo (ping) request id=ex@e18, seq=352/24577, ttl=64 (no r
9 2022-08-02 15:46:59.699152639 192.9.2.100 198.51.100.108 IcMP 108 axe1fa (5ea) 64 Echo (ping) request 58q=353/24833, ttl=64 (no 1
19 2022-88-82 15:46:59.699153835 192.8.2.18@ 198.51.108. 108 ICHP 182 axe1fa (580) 64 Echo (ping) request 58q=353/24833, ttl=64 (no r
11 2922-28-92 15:47:09.723142641 192.9.2.180 198.51.108. 188 ICHMP 188 exe1fs (505) 64 Echo (ping) request seq=354/25089, ttl=64 (no r
12 2022-08-02 15:47:00.723144643  192.9.2.100 198.51.1900. 108 ICHP 182 ex@1fs (505) 64 Echo (ping) request seq=354/25089, ttl=64 (no r
13 7022-98-92 15:47:01.747162284 192.9.2.180 198.51.198. 108 ICMP 188 ax@26e (622) 64 Echo (ping) request s5eq=355/25345; ttl=64 (no r
14 2022-08-02 15:47:01.747163782  192.0.2.100 198.51.100. 100 ICHP 102 ox@26e (622) 64 Echo (ping) request seq=355/25345, ttl=64 (no r
15 2022-88-92 15:47:02.771209952 192.8.2.100 198.51.100.100 ICHP 108 ox@2bc (700) 64 Echo (ping) request seq=356/25601, ttl=64 (no r
16 2022-08-82 15:47:02.771211862 192.9.2.100 198.51.100. 188 ICMP 182 ax@zbc (704) 64 Echo (ping) request seq=356/256@1, ttl=64 (no r
17 2022-88-982 15:47:03.772258558 192.9.2.180 198.51.100. 188 ICMP 168 axg32f (815) 64 Echo (ping) request 58q=357/25857, ttl=64 (no r
18 2022-08-92 15:47:03.772259724 192.9.2.199 198.51.100.109 ICMP 102 exe32f (815) 64 Echo (ping) request seq=357/25857, ttl=64 (no r
19 2022-08-82 15:47:84.791118519 192.9.2.1089 198.51.100. 188 ICMP 168 axaaef (1839) 64 Echo (ping) request id=@x@918, seq=358/26113, ttl=64 (no r
20 2022-08-92 15:47:04.791119721  192.9.2.180 198.51.190.188 ICMP 182 axgaef (1039) 64 Echo (ping) request id=0x@018, seq=358/26113, ttl=64 (no r
< >
> Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_ue_1, iy 58 97 bd b9 77 0 00 50 56 9d o8 be 81 00 @@ 66 X W P W-----of
» Ethernet II, Src: VMware 9d:ef:be (@8:58:56:9d:e8:be), Dst: Cisco bo:77:8e (58:97:bd:b9:77:8e) 98 @0 45 90 90 54 99 12 40 80 49 01 4d 9b @ e CcE-Te- @-@-M--
~|882.1Q Virtual LAN, PRI: O, DEI: @, ID: 182 82 64 c6 33 64 64 03 8@ 9e 67 @@ 18 01 5d e 46 d-3dd-+ «g-++]-F
@90, veer vees ... = Priority: Best Effort (default) (&) €0 62 60 02 08 80 C1 a6 Bc 00 00 80 80 60 10 11 be-ooe ceeees
B o e « DEI: Ineligible 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 -« oo SR |
. 0000 0110 0116 = ID: 103 22 23 24 25 26 27 28 29 a 2b 2¢ 2d 2e 2f 30 31 "a$NR'() "+,-./1
32 33 34 35 36 37 234567

Type: IPvd (0x8800)

»| Internet Control Message Protocol
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FERFEEUEIRER R , AR A S B PiBRRARH S,

REBLR T EH -
% pay DANRARERE ro  paemas sEors

BEAH E:ICMP
‘T:I_:B'J [T} EIE;J?
Ethernet1/2J:ﬁﬂ§ Etherne 102 ER# : 192.0.2.100 #IE#£192.0.2.100F) = #
BREEEELSERE t1/2 A BiZ 198.51.100.1008Y ICMP 2] FE
HaoEE : 198.51.100.1

00

I $EFirepower 4100/9300 AP 32 i i T 4 32

FCM

BREBFCM LR AT ZRINE RS IR EESR

1. %&— TDlsabIe SessioniZ = 1 SE B FE -

erview Interfaces Logical Devices Security Engine Platform Settings

& Rafresh Caphune Session Dot Al Sessions

G Refresh Captune Session Dt A Sesisone

Interdace Nome Filter File Size (in bytes) Fils Narme Device Name

3.3 —T "Download., , TEHHEEUESE :

verview Interfaces Logical Devices Security Engine ad

Interface Name Filteer File Size {in bytes) Fille Hame: Devioe Name

HRNBBEENE  HEEAXKEMTHERLIR,
FXOS CLI
EIRFXOS CLIEM U TS BRI HEER

1. FILEBHE



firepower# scope packet-capture

firepower /packet-capture # scope session capl
firepower /packet-capture/session # disable
firepower /packet-capture/session* # commit
firepower /packet-capture/session # up

firepower /packet-capture # show session capl detail

Traffic Monitoring Session:
Packet Capture Session Name: capl
Session: 1
Admin State: Disabled
Oper State: Down
Oper State Reason: Admin Disable
Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite
Session Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0
Drop Count: 0

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 2
Pcapfile: /workspace/packet-capture/session-1/capl-ethernet-1-2-0.pcap
Pcapsize: 115744 Dbytes
Filter:
Sub Interface: 0
Application Instance Identifier: ftdl
Application Name: ftd

2. ftlocal-mgmtin = S5 E L ERHEER !

firepower# connect local-mgmt
firepower (local-mgmt) # copy /packet-capture/session-1l/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI
usbdrive: Dest File URI
volatile: Dest File URI

workspace: Dest File URI
firepower (local-mgmt) # copy /packet-capture/session-1l/capl-ethernet-1-2-0.pcap

ftp://ftpuser@10.10.10.1/capl-ethernet-1-2-0.pcap
Password:

HRIBEENH  FABERENHERBERER,
B, BEARENR AR Hakl
E RdFirepower 4100/9300 A ZP R i A E BIF PR F| , 582 & Cisco Firepower 4100/9300

FXOS## & EE S B B 15 8, Cisco Firepower 4100/9300 FXOS CLIEL E 15 i— ZE it EHER —EE

UTRERTACRAIFHIBEIEASTANREEREBE
- BRARAE R M PR A



- HEFEEBERENTH LNENSY I MFTERERE.,

- ERWERIEES.

- EREBESE , ZENATHER TIPS E,

MR ARIEEEAX/NHSnap Len , AP HE1518 L TN TARETR. EEN K/ NEHK
HENEHIHEESRN , R2TF R

- REBEERBETE XD,

. 55X EFCMEFXOS CLI LK Drop Count. —EiEREFEKR/NRE , EEFTEFTHHIMNSIE
piI[8

. £ Wireshark £ fi Ffilter lvntag Al B R T HVNEBHWER S, EHRETNEERN SHERE
RPEBRVNEBNERTIEEEH.

. EEWireshark £ f£ Afilter frame.number&1ER ~EH HH. EHRBRERNEERNTHEBESR
PHERERNTIEEEA.

- BRATCPEWHE , WiresharkFERERAEZEEKAA , UAFTEANECEREERERGENERT, &
HAREERPHEEENOMERADPRIBEBENERLT , ERCTESRBEILAFER
FREH, NRI>MERTHEERIEATMBER:S , ISERNENSELRFHER , A
FHREBAER,

LN 220X E3100

EdFirepower 4100/9300[F , &£ B A #3100 LKy A B3 i i 7€ BB capture <name> switchin
SEEARXSSY N ELESE , HbswitchBIEIEEERT R Bl BHE.

LT 2 BB switchi&E Y captureds & :

> capture cap_sw switch ?

buffer Configure size of capture buffer, default is 256MB
ethernet-type Capture Ethernet packets of a particular type, default is IP
interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum length to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this
option with a slow console connection may result in an
excessive amount of non-displayed packets due to performance

limitations.
stop Stop packet capture
trace Trace the captured packets
type Capture packets based on a particular type

<Cr>

BREERSHEN—RIRUT :

1. EE®ANH :
R FHIGEEEZ WA T Enameif. EAETUEEERNEERE,. RFLTEERIEENE :

> capture capsw switch interface ?

Available interfaces to listen:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205



management Name of interface Managementl/1

2. IBE 2 A#taEtherType. T3 EtherType&IP, ethernet-typei1&{E$s EEtherType:

> capture capsw switch interface inside ethernet-type ?
802.1Q

<0-65535> Ethernet type
arp

ip

ip6

pppoed

pprpoes

rarp

sgt

vlan

3. I EMCE K. capture match iEIEHE E CEFRHG

> capture capsw switch interface inside match ?
<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip

ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pprtp

sctp

snp

spi SPI value

tcp

udp

4. EEHMTES E , MEFHEKR)D, EHERESE,
5. BRI #¥. no capture <name> switch stop3s < /1% Ex F #EE:

> capture capsw switch interface inside match ip
>no capture capsw switch stop

6. MR HEFMER

- BEEMREABA , BEMRERBupMactive,

- ERSHEER X/ Pcapsizetg il

. show capture <cap_name>#i i P BN ERTBEIESE,

. R R Pcapfile. HENER T B B F/mnt/disk0/packet-capture/f& =R 3%,
- HEGG. RBSREREREEDEIHEBIEES.



> show capture capsw
27 packet captured on disk using switch capture
Reading of capture file from disk is not supported

>show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap
Pcapsize: 18838

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. REREIEE

> capture capsw switch stop
>show capture capsw detail
Packet Capture info

Name: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_ Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0



Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

SIEHERER, RBIKNERLEIEI100AMBRRBBMEE PN T RIRE.

ERA7.27F , FMCEFDMA X EABR BB ERE, EASAHBERA18(NRESKRAF |, 1
LATEASDMARAR7.18.1 xR ESRA P EE A EBR M IEE,

BESSRELZSHABII00APRBEIBENE RFERHRH,
YERBEENEH LN ERTHEE
EAFTDIHASA CLIFEN EEthernet1/18Portchanne1 /T E LB MBFER AHE., MENEH

B Hnameif inside.

ik, BRaORNRME

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100 Uplink

@ ICMP echo-reply ! outside

198.51.100.100
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Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100 Uplink

@ ICMP echo-reply

198.51.100.100

outside

L

iHRE
FEASASFTD CLIL#{TUT S |, £/ EEthernet1/18{Port-channel1 Lt B & XS H%E -

1. e nameif:

> show nameif

Interface Name Security
Ethernetl/1 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

> show nameif

Interface Name Security
Port-channell inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. B HEERE

> capture capsw switch interface inside

3. MAEEEE

> no capture capsw switch stop

R

RERESHAE, EENRERE. MTEEENBBIRFR. #iRPcapsizeff ( AU THEREN
) EIMBEHENEROBEET

> show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256



Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 12653

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
79 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EPort-channe1fIER T , HEEFMEXKENEH LEE :

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port Id: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsize: 28824

Filter: capsw-1-4

Packet Capture Filter Info
Name : capsw-1-4
Protocol: 0



Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvb:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

Physical port:

Slot Id:

Port Id:

Pcapfile:

Pcapsize:
Filter:

o O O o
o
o

00:00:00:00:00:00
00:00:00:00:00:00

0
0
0

1
3

/mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap

18399
capsw-1-3

Packet Capture Filter Info

Name :
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvb:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

capsw-1-3
0

o O O o

o o
o o
o o

00:00:00:00:00:00
00:00:00:00:00:00

0
0
0

Total Physical breakout ports involved in Packet Capture: 0

56 packet captured on disk using switch capture

Reading of capture file from disk is not supported

BIBE K BN E A LAFEFXOS local-mgmtis 5445 # i@ishow portchannel summary %

> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt)

P - Up in port-channel

show portchannel summary

H - Hot-standby

(LACP only)

r - Module-removed

R - Routed

Flags: D - Down

I - Individual

s - Suspended

S - Switched

U - Up (port-channel)
M - Not in use.

Group Port-

Ethl/3(P)

Channel

Min-links not met

Protocol

Channel PeerKeepAliveTimerFast

Member Ports

(members)

Ethl/4(P)

it

1TER R



1 Pol (U) False
Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol (U) False False 0 clust

EIHREASALMIFXOS |, 55 {Tconnect fxos admin i8S . EZEEMERT , TEEBBESPEST

W

WA R

IR R 2B A3 100 A BRI 3| — E5 h 1Y S BRIR 1B

HEMERS N

EAENIHBERENREARXHME hernet/ 1N BBER, BEE—EAERNSABREEN
1. ERHEICMPEEERER S,

2. BHRE R AMELBEVLANER,

Protocol Length FD PTL ko
1 2022-08-07 19:50:06.925768 192.8.2.100 198.51.100.108 ICHP 182 1 BcSale (39448 64 Echo (ping) request | 1d=0x0034, seq=1/256, ttl=64 (no res
2 2022-08-97 192.0.2.100 198.51.100.100 ICHP 182 x9a3a (39482) 64 Echo (ping) request id=0x0034, seq=2/512, ttl=64 (no res
3 2022-08-97 192.9.2.100 198.51.100. 100 ICHP 102 exdaab (39599) 64 Echo (ping) request 1d=0x0034, seq=3/768, ttl=64 (no res
4 2022-88-07 192.9.2.109 198.51.100.100 ICHP 192 cdafe (39678) 64 Echo (ping) request id=@x0e34, seq=4/1024, ttl=64 (no re
5 2022-08-07 @.528245 192.8.2.100 198.51.100.108 ICHP 182 ol (39696) 64 Echo (ping) request id=0x0034, seq=5/1280, ttl=64 (no re
6 2022-08-07 1.929144 192.8.2.100 198.51.100. 100 ICHP 182 exob3d (39732) 64 Echo (ping) request 1d=0x0034, seq=6/1536, ttl=64 (no re
7 1022-08-07 2.932943 162.8.2.100 198.51.100 .10 ICHP 182 ecobe3 (39811) 64 Echo (ping) request id=2x@e034, seq=7/1792, ttl=64 (no re
8 2022-08-87 19:50:13.534155 162.8.2.108 198.51.100.188 ICHP 182 ecobab (39819) 64 Echo (ping) request 1d-0x0034, seq=8/2048, ttl=64 (no re
9 2022-08-07 19:50:14.932004 192.0.2.100 198.51.160. 160 ICHP 102 exIcaT (39943) 64 Echo (ping) request 1d=9xee34, seq=9/23e4, ttl=64 (no re
10 2022-088-07 19:50:15.937143 192.9.2.160 198.51.160.100 ICHP 162 exdcch (40134) 64 Echo (ping) request id=9x0034, seq=10/2560, ttl=6d (no r
11 2022-08-07 19:50:16,934848 192.9.2.100 198,.51.100.100 ICHP 182 oxodeg (40296) 64 Echo (ping) request 1d=0x0034, seq=11/2816, ttl=64 (no r
12 2022-88-87 19:5 7.936908 192.8.2.180 196.51.100, 198 ICHP 192 exoded (40429) 64 Echo (ping) request id=0xe034, seq=12/3e72, ttl=s64 (no r
13 2022-88- E B.539584 1692.8.2.100 198.51.100 .10 IcHP 182 @xdesa (18538) 64 Echo (ping) request id=2x@e34, seq=13/3328, ttl=64 (no r
14 2922 -08- 9.941262 192.9.2.109 198,51.100.100 IHe 182 exdefh (40699) 64 Echo (ping) request id=-0x@034, seq=14/3584, ttl=64 (no r
15 2022-88-07 19:50:29.948716 192.8.2.100 198.51.100 .10 IcHP 182 exofse (40784) 64 Echo (ping) request id=0x@034, seq=15/3840, ttl=s64 (no r
16 2022-88-87 19:50:21.942288 192.8.2.10@ 198.51.100 .18 ICHP 182 exofed (40932) 64 Echo (ping) request id=2x9034, seq=16/4096, ttl=64 (no r
17 2022-08-07 19:50:22.943302 192.9.2.109 198,51.100.100 IcHP 182 Bxad31 (41009) 64 Echo (ping) request 1d=0x0034, seq=17/4352, ttl=84 (no r
18 2022-88-07 19:50:23.944679 192.8.2.100 198.51.100.188 IcHP 182 Bxads? (41863) 64 Echo (ping) request 1d=@x9034, seq=18/4608, ttl=64 (no r
< »
»|Frame 1: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) be @7 12 34 9a 14 90 50 56 9d eB8 be 03 00 45 00 -4
»| Ethernet II, Src: VMware 9d:e8:be (88:58:56:9d:e8:be), Dst: Cisco_34:9a:14 (bc:e7:12:34:9a:14) e8 54 9a 19 40 90 40 @1 b3 9c <@ 90 82 64 <6 33 T -
s| Internet Protocol Version 4, Src: 192.8.2.18@, Dst: 198.51.100.108 ) 64 64 03 02 €6 91 00 34 00 01 61 17 @ 62 @0 @0 dd- -4
;| Internet control Message Protocol 28 98 18 eC OB 99 82 89 089 82 18 11 12 12 14 15 o
16 17 18 19 1a 1b 1c 1d 1e 1f 2@ 21 22 23 28 25  cccceeee o TR
26 27 28 29 2a 2b 2c 2d 2e 2F 38 31 32 32 34 35 &'()%+,- ./012345
36 37 55 55 55 55 G7UULY

BRkPortchanne M EN HHWHERER, BEF—EIILREESY .
1. EHEICMPEERERER S,

2. RIAERAHRALEVLANEER,

Frotocol Length FE FTTL Infe
1 2822-08-07 192.9.2.180 198.51.108. 1088 ICMP 182 1 Bx8266 (37526 64 Echo (pin est | id=@x@d3s, seq=1/256, ttl=64 (no res
2 2022-08-07 192.0.2.100 198.51.100. 100 1cHP 162 ax9370 (37744) 64 Echo (ping) request id=exed3s, seq=2/512, ttl=64 (no res
3 2022-08-07 192.9.2.180 198.51.100, 109 ICHP 102 ex93fe (37872) 64 Echo (ping) request id=0x@935, seq=3/768, ttl=64 (no res
4 2822-08-07 192.9.2.188 198.51.108. 188 ICHP 182 exoa6f (37999) 64 Echo (ping) request id=@xee3s, seq=4/1824, ttl=64 (no rd
5 2022-08-07 192.0.2.100 198.51.100. 168 1cHP 102 axadad (38052) 64 Echo (ping) request id=exe03s, seq=5/1280, ttl=64 (no rd
6 2022-08-07 192.9.2.199 198.51.108. 180 ICcHP 102 ex952d (38189) 64 Echo (ping) request id=exe3s, seq=6/1536, ttl=64 (no re
T 2022-08-07 192.9.2.108 198.51.108. 188 ICHP 182 @x958d (38285) 64 Echo (ping) request id=exee3s, seq=7/1792, ttl=64 (no rd
g 2022-08-07 192.9.2.100 198,51.100, 109 IcMp 182 x95de (38360) 64 Echo (ping) request id=0x@035, seq=8/2048, ttl=64 (no rd
9 2022-08-07 20:41:06.666538 192.9.2.108 198.51.108. 188 ICHP 182 ex964b (38475) 64 Echo (ping) request id=exee3s, seq=9/2304, ttl=s4 (no re
10 2022-88-97 20:41:087.667298 192.9.2.108 198.51.108. 188 ICHP 182 @x972b (38699) 64 Echo (ping) request id=0x@035, seq=10/2560, ttl=64 (no r
11 20822-08-97 : 192.9.2.100 198.51.100, 109 ICHP 182 @x980a (38922) 64 Echo (ping) request id=0x@035, seq=11/2816, ttl=64 (no r
12 2022-88-87 192.9.2.108 198.51.108. 188 ICHP 182 ex3831 (38961) 64 Echo (ping) request id=@x@e3s, seq=12/3872, ttl=64 (no r
13 2022-88-87 192.9.2.108 198.51.108. 188 ICHP 182 @x98a2 (39074) 64 Echo (ping) request id=x@035, seq=13/3328, ttl=64 (no r
14 2022-08-97 192.9.2.100 198,51.108. 189 ICHP 182 ex98f7 (39159) 64 Echo (ping) request id=0x@035, seq=14/3584, ttl=64 (no r
15 2022-88-87 192.9.2.188 198.51.108. 182 ICHMP 182 ex39ed (39396) 64 Echo (ping) request id=ex@e3s, seq=15/3848, ttl=64 (no r
16 2022-88-87 3.674903 192.8.2.108 198.51.108.102 ICHMP 182 @x9a84 (39556) 64 Echo (ping) request id=x0035, seq=16/4896, ttl=64 (no
17 2022-08-97 4.674093 192.9.2.108 198.51.108. 189 ICHP 182 ex2afi (39667) 64 Echo (ping) request id=-ex@93s, seq=17/4352, ttl=64 (no r
18 2022-08-07 208:41:15.676904 192.9.2.108 198.51.108. 169 ICHP 182 exgbge (39822) 64 Echo (ping) request id=ex@@3s, seq=18/46@8, ttl=64 (no r
< >
»|Frame 1: 182 bytes on wire (16 bits), 182 bytes captured (816 bits) bc €7 12 34 9a 2c 9@ 50 56 9d e& be 93 80 45 09 cade oP WeososE
»| Ethernet II, Src: VMware 9d:eB:be (@0:50:56:9d:e8:be), Dst: Cisco 34:9a:2c (bc:ie?:12:34:9a:2¢) @0 54 02 06 40 @9 42 @1 bb 16 ¢@ 80 82 64 ¢6 32 T @@ -----d3
»| Internet Protocol version 4, Src: 192.8.2.108, Dst: 198.51.100.100 0020 64 64 02 00 58 a8 8@ 35 00 01 44 22 fO 62 @0 00  dd- - X--5 - -MM-b-
»| Internet Control Message Protocol 2 Lo} 28 82 O cEB 84 00 80 82 00 @@ 12 11 12 13 14 15 SisiEsE SaieE
WA 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 - 1"ugk
26 27 28 29 2a 2b 2c 2d ze 2f 3@ 31 32 33 34 35 &'()%+,- .f@12345
36 37 55 55 55 55 BTUULY

AL
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Chassis
B Internal Switch Security Module
FTD/ASA

- -
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> show nameif

Interface Name Security
Ethernetl1/1.205 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

> show nameif

Interface Name Security
Port-channell.205 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. BN HEERE

> capture capsw switch interface inside

3. MAHESRE
> no capture capsw switch stop
BE
REHESHEEE, EENRERE. MTEEENZBIFHR. #iRPcapsizeff ( AUTHEABEN
) BIMEMENERNTHENTE !

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvb:

Dest Ipvé6:

Src MAC: 00:00:00:00:00:00



Dest MAC: 00:00:00:00:00:00

Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
46 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EHEMIF , 2T —@ENAZVLAN Ovian=205&5838 , YHSEERENE,
EPort-channel V1R T , EAMEKE N HE LEE 7iBRESOvian=20587 5 1& :

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port Id: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsize: 23442

Filter: capsw-1-4

Packet Capture Filter Info

Name : capsw-1-4
Protocol: 0

Ivlan: 0

Ovlan: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvb6:
Dest Ipvé6: T
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Physical port:

Slot Id: 1

Port Id: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsize: 5600

Filter: capsw-1-3

Packet Capture Filter Info
Name : capsw-1-3



Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb: H

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
49 packet captured on disk using switch capture

Reading of capture file from disk is not supported

1R 88 B B /7 E AT BATEFXOS local-mgmtdl £ 4 53 H i#iBshow portchannel summary s

> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt) show portchannel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel
1 Pol(U) Eth LACP Ethl/3(P) Ethl/4 (P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol (U) False False 0 clust

EIHRASALHIFXOS |, 55i1Tconnect fxos admin 5., MEELIEE K FEEEES
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1. EHEICMPOESERER A,
2. RIRERIHBEHNVLANZE K205,

Lengeh FTIL Info fad
12022-08-07 21:21:01.687187 192.98.2.100 198.51.100. 108 CHP 196 1 Wﬂ\‘ (16671) 64 Echo (ping) request| id-exee37, seq=1/256, ttl=64 (no res
7 2022-98-07 21:21:02.609418 192.0.2.180 198.51.100.100 1P xdlda (16698) 64 Echo (ping) request id=exee37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.610671 192.0.2.100 198.51.100.100 ) (] ‘106 oxa21a (16922) 64 Echo (ping) request id=0x@@37, seq=3/768, ttl=64 (no res
42022-08-07 21:21:04.609160 192.9.2.100 198.51.100. 100 ICHP 106 Bxd2éec (17004) 64 Echo (ping) request id=0x0037, seq=4/1024, ttl=64 (no re
5 2022-08-07 21: 192.0.2.100 198.51.100.100 ICHP 106 @xd31e (17168) 64 Echo (ping) request id=@x@e37, seq=5/1280, ttl=64 (no re
6 2022-08-07 192.0.2.100 198.51.100.100 ) (] 106 oxa3df (17375) 64 Echo (ping) request id=0x@@37, seq=6/1536, ttl=64 (no re
T 2022-08-07 192.8.2.100 198.51.100. 100 ICHP 106 cdads (17619) 64 Echo (ping) request id=0x0037, seq=7/1792, ttl=64 (no re
8 2022-08-07 192.0.2.100 198.51.100.100 ICHP 106 @xd518 (17688) 64 Echo (ping) request id=@x@e37, seq=8/2848, ttl=64 (no re
9 2022-08-07 192.0.2.100 198.51.100.100 ICHP 106 exas3d (17725) 64 Echo (ping) request id-0x@037, seq=9/2304, ttl=64 (no re
18 2022-08-97 192.0.2.100 198.51.100. 100 TCHP 186 @62 (17963) 64 Echo (ping) request id=0x0037, seq=10/2568, ttl=64 (no r
11 2022-88-07 192.0.2.100 198.51.100.100 (] 106 @xa7e7 (18183) 64 Echo (ping) request id=@x@e37, seq=11/2816, ttl=64 (no r
12 2022-08-07 192.0.2.100 198.51.100.100 1P 106 @xa7ab (18251) 64 Echo (ping) request id=-0x0037, seq=12/3072, ttl=64 (no r
13 2022-08-07 192.0.2.100 198.51.100.100 IcHP 106 @xa781 (18305) 64 Echo (ping) request id-exee37, seq=13/3328, ttl=64 (no r
14 2022-88-07 192.0.2.100 198.51.100.100 (] 106 @x4858 (18520) 64 Echo (ping) request id=@x@@37, seq=14/3584, ttl=64 (no r
15 2022-08-97 H 192.9.2.100 198.51.100. 100 ICHP 106 Bx4989 (18697) 64 Echo (ping) request id-9x0037, seq=15/3848, ttl=64 (no r
16 2022-08-07 21:21:16.626226 192.0.2.100 198.51.100. 100 1P 106 oxaseb (18699) 64 Echo (ping) request id=@xe037, seq=16/4096, ttl=64 (no r
17 2022-08-07 21:21:17.629363 192.0.2.100 198.51.100.100 (] 106 0x4932 (18738) 64 Echo (ping) request id=0x0037, seq=17/4352, ttl=64 (no r
18 2022-08-97 21:21:18.626651 192.9.2.100 198.51.100. 100 ICHP 106 @x4a@5 (18949) 64 Echo (ping) request id=9x0037, seq=18/4608, ttl=64 (no r v
< ke
bc e7 12 34 9a 14 90 50 56 9d e be 51 @0 00 cd 4P V-
: Ethernet II, Src: vmare 9d:e8:be (80:58:56:9d:e8:be), Dst: Cisco_34:9a:14 (bc:e?:12:34:9a:14) 68 00 45 92 60 54 41 1f 40 60 40 @1 Oc Be c0 80 - E-TA- @@ -
~| 882.10 virtual LAN, PRI: @, DEI: @, ID: 285 02 64 €6 33 64 64 03 00 ©6 67 00 I7 00 01 bo 2¢  d-3dd-- g7,
Priority: Best Effort (default) (o) f0 62 00 00 00 00 Be fe 03 00 00 0O B0 80 10 11 b ceeoees
. DEI: Ineligible 12 12 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 oo e !
eblalf et e o e 22 23 24 25 26 27 28 29 2a b 2c 2d 2e 2f 30 #3RE () "+,
Type: TPva (9x0809) 2 32 33 34 35 36 37 55 55 55 55 23456700 LU
Trailer: 55555555
:| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 198.51.100.108
*| Internet Control Message Protocol
P . an
FRPortchanne RENHHNHBER, EEE—EHIAREER
1. ERHEICMPEERERERS,
PN —
2. Etﬁﬁﬂ@%&&ﬁﬂ’ﬂVLAN%’iﬁkZOSO
Length PO PTTL info ik
12022-88-07 21:21:01.607187 192.0.2.180 198.51.180.100 1P 106 1 oxar1¢ (16671 64 Echo (ping) request| id=exee37, seq=1/256, ttl=64 (no res
2 2022-08-07 21:21:02.609418 192.0.2.100 198.51.100.100 P oxa13a (16698) 64 Echo (ping) request id=0x@@37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.610671 192.9.2.100 198.51.100. 100 ICHP ‘106 cdzia (16922) 64 Echo (ping) request id=0x0037, seq=3/768, ttl=64 (no res
4 2022-08-07 21:21:04.609160 192.0.2.100 198.51.100.100 1P 106 @xaz6c (17004) 64 Echo (ping) request id=@x@e37, seq=4/1024, ttl=64 (no re
5 2022-08-07 21:21:05.609409 192.0.2.100 198.51.100.100 ) (] 106 0x4318 (17168) 64 Echo (ping) request id=0x@a37, seq=5/1280, ttl=64 (no re
6 2022-08-07 21:21:06.611847 192.98.2.100 198.51.100. 100 ICHP 186 acd3df (17375) 64 Echo (ping) request id=0x0037, seq=6/1536, ttl=64 (no re
7 2022-08-07 21:21:07.616638 192.0.2.100 198.51.100.100 1P 106 exadd3 (17619) 64 Echo (ping) request id=@x@e37, seq=7/1792, ttl=64 (no re
8 2022-08-07 21:21:08.618023 192.0.2.100 198.51.100.100 IcHP 106 0x4518 (17688) 64 Echo (ping) request id-0x0037, seq=8/2048, ttl=64 (no re
9 2022-08-07 21:21:09.619326 192.0.2.100 198.51.100.100 ICHP 106 exas3d (17725) 64 Echo (ping) request id-exe037, seq=9/2304, ttl=64 (no re
10 2022-88-07 21: 9. 616696 193.0.2.100 198.51.100.100 ICHP 106 xdb2b (17963) 64 Echo (ping) request id=@x@e37, seq=10/2568, ttl=64 (no r
11 2022-08-97 1.621629 192.9.2.100 198.51.100. 100 ICHP 106 axa7e7 (18183) 64 Echo (ping) request id=exed37, seq=11/2816, ttl=64 (no r
12 2022-08-07 2.619309 192.0.2.100 198.51.100.100 ) (3] 106 @xa7ab (18251) 64 Echo (ping) request id=exee37, seq=12/3072, ttl=64 (no r
13 2022-08-97 21:21:13.620168 192.0.2.100 198.51.100.100 (] 106 ox4781 (18305) 64 Echo (ping) request id=0x0037, seq=13/3328, ttl=64 (no r
14 2022-08-97 21:21:14,623169 192.9.2.100 198.51.100. 100 ICHP 106 Bx4858 (18520) 64 Echo (ping) request id=0x0037, seq=14/3584, ttl=64 (no r
15 2022-88-07 21:21:15.622497 192.0.2.100 198.51.100. 100 ) (3] 106 @x4909 (18697) 64 Echo (ping) request id=@x@e37, seq=15/3840, ttl=64 (no r
16 2022-08-07 21:21:16.626226 192.0.2.100 198.51.100.100 ) (] 106 ox490b (18699) 64 Echo (ping) request id=0x0037, seq=16/4096, ttl=64 (no r
17 2022-08-07 21:21:17.629363 192.9.2.100 198.51.100. 100 ICHP 186 ax4932 (18738) 64 Echo (ping) request id=0x0037, seq=17/4352, ttl=64 (no r
18 2022-88-07 21:21:18.626651 193.0.2.100 198.51.100.100 (] 106 @x4a85 (18949) 64 Echo (ping) request id=0xe@37, seq=18/4608, ttl=64 (mo r |«
€ >
be e7 12 34 93 14 90 50 S6 Od eB be L @G O cd 4P V-
B8 B0 A5 00 00 S4 41 1f 40 00 40 01 8¢ Be cB B0 E--TA- @@ -
" . B2 64 €6 33 64 64 98 0@ @6 67 00 IT Ob 01 bd 2c d-3dd-- -g-7---,
m Pr;orlty Best Effort (default) (@) fo 62 00 00 00 00 Be fe ©3 00 00 R0 OB 00 1011 b oo
B, - DEI: Ineligible 1213141516 171819 la b lc idle 1f 2021 --coovoe cooeee |
... 0OG0 1100 1101 = ID: 205 22 23 24 25 36 27 28 29 2a 2b 2c 2d Ze 2f 30 31 #5%E" () "+,-. /01
Type: IPva (0x0800) 2 32 33 34 35 36 37 55 55 55 55 23456700 LU
Trailer: 55555555
:| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 198.51.100.100
:| Internet Control Message Protocol
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AETE LR TSRS
B2 X EE2ERBNE -

- in_data_uplink1 — ji§ /8 A2 N EAR 2 A P 3 $a ke
- in_mgmt_uplink1 — A EEER ( HINEEENHEMSSH ) EEER ( BBAFMCHIFTDZ
B #Ysftunnel ) IREERAER TR,
%1

{# AAFTDZXASA CLI#Ein_data_uplink 18 LT8R M E L EBENRBREEE,
i, BRAERNEES

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 in_data_uplink1
@ ICMP echo-reply a
198.51.100.100
L

FEASATFTD CLIE#ITUU T B | fin_data_uplink1 7 L & B 3 6 a
1. BB

> capture capsw switch interface in_data_uplinkl

2. MARHESE

> no capture capsw switch stop

R

RERESHAE, EENRERE. MTEEENBBIRFR. HiRPcapsizeff ( AU THEREN
) EIMBEHENEROBEBET

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: enabled



Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 18

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap
Pcapsize: 7704
Filter: capsw-1-18

Packet Capture Filter Info

Name : capsw-1-18
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EEEBERAT , @ENMELEARIID 18R HE , ZAIBDEZEPH A HE3130 LK
in_data_uplink1sT . FXOS local-mgmtis 745 # BYshow portmanager switch status@s © &8 R
JrEID:

> connect fxos

KSEC-FPR3100-1 connect local-mgmt
KSEC-FPR3100-1(local-mgmt) show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SGMII Down 1G Half None Mac-Link-Down
0/6 SGMII Down 1G Half None Mac-Link-Down
0/7 SGMII Down 1G Half None Mac-Link-Down
0/8 SGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down

0/13 1000_BaseX Down 1G Full None Link-Down



0/14 1000_BaseX Down 1G Full None Link-Down

0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up
0/18 KR2 Up 50G Full None Link-Up
0/19 KR Up 25G Full None Link-Up
0/20 KR Up 25G Full None Link-Up
0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset
0/23 n/a Down n/a Full N/A Reset
0/24 n/a Down n/a Full N/A Reset
0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset
0/27 n/a Down n/a Full N/A Reset
0/28 n/a Down n/a Full N/A Reset
0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset
0/31 n/a Down n/a Full N/A Reset
0/32 n/a Down n/a Full N/A Reset
0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset
0/35 n/a Down n/a Full N/A Reset
0/36 n/a Down n/a Full N/A Reset

ERBASALRIFXOS |, 55 {Tconnect fxos admin i H ., MREZER , EEEESEETIL

W
WS R
IR R 2B 3100 A FB 3 R MR R — B PN S BRIRE,

FRERS

ERERSHEERENFEARIRAMIn_data_uplink I NENHEER. REFERY — EEEHS
RT , HEICMPEER RV CEREENT, ELRREARNEAIAMTIMBHNER S,

Na. Time 1 Source Destmation Frotocol .l!:\-ﬂf' .WI'D IPTTL Info il
- 1 2022-08-87 22:40:06.685606 192.9.2.180 198.51.100.100 ICMP 102 |exadaz (19859) 64 Echo (ping) request |id=exee3a, seq=33/8448, ttl=64 (repl
. 2 2022-88-07 22:40:06.685615 198.51.108.180 192.0.2.180 ICHMP 102 ex6ede (27868) 64 Echo (ping) reply id=exee3a, seq=33/8448, ttl=64 (req.
3 2022-88-87 22:40:87.684219 L 109 5T, 100, 160 TCFP Tor UXAder (19944] BAECHG (pIng) Fequest  id=ex@eda, seq=34/8784, ttl=sd4 (repl
4 2022-08-07 22:40:07.689300 198.51.100.180 192.8.2.18@ ICMP 102 ax6db2 (28082) 64 Echo (ping) reply id=-8xp@3a, seq=34/8784, ttl-64 (requ
5 2022-08-87 22:40:08.685736 192.9.2.100 198.51.100. 108 ICHMP 102 exdedc (20188) 64 Echo (ping) request id=Bx@e3a, seq=35/896@, ttl=s4 (repl
6 2022-08-87 22:40:08.690806 198.51.100.180 192.8.2.18@ ICHP 102 ex6dbf (280895) 64 Echo (ping) reply id=gxpe3a, seq=35/8960, ttl=64 (req.
7 2022-08-07 22:48:09.690737 192.9.2.180 198.51.100. 108 ICMP 102 axafad (20269) 64 Echo (ping) request id-BxP@3a, seq=36/9216, ttl=g4 (repl
8 2022-08-87 22:40:89.690744 198.51.100.180 192.8.2.18@ ICMP 102 ex6esa (28288) 64 Echo (ping) reply id=8x003a, Seq=36/9216, ttl=64 (req.
9 2022-08-07 22:40:10.692266 192.9.2.100 198.51.100. 108 ICMP 102 exafbl (20401) 64 Echo (ping) request id=8xpe3a, seq=37/0472, ttl=s4 (repl
18 2022-08-87 22:40:10.602272 198.51.100.180 192.8.2.180 ICMP 102 ax6eds (28373) 64 Echo (ping) reply id=8xp03a, seq=37/0472, ttl=64 (reqe
11 2022-88-87 22:40:11.691159 192.8.2.100 198.51.160. 108 ICHMP 102 Bx5808 (20488) 64 Echo (ping) request id=Bx@e3a, seq=38/3728, ttl=s4 (repl
12 2022-08-87 22:42:11.691166 198.51.108.180 192.8.2.18@ ICMP 102 ex6fib (28475) 64 Echo (ping) reply id=gxpe3a, seq=38/09728, ttl=64 (req.
13 2022-08-07 22:40:12.692135 192.9.2.180 198.51.100.108 ICMP 102 x50bE (20664) 64 Echo (ping) request id=8xPe3a, seq=39/9984, ttl=64 (repl
14 2022-88-87 22:48:12.697289 198.51.100.1680 192.8.2.18@ ICMP 182 ex6fd7 (28631) 64 Echo (ping) reply id=gxpe3a, seq=39/9984, ttl=64 (req.
15 2022-88-87 22:48:13.697320 192.9.2.180 198.51.100. 108 ICMP 102 85184 (20868) 64 Echo (ping) request id-8xPe3a, seq=48/10248, ttl-64 (ref
16 2022-08-07 22:40:13.697327 198.51.100.160 192.0.2.180 ICHMP 102 ex7e3e (28734) 64 Echo (ping) reply id=exee3a, seq=40/10248, ttl=64 (rec
17 2022-88-87 22:40:14.698512 192.8.2.180 198.51.100. 108 ICMP 182 exs1de (20952) 64 Echo (ping) request id=8x@e3a, seq=41/18496, ttl=64 (ref
18 2022-08-87 22:40:14.698518 198.51.100.180 192.8.2.18@ ICMP 102 ex7add (28893) 64 Echo (ping) reply id=8x803a, seq=41/10496, ttl=64 (rec v
€ >
Frame 1: 182 bytes on wire (%16 bits), 182 bytes captured (216 bits) 80 5@ 56 9d oF 5@ b e? 12 34 9a 15 08 08 45 8@ [ AR S EERR £
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a:15), Dst: VMware_9d:e7:58 (@0:50:56:9d:e7:50) 09 54 4d 93 40 00 40 01 00 la <0 00 02 64 cb 33 ™-@ E sesnade3
Internet Protocol Version 4, Src: 192.0.2.108, Dst: 198.51.100.188 0020 64 64 @8 00 7f 15 00 21 39 3f fo 62 oo 00 dd 199-b--
Internet Control Message Protocol 00 60 8b 1a 05 @0 0O 20 00 00 10 11 12 13 14 15 e
16 17 18 19 1a 1b 1c 1d 1le 1f 28 21 22 23 24 25 ceen L3+ 4
26 27 28 20 2a 2b 2c 2d 2e 2f 3@ 31 32 32 34 35 R'()"+,- /012345
36 37 55 55 55 55 E7UULL

A

EXELTEEMTH LREXRUHBER  ERERERAEEIANIMENENT. TERESE
IERAEANERS.

WRBLR T -



T# R g;’g“ﬁig 5 EENTE
HFE#192.0.2.100% F #¢

in_data_uplink 189 ETHEX N E LB & in_data_u R A 198.51.100.10089 ICMP B FEFE>
WEFERTHE plink1 £ E#£198.51.100.100F E 14

192.0.2.10089 ICMP[E] FE FE &
%2

FEAFTDHRASA CLIFEin_mgmt_uplink1 I LTHEEMALEENRE RN SHE. ERNEEYE
HEEHERS,

%, RERaRMBERN

Chassis
Internal Switch Security Module
FTD/ASA
Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC, R
FMC ICMP echo-=reply, Q
S5H, Sftunnel
L

FEASASRFTD CLIE#TU TSR , fEin_mgmt_uplink1 89/ A L& B & H S
1. BV HESR

> capture capsw switch interface in mgmt_uplinkl

2. MAHEERE

> no capture capsw switch stop

R

REFRESHEE, EENRERE. MTEEENBBIFR. #iRPcapsizef® ( AuTHEAEN
) BINEHENENTHEN T

> show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: enabled
Oper State: up

Oper State Reason: Active
Config Success: ves
Config Fail Reason:

Append Flag: overwrite



Session Mem Usage: 256

Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 19

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap
Pcapsize: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name : capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
281 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EEEBRT , @M ELERARIID 192 HEE , INTHRL 2 AE3130 L8
in_mgmt_uplink171 . FXOS local-mgmtas 755k F #Yshow portmanager switch statusin = & #
~JTHEID:

> connect fxos

KSEC-FPR3100-1 connect local-mgmt

KSEC-FPR3100-1(local-mgmt) show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SGMII Down 1G Half None Mac-Link-Down
0/6 SGMII Down 1G Half None Mac-Link-Down
0/7 SGMII Down 1G Half None Mac-Link-Down
0/8 SGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up



0/19 KR Up 25G Full None Link-Up

0/20 KR Up 25G Full None Link-Up
0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset
0/23 n/a Down n/a Full N/A Reset
0/24 n/a Down n/a Full N/A Reset
0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset
0/27 n/a Down n/a Full N/A Reset
0/28 n/a Down n/a Full N/A Reset
0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset
0/31 n/a Down n/a Full N/A Reset
0/32 n/a Down n/a Full N/A Reset
0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset
0/35 n/a Down n/a Full N/A Reset
0/36 n/a Down n/a Full N/A Reset
EFHRBASALEHIFXOS |, #&{Tconnect fxos admin i S, MREZER , BEEERSPETI
P

A0 T o

WS R

AR R R 2P 3100 A ER TR M S R — B h AV D BRIRAE

BRERIN

EAER IR RFEIREARZXFHBN Ein_mgmt_uplink1 Y HEBER, BEBEER — TER

BRT , ERRREEEIP#1E192.0.2.200M &R, HIMSSH, SftunnelHICMPEIEREE RS
c EEEREUREBABIBMEEARAEENEEEIMEEN.

Me. Time Sowrce Destinstion Pratocel Length P PTL info 2
196 2022-88-87 23:21:45.133362 192.8.2. 200 192.9.2.101 TCP 1518 axb7de (47856) 64 39181 » 8385 [ACK] Seq=61372 Ack=875 Win=1324 Len=1448 TS
197 2022-98-07 23:21:45.133385 1 192.9.2.208 192.9.2.101 TP 1518 axb7d1 (47857) 64 39181 » 8305 [ACK] Seq=62828 Ack=875 Win=1324 Len=1448 TS
198 2022-08-87 23:21:45.133388 192.8.2.200 192.0.2.101 TLSv1. 2 999 exb7dz (47058) 64 Application pata
199 2022-08-07 23:21:45.928772 192.0.2.200 192.0.2.100 ICMP 78 axbdag (48456) 64 Echo f[!"tﬂs:} F‘Pply‘ id=0xeaal, seq=4539/47889, ttl=64
200 2022-08-07 23:21:45.949924 192.8.2.200 192.8.2.101 TLSvi. 2 128 Bx4ad7 (19095) 64 Application Data
201 2022-08-87 23:21:45.949027 192.98.2.200 192.8.2.101 TCP 7e Bxda%s (19096) 64 8385 +» 58885 [ﬂC‘] Seq=21997 Ack=26244 Win=4116 Len=8 TS\
202 2022-08-07 23:21:46.019895 192.0.2.200 192.8.2.101 TLSv1.2 108 axaa%®n (19097) 64 application Data
203 2022-08-07 23:21:46.819899 192.8.2.200 192.0.2.101 TLSV1. 2 96 oxdaga (19898) 64 Application pata
264 2022-08-87 23:21:46.019993 192.8.2.200 192.8.2.101 TCP 7e axdash (19899) 64 8385 » SBEES [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
205 2022-08-07 23:21:46.019906 192.8.2.200 192.8.2.181 TP 78 @xdadc (19188) 64 B385 » 58885 [ACK] Seq=22853 Ack=26308 Win=4116 Len=8 TSy
206 2022-88-87 23:21:46.136415 192.8.2.208 192.8.2.101 TCP ie axb7d3 (47859) 64 39181 +» 8305 [ACK] Seq=65188 Ack=921 Win=1384 Len=8 TSval
207 2022-08-87 23:21:46.958148 192.0.2.200 192.0.2.100 IcHP 78 exbdoe (48542) 64 Echo (ping) reply  id=exesel, seq=4548/48145, ttl=64
208 2022-08-07 23:21:47.980400 192.0.2.200 192.0.2.100 ICHP 78 oxbdfz (48626) 64 Echo (ping) reply  id=-0x@081, seq=4541/48401, ttl-g4
209 2022-08-07 23:21:48.496312 192.0.2.200 192.8.2.101 TP 7e axdasd (19181) 64 B385 -+ 58885 [ACK] Seq=22853 Ack=26366 Win=4116 Len=8 TS5y
210 2022-08-07 23:21:48.993236 192.0.2.200 192.0.2.101 TLSv1.2 747 @xdade (19182) 64 Application Data
211 2022-06-67 23:21:48,994386 192.8.2. 200 192.9.2.108 IcHE 78 axbeas (48712) 64 Echo (ping) reply  id=0xepel, seqe=4542/48657, ttl=c4
212 2022-08-07 23:21:50.008576 192.8.2. 208 192.9.2.100 IcHP 78 oxbeat (48806) 64 Echo (ping) reply  ide@x@pel, seqe4543/48913, ttlesd
213 2022 -08-07 23:21:58,148167 192.8.2, 200 192.8.2.101 TP 1518 axb7da (47060) 64 39181 » 8305 [ACK] 5eq-65188 Ack=921 Win=1384 Len=144% TS
214 2922-98-07 23:21:50.140171 192.9.2.208 192.9.2.101 Tce 1518 axb7ds (47061) 64 39181 + 8305 [ﬁCK] Seqe56636 Ack=921 Wine=1384 Lenw=1448 TS
215 2022-08-07 23:21:50.140175 192.0.2.200 192.0.2.101 TLSV.2 999 oxb7de (47062) 64 Application Data
216 2022-08-07 23:21:51,015884 192.0.2, 200 192.0.2.100 TcHp 78 axbecl (48833) 64 Echo (ping) reply  id-exeel, seq-4544/49169, ttlesd
217 2022-08-07 23:21:51.142842 192.9.2. 208 192.9.2.181 TCR 78 axb7d? (47063) 64 39181 » 8385 [ACK] Seq=69084 Ack=967 Win=1384 Len=@ TSval
218 2022-08-07 23:21:52.030118 192.0.2. 200 192.0.2.100 1cHp 78 axbfoa (48898) 64 Echo (ping) reply  id-exee1, seq-545/49435, ttlesd
219 2022-05-07 23:21:53,842744 192.8. 2, 200 192.9.2.108 IcHP 78 axbfse (48985) 64 Echo (ping) reply id=gxpeel, seq=4546/49681, ttl=64
220 2022-08-87 23:21:53.873144 192.8. 2. 200 192.9.2.108 55H 178 axad3a (44348) 64 Server: Encrypted packet (len=112)

221 2022-98-07 23:21:53,194996 192.0.2.200 192.9.2.100 TCP 64 @xad3s (44341) G4 22 - 53249 [ACK] Seq=1025 Ack=881 Win=946 Len=8
222 1032-08-07 23:21:53.995480 192.9.2. 208 192.9.2.101 TLSv1. 2 747 exdasf (19103) 64 Application Data
223 2022-08-87 23:21:54.102899 192.9.2. 208 192.9.2.100 ICHP 78 axbfe3 (42995) 64 Echo (ping) reply id=oxpeel, seq=4547/49937, ttl=64
224 3072-08-07 23:21:54,993675 192.0.2,200 192.8.2.101 TCP e axdaad (19104) 64 8305 + 58885 [ACK] Seq=23487 Ack=26424 Win=4116 Len=8 TSy
' 175 1A 6C AT 17:71:55 1IETeA AT B aan Nt B o aan Trun 20 avhEce fanoon &4 Crhn Frinmt ranle 1A=0wAAAY  ran-ARACIEAIN?  FH1-EA o
Frame 1: 747 bytes on wire (5976 bits), 747 bytes captured (5976 bits) ad 53 Be 11 38 2a bc e7 12 34 9a 98 93 00 45 00 *See@¥e e odrorsE £
Ethernet II, Src: Cisco_34:9a:80 (bc:e?:12:34:9a:00), Dst: Cisco 11:38:2a (ad:53:0e:11:38:2a) @2 d9 42 3d 40 0@ 40 06 68 b4 €O 00 02 B €O 00 - I=@@ ho..ooo
Internet Protocol Version 4, Src: 192.8.2.280, Dst: 192.8.2.1@1 20 92 652071 e605671b 2acs5dbelébdagera -eqop Tk
Transmission Control Protocol, Src Port: 8385, Dst Port: 58885, Seq: 1, Ack: 1, Len: 677 ;: :‘; i; ;; :g 2‘; :; :; :: :: :; :? ?: ;: Ef‘; :: SN S s
Miouspon ey g SeIALY) ©7 40 75 19 a4 ds df 64 d8 fe 66 8e 9b cc 8d 2f  @u-- - -d s
92 b2 1a 64 7 20 36 B3 Be 48 @2 Sa Fc 85 30 da veods & cH Zl -]
fa c@ aB S6 b8 ad a7 7e 19 3a 1 9¢ 4b 57 Be &0 seelfevon oo kM-
be ef 95 22 84 c1 ¢1 9d of 24 78 bd 15 lc 44 @ - --"---- -$x--D
ea cb 43 9e 1f fd a7 70 75 e5 6b a4 f8 b ec 47 - Cop uwk 46
2f 86 73 8f bl @1 b5 c6 57 €3 aB 46 0e cb 26 b7 /-5 WooF--&
sb c7 2 @9 54 f3 ¢l Ff 26 d9 87 ea 51 3d 20 a8 [ ceTees Booom
16 fd ¢b f5 4f 91 08 S& 86 15 17 55 68 6f 54 @4 . Q- -~ - -Uha] .

=
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FERAEAEENENENSTEREE.

L RBER T EFS
TH wEN 2T 5 AW TR
HRFTDEREIP{I1E192.0.2.200%! 3 #
= 192.0.2.10009 ICMP[E FEFE &S
%f%égﬁgg in_mgmt_ %?ﬁ%iﬁz%/\@ﬁﬁwﬁﬁ HFTDEEIP#b1192.0.2.200FFMC IP#
:Icl’aiﬁéz MR uplinkt Y ﬁﬁ@ﬁ%ﬂﬁajﬁg)n 192.0.2.101#SFTUNNEL

RFTDEIEIPH#1E192.0.2.200% 4%
192.0.2.10089SSH

B OREEGE B

AR D EBBIRSENEREA N EE RN L EHEEERE. £ MHethernet-typeFmatchiEIHE &
-

ARG

FEASASFTD CLIE#ATEA TS8R |, EAEERE E4#198.51.100.1008 Ethernet1/1 L FIARPIE
ICMPERITE B REREEE R THE

1. e FEnameif:

> show nameif

Interface Name Security
Ethernetl/1 inside 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. BARPEICMPE M HESEE

> capture capsw switch interface inside ethernet-type arp

> capture capsw switch interface inside match icmp 198.51.100.100

R
REMESERBNBRER. EthertypelEA THEHIB2054 , + /<1 {1 HIHI0x0806:

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0



Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

ERYICMPIBRERRERE. IPERARE1RICMP:

> show capture capsw detail
Packet Capture info

Name : capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 1
Ivlan: 0
Ovlan: 0

Src Ip: 198.51.100.100



Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packets captured on disk using switch capture

Reading of capture file from disk is not supported

I #Secure Firewall 3100 #8325 bR 5=

FERAASASFTD CLINEARIPR BB IHEEER, EFTDL |, 8 A[FBEBCLI copylE THAHEEEREH
EBERSZENEEN B E,

RNE , BHANUEERER T 5ERERZE/ngfw/var/common , A& @iBFile Download;® 1
FMCTﬁo

HREBENE , FEAEMEXENTHREERHEESR

ASA
BB T SEBEASA CLIEWE RSP IR EIHERER
1. {Z1LIHE -

asa# capture capsw switch stop

2. REBEERERESFL , YR THERES,

asa# show capture capsw detail
Packet Capture info

Name: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_ Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 139826

Filter: capsw-1-1



Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: =

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. EACLI copymr THERE L EIRFEZ

asa# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

asa# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap tftp://198.51.100.10/
Source filename [/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap]?

Destination filename [sess-1l-capsw-ethernet-1-1-0.pcap]?

Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

AIRUT S BRIRE , WEFTD CLIEMRASRMEEIESR , YREERIEBERIZEHN
EARAY Al AR S

1. BIERZERCLI:

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Click 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable
Password: <-- Enter
firepower#

2. =1L -

firepower# capture capi switch stop



3. REHEEXREERRACHFL , YR THEUERERE

firepower# show capture capsw detail
Packet Capture info

Name: capsw
Session: 1

Admin State: disabled
Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session Pcap Snap Len: 1518

Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. EFACLI copyfn BB R E H FiEim B Fo.

firepower# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system

diskO: Copy to disk0O: file system

diskl: Copy to diskl: file system

flash: Copy to flash: file system

ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system



firepower# copy flash:/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap tftp://198.51.100.10/
Source filename [/packet-capture/sess-l-capsw-ethernet-1-1-0.pcap]?

Destination filename [sess-1l-capsw-ethernet-1-1-0.pcap]?

Copy in progress...C

139826 bytes copied in 0.532 secs

RBUTSE | @iBFile DownloadiZE {# FMC Uk £ IS4 -
1. {F L% -

> capture capsw switch stop

2. RERESRERSEFL YR TERNTENHEERERE

> show capture capsw detail
Packet Capture info

Name: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: ves

Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt /disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvb:

Dest Ipvé6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

3. IEERBEX A B RER :

> expert
admin@firepower:~$ sudo su
root@firepower: /home/admin



4. R RERZ /Ingfw/var/common/:

root@KSEC-FPR3100-1:/home/admin cp /mnt/disk0/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap
/ngfw/var/common/

root@KSEC-FPR3100-1:/home/admin 1ls -1 /ngfw/var/common/sess*

-rwXr-xr-x 1 root admin 139826 Aug 7 20:14 /ngfw/var/common/sess-l-capsw-ethernet-1-1-0.pcap
-rwXr-xXr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-l-capsw-ethernet-1-3-0.pcap
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