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- FMCHU FEHERRE R
FMC UI

BT ZREBRFEFMC Ul EHVFMCE W] M ELEMMEE -

1.1#£System > Integration > High Availability:

sl Firepower Management Center

CIS€0  System | Integration { High Owerview Analysis Policics Devices Objects AMP Intelligence

Configuration Logging

Deploy

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client ~ Users Security Analytics & Logging
1 Domains

Select a role for this Management Center and specify p%er details to setup high availability. I 2 Healin
Securex m Monitor
Role For This FMG: Updates Policy
) Standalone (No High Availability) Events
Primary Licenses Exclude
Smart Licenses Monitor Alerts

Second:
=y Classic Licenses

Q. @ Global | admin v
1

Monitaring
Audit
Syslog

Statistics

Tools
Backup/Restore
Scheduling
Imper/Expart

Data Purge:

2BEFMCH AR, EEEBEBRT , REESTHMY , YAFMCEBIEEFIE
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Al Firepower Mana_gement_Center

cilco Overview Analysis Policies Dovices Objects AMP Intelligence

Cloud Services Realms Identity Sources High Awvailability eStreamer Host Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:
') Standalone (No High Availability)

Primary

Secondary

Deploy

Q @ﬁ @ Giobal | admin ¥

Peer Manager

NMREETSTAYE , $SEREBNERAS




'éll s‘L!E;I Fire pawer Manage mem Center Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy ﬁ-@ 4} @ Global | admin
Peer Manage
Cloud Services Realms Identity Sources High Availability eStrecamer Host Input Client Smart Software Satcllite
< teh Peer R ¢ E b 1]
Summary Systemn Status
Status & Synchronization task is in progress Local Remote
Active - Primary Standby - Secondary
Synchronization @ ok (10.122.148.122} (10.122.148.123)
10.122.148.122 Operating System Fire Linux 0S5 7.1.0 Fire Linux OS 7.1.0
Active System : y
{ HA synchronization time : Mon May 23 15:00:36 2022 )
Software Version 7.1.0-90 1.1.0-80
Standby System el . -
S { HA synchronization time : Mon May 23 15:25:14 2022 ) Maodel Cisco Firepower Management Claco Firepower
Center 4600 Management Center 4600

FMC CLI

RBUTHSRBEFMC CLIEHWFMCE W AR EFAREE -
1. BB SSHE = HBERREABFMC,

2.E{Texpertin ™ , AA%iE{Tsudo su i :

> expert

admi n@ncl: ~$ sudo su

Passwor d:

Last login: Sat May 21 21:18:52 UTC 2022 on pts/0
fcl: / Vol ume/ hone/ admi n#

3.1 Ttroubleshoot_HADC.pl s %5 , RRIZIEBEE1 M TRFMCHHAER. WRAEESTHY , &
BATRUTEH

fncl: / Vol une/ hone/ adm n# troubleshoot_ HADC.pl
FRkEkkkkkkkkkkkx  Troubl eshooting Utility **xxxxxsxssss 1 show HA Info Of FMC
2 Execut e Sybase DBPi ng

3 Show Arbiter Status

4 Check Peer Connectivity

5 Print Messages of AQ Task

6 Show FMC HA Operations History (ASC order)

7 Dunp To File: FMC HA Qperations History (ASC order)

8 Last Successful Periodic Sync Tine (Wen it conpleted)
9 Print HA Status Messages

10 Conpare active and standby device |i st

11 Check nmanager status of standby m ssing devices

12 Check critical PM processes details

13 Hel p

0 Exi t

Rk O R Rk Sk b S R R R ok R R R O R R O kR R S o Sk o

Enter choice: 1
HA Enabled: No

WMREETSHUAY  SERAT@EH

fncl: / Vol une/ hone/ adm n# troubleshoot_ HADC.pl
ER IR SR kI O S I I Troubl eshootlng Utlllty EE IR IR S I O
1 Show HA Info Of FMC



Execut e Sybase DBPi ng

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations Hi story (ASC order)
Hel p

EXIt R R S S S S

oo ~NO O WN

Enter choice: 1

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Status out put: vnsDbEngine (systemgui) - Running 29061

I'n vmsDbENngi neSt atus(): vnsDbEngi ne process is running at
/usr/local/sf/libl/perl/5.24.4/ SF/ Synchroni ze/ HADC. pm | i ne 3471.

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Rol e: Active

fisE . EETRAMEEYF , FMCAGTUEEEXHEBIA® |, LA KactiveSistandby R &E,

FMC REST-API

BB T SBRBIBFMC REST-APIBREFMCE W MM ERME EMiRE, FAREST-APIEFE
o TELLEHISH | £ Hcurl:

1.ERENBESHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2 ERLEH TS a4 EHHHUUID:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool
{ "items": [
{

"name": "Global",

"type": "Domain",

"yuid": "e276abec-e0f2-11e3-8169-6d9ed49b625£f"

}
{

"nane": "d obal / LAB2",

"type": "Domain",

"uui d": "84cc4af e- 02bc- b80a- 4b09- 000000000000"
}
{

"nane": "d obal / TEST1",

"type": "Domain",

"uui d": "efOcf3e9-bb07-8f 66-5c4e- 000000000001"
}
{

nane": "d obal / TEST2",
"type": "Domain",
"uui d": "341a8f03-f831-c364-b751- 000000000001



"links": {

"self": "https://192.0.2.1/api/fnc_platform vl/info/domai n?offset=0& init=25"
H
"pagi ng": {

"count": 4,

"limt": 25,

"offset": O,

"pages": 1
}

MEE . 5 FRM | python -m json.tools 5 ARISONER R EBEERN , WAR TR
Mo

. EMEHEASEEFHUUID:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/integration/fmchastatuses' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

MRREESATAMY , SERUTEY

{
"links": {},
"paging": {
"count": O,
"limt": O
"of fset": O,
"pages": O
}
}

WMREETSHUAY  SERAT@EH

"items": |
{
" fmcPrimary": {
"i pAddress": "192.0.2.1",
"role": "Active",
"uui d": "de7bfcl0-13b5- 11lec- af af - aOf 8cf 9cch46"

}

fmcSecondary":
"i pAddress": "192.0.2.2",
"role": "Standby",
"uuid": "a2de9750- 4635- 11ec- b56d-201c961a3600"
I
"haSt at usMessages": [
"Heal t hy"
1,
"id": "de7bfcl0-13b5-11ec- af af - a0f 8¢cf 9ccb46",
"overal | Status": "GOOD",
"syncStatus": "GOOD',
"type":. "FMCHASt at us"
}
1,
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ donai n/ e276abec-e0f 2- 11e3- 8169-
6d9ed49h625f /i nt egr ati on/ f nthast at uses?of f set =0&l i m t =25"

H



"pagi ng": {

"count": 1,
"limt": 25,
"offset": O,
"pages": 1
}
}
FMCH B BEBR 1R 38

REUTSBRBBFMCE T AMEENFMCHIEHRERPHIME
1. BB EHERRE R | B & ¥l K <filename>.tar/results-<date>—xooooo/command-output
2. B #& ZRusr-local-sf-bin-troubleshooting_HADC.pl -a.output:

MRREESTAY  SERUATES

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put s

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output"
Qut put of /usr/local/sf/bin/troubl eshoot_HADC pl -a:

$VARL = [
"Mrror Server => csnEng',
{
'rcode' => 0,
"stderr' => undef,
"stdout' =>'SQ Anywhere Server Ping UWility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole NULL
Dat abase MrrorState NULL
Dat abase Partner State NULL
Dat abase ArbiterState NULL
Server Ser ver Nane csnEng

Pi ng dat abase successful.

}
I
(systemgui) - Wiiting
HA Enabled: No
Sybase Dat abase Nane: csnEng
Arbiter Not Running On This FMC.
Not In HA

MREETSAURAM  SERUTEE

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put's

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output”
Qut put of /usr/local/sf/bin/troubl eshoot_HADC. pl -a:
Status out put: vnsDbEngi ne (systemgui) - Running 9399
I'n vmsDbENngi neSt at us(): vnmsDbENngi ne process is running at
lusr/local/sf/liblperl/5.24.4/SF/ Synchroni ze/ HADC. pm | i ne 3471.
$VARL = |

"Mrror Server => csmprimry',

{

"stderr' => undef,



‘stdout' =>'SQ@ Anywhere Server Ping Utility Version 17.0.10.5745

Type Property Val ue
Database MirrorRole primary

Dat abase MrrorState synchroni zi ng
Dat abase Part ner St at e connect ed

Dat abase ArbiterState connect ed
Server Ser ver Nanme csmoprimry

Pi ng dat abase successful.

'rcode' => 0
}
I

(systemgui) - Running 8185

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Role: Active

Sybase Dat abase Name: csmprimary
Arbiter Running On This FMC.

Peer |s Connected

FDM7 o Fi
A LA A B TR IE SR B FDMS o A B B AIAR A -

. FDM Ul

. FDM REST API&&S
. FTD CLI

. FTD SNMP#&R =

- FTDSREEHEMRE R

FDM Ul

EEREFOM UILWFDME AT AMEBNMRE  FETELRE "STAM, . IRREESET
At , RlHigh Availabilityf& ZNot Configured:



e, | . an ©Ceeo :
cisco. Firepower Device Manager Monitoring  Policies  Objects Device: FPR1120~1 & @ Y Administrator
Model Software VDB Intrusion Rule Update Cloud Services
Cisco Firepower 1120 Threat Defense 7.1.0=-90 354.0 20220519=1116 3 Not Registered | Register R
No interface named “inside”
& Intermet
Cisco Firepower 1120 Threat Defense @
A mn 13 15 17 e 1M
22 Inside Network () () () () S [ —
12 14 18 i/ 110 112 gpp
Mo interface named "outside”
Interfaces Routing Updates System Settings
Connected There are no sfatic e Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
View All Interfaces > View Configuration > View Configuration » DHCE Sewer istey
DDNS Service
DNS Servar
. Management Interface
Smart License 89 Backup and Restore Troubleshoot
= Hostname
Evaluation xpines in Ne files ereated yot —_
Evaluation expires in 89 days No files created yo Time Sanices
View Gonfiguration > View Configuration > el e Sew more
SRt  BEREAHAERHEREREVREENAE .
MREETSAANE , BRERABNIERY ENEREENAS
alvaln e i - == @ . @ «  admin
cisco. Firepower Device Manager Manitoring Policies  Objects Device: FPR1120-1 & . Administrator
Model Software VDB Intrusion Rule Update Cloud Services High Avallability
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 &3 Not Registered | Register Primary Device: Active ' Peer: Standby
No interface named “inside”
& intemet
Cisca Firepower 1120 Threat Defense @ : m
V1 o3 uys a7 s m )
o @@ O
e 14 16 18 110 112 sep
Mo interface named "outside™ oo
Interfaces Routing Updates System Settings
Connectid Thera are No SIENC routes yet Geolocation, Rule, VDB, System Upgrade, Managament Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
DHGP Se Rel
View All Interfaces > View Configuration > View Configuration > ver f Relay
DDNS Service
DNS Servar
) Management Interface
Smart License 89 Backup and Restore Troubleshoot N
DATS Hostname
aluat inas in e No files created yot ;
Evaluation expires in 89 days No files created pel Time Sanvicas
View Configuration > View Configuration > R e See more

FDM REST-API

BRBLUT S EBIBIBFDM REST-APIZEREBBFDME Al A B EMARE, FHAREST-APIEFix, &

L& SIS | £ Acurl:
BEREOBBTHE




# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’'
-4 '{ "grant_type": "password", "username": "admin", "password": "Ciscol23" }'
'https://192.0.2.3/api/fdm/latest/£fdm/token’

{

'access_token":

" eyJhbGciOiJIUZzIINiJ9.eyIpYXQiOjE2NTMyMDg1MjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYS0
XMWVJ LWESMMEtMjk4YjRI ZTUXNmMIj TiwibmImIjoxNjUzMjA4NTI4LCT1eHALIOJE2NTMYMTAZMjgsInJ1Znd1lc2hUb2t1bkV
4cGlyZXNBACI6MTY1MzIxXMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTNmZDA3ZjMtZDg
XZS0xXMWV]jLWESMmMEtYzk5N2UXNDcyNTMOIiwidXN1clJdvbGUiOiJSTOXFXO0FETUlOIiwib3JpZ2luljoicGFzc3dvemQiLCT
1c2VybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANAd_1V6TbFe6M"

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken":

"eyJhbGci G JI Uzl 1Ni J9. eyJpYXQ G E2NTI zOTQxN ksl nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQ ZDl OM Ox MV
Vj LTk4ZWMt YTI | OTl KZGMAMN2YOI i wi bmdm j oxNj UyMzkOMTY5LCII eHAI G E2NTI zOTY1N ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk1OTY5MDewWL Cly ZWZy ZXNo@91bnQ O 0xLCJ0b2t | bl R5cGUi O JKV1Rf UnWntcnVzaCl sl nVzZXJVdW
I kl'joi YTU3ZGVMM gt Y2MBMOOXMAW] LTk4ZWht Zj k4ODEXNI Nj ZW wi i wi dXNI ¢l JvbGUi G JSTOXFXOFETU O i wi b3Jpz2
luljoi cGFzec3dvemQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO0-i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"token_type": "Bearer"

}
2EERISTANEE  FELEAPEAFESHE

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTMyMDg1MjgsInN1YiI6 ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYSOXMWV
FLWESMmMEtMjk4YjRJ ZTUXNmMIj I iwibmImIjoxNjUzMjA4NTI4ALCI1eHALIOFE2NTMYMTAZMjgsInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MzIXMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTNmMZDA3ZjMtZDgxZS0
XMWVjLWESMMEtYzk5N2UXNDcyNTMOIiwidXN1clJvbGUiOiJSTOXFX0FETUlLOIiwib3JpZ21luljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANd_1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/ha/configurations’

MRREESATAMY , SERUTEY

{
"itens": [
{
"version": "issgb3rw2lixf",

"name": "HA",

"nodeRole": null,
"failoverlnterface": null,
"failoverNane": null,

"primaryFail overl Pv4": null,
"secondaryFail overl| Pv4": null,
“primaryFail over| Pv6": null,
"secondaryFail over| Pv6": null,
"stateful Fail overlnterface": null,
"st at eful Fail over Nanme": null,
"primaryStateful Fail overl Pv4": null,
"secondarySt at ef ul Fai |l over| Pv4": nul |,
"primaryStateful Fail overl Pv6": null,
"secondarySt at ef ul Fai |l over| Pv6": nul |,
"sharedKey": null,
"id": "76ha83ga-c872-11f 2- 8be8- 8e45bb1943c0",
"type": "haconfiguration",
"links": {
"self": "https://192.0.2.2/api/fdm v6/devi ces/ defaul t/ hal/configurati ons/76ha83ga-c872-
11f 2- 8be8- 8e45bb1943c0"
}
}
1,
"pagi ng": {
"prev": [],



"next": [],

"limt": 10
"offset": O,
"count": 1,
"pages": O
}
}

WMREETSHUAY  SERATEE

{
"items": [
{

"version": "issgb3rw2lixf",
"name": "HA",
"nodeRole": "HA_PRIMARY",

"failoverinterface": {
"version": "ezzafxob5ccti 3",
"name": "",
"har dwar eNane": "Ethernetl1/1",
"id": "8d6c4ldf - 3e5f-465b-8e5a- d336b282f 93"
"type": "physicalinterface"

},
IERBETRALRE  BEAUTES

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzZI1INiJ9.eyIJpYXQiOjE2NTMyMDg1lMjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYS0xMWV
jLWESMmMEtMjk4YjRj ZTUNmMIJ IiwibmImIjoxNjUzMjA4ANTI4ALCIleHALiOjE2NTMYMTAZzMgsInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXB1lIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoi YTNmZDA3ZjMtZDgxZS0
XMWV LWESMMEtYzk5N2UxXNDcyNTMO0IiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JdpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANd_ 1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default"’

MRREESTAY  SERAT@EE

{
"nodeRol e" : null
"nodeState" : "SINGLE_NODE",
"peerNodeState" : "HA_ UNKNOWN_NODE",
"configStatus" : "UNKNOM',
"haHeal t hSt at us" : "HEALTHY",
"di sabl edReason" : "",
"di sabl edTi nestanp” : null
"id" : “"default",
"type" : "hastatus"
"links" : {
"self" : "https://192.0.2.3/api/fdm v6/devi ces/ defaul t/operational/ha/status/default”
}
}

MREETSAAMY , SERUTEY

{

"nodeRole": "HA_PRIMARY",
"nodeState": "HA ACTIVE_NODE",
"peerNodeState": "HA_STANDBY NODE",
"configStatus": "IN SYNC",
"haHealthStatus": "HEALTHY",

"di sabl edReason": ,



"di sabl edTi nest anp": ""
"id": "default",
"type": "hastatus",
"links": {
"self": "https://192.0.2.3/api/fdm v6/devi ces/def aul t/operational / ha/status/default”

}
}

FTD CLI

EERE—-EPNSBRRE,

FTD SNMP#& R

ERE—-ESPNSBRRE,

FTDEE#EHE AR R SR

ERE—-ESPNSBRRE,

FTDR ™ F R T T 0

FTDE ] At & AR e (e A RE AR RE o] BAGE A LA IR IR ETTBR =R

- FTD CLI

. FTD SNMP

- FTDER S HEfRIE 2R
- FMC Ul

- FMC REST-API

- FDM Ul

- FDM REST-API

. FCM UI

- FXOS CLI

- FXOS REST-API
. FXOS#tFshow-techiE 3=

FTD CLI

AR T SRR , BBRFTD CLILWFTDE W AR A M AEREMARRE
1RBFENBEEN , ERHLLTRIBFHBFTD CLI:

- BB BSSHEEFTD — FREEA

. BiBconnect ftdig % , EFXOSEE A CLI(Firepower 1000/2100/3100)#1T#FEX

. BiB s (Firepower 4100/9300)#EFXOS CLIFHMA :
connect module <x> [console|telnet], X P x = HHEID , A& connect ftd [instance] , H Il &
R HEIB RS

- HRERFTD , ERBIBSSHAMFTD , AZEBERMFELRRARNECRAEMNEETERS
A



2.5 TBIRFTDAREBEBERMNME , FFECLI L#1Tshow running-config failover#lshow failover
statefi

MRREEHREER  SERUTEE

> show running-config failover
no failover
>show failover state

State Last Fail ure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Det ected None
====Confi guration State===
====Conmuni cat i on St at e==

MREETHEER  SERUATES

> show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.34.2 255.255.255.0 standby 10.30.34.3

>show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Primary
Active None
O her host - Secondary
St andby Ready Comm Fail ure 09: 21: 50 UTC May 22 2022
====Configuration State===
Sync Done
====Conmuni cati on State===

Mac set
3.5 7T RFEFTDEEEE MAMAE , FE1ECLI LiETTshow running-config clusterFfishow cluster infods

A
T o

MRAKREEESR , BERUATEE

> show running-config cluster
>show cluster info
Clustering is not configured

MRERESEE , B RUTEL

> show running-config cluster
cluster group ftd_clusterl
key *k k k%
local -unit unit-1-1
cluster-interface Port-channel 48.204 ip 10.173.1.1 255.255.0.0
priority 9
heal t h-check hol dtinme 3
heal t h-check data-interface auto-rejoin 3 5 2
heal t h-check cluster-interface auto-rejoin unlimted 5 1
heal t h-check system auto-rejoin 3 5 2
heal t h-check nonitor-interface debounce-tine 500
site-id 1



no unit join-acceleration
enabl e

> show cluster info

Cluster ftd_clusterl: On
Interface node: spanned

Cluster Menmber Limit : 16

This is "unit-1-1" in state MASTER

I D 0

SiteID : 1

Ver si on :9.17(1)

Serial No.: FLML949C5RR6HE
CCL IP :10.173.1.1

CCL MAC : 0015. c500.018f
Modul e : FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022

Last | eave: NA

O her nenbers in the cluster:
Unit "unit-2-1" in state SLAVE

I D 1

SiteID : 1

Ver si on :9.17(1)

Serial No.: FLM2108V9YGrSl
CCL IP :10.173.2.1

CCL MAC : 0015. c500. 028f
Modul e : FPR4K- SM 24

Resource : 20 cores / 44018
Last join : 14:02:46 UTC May
Last | eave: 14:02:31 UTC May

MB RAM

20 2022
20 2022

M5t : master#control B & iHE,

FTD SNMP

R BUTSREE , BBSNMPEEFTDE o AR TR AHREMAREE

mﬁﬁamﬁﬁaﬁQWWQE@HMEEWHDwﬁﬂ,mﬁﬁﬁﬁmmmuﬂmtm
SNMPI ¥ ELETHEERR, EREAFMCEREKNFTDME , 552 B EFirepower NGFWE B
Al ESNMP LA B E S B,

2. EEMPRFTDAEBEARNREE |
MREREEHEEE K SERUTES

# snmpwalk -v2c¢ -c¢ ciscol23 -On

SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SM : : enterprises.9.9.147.
SNMPv2-SMI: :enterprises.9.9.147.
SNMPv2-SMI: :enterprises.9.9.147.

MREETHEER  SERUTH

# snmpwalk -v2c -c ciscol23 -On 192.0.2.

192.

H R PR RPRRERRPRRE
L e BT

2
2
2
2.
. 2.
2
2
2
2.

0.2.
1.1.
1.1.
1.1.
1.1.
1.1.

101
1.1.
1.1.
1.1.
H

FEEFO0ID .1.3.6.1.4.1.9.9.147.1.2.1.1.1,

5

R R RPRPRREPRLRRREPRU
PRERPERPREEREBEL
B D WWWNNN
kR LW T
NJo AN AN D

I

.1.3.6.1.4.1.9.9.147.1.2.1.1.1

= STRI NG
= STRI NG
= STRI NG

= STRI NG
= STRING:
= STRING:

= | NTEGER:
I NTEGER:
= | NTEGER:

"Fai |l over LAN Interface"
"Primary unit"
"Secondary unit (this device)"

3
3
3

"not Configured"
"Failover Off"
"Failover Off"

.1.3.6.1.4.1.9.9.147.1.2.1.1.1


/content/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
/content/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)" <-- This
device is primary

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.4 = I NTEGER. 2

SNVMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = I NTEGER 9

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.7 = | NTEGER 10

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit" <--
Primary device is active

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 STRING "Standby unit"
JERTVHEMBNMRE , FWBOID 1.3.6.1 4 1.9.9.491.1.8.1,

MRAREEER , BERUTE# L

# snmpwalk -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1

SNWMPv2-SM : :enterprises.9.9.491.1.8.1.1.0 = INTEGER. 0

MREHEBAMAESR  AIBERUATEE

# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0 <-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0 <=-- Cluster unit state, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd_clusterl" <==- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <=-- Cluster side ID
MRBEEEE, CRAHEETESR , AIERUTES

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 INTEGER: 1 <-- Cluster

status, enabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16 <-- Cluster unit state, control
unit

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 10

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd clusterl" <=-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <=-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <=-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <-- Cluster side ID

BEACIDHAWFMEE |

FTDSEREHEMR R

2B CISCO-UNIFIED-FIREWALL-MIB,

EKBUTSRIRE  REFTDRBFRERPHOFTDS AR ATIEFR HHERIAREE -
1. R BEHERRIE R | Effn B E R H<filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-output,.

2. B RR 3 #rusr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ comrand- out put s
# cat 'usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_ cli_util.output'

J.ERBHEREEMARE | FFREshow failoverZB 7 -

MRREEHEER B RATEH

Failover Off

Fai | over unit Secondary

Fai | over LAN Interface: not Configured

Reconnect tinmeout 0:00:00

Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 nmaxi num

MAC Address Move Notification Interval not set

MREETHEER , SERUTEY

Failover On

Failover unit Primary

Fai l over LAN Interface: fover Ethernetl/2 (up)

Reconnect tineout 0:00: 00

Unit Poll frequency 1 seconds, holdtine 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1

Monitored Interfaces 1 of 1291 maxi mum

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.17(1), Mte 9.17(1)

Serial Nunber: Qurs FLM2OO6ENOUR93, Mate FLM2OO6EQFWAGG

Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active
Active tine: 161681 (sec)
sl ot 0: UCSB-B200-MB-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornal (Witing)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active tine: 0 (sec)
sl ot 0: UCSB-B200-MB-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornal (Witing)

slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)...

4.5 T7TERBFTDEHGLEMARRE , B Eshow cluster infoZf %

MRAREESES , BERUTEHL :

—————————————————— show cluster info ------------------
Clustering is not configured

MREEEXRASEE , ERUTEY !



Cluster ftd_clusterl: On

Interface node: spanned
Cluster Menber Limt 16
This is "unit-1-1" in state MASTER
1D 00
Site ID 1
Ver si on 9.17(1)
Serial No.: FLML949C5RR6HE
CCL IP 10.173.1.1
CCL MAC 0015. ¢500. 018f
Modul e FPR4K- SM 24
Resour ce 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last | eave: NA
O her nenbers in the cluster:
Unit "unit-2-1" in state SLAVE
1D 1
Site ID 1
Ver si on 9.17(1)
Serial No.: FLM2108V9YG/S1l
CCL IP 10.173.2.1
CCL MAC 0015. ¢500. 028f
Modul e FPR4K- SM 24
Resour ce 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last |eave: 14:02:31 UTC May 20 2022
FMC UI

FRBUATSRBIEFMC U LNFTDS AT AMM AT EA A EMAREE

1.;7###£Devices > Device Management:

Firepower Management Center

CISEQ  (ve Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @{} 0 Global |\ admin
—

'_, Device Management VPN Troubleshoot Create Dashboard

Device Upgrade Site To Site File Download

Name NAT Remote Access Threat Defense GLI

05 Dynamic Access Polics Packet Tracer
Access Controlled User Statisiics 4 ! “ E Q, ]
B U 1 statest Platform Settings Troubdeshooting Packet Capture <

Site Site M

Application Statistics FlaxEmnig e Mo 5
Cenificates A
Application Statistics (7.1.0) admin No Mo o Fy
Cennection Summary admin Mo Mo o .
Detailed Dashboard admin No No o .
Detailed Dashboard (7.0.0) admin No No o sw
Filas Dashbour_d . admin Mo Mo e ]
Security Intelligence Statistics admin Mo Mo "o Fu
Summary Dashboard admin No Yas "o #Fu

2ATHRBFTDE AN TER L E |
£, AIFTDEB M AREHR#H 1T -

FE#ZEHigh Availability= ClusteriZ#., MR ME&HTEF




Fi n n
'I':Il':-'c'lr_;' irapower Ma agemem Center Ovarview Analysis Policios Dewices Objects AMP
Wiew By: Damain -
Al(S)  ®Emor(0)  ® Waming (0) Offine (0)  ® Normal {5} Deployment Pending (0)  ® Upgrade (0)  ® Snort 3 (5)
—
cllapas A

Name Mode Varsien Cha Lic
~ LAB2 (3)

e ftd_cluster] (2)

10.62.148.188(Controd)  Snort 3
10.62.148.188

. N FP4120-5:443 ’ 5
Firepower 4120 with FTDC - 7.1.0 ) Socurity Module - 1 (Container) Base, Threat

10.62.148.191 Saon 3

10,62 148,191

Base, Threat

KSEC-FPRA100-6 cisco com 443
Firepower 4120 with FTD 71,0 = | Security Module - 1 [Contaner)

frd_ha

* [Figh Availability

H KSEC-FPR4100-3

ftd_ha_1(Primary, Active) Snom 3 r 0-3.443 )

10,62 148.89 Firepower 4150 with FTD - 7.1.0 Security Module - 1 (Container) Base, Threat

frd_ha_2{Secondary, Standby] Snort3 firopower-9300 cisco com-443

10.62.148.125 Fiepoasr Sl wmFIE: 70k B 5. Ziity Moduie - 1 (Container) Base, Threat
Th?'rm.m,\ s 3 Firepower 2120 with FTDL 7.1.0 NiA Base, Threat

Deploy Q. @P%r @ LABZ) adminv

Deployment History

0, Search Device m

Group

A TREFTDSUTAMMITER HARE
BAEHEIAMEERN —Eo , AIFTDEBILEEHIETT :

AE

Pl

, EREEINFNENAG, IRARTEE , AFTDFR

fd_cluster? (2§

Fi lyt ni
'::I:I:\::II:;' Irepower Ma aggmem Center Ovarview Analysis Policios Davices Objocts AMP
View By: Damain -
Al (5) ® Ermor (0) ® Warning (0) OfMine (0) ® Normal {5) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (5)
ollapse A
Nama Mo orsio Cha Lic
< LABZ (3}

" Chustor
10.62.148.188(Contred) | Snort 3 y - FPAT0-5:443 ) N
TR Firepower 4120 wth FTD 7.1.0 = | Security Module - 1 (Gontainer) Base, Threat
10.62.148.191 Snoit 3 KSEC-FPRA100-6 cisco.com 443
AR Firepawer 4120 with FTD 7.1.0 B Security Module - 1 (Container) Base, Threat
. fd_ha
" High Availability
ftd_ha_1(Primary, Active)| Sncet 3 c KSEC-FPR4100-3:443 N
TR Firepower 4150 with FTD 71,0 [ | Security Module - 1 (Contsiner) Base, Throat
ftd_ha_HSecondary, Standby)| Snort 2 firepower- 5300 cisco com: 443
AT Firepower 4150 wah FTD 7.1.0 B e ity Moduie - 1 (Gontainer) Base, Threat
ftd_standalone Snort 3 Finepower 2120 with T 2.1.0 NiA Base, Throat
10.62.148.181

Deploy O, @ @ LAB2) adminy

Deployment History

Q, Search Device m

Group

M EHENERT  ERTEFIRINEE,

FMC REST API

FEELE@ G | ftd_ha_1. ftd_ha_2, ftd_standalone, ftd_ha, ftc_clusterl 2fEA& TE B %R

B, EEEBIACIRERNSTAENTREE EEERRE.

AR T S BIRME | BIBFMC REST-APIBRREFTDS A At K AT IR R M AAREMIRRE, £ FREST-

APIEFis, fELLEHIs | FEHcurl:




1. BFRENBETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2ERBELEBENE . EAZHREST APIZE# S |, domain 5IBR4EN, FALEHTNSER
REBE

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal"
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. EAMUUIDE R £ ERGASEEBEUUD:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/v1l/domain/84cc4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool
{
"items": [
{

"id": "796eb8f8-d83b-11lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
1
"name": "ftd_ha_ 1",
"type": "Device"
1

ABTEHIBHEYREE  BERAUTEHRSSEIFHNHUUIDMNEE/AEFUUID:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£8-d83b-11ec-9414-b9083eb612d8' -H 'X-auth-access-
token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

"containerDetails": { "id": "eec3ddfc-d842-llec-al5e-986001c83f2f",
"name": "ftd_ha",
"type": "DeviceHAPair"

},
5.5 T RBHISTIMRAE B L EHH 5 B4 HUUIDFDeviceHAPair UUID:



# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/devicehapairs/ftddevicehapairs/eec3ddfc-d842-1lec-al5e-986001c83£f2f' -H 'X-auth-
access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"primaryStatus": {
"currentStatus": "Active" s
"device": {
"jid": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"keepLocal Events": fal se,
"name": "ftd _ha 1"

}
H
"secondaryStatus": {
"current Status": "Standby",
"device": {
"id": "e60ca6d0-d83d-1lec-b407-cdc91a553663",
"keepLocal Events": fal se,
"name": "ftd_ha 2"
}
}

CATRBERERE  BEASHHERSEIFNBUUIDNEE/AEUUD:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/3344bcd4a-d842-1lec-a995-817e361f7ea5' -H 'X-auth-access-
token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb" | python -m json.tool

"containerDetails": { "id": "8e6188c2-d844-l1llec-bddl-6e8d3e226370",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi cecl ust ers/ ft ddevi cecl ust er/ 8e6188c2- d844- 11ec- bdd1l- 6e8d3e226370"
H
"name": "ftd_clusterl",
"type": "DeviceCluster"

},
7 ERBERERE  BENEWHEHSETNRUUIDIIEE/AEUUID:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/deviceclusters/ftddevicecluster/8e6188c2-d844-1lec-bddl-6e8d3e226370' -H 'X-auth-
access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool
{
"control Device": {
"deviceDetail s": {

"id": "3344bc4a-d842-llec-a995-817e361f7ea5",

"name": "10.62.148. 188",

"type": "Device"

}
H
"dat aDevi ces": |
{
"deviceDetail s": {
"id": "a7ba63cc-d842-1lec-be51-f3efcd7cd5e5",
"name": "10.62.148. 191",
"type": "Device"
}
}

I,
"id": "8e6188c2-d844-1lec-bddl- 6e8d3e226370",



"name": "ftd clusterl",
"type": "DeviceC uster"

FDM UI

AR DERRE.
FDM REST-API
AR DERIRE.
FCM UI

FCM UIfEFirepower 4100/9300F1 #ASAK Firepower 2100 & T AT A,
REBUTSEBRBEFCM Ul LWFTDS T AR AT E FE AR EE
1 EEREFTDAHRERE  FRhE "BEEXE EHLMHA-ROLEEME !

Overview Interfaces WRGITTNSINTLEN Security Engine  Platform Settings System  Tools Help  admin

Logical Device List {1 Container instance) 77% (66 of 86) Conks Avadable
Tl Standalone Status:ck
Application Version Besource Profile Mansgement I Gateway Managemant Port Status
4 o 7.1.0.90 FP20 10.62,148.89 10.62.148.1 Ethermnetl/l ® orine @D ¢

Interface Name Type Attributes

([ F—— data Mus : et apphe able

E © 10062.146.8%

Ethemeat1/3 data

 Ethemnet1y2
: Ethernet1/2
 hitps:/{10.62.184.21/

-G830-11ec-94 1c-S08 Jebh 1 208

B EE : BERER IR 2 StandaloneZB R ERBRERERE , M A RFTDRET#
BE.

2 ERMBFTDERLEMMRE , FiRE NEBHEE, ELNEFRERNCLUSTER-ROLEB4E :

Overview Interfaces LGN eEINELN Security Engine  Platform Settings

G Refresh | |3 Add v

Logical Device List {1 Container instance) 57% (26 of 46) Cores Available

ind_custeri Chustered Status:ok

Application Version Resaurce Frofile Hanagement 1P Gateway Managerment Fort Status
4 o 7.1.0.90 FP20 10.62.148.188 10.62.148.129 Ethameti/1 ® orine & cda
Interface Hame Type Attributes
([ P— data Clustar Operational Status : in-cluster
. FIRE AGMT-1P : 10.62.148.188
Port- channah. 204 chutir [EusTER-ROLE ccontdl |

CLUS TER: 1P BN EENN]
MGMT-URL + hittpes:/{ 106218421/
(1Y) + 334abeda-g842-118ec-a955-81 Tel61 MMeas

FXOS CLI



Firepower 4100/9300 L2/t TFTDE Al A AT E FE 1 EL & LA R FXOS CLI LRI ARRERRFE .
RBUTSBREEFXOS CLILWFTDE T AMR W iEF HAHREFAREE
1.2 BB R HERSSHER,

2 EEMIRFTDS W AMARERE | & Tscope ssa i , AKRIEITscope slot <x>LA {1 B iE 1T
FTDEV 45 EHRE | IETshow app-instance expand &% :

firepower # scope ssa
firepower /ssa # scope slot 1
firepower /ssal/slot # show app-instance expand

Application |Instance:
App Nare: ftd
ldentifier: ftdl
Admin State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Val ue

firepower-mgnt-ip 192.0.2.5

ha-1an-intf Et hernet 1/ 2

ha-1ink-intf Et hernet 1/ 2

ha-role active

ngmt - ur | https://192.0.2.1/

uui d 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8

JEEMFJFTOREMRBNAAE |, FH1Tscope ssa T , #1Tshow logical-device <name> detail
expand 8T (HPEBARBBEERM ) , LAKshow app-instance 18T, ME4SERE Y& L

firepower # scope ssa
firepower /ssa # show logical-device ftd_clusterl detail expand

Logi cal Devi ce:
Name: ftd clusterl
Descri pti on:
Slot ID 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version

Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role



ftd ftd_clusterl 1 Enabl ed Ol i ne 7.1.0.90 7.1.0.90
Cont ai ner No RP20 In Cluster Master

FXOS REST API

Firepower 4100/93003% #£FX0OS REST-API,

RIBLUT SEBIBIBFXOS REST-APIFERBEFTDES A A M uBER ME EMikRE, FHREST-
APIEFis, fELLEHIS | FHcurl:

1.FEREOBESHE

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login'
{

"refreshPeriod": "0",

"token": "3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d"
}

2 EEMRFTDREBENRE , FEANTEHFHERMAEEID:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d’
'https://192.0.2.100/api/slot/1/app-inst"’

{ "smAppl nst ance": [ { "adm nState": "enabl ed", "appDn":

"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1&3",
"appNane": "ftd", "cl earLogDat a": "avail abl e",
"clusterQperational State": "not-applicable", "clusterRol e": "none",
"current JobProgress”: "100", "currentJobState": "succeeded",
"currentJobType": "start", "depl oyType": "container", "dn": "slot/1/ app-
inst/ftd-ftdi", “errorMsg": "", "event Msg": "",
"execut eCmd": "ok", "ext ernal | yUpgraded": "no", "fsnmbDescr": "",
"fsmProgr": "100", "fsnRmt | nvErr Code": "none",
"fsnRnt | nvErr Descr™: "", "fsmRm I nvRslt": "", "fsntt ageDescr™: "",
"fsnStatus": "nop", "fsmilry": "0", "hotfix": "",
"jdentifier": "ftdliv,
"operational State": "online",
"r easonFor Debundl e": "",
"resourceProfil eNane": "RP20",

“runni ngVersion": "7.1.0.90",
"SmAppAttribute": [
{
"key": "firepower-nmgnt-ip",
“rn": "app-attribute-firepower-ngnt-ip",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
firepower-nmgnt-ip",

"val ue": "192.0.2.5"

I8
{
"key": "ha-link-intf",
“rn": "app-attribute-ha-link-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-1ink-intf",
"val ue": "Ethernetl/2"
I8
{
"key": "ha-lan-intf",
“rn": "app-attribute-ha-lan-intf",

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-



ha-lan-intf",

mgmt -url ",
ha-rol e",
uui d",

1

"val ue": "Ethernetl/2"

"key": "mgnt-url",
“rn": "app-attribute-mgnt-url",

"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-

"value": "https://192.0.2.1/"

"key": "ha-role",
“rn": "app-attribute-ha-role",

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-

"value": "active"

"key": "uuid",
“rn": "app-attribute-uuid",

"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-

"val ue": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

3. ERMBFTDEREE , FENLEHPERBER BRI :

# curl -s -k -X GET

-H 'Accept: application/json' -H 'token:

3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d"
'https://192.0.2.102/api/1d/£ftd_clusterl’

{

"snlogi cal Device": [

{

"description": ,

"dn":
"errorMsg": ,

"fsnmDescr": "",

"fsmProgr": "100",

"fsnmRt | nvErr Code": "none",
"fsnRmt | nvErr Descr": "",
"fsmRm I nvRslt": "",

"fsntt ageDescr": "",
"fsnStatus": "nop",
"fsnlraskBits": "",

"fsmilry": "0",

"ldMode": "clustered",
"linkStateSync": "disabled",

"name" :

"Id/ftd_cluster1",

"ftd_clusterlr",

"operational State": "ok",
"slotld": "1",

"ccl Net wor k" :

"pool Endv6": "::",

"pool Startv6":
boot strap”,
"supported”,

"10.173.0.0",
"gat ewayv4": "0.0.0.0",

"snCl ust er Boot strap": [
"chassisld": "1",
"gatewayv6": "::",
nmode": "spanned- et her channel ",
"net maskv4": "0.0.0.0",

"prefixLength": ,
"siteld": "1",
"updat eTi nest anp": "2022-05-20T13:

" pool Endv4":
"pool Startv4": "0.0.0.0",

namne

rn":
"support Ccl Subnet ":

38:21.872",

"key": ,

": "ftd_clusterl",
"0.0.0.0",

"cluster-

"urllink": "https://192.0.2.101/api/ld/ftd_clusterl/cluster-bootstrap",

"virtual I Pv4": "0.0.0.0", "
I,

virtual | Pv6": "::



4 ERMBFTDERMRE , FEAUTERM :

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997das4453cdc0c37££fb888816c944d:!
'https://192.0.2.102/api/slot/1/app-inst"’
{
"smAppl nstance": [
{
"adm nState": "enabl ed",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"applnstld": "ftd_001_JAD19500BABI YA3O68",
"appNane": "ftd",
"cl earLogData": "avail abl e",
"clusterOperationalState": "in-cluster",
"clusterRole": "master",
"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",
"depl oyType": "container",
"dn": "slot/1/app-inst/ftd-ftd_clusterl",
"errorMsg": "",
"event Msg": "",
"executeCmd": "ok",
"ext ernal | yUpgraded": "no",
"fsnmbDescr": "",
"fsnmProgr": "100",
"fsnmRnt | nvErr Code": "none",
"fsmRnt | nvErrDescr": "",
"fsmRmtInvRslt": "",
"fsnttageDescr": "",
"fsnStatus": "nop",
"fsmilry": "0",
"hotfix": "",
"jdentifier": "ftd_clusterl",
"operational State": "online",
"reasonFor Debundl e": "",
"resourceProfil eNane": "RP20",
"runni ngVersion": "7.1.0.90",

FXOS#ifshow-techi 5

FTDS 0] F 14 B ] & 75 £ 4B RE R AR RE M) #E Firepower 4100/9300# Fashow-tech g R E& 3% .
RBLUT S BERBFXOSEFEshow-techiB RPN S o] MM E 7 B FARRE -

1. BIRFXOS 2.7 REEH , FFHE
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tarH B &
sam_techsupportinfo #& 3

HREHRA | 35EFPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tars B X
sam_techsupportinfo 3 £k,

2.5 7 BRRBHEERRE , FME "show slot expand detaily —HiIFISEFH M T MWha-roleBiE(E:

# pwd
/var/tnp/ 20220313201802_F241-01- 11- FPR-2_BCl_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo



“show slot expand detail"
Sl ot :
Slot ID: 1
Log Level: Info
Adm n State:
Qper State: Online
Disk Format State: Ok
Di sk Format Status: 100%
Cl ear Log Data: Available
Error Msg:

Application |Instance:
App Nare: ftd
Identifier: ftdl
Admin State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner
Turbo Mode: No
Profile Name: RP20
Hot f i xes:
External ly Upgraded: No
Cluster State: Not Applicable
Cluster Role: None
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Cl ear Log Data: Available
Error Msg:
Current Task:

App Attribute:
App Attribute Key: firepower-ngnt-ip
Val ue: 10.62. 148. 89

App Attribute Key: ha-lan-intf
Val ue: Ethernetl/2

App Attribute Key: ha-link-intf
Val ue: Ethernetl/2

App Attribute Key: ha-role
Value: active

App Attribute Key: ngmt-url
Val ue: https://10.62.184.21/

3.ATEHMRFTDHELMERE | BRE "show logical-device detail expand, — iR 4 EHETH
ModeE *1E:

“show logical-device detail expand’

Logi cal Devi ce:
Name: ftd clusterl
Descri pti on:
Slot ID: 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:



Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Cl ust er Boot strap:
Name of the cluster: ftd_clusterl
Mode: Spanned Et her channel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
I Pv4 Netrmask: 0.0.0.0
| Pv4 Gateway: 0.0.0.0
Pool Start |Pv4 Address: 0.0.0.0
Pool End | Pv4 Address: 0.0.0.0
Cluster Virtual |Pv6 Address:
I Pv6 Prefix Length:
| Pv6 Gat eway:
Pool Start | Pv6 Address:
Pool End | Pv6 Address:
Last Updated Ti mestanp: 2022-05-20T13: 38: 21. 872
Cluster Control Link Network: 10.173.0.0

A5 TREFTDERMRA | EME Mshow slot expand detail s 254 A5 FH T A MBI AE NI MR
AEEtE:

“show slot expand detail”

Sl ot :
Slot ID: 1
Log Level: Info
Admn State:
Qper State: Online
Di sk Format State:
Di sk Format Status:
Clear Log Data: Available
Error Msg:

Application |nstance:
App Nare: ftd
Identifier: ftd_clusterl
Adm n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Native
Turbo Mode: No
Profil e Nane:
Hot f i xes:
External ly Upgraded: No
Cluster State: In Cluster
Cluster Role: Master
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:
Current Task:

ASAR 7] i F T i e 1



A BAE R AT R IRBR RASARS A FME N A iR S e B B AR A

- ASA CLI

. ASA SNMPEx38

. ASA show-techtg %

- FCM Ul

- FXOS CLI

- FXOS REST-API

- FXOS#Fshow-techig %

ASA CLI

RBUT S EREEASA CLILAVASAS AT AMM AT fE R A E

1. RBEENIBERN | FRHUTRIBEHBASA CLI:

- EHEEEN TEEZEBtelnet/SSHEARFirepower 1000/3100FFirepower 2100 EFIASA
- TR AER T #Firepower 2100 EFFXOSEHIBCLIFHR |, 6 Aconnect asa i iE4RE|

ASA

. BB+ (Firepower 4100/9300)#&FXOS CLIFSR :

connect module <x> [console|telnet] , X2 IHEFEID , A% EfFEasa

- BRERASA | EEBIBESSHIABEASA , S E BB EREREEEARZVIETEGEHE
2.5 7T BRRASAHE R E BFARRE | FEEASA CLI_EiE1Tshow running-config failover#lshow

failover state®s

MRKREEHREER  SERUTEE

asa# show running-config failover
no failover
asa# show failover state

State Last Failure Reason
This host - Secondary
Disabled None
O her host - Primry

Not Det ected None
====Configuration State===
====Conmuni cati on State==

WMREETHEER  SERATES

asa# show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1
failover replication http

failover link failover-link Ethernetl/1

Dat e/ Ti ne

failover interface ip failover-link 10.30.35.2 255.255.255.0 standby 10.30.35.3

# show failover state

State Last Failure Reason
This host - Primary
Active None

O her host - Secondary

Dat e/ Ti ne



St andby Ready Conm Fail ure 19: 42: 22 UTC May 21 2022
====Configuration State===
Sync Done
====Conmuni cati on State===
Mac set

3.5 TEHBRASABERE MR , FFTECLI LE1Tshow running-config clusterflshow cluster inforr
A

To

MRREBESER , BETUATES

asa# show running-config cluster
asa# show cluster info
Clustering is not configured

MREEESS , AIBERUTEHL -

asa# show running-config cluster
cluster group asa_clusterl
key *kk k%
local -unit unit-1-1
cluster-interface Port-channel 48.205 ip 10.174.1.1 255.255.0.0
priority 9
heal t h-check holdtine 3
heal t h-check data-interface auto-rejoin 3 5 2
heal t h-check cluster-interface auto-rejoin unlimted 5 1
heal t h-check system auto-rejoin 3 5 2
heal t h-check nonitor-interface debounce-tine 500

site-id 1
no unit join-acceleration
enabl e

asa# show cluster info
Cluster asa_clusterl: On
Interface node: spanned
Cluster Menber Limt : 16
This is "unit-1-1" in state MASTER

1D 0

SiteID : 1

Ver si on ©9.17(1)

Serial No.: FLM2949C52321T

CCL I P :10.174.1.1

CCL MAC : 0015. c500. 018f

Modul e . FPR4K- SM 24
ASA SNMP

RBUT ZREBSNMPRFEASAE T AN AIERMEE !

1. BREEEIRASNMP,

2. BT BRFEHEREEMNRERHFOID .1.3.6.1.4.1.9.9.147.1.2.1.1.1,
MRREEREEE , SETUTESL

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit"

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit (this device)"



SNWVPv2- SM : :
SNWVPv2- SM : :

SNWVPv2- SM :

SNMPv2- SM : :
SNMPv2-SMI: :enterprises.9.

enterprises.
enterprises.
senterprises.
enterprises.

@@@@

. 9.
. 9.
. 9.
. 9.
9.

SNMPv2-SMI: :enterprises.9.9.147.

MREE T HEERS H—r,.m/T\J«)\T ]

# snmpwalk -v2c¢ -c¢ ciscol23
9.9.
9.9.

SNWVPv2- SM : :

SNMPv2- SM :
This device

SNWVPv2- SM : :

SNWPv2- SM :

SNWVPv2- SM : :
SNWVPv2- SM : :

SNWPv2- SM :

SNMPv2- SM : :
Primary device is active
senterprises. 9.

SNWPv2- SM :

enterprises.

senterprises.

is primary

enterprises.

senterprises.

enterprises.
enterprises.

senterprises.

enterprises.

© 0 ooooe
© ©©© oo

9

-On

147.
147.

. 147.

147.

. 147.

147.

147

. 147.
. 147.

1.

e N o = i =
NNONNNNDN
e N o = i =

N

e N o = i =

2.1.1.

[

e N o = i =

1.

3.4 = INTEGER 3

3.6 = INTEGER 3

3.7 = INTEGER 3

4.4 = STRING "not Confi gured"

.4.6 = STRING: "Failover Off"

.4.7 = STRING: "Failover Off"

0 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

2.4 = STRING "Failover LAN Interface"
2.6 = STRING "Primary unit (this device)"
2.7 = STRING "Secondary unit"

3.4 = INTEGER 2

3.6 = INTEGER 9

3.7 = INTEGER. 10

4.4 = STRING "fover Ethernetl/2"

4.6 = STRING "Active unit"

4.7 = STRING "Standby unit™"

BARATHERERBEMNMAE , FWHOID 1.3.6.1.4.1.9.9.491.1.8.1,
MRREESER , BETRUATES -

# snmpwalk -v2c -c ciscol23 192.0.2.12

.1.3.6.1.4.1.9.9.491.1.8.1

9.9.491.1.8.1
<=-- Cluster status,

<==- Cluster

<==- Cluster
<==- Cluster

<-- Cluster side ID

9.9.491.1.8.1
<=- Cluster status,

<==- Cluster

<==- Cluster

unit state,

disabled

disabled

group name
unit name

enabled

<==- Cluster
<==- Cluster
<==- Cluster

SNWPv2-SM ::enterprises.9.9.491.1.8.1.1.0 = | NTEGER 0
MREMEERBMAESR , MERATEL
# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.
.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER 11
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "asa_clusterl"
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1"
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1
MEAFECHE, SRAHETER , MERUATHEE :
# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.
1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 1
1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 10
1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "asa_clusterl"
1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1"
1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0
1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1
BROIDHIRNFFMERN , S ECISCO-UNIFIED-FIREWALL-MIB,

ASA show-techi¥ %

group name
unit name
unit ID
side ID

unit state, control unit


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

1. ERFASAHETRE EFMAMREE , 5 Eshow failover 72

MRREEHREER , SERUTEY

Failover Off

Fai | over unit Secondary

Fai | over LAN Interface: not Configured

Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maxi num

MAC Address Move Notification Interval not set

WMREETHEER  SERATE

Failover On
Failover unit Primary
Fai |l over LAN Interface: fover Ethernetl/2 (up)
Reconnect tinmeout 0:00:00
Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1291 nmaxi num
MAC Address Move Notification Interval not set
failover replication http
Version: Qurs 9.17(1), Mate 9.17(1)
Serial Nunmber: Qurs FLM2OO6EN9ABL11, Mate FLM20O6EQZY02
Last Failover at: 13:45:46 UTC May 20 2022
This host: Primary - Active
Active tinme: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Other host: Secondary - Standby Ready
Active tinme: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

é.%*%%ﬁ?éﬁ%@ﬂﬁ%ﬂﬂﬁ%i , B & show cluster info 4%

MRKREESER , BERATEL

------------------ show cluster info ---------c-cceeaa--
Clustering is not configured

MRERBYRAES , AIBERATEL

------------------ show cluster info -----=-=-------ee---
Cluster asa_clusterl: On
Interface node: spanned
Cluster Menber Linmt : 16
This is "unit-1-1" in state MASTER

ID 0
SitelID : 1
Ver si on 19.17(1)

Serial No.: FLM2949C5232IT



CCL IP :10.174.1.1
CCL MAC : 0015.c500. 018f
Modul e : FPR4K- SM 24

FCM Ul

IR — B SR,
FXOS CLI

IR — B SR,
FXOS REST-API

IR — B SR,
FXOS#fshow-techf§

AR B SBIRE,

R R B SO AR X

FTDBs K i =
B A R S R B E A B AR,
ALMER U T2 IERBFTDR A SR

- FTD CLI

- FTD show-tech

- FMC Ul

- FMC REST-API

. FCM UI

- FXOS CLI

- FXOS REST-API

. FXOS# 8 show-techiE 3=

MigE : FDMA X EZEREER,

FTD CLI

HMITUTSEREREFTD CLILMFTDRA A EER -
1.BBEENBEES , FHALUTIEEZHBFTD CLI:
. BEiEBIBSSHIEFTD — FREEA

. Biconnect ftdfg % , ’EFXOSE A CLI(Firepower 1000/2100/3100)11T 17 EL
. BB @ (Firepower 4100/9300)#FX0OS CLIZARA :



connect module <x> [console|telnet] , P x2IHEFEID , A%
AR [HE], 2 HIEEE 2 FIIE B MR

- HAEBFTD , BEEEBSSHIMFTD , EBERKEREREXSEFHEMEETEERS
Bl
2. EEERFEHAEES | FBECLI L Tshow firewallin & :

> show firewall
Firewall mode: Transparent

FTDSEREHEMR R

PITUT S REBFBFTDR B EERPHFTDR XEES

1. BB EHERRE X |, Efin B & Bl <filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-output,

2B RR 3 #rusr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

S.EEMEFTD A EES | 55 Eshow firewall — &7 :

—————————————————— show firewall ------------=--—---
Firewall mode: Transparent

FMC UI

BRBUTHRBEFMC Ul EWFTDRS K iEE -

1.;#1#Devices > Device Management:



CIS€0  Owerview | Dashboards [ Mana
—

2 Device Management VPN Troublashoot

] Flrepower Manag.e.meljt_ (?Fmter Overview finalysis Policies 1 Objects AMP Intelligence Dweploy Q, @{} @ Guoba
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\ admin v
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Provides traffic and intrusion event statistics by application Certificates "
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Detailed Dashboard (7.00) _ admin Mo Mo oL
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Security Intelligence Statistics admin No No A |
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aluity, Firepower Managcmcnt Center Oveview Analysis Polcins Daovicos Objects AMP Dy o ¢4 @ LAB2)\admine
cisen Device Managerient
Doploymant History
Viaw By: Domain -
Al(S)  ®Emor(0)  ® Warning (0) Offine (0) @ Normal {5) Deployment Pending (0)  ® Upgrade (0) @ Snort 3 (5) 2, Search Davice Ex
All
M Modsel Version Chassiy Lieanaos ntrol Poliey Groug
+ LABZ (3)

.. fid_cluster? (2)
Clhuster

10.62.148.188(Control)_Snort 3 FP4120-5:443 .
Hy 3 Firepower 4120 with FTD 7.1.0 H Secuity Module - 1 (Container) Base, Threat aep
1062145191 Snont 3 KSEC-FPRA100-6 cisco.com:443 -
sty Firepower 4120 with FTD. 7.1.0 Bl £ocimity Module - 1 [Gontamar) Base, Threat wp
_ Nd_ha
High Attty
apat (Primary, Activel ER Firepower 4150 with FTD 7.1.0 Base, Threat acpl
06214889
fad_ha_2(5 LE Standb Snort
i ‘[ econdary, Standby) < Firepower 4150 with FTD 7.1.0 Base, Threat acpl
Ad_standulons FRgtE Firepower 2120 with FTD 7.1.0 NiA Base, Threat p1

1062148181

FMC REST-API

AR LA S ERR/E |, :BBFMC REST-APIBRRFTDR X iEE R, FHAREST-APIEFix, 1EILE

Bl , £ Acurl:
AREMBETHE

—

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2B TEEENE . EAZHEREST APIE#HF , domain 5| HE2XFEN . FRALERAPNSER

RERE




# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

{
"itens":
[
{
"nane": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84ccd4afe-02bc-b80a-4b09-000000000000"
}

3. @RAEUUIDE NS 5% BRGNS EEBUUID:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool
{
"items": [
{

"id": "796eb8£f8-d83b-1lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
H
"name": "ftd_ha_1"
"type": "Device"
H

4ENEFPEASRIPHIFUUIDMEE/FR/UUID , A EffdModekI{E :

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£8-d83b-11ec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514"
"name": "acpl",
"type": "AccessPolicy"
H
"advanced": {
"enabl eOGS": fal se
H
"description": "NOT SUPPORTED',
"ftdMode": "ROUTED",
FCM Ul

& 7] LATEFirepower 4100/9300 LB & FTDAIBH X B =,



BB TS ERBBFCM UIEMWFTDRS A& -
1.7£Logical Devices ( BEXE ) EH LREEBEE

System Tools Help  admin

Overview Interfaces J(IGLIT=TReEMEES Sacurity Engine  Platform Settings

1 & Refresh | 3

Legical Device List (1 Container instance) 77% (66 of B5) Cores Avadabls

a1 Standalons Status:ok ; I:I H
Application Varsian Resource Profile Managemant 1P Gateway Management Port Status
4 7.1.0.50 RP20 10,62, 148,59 10.62,148.1 Ethesmatl/ 1 ® oriine @D e
Interface Name Type Attributes
| (= TE— data atu: not- apphcsble
= : 10.62.148.89

| = [Era—y dara  Ethernet1/2
M- LAN- INTF + Ethernet1/2
BAGAT: LIRL + hitps:/10.62.184.21f
HA-ROLE T athve
Ui © 796ehErE-dB30-1 16C-341 0-03083eD6 1 206

2EBE-TERARAETR K ARE "RE) ARPEFHAMES

Overview Interfaces WEGLILEINENTEEY Security Engine  Platform Settings
Editing - ftd1 S0 | | s B0
Standalone | Cisco Firepower Threat Defense | 7.1.0.90 ) )
Cisco Firepower Threat Defense - Bootstrap Configuration X
Ethernetl/2 Ki‘
Permit Expert mode for FTD SSH wis -
e sessions:
Ethernatl/4
Search domains: 1
e e 500,00
+ Ethermetl/s Firewall Mode: Transparent |-' |
= L DNS Servers: BBEE I
Ethernetl/s =
Fully Guakfied Hostname: “
Password: Set: Yes FID - 7.1.0.90
Ethamatifl
Confirm Password: Click to configurs
........
10.62.184.21
Fir egement Center NAT ID:
Eventing Interface: -
Hardware Crypto: Enabled ~ _
2 Fo 7.1.0.80 FPI0 ithematl 1 coibng
K Cancal
Interface Name Tr
Euwmmuz data
BEetemetsz data

FXOS CLI

& ] LAfEFirepower 4100/9300 L B2 ¥ FTDHY B X fEHE = o
BT S EBRTEFXOS CLI LB B FTDRS X B

1. B B MAEN R EIERSSHERR
2. Y1 BEAEisa , REVVRESELN BB/ER , E1Tshow mgmt-bootstrap expand @5 F , I
BEFIREWALL_MODE B #1{&:

firepower# scope ssa
firepower /ssa # scope logical-device ftd_clusterl
firepower /ssal/logical-device # show mgmt-bootstrap expand

Managenent Confi guration:
App Nane: ftd



Secret Bootstrap Key:
Key Val ue
PASSWORD
REG STRATI ON_KEY

I P v4:
Slot ID Managerment Sub Type | P Address Net mask Gat eway Last
Updat ed Ti nest anp

1 Firepower 10. 62. 148. 188 255. 255. 255. 128 10. 62. 148. 129 2022-05-
20T13: 50: 06. 238

Boot strap Key:

Key Val ue
DNS_SERVERS 192. 0. 2. 250
FI REPOAER_MANAGER | P 10. 62. 184. 21
FIREWALL_MODE routed

PERM T_EXPERT_MODE yes
SEARCH_DOVAI NS ci sco.com

FXOS REST API

Firepower 4100/93003% #FXOS REST-API,

AR T S BRI |, EIBFXOS REST-APIZREEFTDR AfEtER . EAREST-APIEFiR, 1
tegghis |, £ Mcurl:

1. FBRENBETHE

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23'
https://192.0.2.100/api/1d/£ftd_clusterl
{

"refreshPeriod": "0",

"t oken": "3dba916cdfb850c204b306al38cde9659ba997dadd53cdc0c37££b888816c944d"

}
2. A EH P BEREER G /R R EFIREWALL_MODE#R{E

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306a138cde9659ba997dad453cdc0c37££fb888816c944"
https://192.0.2.100/api/1d/ftd_clusterl

{ "key": "FIREWALL_MODE",

"rn": "key-FI REWALL_MODE",

"updat eTi nest amp”: "2022-05-20T13: 28: 37. 093",

"urllink": "https://192.0.2.100/api/ld/ftd_clusterl/ ngnt-
boot strap/ ftd/ key/ Fl REWALL_MODE"

"value": "routed"

b

FXOS#fshow-techii &

FTDRYBS K & 18 = "I £ Firepower 4100/9300/9 show-techiE = ERTH .



BREBLLT S EBREREFXOSHEFEshow-techiE P HFTDRA A BES,

1. HRAFXOS 2. 7R ESIRA , & <name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® B Btsam_techsupportinfo 1&%

HREBHRA , FBEFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tars B
sam_techsupportinfo &%,

2. MEISTE R B £F5E A iE FE T MYshow logical-device detail expandZ % :

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo

“show logical-device detail expand’
Logi cal Devi ce: Name: ftd_clusterl
Descri ption:
Slot ID: 1
Mbde: Custered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Boot strap Key:
Key: DNS_SERVERS
Val ue: 192.0. 2.250
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FI REPONER MANAGER | P
Val ue: 10.62.184. 21
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FIREWALL_MODE
Value: routed
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

ASAP: X R
AT LAfE A B TR TE SR BASARS X R

- ASA CLI

- ASA show-tech

- FCM Ul

- FXOS CLI

- FXOS REST-API

- FXOS#éfshow-techig %

ASA CLI

BRBIUT ZEREBEASA CLILAYASAR XiEER :



1. RBEANIPBER |, FHAUTEEZHBASA CLL:

- EHBEN TEZEBtelnet/SSHEA R Firepower 1000/3100F1Firepower 2100 EKIASA

. P &R T Firepower 2100 KIFXOSIR#IECLIZERA |, 36 A connect asa &4 B R E
ASA

. BiBdr < (Firepower 4100/9300)#¢FXOS CLIZARA :
connect module <x> [console|telnet] , HAx2FEEID , A& EiFasa

- R EHASA | BEEBIBSSHIEASA , & BBERMESERERBUIETIEFIESE
2.7£CLI L #11Tshow firewall#i 5 :

asa# show firewall
Firewall mode: Routed

ASA show-techi 3

EEFBASAPT X BE | R Eshow firewall E7 :

—————————————————— show firewall ------------=-----
Firewall mode: Routed

FCM UI
ARB—EHPHSRIRE.
FXOS CLI
ARB—EHPHSRIRE.
FXOS REST-API
ARB—EHPHSRIRE.
FXOS#fshow-techiii 38

AR B SBRIRE,

BR 28 flE AR 2 Bl

AMERRAEAIESERR

- RHBITE — AEPIEFERA T SEE/GIZNFEER (CPU, RAMMERRZR ) , RItER 6
L — B4 HHIE,
- BERflE — REFIECEALTLEH/GIZNERFE. REFMCEERWFTDXEZHIHINEE
: asali HFDME B FTDA X B It ThAE,
R BFirepower 4100/9300 LWWFTDXZ EREFE R HIEHRE,



A BAMER TR IRRRE IR ER B

. FTD CLI

.- FTDEERE M

. FMC UI

. FMC REST-API

. FCM Ul

. FXOS CLI

. FXOS REST-API

. FXOS#fshow-techig &

FTD CLI
AIBUT S BRIRME , BBBFTD CLILMNFTDHTERIZE R

1. RBEFEMNIBIER | FRALATEEBEFBFTD CLI:

- BEEBIBSSHEHEFTD — FRE¥E A

. BB (Firepower 4100/9300)#FXOS CLIFHR :
connect module <x> [console|telnet], Fx 2 IHMEID , R connect ftd [instance] , R HIIFERES
Bl EEREAEE

2. IB1Tshow version system@s %5 , MR &E TS FHSSP Slot Numberfy1T, MR NITEE
Container , AIFTDEERJ[EX THIT :

> show version system
------------------- [ firepower J--------------------

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uul D . 3344bc4a- d842- 11ec- a995- 817e361f 7eab
VDB ver si on . 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP (Qperating System Version 2.11(1.154)

Conpi l ed on Tue 30-Nov-21 18:38 GV by buil ders
Systeminmage file is "diskO:/fxos-Ifbff-k8.2. 11.1.154. SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up tinme 3 secs

SSP Slot Number: 1 (Container)

FTDSE S HE R R
ERBUTSBIRE  BEFTDRBHMERPOFTDAIBELBA T

1. BRI Rk R B HE AR AR 3R 30 B B F <filename>-troubleshoot .tar/results-<date>-xxxxxx/command-
output¥ ¥} 3%,

2. B RS #Fusr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:



# pwd

/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ comrand- out put s
# cat 'usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output'

3. mEEEFHESSP Slot Numberfy1T, MR I1TFEEContainer , AIFTDEEAE N THIT -

------------------- [ firepower J--------------------

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
Uul D . 3344bc4a- d842- 11lec- a995- 817e361f 7eab
VDB version . 346

Cisco Adaptive Security Appliance Software Version 9.17(1)

SSP (Qperating System Version 2.11(1.154)

Conpi l ed on Tue 30-Nov-21 18:38 GMI by buil ders

Systeminmage file is "diskO:/fxos-Ifbff-k8.2. 11.1.154. SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up tinme 3 secs

SSP Slot Number: 1 (Container)

FMC UI
RBUTSBREREFMC Ul LWFTDHIEZRER B

1. i#1£Devices > Device Management:

T m F|rep_ower[\t'lanagemeﬂl C_enter Overview Analysiz Policies Devices Objects

CISCO  Ovel
—
_ Device Management
Device Upgrade
Name MAT

Aceess Controlled User Statistics .

Platform Settings

Application Statistics FlexConfig

Certificates

Intelligence

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubleshaoting

Site 1o Site Monitoring

Deploy Q @-:} @ Global | adminw

Troubleshaot

File Download
Threat Defense CLI
Packet Tracer

Packet Capture

Application Statistics (7.1.0)
Connection Summary

Datailed Basnmarf.‘l .

Detailed Dashboard (7.0.0)

Filas Dushbwr_d ;

Security Inlulllc_aenl?o Statistics _

Summary Dashboard

admin

admin

admin

admin

admin

admin

admin

o Mo
No No
No MNo
No No
Mo Mo
Mo Mo
No ez

Create Dashboard

Easw
Easw
s
s e

®a s

L]

®a #

-

Fasw

s

o s

2. @& Chassis¥l, MR ITH1FEContainer , AIFTDEE RS EN TET.




Firepower Management Center
"c||'5'é|c'" P anag ) Ovanview Analysis Policies Davices Objects AMP Deploy Q Gmﬁ" @ LABZ | admin¥
—
Domain v
Al (8) ® Error (0) # Warning (0) Offine (0) & Normal (5) Deployment Pending (0) # Upgrade (0) ® Snort 3 (5) 0, Search Device m
—
L ol Po .
- LAB2(3) =
ftd_clustert (2) -
" Gluster w1
10.62.148.188(Control)  Snort 3 Frams g EPA170-5443 — .
e Firepower 4120 with FTD  7.1.0 B [Sacurity Module - 1 (Gantamer] | Base, Threat

1062148191 Snart 3

Firepower 4120 wWah FTD 7.1.0 Bage, Thieat

fred_ha
High Availabiity

e M Primary, Acthos) ETOIE Firepower 4150 with FTD 7.1.0 Base, Threat

fid_ha_2(Secondary, Standby) Snont 3

Firepower 4150 with FTD 7.1.0 Base, Threat

FMC REST-API

ERBUTSEEBFMC REST-APIERRFTDHIIEE B B, FAREST-APIEFis, L& HIs
, & Acurl:

1. BREORETHE

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2ZBETSHENE ., EXZHREST APIEH#AH |, domain 5| HE2XEN, FHLEHTHNSER
REEE -

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3 EARUUIDER EE BREAEEEEUUD:

# curl -s -k -X 'GET' ‘'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-£f12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool

{

"items": [



"id": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"links": {

"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"

b,
"name": "ftd_ha_ 1",
"type": "Device"

b,

4AFERAEHSZBRIFWIBUUIDAZEE/AFUUID |, R EisMultiinstancefV1{&:

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£f8-d83b-11lec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb' | python -m

json.tool

"name": "ftd_clusterl",
"isMultiInstance": true,

FCM UI

HERIFTDOHTERSEFLR , FRE 'EERE, P "RRREE, BENE. IRETAZE

, AIFTDERF{EXTHT -

Overview Interfaces ERGLIL=INsEINTSEY Security Engine  Platform Settings

Lagical Device List {1 Contalner instamce) 57% (26 of 45) Cores Avalable

frd_cluster Clustered Statusiok

Application version Resource Profile Management IF Gateway

= FTD 7.1.0.50 RPX 10,62.148. 108 10,62, 148,120

System  Tools Help  admin

Management Port Status

Ethamany/1 [ Jp— &0 e

FXOS CLI
REBUTSEREBEFXOS CLIEMFTDHIEEZR A
1. B BB FERY 12 BB S SSHIEAR

2. Y12 E|scope ssa , A& IE{Tshow app-instanceds &

FTDHYDeploy Type?l :

firepower # scope ssa

firepower /ssa # show app-instance

App Nane Identifier Slot ID Admin State Oper State
Deploy Type Turbo Mode Profile Name Cluster State d ust

, RERBEENBRFRRERE

Runni ng Version Startup Version
er Role

ftd ftd_clusterl 1 Enabl ed Ml ine 7.1.0.90 7.1.0.90
Container No RP20 In Cluster Mast er
FXOS REST API

REBUT S RBIBFXOS REST-APIFEREBEFTDHIEI B, EAREST-APIEFin, L EH]



F, FAcurl:
1. BREMBIFSE

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://10.62.148.88/api/login'
{

"refreshPeriod": "0",

"token": "3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d"
}

2ENEHPIEESH, HREID , YR ZEdeployTypelifE :

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££fb888816c944d’
https://192.0.2.100/api/slot/1/app-inst

A "smAppl nstance": [ { "adm nState": "enabl ed", "appDn":
"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1G3",

"appNane": "ftd", "cl earLogData": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",
"currentJobProgress": "100", "currentJobState": "succeeded",

"currentJobType": "start", "deployType": "container",
FXOS#fEshow-techi 3

BREBUT S RERFFXOSHEFEshow-techtE = FIFTDRF A BBIE :

1. BTRFX0S 2. 7R EERZA , 557 E<name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® B Btsam_techsupportinfo 1%

HREHMRA , 351EFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar B X
sam_techsupportinfo &3,

2. B EEMM "show slot expand detail s B2 3% Bl 7 5%:

# pwd
/var/tnp/20220313201802_F241-01-11- FPR-2_BC1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo
“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Admi n State:
Qper State: Online
Di sk Format State:
Di sk Format Status: 100%
Cl ear Log Data: Available
Error Msg:

Application |Instance:
App Nare: ftd
Identifier: ftd_clusterl
Admin State: Enabled
Qper State: Online



Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

BREASAHERER

ASAXEERENZHEREX. FIDAXEZREEN,
AT BAE R AT R IR £ T R

. ASA CLI
. ASA show-tech

ASA CLI
BB T SRERFASA CLIEMASAERER

1. BB EMEBRN | EALUTEHRSBASA CLI:

- EEEEN TEEZEBtelinet/SSHEARFirepower 1000/3100FFirepower 2100 EFIASA

- EF A ERX T ®Firepower 2100 L FIFXOS#EFIBCLIFARE , I {F FAconnect asa in &R E|
ASA
. B %4 (Firepower 4100/9300)4£FX0OS CLIZ M
connect module <x> [console|telnet] , X2 EEID , A% EHEasa

- BIAERASA | BEEZEBSSHIABASA , i E BB ERESSEREXREVETEFERE
2.7 CLIE#1Tshow mode® i & :

ASA# show mode
Security context nbde: multiple

ASA# show mode
Security context nbde: single

ASA show-techi 3

BRBUT S EBRERHASA show-techiE ZFHASAERER :

1. B&Eshow-techfE R+ fyshow context detail#f 7, EEEBRT , HREFEZMBLTX , ElttE
SRARZEEEN :

Context "system", iS a systemresource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/ 12, Ethernet1/ 13, Ethernetl/14, Ethernetl/15,
Et hernet 1/ 16, Ethernetl/2, Ethernetl1l/3, Ethernetl/4, Ethernetl/5,
Et hernet1/6, Ethernetl/7, Ethernetl/8, Ethernetl1l/9, Ethernet2/1,
Et hernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal-Data0O/1l, Internal-Datal/1l,



Managerent 1/ 1
Cl ass: default, Flags: 0x00000819, ID: O

Context "admin", has been created
Config URL: diskO:/adnin.cfg
Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managenmentl1/1
Real | PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000813, ID: 1

Context "null", is a systemresource
Config URL: ... null ...
Real Interfaces:
Mapped I nterfaces:
Real | PS Sensors:

Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000809, ID: 507

£ FAASABR BFirepower 210048 =,

B fgASARFirepower 2100 AT ATEA TR 2 —E1T :
- FEEN — EFXOSHEEEARRESIENERNERE, ELRETRENEEEMREBER,

EtherChannelft&. NTP, MGEEZE, FCM WebNMEZHFXOS CLIATFARFXOSE &,
CHEES (B ) —REERNATFAERBEASAHHFTEERE., FXOS CLHERMSR® T

FR TR EERFE R AASARFirepower 21008 =

. ASA CLI
. FXOS CLI
. FXOS show-tech

ASA CLI
ERBRUT S REFBEASA CLI EEAASARFirepower 210048 X
1.4# Ftelnet/SSHEA R Firepower 2100 EFYASA,

2.7ECLIE#1Tshow fxos modeir $ :

ci scoasa(config)# show fxos mode
Mode is currently set to plaftorm

RERKN :

ci scoasa(config)# show fxos mode
Mode is currently set to appliance

Mg - E2HBERAT | system=ziadmin 155 F11E fifshow fxos modeds &



FXOS CLI

BB T SBREFXOS CLI L EAASAEEEFirepower 210042 =
1.4# FAtelnet/SSHEL B Firepower 2100 L BYASA,

2.;&{Tconnect fxosTi T :

ci scoasa/ adm n(confi g)# connect fxos
Configuring session.

Connecting to FXCS.

Connected to FXOS. Escape character sequence is 'CTRL-~X .

MisEt : EZESERXT , connect fxosti S EadminfE=+ T H,

3. E{Tshow fxos-modedi § :

firepower-2140# show fxos mode
Mode is currently set to plaftorm

HEEN :

firepower-2140#show fxos mode
Mode is currently set to appliance

FXOS show-techi &

KRBT S BERBFXOSEFHshow-techiE RFAIASARIFirepower 21008 5 :
1.F3 B<name>_FPRM.tar.gz/<name>_FPRM.tar i9tech_support_briefs 3%

2% show fxos-mode) %% :

# pwd
/var/tnmp/fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode"
Mode is currently set to platform

KERKN :

# pwd
/var/tnmp/fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode’
Mode is currently set to appliance

E ARy B E



BRIEEERID CSCwb94424 ENH: T8 CLISHA & SABREFMC HARL B

BERI$EEEID CSCvn31622 ENH:##8FX0S SNMP OID LAk 38 5# i5 4E & 71 FE F I8 AL &

B REEERID CSCwh97767 ENH:#T8OID LASE FFTD A H 3F & 2 7Bl

B RIEEERID CSCwb97772 ENH:TEFirepower 2100 EFIASAR show-tech®E3E "show fxos
mode  #iH

B REERID CSCwb97751 MEMFEAOID 1.3.6.1.4.1.9.9.491.1.6.1. 1 E/TERA M X EE X B F

MRS

- R REEIE R OREST APIRIEAFI FM7.15R

. EFirepower NGFW# & Bt ESNMP

. Cisco Firepower B &P #REST APIIEE

. Cisco FXOS REST API1Z %

. Cisco ASAHEM

. Firepower 1000/2100F1 % £ B K %3100 ASAFIFXOS #f #8hix 2
- WA T

. Firepower#s 5= 4 X i BE BEBRIB T2

. Cisco Firepower 2100 A F3#5Fg

- B 8lFirepower B B EHE B MHIEE



https://tools.cisco.com/bugsearch/bug/CSCwb94424
https://tools.cisco.com/bugsearch/bug/CSCvn31622
https://tools.cisco.com/bugsearch/bug/CSCwb97767
https://tools.cisco.com/bugsearch/bug/CSCwb97772
https://tools.cisco.com/bugsearch/bug/CSCwb97751
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
/content/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
/content/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
/content/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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